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Abstract

Making routine clinical-care-data available for medical research requires adequate consent to legitimize use and exchange.
While, public interest in supporting medical research is increasing, individuals often find it difficult to actively enable
researchers to access their data. In addition to broad consent, the idea of (consent-free) data donation has been brought into
play as another way to legitimize secondary research use of medial data. However, flanking the implementation of broad
consent policies or data donation, the attitude of patients, and the general public toward different aspects of these approaches
needs to be assessed. We conducted two empirical studies to this end among Dutch patients (n = 7430) and representative
German citizens (n = 1006). Wide acceptance of broad consent was observed among Dutch patients (92.3%), corroborating
previous findings among German patients (93.0%). Moreover, 28.8% of the Dutch patients generally approved secondary
data-use for non-academic research, 42.3% would make their decision dependent upon the type of institution in question. In
the German survey addressing the general population, 78.8% approved data donation without explicit consent as an
alternative model of legitimization, the majority of those who approved (96.7%) would allow donated data to be used by
universities and public research institutions. This willingness to support contrasted sharply with the fact that only 16.6%
would allow access to the data by industry. Our findings thus not only add empirical evidence to the debate about broad
consent and data donation, but also suggest that widespread public discussion and education about the role of industry in
medical research is necessary in that context.

Introduction

Increasingly, data from routine clinical care are made
available systematically and comprehensively for medical
research. Various funding schemes have been implemented
to this end in many countries, including the Medical
Informatics Initiative (MII) instigated by the German Fed-

Supplementary information The online version of this article (https://
doi.org/10.1038/s41431-020-00735-3) contains supplementary
material, which is available to authorized users.

>4 Gesine Richter
gesine.richter@iem.uni-kiel.de

Institute of Experimental Medicine, Division of Biomedical
Ethics, Kiel University, University Hospital Schleswig-Holstein,
Kiel, Germany

Institute of Medical Informatics und Statistics, Kiel University,
University Hospital Schleswig-Holstein, Kiel, Germany

Technologies, Methods and Infrastructure for Networked Medical
Research (TMF e.V.), Berlin, Germany

Department of Medical Ethics, Philosophy and History of
Medicine, Erasmus MC, Rotterdam, The Netherlands

Institute of History and Ethics in Medicine, Technical University
of Munich, Munich, Germany

eral Ministry of Education and Research [1, 2] and recent
research data programs funded by the Dutch Association of
University Hospitals [3] and the Dutch Ministry of Health,
Welfare and Sports [4, 5]. In addition, biospecimens col-
lected in the course of clinical care in The Netherlands are
made available to researchers through a nationwide histo-
and cytopathology registry (PALGA) [6]. In Germany,
biobanks at university hospitals have formed the German
Biobank Association (GBA), coordinated by the German
Biobank Node (GBN) of the European BBMRI-ERIC
initiative, to coordinate the sampling, storage, and provision
of research-relevant biospecimens from prospective studies
as well as routine clinical care [7]. All these activities
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immediately raise the issue of adequate patient consent to
legitimize the exchange and use of data and biomaterial.

For prospective medical research involving human sub-
jects to be ethically sound, participants need to give prior
informed consent (e.g., [8, 9]). This means that the indivi-
duals concerned must be informed beforehand about the
purpose, nature, risks, and benefits of the study in question,
and that they are able to decide about participation volun-
tarily and without coercion. However, this approach is
difficult to translate from prospective clinical studies to the
secondary research use of medical data collected in the
course of clinical care, where not all potential purposes of
the future use of the data can be anticipated at the time of
collection. Consequently, there has been a discussion going
on for sometime (e.g., [10]) about alternative types of
consent suitable for secondary data use that would balance
the autonomy of patients and the freedom of research [11].
From an ethical point of view, this dilemma undoubtedly
echoes the commonly perceived conflict between individual
autonomy and the common good [12].

The concept of so-called “broad consent” is becoming
increasingly important for patient-based medical research. In
fact, international bodies governing health research, includ-
ing the World Medical Association and the Council for
International Organizations of Medical Sciences/ World
Health Organization [8, 9], have approved the implementa-
tion of broad consent as “an acceptable alternative” [9, p. 42].
Moreover, in the context of biobanking, research institutions
in many countries have already adopted broad consent poli-
cies [13]. Following this approach for data as well would not
only legitimize a wide, yet underminable scope of research
use in the future but could also facilitate comprehensive
data sharing within the research community, if the consent
process was designed accordingly. This way, broad consent
would address the many relevant demands with regard
to openness and transparency, for example in the form of the
FAIR principles [14] or through corresponding statements
by the International Committee of Medical Journal Edi-
tors (ICMIJE) [15].

At the same time, public interest in supporting medical
research through the provision of access to medical data
increases [16—18]. Vis-a-vis the growing amount and sci-
entific potential of such data, however, this development led
to an ethically problematic asymmetry: On the one hand, the
importance of data for improving population health is
widely acknowledged. At the same time, individuals find it
difficult to enable researchers directly to actually access
their data, which infringes upon their decision autonomy if
they want their data to be used [19]. In view of this mis-
alignment, the German Ethics Council (Deutscher Ethikrat)
recently brought into play the concept of “data donation” as
a way forward for individuals to facilitate research use of
their medical data [20, p. 266f]. Like others, the German
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Ethics Council understands “data donation” as giving con-
sent to the use of one’s data without limiting its timing and
purpose provided that (a) the possible consequences, espe-
cially for family members, are made sufficiently clear and
(b) an appropriate infrastructure for managing and protect-
ing the data is in place.

The discussion about adequate forms of consent to
research data use gained momentum when the EU General
Data Protection Regulation (Regulation 2016/679 EU, EU-
GDPR) became enforceable law in May 2018. According to
Article 6 of the EU-GDPR, processing of personal medical
data is forbidden unless (a) the data subject (i.e., the patient)
has given consent or (b) the processing (i.e., the research) is
carried out in the public interest and under conditions laid
down by EU or member state law [21]. However, Section
2(j) of Article 9 of the EU-GDPR allows processing of
personal data also if “necessary for archiving purposes in
the public interest, scientific or historical research purposes
or statistical purposes” [21]. This exemption from prior
consent is given in accordance with Article 89, which
explicitly leaves room for national law to provide deroga-
tions under the requirement of safeguards [ibid.].

Against the above background, it appears worthwhile
exploring whether data donation (as defined, for example,
by the German Ethics Council) represents an acceptable and
adequate alternative form of consent, arguing that with its
intention to actively support medical research, data donation
clearly has the common good as its main foundational
ethical principle [12, 22, 23]. With the results of the two
studies reported upon in the following, we hope to be able
to contribute further to the exploration of new (and possibly
more adequate) forms of consent in medical research.

Methods
Background

The present work comprises two surveys, carried out in
Germany and The Netherlands in 2019, that addressed the
attitude of different societal groups toward the secondary
research use of personal medical data under certain consent
frameworks.

Both surveys drew upon two earlier studies of ours from
Northern Germany. The first one, carried out in 2015, was
questionnaire-based and comprised 700 outpatients of the
Comprehensive Center for Inflammation Medicine (CCIM),
University Hospital Schleswig-Holstein (UKSH) Campus
Kiel. The study was mostly concerned with the under-
standing and acceptance of, and motivation to give, broad
consent for healthcare-embedded biobanking [17]. The
second study, from 2018, was conducted under the same
conditions and assessed the level of acceptance of a
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no-consent policy to legitimize secondary data use in med-
ical research. Both studies revealed that German patients
were not only willing to give broad consent but were also
likely, under certain circumstances, to accept use of their
medical data for research without explicit consent [18].

As a first step toward generalizing our earlier results to
other countries and other societal groups, we assessed the
attitude toward, and understanding of, broad consent to a
large sample of Dutch individuals from outside the clinical
context (“Acceptance of broad consent in The Netherlands”
section). Notably, Dutch university hospitals have tradition-
ally followed an “opt out” policy to legitimize secondary
research use of medical data and biospecimens. However,
first hospitals have recently introduced [24], or are currently
piloting, broad consent (“opt in”) solutions. In a second,
representative population survey, we asked members of the
general public in Germany for their attitude toward data
donation, i.e., toward the practical implementation of a no-
consent policy (“Attitude toward data donation without
explicit consent in Germany” section).

Statistics

Descriptive statistics were calculated using IBM SPSS
Statistics for Windows [25]. For categorical variables, e.g.,
the agreement, or not, to a given statement, we determined
absolute as well as relative frequencies and used x* or
Fisher’s exact tests, as appropriate, to assess the statistical
significance of any differences noted between Germany and
The Netherlands. P values smaller than 0.05 were regarded
as statistically significant.

Acceptance of broad consent in The
Netherlands

Materials and methods

In co-operation with Patiéntenfederatie Nederland and
with support of the Dutch Ministry of Health, Welfare, and
Sports, we conducted a web-based survey among 22,000
Dutch patients in 2019, using a questionnaire comparable
to that employed in two previous German surveys [17, 18].
In addition, patients were provided an information bro-
chure and a (hypothetical) consent form that represented
near-verbatim translations of the corresponding documents
routinely issued at UKSH Campus Kiel, Germany, with
minor modifications of language, including more informal
and simpler language as well as shorter sentences. The
only notable difference with regard to content concerned
the policy of reporting incidental findings, which had to be
re-phrased for the Dutch study in order to comply with
national law.

In contrast to the two German surveys, where the attitude
toward broad consent was evaluated in the clinic, the goal
of the Dutch study was to find out whether patients would
accept broad consent even if only affecting them sometime
in the future. After answering some general questions about
their views on using personal data and biospecimen for
scientific research, patients had the choice to read the
informational brochure and consent form as well. Patients
who did so were then asked to answer questions assessing
their understanding of the documents and their attitude
toward the approach, and whether this attitude had changed
after reading the documents.

As in the German surveys, Dutch patients were also
asked to rate their own social attitude. To this end, the
German version of the Short Schwartz’s Value Survey
(SSVS) [26] was translated into Dutch. The SSVS is a well-
established tool world-wide [27, 28] and has been validated
before in its German version [29]. The underlying theory
assumes the existence of ten basic human values (power,
achievement, hedonism, stimulation, self-direction, uni-
versalism, benevolence, tradition, conformity, and security)
that can be identified across most human societies and that
shape behavior and decision-making of human individuals.

Results
Acceptance of broad consent

Of the 22,000 Dutch patients approached, 7430 partici-
pated in the web-based survey (33.8%) and 5258 (70.8%
of those who participated) also read the (hypothetical)
broad consent documents, followed by completion of the
corresponding part of the survey. The study thus achieved
an acceptable level of participation for its type (i.e.,
questionnaire delivery). Most patients were over 60 years
of age and highly educated [details were published before
by Patiéntenfederatie Nederland, 30] but, since age and
education were not found to be of any significant influence
on the attitude of patients in the previous German surveys
[17, 18], the Dutch and German studies should be well
comparable. Of the 5258 participants who agreed to regard
the broad consent documents, a total of 3708 (70.5%)
had also revealed their attitude toward research use of
their data earlier in the survey. Some 3422 of these
(92.3%) expressed subsequent willingness to give broad
consent, suggesting an approval rate among Dutch patients
that is comparable to that noted in the German surveys
[17, 18].

Understanding of broad consent

Objective understanding of the broad consent approach was
better in the Dutch than in the 2016 German survey
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Table 1 Understanding of broad
consent by Dutch and German
patients.

Topic German survey 2016¢ Dutch survey 2019 P value
(n =254) Number (%) (n=15258) Number (%)
Reporting of incidental findings* 165 (65.0) 2865 (54.5) 0.001
Scientific scope of use” 117 (46.1) 2846 (54.1) 0.012
Right to withdraw® 164 (64.6) 4036 (76.8) <0.001
Use by external researchers’ 81 (31.9) 3103 (59.0) <0.001
Absoluteness of data protection® 142 (55.9) 4443 (84.5) <0.001
Personal benefit 170 (66.9) 4815 (91.6) <0.001

“The information brochures described different policies because of country-specific legal concerns regarding
the reporting, or not, of incidental findings.

°This topic was addressed by the provision of two contradictory statements; incorrect affirmation of at least
one statement or non-affirmation of both statements was counted as a wrong answer.

“The wording of the German and Dutch question differed slightly.

dData refer only to phase 2 of the 2016 German survey because the brochure used there underwent

intermittent linguistic revision.

(Table 1) despite the fact that the German documents were
developed further during the survey. Significantly higher
proportions of correct answers (p<0.05) were given
to questions concerning the scientific scope of data and
biospecimen use (54.1%), the right to withdraw (76.8%),
the possible use of data and biospecimen by external
researchers (59.0%), the lack of absoluteness of data pro-
tection (84.5%), and the lack of immediate personal benefit
from consenting (91.6%). Only with regard to the policy for
reporting incidental findings, i.e., the only item where the
contents of the Dutch information brochure differed from
the German, understanding was significantly poorer among
Dutch patients (54.5% vs. 65.0% for Dutch and German
patients, respectively; Table 1).

Motivation and human values

In the 2018 German survey [18], most participants who
gave broad consent did so mainly for pro-social reasons,
including altruism, reciprocity, solidarity, and gratitude
(Table 2). In the Dutch survey reported here, support of
research in general was also found to be the main reason for
giving broad consent (n= 1375, 40.2%), although at a
substantially lower level than in the Germany survey
(86.1%). All other aspects of altruism, solidarity, and reci-
procity were prevalent among Dutch patients at a consistent
albeit low level (20-25%), and gratitude seemed to play an
even more minor role (n =487, 14.2%; Table 2). The pre-
dominant SSVS human value in both the Dutch and the
German 2018 survey was benevolence. While security
was by far the second most important value for German
participants, security, universalism, and self-direction
played an almost equally important role among the Dutch
(data not shown).

SPRINGER NATURE

Attitude toward secondary use of medical data for
purposes other than academic research

Inspired by critical aspects of the German study on data
donation reported in Materials and methods in “Attitude
towards data donation without explicit consent in Germany”
section below, the Dutch questionnaire also asked partici-
pants for their attitude toward the secondary use of medical
data for purposes other than academic research, including
the commercial development of pharmaceuticals or apps.
While 2139 patients (28.8%) fully approved and 624 (8.4%)
entirely disapproved such use (Fig. 1), the willingness of
3146 patients (42.3%) to grant permission for secondary
data use was found to depend upon the nature of the ben-
eficiary institution or the purpose of the data usage. A total
of 1521 patients (20.5%) were indifferent toward the issue
(“do not know”).

Attitude toward data donation without
explicit consent in Germany

Our previous 2018 German survey [18] was carried out
shortly before the EU-GDPR came into force. The goal of
that study was to assess the attitude of patients toward the
EU-GDPR stipulation that, under certain conditions,
patients no longer would have to consent to the use of their
personal data for scientific research. The main outcome of
the survey, namely that a considerable majority of partici-
pants (75.7%) approved of such a consent-free approach,
brought into play the possibility of data donation as an
alternative form of legitimizing the secondary research use
of medical data. In order to assess the generalizability of the
survey results to non-patients, a population-based study on
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Table 2 Motivation to give broad consent.

Concept Motivational item German survey 2018 Dutch survey 2019 P value
(n=468) Number (%) (n = 3422) Number (%)
Altruism Support of research in general 403 (86.1) 1375 (40.2) <0.001*
Helping all future patients 315 (67.3) 859 (25.1) <0.001*
Reciprocity Returning own benefit from research 339 (72.4) 794 (23.2) <0.001*
Solidarity Helping future patients with same disease 328 (70.1) 699 (20.4) <0.001*
Feeling connected with future patients 189 (40.4) 848 (24.8) <0.001*
Gratitude Gratitude toward doctors 214 (45.7) 487 (14.2) <0.001*
Other Hope for personal benefit 153 (32.7) 847 (24.8) <0.001*
Knowing of others who consented 16 (3.4) 22 (0.6) <0.001°
Worry about disadvantages when not consenting 4(0.9) 18 (0.5) 0.328°
No specific reasons 41 (8.8) 21 (0.6) <0.001°
a2 test

YFisher’s exact test.

Fig. 1 Attitude of Dutch
patients toward secondary use
of medical data for purposes
other than academic research
(n =7430). Answering behaviour
to the following question: “Data
can also be used for other types of
research, e.g. to produce
medicine, tools or apps by
commercial organisations. Would
you permit the use of your data
for those purposes?”.

the topic was instigated in 2019 by TMF e.V. (Technolo-
gies, Methods and Infrastructure for Networked Medical
Research), an umbrella non-profit organization for medical
research based in Berlin, Germany.

Materials and methods

The aim of the 2019 TMF survey reported here was to
evaluate the attitude of the general population in Germany
toward medical data donation for research purposes. It was
conceptualized and carried out against the background of
almost 20 years of experience, by TMF, of negotiating with
data protection authorities and ethics committees in the
different German federal states. The goal of these con-
sultations, namely a uniform broad consent for all states,
turned out to be a critical prerequisite for the German
Medical Informatics Initiative (MII), launched in 2017 by
the federal government and coordinated by TMF. The
2019 survey on data donation also marked the beginning of
a comprehensive dialogue between the German university
hospitals, represented by the MII, and patient organizations
as well as self-help groups, which are well organized in
Germany and have a strong interest in medical research.

permission to use data for other research purposes, such as
the production of drugs, aids or apps by commercial
organisations

permission in dependence of the organization or the
purpose

28.8%

no permission at all - 8.4%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

The survey was designed as a standardized telephone
questionnaire of a representative population sample (n =
1006) and was conducted by the German Forsa Institute
between 13 and 18 August 2019. The study sample was
drawn from Forsa’s population-representative survey panel
“forsa.omninet”. The survey included three questions: (i)
attitude toward data donation from digital health records,
(ii) possible beneficiaries of data donation, and (iii) duration
of research use after data donation.

Results

Of the 1006 participants, a majority of 793 (78.8%)
approved donation of data from their digital health records
as well as sharing of these data with third parties for medical
research, anonymously and free of charge. A small minority
of participants disagreed or strongly disagreed (n =204,
20.3%; Fig. 2) mainly because of worries about data
security (n =122, 58.8%). Only nine participants (0.9%)
were indifferent toward the issue (“do not know”).

A vast majority of those who approved data donation
would allow their data to be used by scientists from uni-
versities and public research institutions (n =767, 96.7%),

SPRINGER NATURE
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but only a minority (n= 132, 16.6%) of mostly younger
respondents would also share their health data with scien-
tists from industry and private institutions, including phar-
maceutical and biotech companies (Fig. 3).

When asked for how long their personal health data
should be available for medical research after data dona-
tion, a majority agreed to long-term data use. Thus, 440 of
the 793 approving participants (55.5%) responded that
their data could be used for an unlimited period of time
whereas 133 (16.8%) wanted to see research limited to the
next five years. To be asked for re-consent for each
individual research project was preferred by 212 indivi-
duals (26.7%).

ufully agree = agree do not know

= disagree

strongly disagree

Fig. 2 Attitude in the German population toward data donation
from digital health records. The pie chart illustrates the answering
behavior of the forsa omninet interviewee panel (n=1006) to the
following question: “Would you agree your personal health informa-
tion to be shared anonymously and free of charge for medical research
so that diseases can be better diagnosed and new treatments developed
in the future?”.

Limitations

We observed significantly better understanding of the broad
consent issues in the Dutch survey, compared to the
2016 study in Germany [17], likely due to the overall higher
educational level in the Dutch sample, which may point
toward a lack of comparability as a limitation of our current
study. However, public awareness of the issues of second-
ary data use for medical research has improved in the recent
past (e.g., [31]). Therefore, the different levels of compre-
hension could also be due to the fact that the topic has
received more public attention over the last three years in
The Netherlands, thereby resulting in better prior knowl-
edge among the Dutch patients. In any case, it is not likely
that the Dutch had better prior knowledge because, of those
Dutch patients who did not change their opinion (n = 3562)
upon reading the broad consent brochure, only 21.1 % (n =
751) claimed to have known the information beforehand.
Another possible cause of the different understanding in
different countries may be that the documents were
translated from German into slightly easier Dutch language.
This explanation receives further credit from our 2016
study in Germany [17] where linguistic simplification
improved the understanding of the information material
as well.

Discussion

As a means to legitimize the secondary research use of
medical data, broad consent policies are becoming adopted
more and more widely in Germany and The Netherlands.
At the same time, however, the creation of ever more
complex infrastructures for data integration from different
sources, as currently exemplified by the German Medical
Informatics Initiative, calls for further development of the

share data with universities and publicresearch 25.7%
institutions ’

share data with scientists from industry and private 16.6%
companies )

0.0%

Fig. 3 Possible beneficiaries of data donation for medical research.
Answering behaviour (based upon forsa omninet respondents to question
1 who fully agreed, or agreed, to data donation; n = 793) to the following
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20.0% 40.0% 60.0%  80.0%

100.0% 120.0%

question: “And who would you share your personal health data for
medical research with?” Note that percentages do not add up to 100
because multiple answers were possible.
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consent process. Although there seems to be wide expert
agreement on the preconditions for responsible and, hence,
ethically acceptable data sharing, including the protection of
privacy, minimization of risks, data security, transparency
as well as public information and trust [32], little is known
about the attitude of the data subjects themselves [31, 33].

The two surveys reported upon here provide further
insight into the attitude of data subjects in Germany and The
Netherlands towards comprehensive secondary research use
of their data, either under a broad consent opt-in policy or
an explicit opt-out policy (“data donation”). In both sur-
veys, we observed a strong positive attitude towards sup-
porting medical research in general, corroborating previous
studies [32]. This positive attitude, which mainly reflects the
human values of benevolence and security, should form a
robust basis for reconciling the rights of data subjects with
the needs of data-driven medical research.

The general concordance of their outcome notwith-
standing, there are some notable differences between the
German and Dutch studies. Whereas the German patients
were approached in the waiting rooms of a university hos-
pital, the Dutch study was web-based. In addition to lin-
guistic and educational factors (see above), the significantly
better understanding of the broad consent approach by
Dutch patients may thus be attributable partly to these dif-
ferent interview settings.

When patients are expecting a serious diagnosis or
waiting for an unpleasant or even dangerous intervention,
they may simply not be receptive to the information pro-
vided. This calls for means to inform patients in a situation
that is less stressful and burdensome for them, i.e., before
they actually become patients. Our findings support the
view that informed data donation in a non-clinical context
may be an acceptable alternative type of legitimization for
the secondary research use of medical data. In fact, the 2018
German patient survey and, even more so, the recent
population survey by TMF revealed a generally positive
attitude towards data donation for research by way of an
opt-out policy, in line with other reports [34].

Both surveys also revealed that, whereas universities and
public research institutions seem to enjoy great public trust,
data use for commercial research of data is seen more cri-
tically by patients and the general population alike. This
result corroborates previous work framing the participation
in data-rich research as an activity geared towards solidarity
and the common good [12]. Moreover, transparency and
public involvement are essential for the general acceptance
of such research [35], and the failure to implement the
“care.data” program in England, aimed at extracting anon-
ymised patient data from GP records in order to build a
central nationwide database, is proof to the point in this
regard [36]. In addition to the lack of patient awareness of
the program, the fact that the database was intended to be

accessible by third parties, including pharmaceutical com-
panies, was a major cause of serious public concerns [36].
In the discussions why “care.data” failed, and which future
lessons could be learned from this setback, particular
attention was paid to the concept of “social license”,
whereby public acceptance of health research rests on its
status as a socially valuable service to the public good [37].
Such “social licenses” for the research use of patient data
cannot be taken for granted but need to be acquired, parti-
cularly by the private sector, taking into account the diverse
patient and public values, needs and interests [32].

In summary, we observed a generally positive public
attitude in Germany and The Netherlands towards data
donation for medical research, even without explicit con-
sent. At the same time, however, we recognized consider-
able reluctance towards research use of the donated data by
commercial institutions. Such resentments are not only
difficult to take into account in real life, where the colla-
boration between publicly funded and commercial research
is a reality also encouraged by many funding organizations.
It also fails to acknowledge the critical importance of eco-
nomic activity for societal progress. To overcome this
incongruity in public attitude, we postulate that more
widespread public discussion and education about the role
of industry in medical research is necessary, particularly in
the context of data donation.
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