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A conceptual framework for internet child abuse material offenders:
risk-relevant therapy based on assessed risk factors
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Offenders who commit sexual offences against children are progressively recognised,
prosecuted, assessed and treated. As technology advances, internet child sexual abuse material
(I/CAM) offences increase in pertinence to forensic assessment and treatment. A new proposal
in [/CAM therapeutics, the Estimated Risk of Internet Child Sexual Offending (ERICSO) is a
framework for individualised, risk-relevant treatment formulation based on identified risk
factors. An international scoping review of /CAM treatment programmes was conducted prior
to elucidating our proposed treatment model for /CAM offenders. Combining risk-relevant
and compassionate therapies, we propose a treatment framework based on the risk—needs—
responsivity model and relevant factors, recognising diversity of I/CAM offenders. Incorporating
proven constructs in offender assessment and treatment with specific application to the I/CAM
offender cohort, the ERICSO assists professionals to formulate risk-relevant, individual therapy
and set meaningful goals. The delivery of compassionate therapeutic interventions to [/CAM
offenders will improve rehabilitative outcomes and community protection.
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Introduction

Over the past 15 years there has been a rapid
change in the nature of serious crime, with a
sharp rise in the rate of digital/cyber-related
crime compared to a reduction in the rates of
face-to-face violent crime, including robbery,
homicide and sexual offending (Bryant &
Bricknell, 2017; Caneppele & Aebi, 2019).
Child sexual offenders increasingly commit
crimes online including, but not limited to,
child abuse material (CAM), online interac-
tions through online forums and live-stream
webcam sexual offending against children
(Bursztein et al., 2019). The following sum-
mary of the history of internet-based CAM
(I/CAM) offences highlights the recency of

recognition of these offences from an
Australian perspective and the implications for
treatment and therapeutic interventions.
Following the historical summary, this
paper considers the Australian legal sanctions
for /CAM offences, mandatory reporting and
general psychological therapies in Australia.
We then focus on the introduction of a new
risk assessment and treatment formulation tool
for I/CAM offending, and place this in context
of an international scoping review of currently
available I/CAM treatment programmes.

History of I/CAM offences

In Australia, possession of I/CAM is a state/
territory offence. /CAM offences involving
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Table 1.

History and current ACT legislation relevant to I/CAM offences.

Year Offence

Crimes Act 1900 section

1987 Employment of young persons for pornographic

purposes
1991 Possession of child pornography

1994 Expansion of child pornography laws to encompass

computer games

Crimes (Amendment) Ordinance
1987

Crimes (Amendment) Act 1991

Classification of Publications
(Amendment) Ordinance 1994

Crimes Legislation Amendment
Act 2004 (current)

2004 Using child for production of child pornography™* etc.
Trading in child pornography*
Possessing child pornography™

2018 *Replace ‘child pornography” with ‘child exploitation All

material’

Note: ACT = Australian Capital Territory; I/CAM = internet child abuse material.

the active use of the internet, such as access-
ing, trading or making available I/CAM, are
commonwealth (or federal) telecommunication
offences. An example of the history of the
development of I/CAM offences is presented
here using the trajectory in the Australian
Capital Territory (ACT), where CAM offences
were first prosecuted as specific offences in
1987 when the employment of people under
18years for making pornographic material
became an offence (Boxall & Fuller, 2020;
Boxall et al., 2014). Four years later, posses-
sion of such material was recognised as an
offence, and shortly after computer games
were included as relevant material. While
these offences predate home use of the inter-
net, updated offences include I/CAM, and in
2004 trading in I/CAM was included. Changes
in 2018 to the terminology used in relevant
legislation resulted in the removal of the term
‘child pornography’, substituted by the term
‘child exploitation material’. Table 1 reflects
the current relevant offences by year of
amendment.

Table 1 highlights the terminology used in
Australian legislation and in associated legal
proceedings. Although child pornography is
no longer a legal term, it remains in common
usage in forensic treatment environments.
Further, publications use varying terms,
including child exploitation material, child
abuse material, child sexual exploitation
material, online child sexual offending,

internet child sexual offending, child sexual
abuse imagery and associated abbreviations.
While relatively interchangeable, for clarity,
this paper will use Internet Child Abuse
Material (/CAM) throughout to clearly spe-
cify the focus on the role of the internet in
online sexual abuse of children.

While the age of sexual consent in
Australia is 16years, for the purposes of
I/CAM offences the Criminal Code (Cth)'
defines a child as being a person who is under
18 years of age. The definition of child exploit-
ation material encompasses anything repre-
senting the sexual parts of a child, or a child
engaged in activity of a sexual nature, or
someone else engaged in an activity of a sex-
ual nature in the presence of a child; and must
be for the sexual arousal or sexual gratification
of someone other than the child. /CAM
includes images, videos, digitally altered
images/videos, cartoons (traditional and
anime) and written stories.

To provide additional protection for chil-
dren around the world, Australian citizens and
permanent residents who commit child sexual
offences (including I/CAM-related) outside
Australia may be prosecuted under Australian
law (Criminal Code s272.8 and 272.9). The

'Dictionary, ~Criminal Code (Cth), https://www.
legislation.gov.au/Details/C2023C00210/Html/Volume_
2; and see also s 3(1) Crimes Act 1914 (Cth), s 4(1),
Family Law Act 1974 (Cth)


https://www.legislation.gov.au/Details/C2023C00210/Html/Volume_2
https://www.legislation.gov.au/Details/C2023C00210/Html/Volume_2
https://www.legislation.gov.au/Details/C2023C00210/Html/Volume_2
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intentional importation of I/CAM is an offence
(Customs Act 1901, s233BAB (5)).

Mandatory reporting laws

Mandatory reporting of child abuse to govern-
ment-run, child protection services was first
introduced in Australia in 1969 in South
Australia (Mathews, 2014). Since that time,
Tasmania (1975), New South Wales (1977),
Queensland (1980), Northern Territory (1984),
the Commonwealth (1991), Victoria (1993),
the Australian Capital Territory (1997) and
Western Australia (2009) have all enacted
similar laws (Mathews, 2014). Prior to 1984
the states and territories did not detail child
sexual abuse; rather, this was encompassed
under terminology including ill-treatment, neg-
lect and physical abuse (Mathews, 2014). All
states and territories of Australia now expli-
citly mandate the reporting of child sexual
abuse. Reports made to government-run child
protection services may be referred on to
policing agencies for criminal investigation
and prosecution.

Mandatory reporting differs between juris-
dictions as to whom, of whom and how and
when information must be reported. Different
jurisdictions mandate reporting of suspicions,
beliefs of harm or likely harm resulting in the
abuse (including sexual) or neglect of a child
(Mathews, 2014; Australian Institute of Family
Studies; AIFS, 2020). Professions with manda-
tory reporting requirements in all Australian
jurisdictions include doctors, nurses, police,
teachers, psychologists and a range of other
individuals and professions who work with
children (AIFS, 2020).

Not all countries around the world have
mandatory reporting of child sexual abuse (or of
I/CAM). Notable countries without mandatory
reporting requirements include New Zealand,
the United Kingdom and Germany. The absence
of such requirements provides an interesting
space to consider child sexual offender and
I/CAM offender help-seeking and treatment.
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General psychological therapies in
Australia

Subsidised by Medicare, Australia’s govern-
ment-funded healthcare scheme, eligible indi-
viduals (consumers) can access general and
mental health supports, including a range of
psychological services at low or no cost
(Services Australia, n.d.). In late 2017,
Medicare embraced the technology era and
commenced subsidising psychological serv-
ices by telehealth: healthcare consultations
conducted using videoconferencing software.
Initially targeting consumers in rural and
remote areas, the COVID-19 pandemic
resulted in the expansion of the initiative to
all eligible mental health consumers
(Australian Psychological Society, APS, n.d.).
Generally, a consumer can access a maximum
of 10 subsidised individual sessions with a
psychologist per calendar year. Consumers
who choose to pay full fees to access psycho-
logical services (i.e. not through Medicare) do
not have a session limit. A psychologist may
pass the full subsidised cost per session on
with no additional cost to a client or may
charge a gap payment between the subsidy
cost and the full cost per session (which is
typical). For a client paying full fees, the

APS’s recommended rate is currently
AUDS$300 per 46-to-60-minute session (APS,
2023).

There are professional organisations

world-wide dedicated to supporting and pro-
viding training for professionals who work
with clients who commit sexual offences.
These include the Association for the
Treatment of Sexual Abusers (ATSA; USA),
the Australian and New Zealand Society for
the  Treatment of  Sexual  Abusers
(ANZATSA) and the National Organisation
for Treatment of Sexual Abusers (NOTA;
United Kingdom). There is no requirement for
psychologists providing sexual-offence-spe-
cific treatment, including for I/CAM offences,
to have completed specific training or be a
member of these professional organisations.
This highlights the need for structured
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assessment and treatment of general sexual
and I/CAM offenders to ensure delivery of
consistent, risk-relevant, evidence-based and
individualised pathways.

The Estimated Risk of Internet Child
Sexual Offending (ERICSO)

The ERICSO is an empirically developed
I/CAM-specific and risk-relevant assessment
tool for I/CAM offenders (Garrington et al.,
2022, 2023a, 2023b). The risk factors meas-
ured in the ERISCO were empirically identi-
fied through a rigorous systematic review
(Garrington et al., 2018). A unique feature of
this tool is combination of actuarial risk
assessment with structural professional judge-
ment approaches. The ERICSO provides struc-
tured guidance to identify dynamic treatment
needs and risk variables, to enable and inform
treatment programmes focused on changeable
treatment issues. Developed using a multi-
stage process comprising systematic review,
survey of professionals, single-user case study
and case series analysis, the ERISCO repre-
sents a new assessment/treatment modality
(Garrington et al., 2022; Garrington et al.,
2018). Identified risk factors are grouped into
domains, namely Demographic, Collection,
Nature of Engagement and Social. Preliminary
scoring criteria cumulatively consider a higher
number of responses selected to indicate more
areas of identified risk for treatment formula-
tion. The ERICSO manual and detailed scor-
ing procedures remain in development.
Feedback from the professional and user stud-
ies combined with existing research has
resulted in the ERICSO’s unique contribution
to the assessment of the I/CAM cohort.

The single-user case study considered the
individual reflections of a male I/CAM
offender on the ERICSO items based on his
experiences as an I/CAM offender (Garrington
et al., 2023a). Early indicators from the case
series analysis are that the ERICSO has good
construct, external and face validity when
compared to known assessment tools for the
I/CAM and sex offender cohorts, with higher

scores on the ERICSO corresponding with
higher levels of diversity in online sexual
behaviour and increased areas of risk/treatment
need (Garrington et al., 2023b).

I/CAM offender treatment

Typical treatment for I/CAM offenders is
inclusion in general sexual offender group pro-
grammes delivered in prison settings or by
correctional services rather than I/CAM spe-
cific (Magaletta et al., 2014). Treatment pro-
grammes or treatment plans may not be
provided to all offenders, unless offender man-
agement departments or agencies have policies
to treat all sexual offenders, or offenders are
sentenced with attached court orders mandat-
ing treatment. Where sexual offenders do not
have court-ordered treatment, volunteering for
treatment post-conviction without implied
coercion (e.g. eligibility for parole may depend
on programme completion) can be rare (see
Day, 2020; Harris & McPhedran, 2018).
Usually, such treatment occurs when offenders
are incarcerated. The authors’ personal experi-
ence is that some I/CAM offenders may seek
individual treatment from a psychologist, navi-
gating the limitations on sessions, gap fees and
full fees as detailed above.

Convictions for I/CAM offending in
Australia can lead to a range of imprisonment
and/or community supervision orders (see
Harris & McPhedran, 2018; National Judicial
College of Australia, NJCA, n.d.). A sentenc-
ing judge may mandate or suggest offence-
specific treatment or rely on the supervising
authority to offer relevant treatment options.
For sentences of imprisonment, judges are
generally unable to mandate treatment but can
make recommendations. A judge may also
sentence an offender to release on a set date
with no requirement to apply for parole,
thus removing some incentives to participate
in a relevant treatment programme
(Commonwealth  Department of Public
Prosecutions, CDPP, 2018). State/territory
parole boards may take into consideration a
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detainee’s behaviour and completion of treat-
ment programmes in granting or refusing their
release to a parole order.

Treatment in prison has been a particular
focus, as incarceration provides a significant
opportunity for treatment intervention, and
release to a parole order may be dependent on
completion of treatment (Crimes Act 1914,
s19ALA (1c)). However, a recent commentary
by Day (2020) highlighted the challenges fac-
ing offender rehabilitation in Australian pris-
ons, noting that it is of highly variable quality.
Variations relate to intensity of treatment,
quality of treatment and prison social climate
as relevant considerations. Arguing for treat-
ment programmes to sit within reintegration
and rehabilitation models focusing on family,
community and culture, Day highlighted sys-
temic issues facing rehabilitation in correc-
tional environments. In Australia, programmes
delivered in prisons may be psychoeduca-
tional, motivational or therapeutic, with juris-
dictionally  different  requirements  for
programme facilitator or therapist qualifica-
tions, training and supervision (Heseltine
et al., 2011). The variation in requirements to
work with specific cohorts, such as sexual
offenders, does not necessarily ensure a level
of competency in therapeutic delivery.

Very few rehabilitation programmes
appear to be provided outside correctional
services in Australia. The only programme that
the authors were aware of in Australia is
Owenia House, operated by South Australia
Health, providing treatment to community-
based adults who have committed or think they
may commit a sexual offence against children,
including ‘internet-based offences’, although
we are unaware whether this includes /CAM
programme content. Consequently, we under-
took an international scoping review to identify
treatment programmes for [/CAM offenders.

Method

To identify treatment programmes for [/CAM
offenders a scoping review of published
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articles was undertaken. Electronic searches
were conducted using available databases
including EBSCO Host, Medline, ProQuest,
PsychINFO, Google and Google Scholar.
Treatment programmes were also identified
through reference lists of articles, and several
were known to the first author through clinical
experience. Search terms used in isolation and
combination included internet offender, child
abuse material (CAM), internet child abuse
material (I/CAM), child pornography, treat-
ment, program and therapy.

Results

A total of five programmes currently delivered
world-wide for the I/CAM offender cohort
were identified: Prevention Project Dunkelfeld
(Germany), Inform Plus (United Kingdom),
Troubled Desire (Germany), iHorizon (United
Kingdom) and Coping with Child Exploitation
Material Use programme (CEM-COPE;
Australia). A predecessor to the iHorizon pro-
gramme, the Internet-Related  Sexual
Offending Programme (i-SOTP, United
Kingdom), was also identified. A review of
the programmes, publicly available informa-
tion, delivery manuals (if available), inclusion
and exclusion criteria and relevant publications
was undertaken. Relevant to programme entry
criteria and this paper, only the iHorizon pro-
gramme and its predecessor, the i-SOTP, use a
risk assessment tool, namely the Risk Matrix
2000 (RM2000). Table 2 lists the key charac-
teristics of these programmes, and they are
described briefly below.

I/CAM treatment programmes
Dunkelfeld (PPD),

Prevention
Germany

Project

Germany provides an interesting comparison
point to Australia because it has non-manda-
tory reporting of child sexual abuse laws. This
means men who have or are planning to com-
mit sexual offences against children (including
I/CAM) can seek help at any time without fear
of prosecution. Prevention Project Dunkelfeld
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(Continued).

Table 2.

Approach Risk level Location Sessions Hours Excludes Evaluation

Delivery

Name

Nil

Women serious

46

26 group + 3

UK — HMPPS

Moderate or

Bio/psycho/social

Group

iHorizon

MH 1Q

individual
sessions
10 sessions X

Northern

Ireland
Australia —

high on

model of change

(2018)

under 80
ID ABI Self

RM2000
Unknown —

Good lives model
Psychoeducational

Nil

20

CEM-COPE  Group

harm Suicidal
severe MH

Forensicare 2 hours each

must be in

criminal
justice

RNR

(2019)

system

Therapy for Internet Child Abuse Material Offenders 1087

Coping with Child Exploitation Material Use pro-

internet child abuse material; i-SOTP = Internet-Related Sexual Offending Programme; CEM-COPE

Note: I/CAM

mental health;

Her Majesty’s Prison and Probation Service; MH =

gramme; RNR = risk—needs—responsivity model; RM2000 = Risk Matrix 2000; HMPPS

ID = intellectual disabilities; ABI = acquired brain injuries.

(PPD) is a community-based programme intro-
duced in 2005 by the German Institute of
Sexology and Sexual Medicine. Published
research details PPD as providing therapeutic
and pharmacological interventions to assist
participants to separate desire to commit child
sexual offences from offence commission, and
to teach control to prevent child sexual fantasy
from turning into reality (see Beier, Ahlers,
et al., 2009; Beier, Neutze, et al., 2009). PPD
acknowledges that participants may have
already committed child sexual offences and
provides anonymous and  confidential
treatments.

Research on PPD programme effective-
ness has included individuals who use /CAM
(self-report, undetected by law enforcement)
and I/CAM offenders (known to the justice
system) but published results do not distin-
guish between [/CAM and contact child sexual
offenders. An internal study by Beier et al.
(2015) compared treatment and control groups
in the PPD programme, finding that post-treat-
ment effects included decreased emotional
deficits and offence-supportive cognitions and
increased sexual self-regulation. Specific to
I/CAM, 91% (29/32) of the I/CAM partici-
pants in treatment and 76% (16/21) of the
I/CAM control group (waiting for treatment)
relapsed with additional I/CAM use, showing
no treatment effect. None of the I/CAM partic-
ipants had been previously detected by law
enforcement. For comparison, 20% (5/25) of
the contact child sexual offence treatment
group relapsed, and 30% (3/10) of the control
group. Of concern, and reflective of the rise in
internet sexual offending, 24% (5/21) of the
treatment group and 20% (1/5) of the control
group admitted to commencing accessing
I/CAM during the study period. There is
no information provided as to why a quarter
of the control group would commence access-
ing I/CAM while waiting for treatment.
A subsequent study on the PPD programme
found weak treatment effects (median
d=0.30) across all indicators with none statis-
tically significant (Mokros & Banse, 2019).
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These results cast doubt on the effective-
ness of the PPD programme, highlighting the
challenges in providing homogeneous therapy
to mixed groups of /CAM and contact child
sexual offenders, as well as potential contagion
effects.

Inform plus, United Kingdom

Delivered by the charitable community organ-
isation Lucy Faithfull Foundation since 2005,
Inform Plus is a psychoeducational 10-week
course to prevent viewing of I/CAM. A single-
arm study by Gillespie et al. (2018) found that
participants (n=92) demonstrated significant
time effects in increases in positive internet
attitudes (distorted thinking, 17,> = .56, and
self-management, np2 = .32), social compe-
tency emotional regulation (reappraisal, 17p2 =
.06 and suppression, np2 = .04) and general
mental health (depression and anxiety, 11p2 =
.08 each, and stress, r]p2 = .12) via improved
self-assessment scores on the Depression
Anxiety Subscale 21 (DASS-21). A small
qualitative study based on self-report and the-
matic analysis found that /CAM offenders
who completed the Inform Plus programme
noted improved self-regulatory behaviours and
precipitating feelings to I/CAM offending
(Dervley et al., 2017).

The evidence for Inform Plus is currently
limited to emotional and wellbeing improve-
ments. No publications on rates of reoffending
post programme completion have been identi-
fied. Interestingly, participation in the Inform
Plus programme is paid for by participants and
can be delivered in either group or individual
format. While no detailed exclusion criteria
were identified, the Inform Plus website states
that it is only available to people who have
been arrested, cautioned or convicted of
I/CAM offences.

Troubled Desire, Germany

Also developed by the Institute of Sexology
and Sexual Medicine in Germany, Troubled
Desire is an online psychoeducational and

self-management programme app. Although
the app has been available since 2017, there
are no published evaluations available. An
internal summary of user demographics and
characteristics found that over a 30-month
period, 7496 users commenced, and 4161
users completed, the self-assessment module
(Schuler et al., 2021). Of users who completed
the self-assessment module and self-reported a
sexual interest in children, 72.8% (n=2390)
admitted accessing I/CAM in their lifetime.
This has implications for treatment options,
noting that no publicly available information is
available on Troubled Desire’s self-manage-
ment module. No exclusion criteria were iden-
tified, and the programme is available online
in seven languages.

iHorizon  (previously  i-SOTP),  United
Kingdom
The Internet-Related Sexual Offending

Programme (i-SOTP) was introduced in 2006
for community-based offenders under the
supervision of the National Probation Service
(NPS; England and Wales; Middleton, 2008).
Early outcomes from an internal study
(n=264) included statistically significant
(p=.005) increases in socio-affective func-
tioning and decreases in offence-supportive
attitudes as assessed using a range of psycho-
metric tools (Middleton et al., 2009). This pro-
gramme ceased in 2017.

Developed by Her Majesty’s Prison and
Probation Service (HMPPS) to replace i-
SOTP, iHorizon is a group-based programme
addressing internet-based offences including
possessing, downloading or distributing
images of children, but not direct or indirect
contact with children. The programme
excludes women, participants with severe
mental health presentations and/or an 1Q under
80 and those scored as low risk (Guide to
Group Work Programmes & Individual
Interventions, 2021, Probation Board for
Northern Ireland). iHorizon has not been sub-
ject to published evaluation, either internal or
external.
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Entry criteria are based on assessed risk
level using the Risk Matrix 2000 (RM2000), a
tool for assessing general risk of sexual reof-
fending. I/CAM offenders were not included
in the original RM2000 development sample,
and caution is advised with conservative scor-
ing if applied to this cohort (Thornton, 2007).

Coping with Child Exploitation Material
Use programme (CEM-COPE), Australia

The CEM-COPE programme was developed
in 2019 and delivered through Forensicare
(Victorian Institute of Forensic Mental
Health), contracted to Corrections Victoria.
CEM-COPE targets offenders who have
accessed, possessed or distributed I/CAM
material. Offenders who produce I/CAM in
the ‘absence of a direct victim’ also meet eligi-
bility criteria; however, CEM-COPE does not
include offenders with production of I/CAM
or solicitation, nor current or previous contact
child sexual offences. Exclusion criteria
include those with intellectual disabilities (ID),
acquired brain injuries (ABI) or self-harm, sui-
cidal and severe mental health presentations
(Henshaw et al., 2020).

The programme delivery manual is not
publicly available, and programme trials have
been halted due to the COVID-19 pandemic
and associated prison lockdowns (Forensicare,
2021). Thus, no evaluations are yet available.

Identified I/CAM treatment gaps

Of the five current programmes offered world-
wide for the /CAM offender cohort:

e three are only available to men who
are involved in the criminal justice
system (Inform Plus, iHorizon and
CEM-COPE),

e two are currently only available online
(Troubled Desire and Inform Plus),

e one is identified as a treatment pro-
gramme (PPD), and
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e only one offers pharmacological thera-
pies (PPD).

Three of the five identified programmes
(PPD, iHorizon and CEM-COPE) actively
exclude participants with significant individ-
ual needs such as mental health disorders,
intellectual disabilities and acquired brain
injuries. The remaining two programmes
(Inform Plus and Troubled Desire) do not
have publicly available exclusion criteria.
The exclusion of participants with significant
individual needs from the group context
may be necessary for group cohesion and
due to facilitator/programme inability to
meet individual needs, but is, nonetheless,
of significant concern as early research has
shown a high level of such needs (e.g. men-
tal health issues) amongst such offenders
(Merdian et al., 2009).

Three programmes (Troubled Desire,
iHorizon and CEM-COPE) have no published
evaluation data, and the other two have no
robust evidence of effectiveness. This high-
lights the very early stage of current I/CAM
treatment options, the paucity of available
treatments and eligible cohorts after exclusion-
ary criteria are applied.

Two further programmes were identified
after the scoping review was completed:
ReDirection self-help (Healthvillage, n.d.)
and Prevent It (International Standard
Randomised Controlled Trial Number
(ISRCTN) Registry, n.d.). The programmes
were  subsequently not included as
ReDirection appears to have no published
research exploring the efficacy of the pro-
gramme available and, while Prevent It
appears to be subject to ongoing research, it
is hosted via the TOR server on the Dark
Web (ISRCTN Registry, n.d.) and is unable
to be accessed by the present researchers.
Given the lack of published research we
cannot be certain whether either programme
has an effect on reducing risk of I/CAM
recidivism for programme participants.
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Discussion
Therapeutic approaches

Programmes for sexual offenders generally
rely on group-based programme delivery, with
Ware et al. (2009) extensively addressing the
advantages and disadvantages of this
approach. The facilitation of manual-based
programmes results in homogenised and mod-
ularised psychoeducational or treatment pro-
grammes that attempt to address multiple
offence types simultaneously. Additionally,
the group modality faces the challenge of
engaging participants with individual needs,
often resulting in exclusion from available pro-
grammes. Currently available I/CAM pro-
grammes are group based, with a clear gap
identified in the availability of individually
tailored programme delivery. The need for the
development of individual treatment areas is
highlighted by Ward et al. (2000). These
authors compared and contrasted manual-
based treatment (standardised interventions
delivered to a cohort assumed to share the
same treatment needs) and formulation-based
treatment (individualised interventions based
on relevant causal factors for clinical phenom-
ena) for sexual offenders. Conclusions for
manual-based treatment included the benefits
of a standardised approach with less reliance
on clinical judgement versus formulation-
based treatment advantages for complex cli-
ents and/or past treatment failures.

The risk—needs-responsivity model (RNR;
Andrews et al., 2011) and good lives model
(GLM; Ward & Brown, 2004) have a signifi-
cant role in the treatment of individuals in the
criminal justice system. RNR promotes the
matching of an assessed level of risk to identi-
fied needs, delivered in a modality that is
responsive to the client’s learning style
(Andrews et al., 2011). Consequently, an
offender assessed as low risk of reoffending
with few needs would be provided with a
lesser intervention than an offender with high
assessed risk and needs. The GLM (Ward &
Brown, 2004) details 12 areas deemed

necessary for an individual to lead a positive,
self-fulfilling life. Based on a strengths-based
model, GLM focuses on protective factors
rather than the RNR focus on risk factors.
Arguments have been posited that GLM and
RNR both address similar constructs, albeit
with different language and approaches
(Andrews et al., 2011). Mallion et al. (2020)
conducted a systematic review (n=17) into
the GLM model and produced mixed findings
as to the underlying assumptions. However,
they assessed intervention effectiveness to
encourage motivation to treatment engagement
and change, and were at least as effective as
other modalities of treatment.

Two of the identified programmes
(iHorizon and CEM-COPE) incorporate the
RNR and GLM models, with the remaining
programmes being psychoeducational.
Psychoeducational models teach information
to group participants with the goal of
supporting treatment rehabilitation. While this
provides an adequate starting point for inter-
ventions and may complement treatment, it is
not a substitute for psychological interventions
(Goldman, 1988, cited in Atri & Sharma,
2007).

Tailoring treatment to individual needs

An example of considerations needed for indi-
vidual differences within /CAM treatment is
provided by persons with autism spectrum dis-
order (ASD) who have accessed I/CAM.
Research has found that individuals with ASD
can face barriers in accessing mental health
treatment, including a lack of therapist know-
ledge in ASD and the inability or unwilling-
ness of therapists to customise therapy to
support an individual’s needs (Adams &
Young, 2021). An Australian legal analysis
focused on a cohort of nine Australians (total
10 cases, including one who faced two trials)
with ASD who were charged with /CAM
offences (Allely et al.,, 2019). The analysis
considered the interaction between and contri-
bution of diagnosis to online offending
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behaviour. For the nine individuals, four cases
concluded in dismissal of charges, four in sen-
tences of imprisonment and one in a commu-
nity-based order. The paper highlighted the
possible ritual collecting of both legal pornog-
raphy and illegal I/CAM, absence/reduction in
knowledge by the offender as to the illegality
and impacts of their actions, and social imma-
turities, and queried whether possession of
I/CAM is always an indication of deviant sex-
ual interests. These considerations are essential
in formulating appropriate and targeted treat-
ment to maximise engagement and effective-
ness. Although written from a legal standpoint,
the paper referred to the necessity to consider
the contribution of ASD diagnosis to risk
assessment and treatment. While links between
ASD diagnosis and I/CAM offending are not
clear, the article highlights the need for sup-
portive treatment tailored to individual needs
and based on case law; Allely et al. (2019)
remarked that this is rare in correctional set-
tings. This is a good example of a cohort with
a specific diagnosis who would benefit from
individual treatment tailored to specific needs,
and yet likely to be excluded from current
I/CAM group treatment programmes.

Compassionate therapy

The I/CAM programmes currently available
do not, on available information, incorporate a
trauma focus, which is critical in this field as
co-morbidity is similar for sexual offenders as
for members of the community (Aslan &
Edelmann, 2014). Compassion-focused ther-
apy (CFT) was developed to assist people with
chronic and/or complex mental health condi-
tions, recognising the shame and self-criticism
often experienced by clients and assisting
them to develop a ‘compassionate mind’
(Trons & Lad, 2017). Based on internal physio-
logical responses to threat detection and pro-
tection, or fight/flight responses, CFT assists
an individual to develop social safeness and
self-compassion (Gilbert, 2009). In the psy-
chological treatment space, CFT practitioners
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assist clients to firstly recognise and approach
their suffering in a supported treatment envir-
onment. Secondly, skills development focuses
on the client learning to manage symptomol-
ogy through a range of therapeutic modalities
including attention and mindfulness, breathing
and body posture work, and developing the
compassionate self, all tailored to client need.
Recognising the courage and inner strength
required by the client to achieve this, CFT rec-
ognises the client/practitioner therapeutic rela-
tionship as a crucial mechanism to assist
change (Irons & Lad, 2017).

CFT is transdiagnostic and has been found
to have positive effects in increasing self-com-
passion and reducing mental health sympto-
mology in forensic populations. Results
indicate that group CFT had better effective-
ness than general individual and self-help
interventions (C. Craig et al., 2020). There
have been several studies of CFT with people
who have experienced traumatic events. In a
study comparing combined individualised cog-
nitive behaviour therapy (CBT) and combined
CBT/CFT treatment, findings included
improved self-compassion and reduction in
clinical symptomology over a 12-week period
(Beaumont, 2012). Although the reductions in
clinical symptomology were not significant,
and the sample size was small (n=32),
Beaumont (2012) noted the logic of combining
the practical, skills-based approach of CBT
with the self-compassion of CFT.

Specific to sexual offender cohorts, a 2021
proposal of forensic-CFT (F-CFT) suggests
that the harm caused by such offences stems
from survival instincts (fight/flight), trauma
responses and desire for social inclusion
(Taylor & Hocken, 2021). Highlighting the
positive focus of CFT in forming healthy life-
styles, F-CFT incorporates trauma-sensitive
practices into forensic interventions to address
risk and enable personal growth. Applying the
same concept to men with developmental dis-
abilities who have committed sexual offences,
Taylor (2021) applied F-CFT in an active
treatment programme. Delivered in a group
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setting over approximately 18 months, treat-
ment incorporated the phenomenological
experiences of participants. At a 12-month fol-
low-up, findings included the reduction of
feelings of shame, increased experiences of
guilt and insight into participant behaviour.
The promising use of F-CFT in sexual offence
treatment underscores the potential for
increased utility in /CAM treatment.

There appears to currently be no published
research available on individual CFT (or
F-CFT), nor on the application of CFT (or
F-CFT) to the /CAM cohort. Recognising the
contribution a compassionate approach makes,
the authors propose a conceptual framework
based on assessed risk factors, incorporating
individual needs and delivered from a compas-
sionate therapeutic approach.

Case formulation and link to therapy

Case formulation with sexual offenders is
inherent to the management and treatment of
risks specific to individuals. Cautioning
against assessment for mechanical reasons,
Vess et al. (2008) noted the importance of
actuarial, static and dynamic risk assessments
incorporating causal (developmental and

personality) factors. The integration of case
formulations in conjunction with risk assess-
ment should be considered in treatment and
supervision (Vess et al., 2008).

Craig and Rettenberger (2018) published a
seminal article on integrating risk assessment
measures into the treatment of sexual
offenders. They proposed the CAse
Formulation Incorporating Risk Assessment
(CAFIRA) model. Drawing on the five-factor
model of case formulation, CAFIRA links
aspects of treatment to specific risk assessment
tools, moving from past (static) to offence (sta-
ble/dynamic) to present (stable/dynamic) to
future (risk monitoring). Though updated ver-
sions of the CAFIRA model have been pro-
posed, no research on the efficacy of the
model was identified.

Proposed model

The findings of the scoping study demonstrate
the limited number of currently available pro-
grammes and even more limited evidence base
and clearly evident gaps in the field of I/CAM
offender treatment. Based on the scoping study
and the development of the ERICSO, Figure 1
shows the key components for a framework for

Assessment (proven, now for /CAM)

- Offence specific

- Risk identification through the ERICSO

Treatment (proven, now for I/CAM)

- Individual and individualised
- RNR, GLM, and Compassionate focus

Outcomes

- Improved engagements

- Reduce reoffending

Figure 1. Conceptual framework for I/CAM-specific assessment and treatment. /CAM = internet child
abuse material; ERICSO = Estimated Risk of Internet Child Sexual Offending; RNR = risk—needs—
responsivity model; GLM = good lives model.
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I/CAM assessment and treatment. The first step
is an I/CAM-specific assessment to identify
risk and, therefore, treatment areas — namely,
using the ERICSO. Secondly, treatment formu-
lation and provision must be individually tail-
ored to address the identified risk/treatment
areas. This is proposed to result in improved
outcomes for I/CAM offender treatment,
including better treatment engagement and the
reduction of reoffending.

The proposed model (presented below)
strongly focuses on the I/CAM offender as an
individual with specific treatment needs. While
some I/CAM offenders may benefit from
group-based, modularised treatment, others,
such as those with mental health or psychiatric
diagnoses and cognitive disabilities, may not.

The first step, client assessment, expands
on existing risk assessment tools for sexual
offenders by developing an I/CAM-specific
tool, the ERICSO. The authors propose the
ERICSO as an assessment tool for the identifi-
cation of risk factors contributing to /CAM
reoffending and contact child sexual offend-
ing. Currently being empirically evaluated,
showing good face and external validity to
date, the ERICSO is an exciting development
in formulating risk-relevant therapies for
I/CAM offenders.

The international scoping review identified
a small number of I/CAM-specific pro-
grammes. The dearth of proven treatments spe-
cific to I/CAM risk/treatment areas and
exclusionary criteria reveal the importance of
the ERICSO’s unique combination of RNR,
GLM and compassionate-focused treatment.
Clients with backgrounds of trauma, mental
health problems and/or cognitive disability
may not be comfortable disclosing relevant per-
sonal experiences in the group environment.
Indeed, this may add to feelings of shame and
embarrassment and result in partial participa-
tion and inadequate treatment. In comparison,
skilled one-to-one treatment, based on both
RNR and GLM principles and delivered with a
compassionate focus, should enable engage-
ment in targeted treatment and facilitate better
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outcomes. The incorporation of compassionate
therapy techniques into I/CAM treatment both
enables and encourages the therapeutic rela-
tionship between practitioner and client. The
ERICSO supports individual rather than group
treatment, providing individualised and sup-
portive therapeutic environments that welcome
clients with diverse needs. With an emphasis
on inclusivity and supporting individual needs,
the ERICSO combines existing concepts and
extends them to provide a new framework for
I/CAM assessment and treatment.

Conclusion

Mandatory reporting laws in many countries
and jurisdictions show the importance of pro-
tecting children from sexual abuse. Internet-
enabled sexual abuse is a crime that is growing
and of increasing concern internationally.
Targeted treatment of the diverse range of
I/CAM offenders, based on specific assess-
ment and individualised needs identified by
the ERICSO, delivered through a compassion-
ate therapeutic style, provides a critically
needed opportunity for change for such
offenders. Treatment formulation for I/CAM
offenders based on the ERICSO draws on
established methodologies in sexual offending
and mental health cohorts. The authors note
that further research and testing of the concep-
tual framework is required. The authors reiter-
ate that research into the offence pathways and
treatment options for I/CAM offenders
remains ongoing. Further findings may con-
tinue to provide novel contributions to the
risk-relevant treatment of the I/CAM cohort.

Reductions in recidivism through effective
treatment may see decreased levels of con-
sumption of I/CAM and eventual decreases in
the production of such material, which, by its
very nature, is predatory and abusive of chil-
dren. It is our hope that promoting offender
behaviour change can directly contribute to
reductions in reoffending by I/CAM offenders
and enhance the protection of children.
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