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Abstract

Background: As secure electronic message exchange increases between patients and

clinicians, we must explore and understand how patients and clinicians use those

messages to communicate between clinical visits.

Objective: To present the application of a taxonomydeveloped specifically to code secure

message content in away that allows for identification of patient and clinician communica-

tion functions demonstrated to be associated with patients' intermediate and health

outcomes.

Method: We randomly sampled 1031 patients who sent and received 18 309 mes-

sages and coded those messages with codes from our taxonomy. We present the

prevalence of each taxon (ie, code) within the sample.

Results: The most common taxon among initial patient-generated messages were

Information seeking (29.09%), followed by Scheduling requests (27.91%), and Prescrip-

tion requests (23.09%). Over half of subsequent patient-generated messages included

responses to clinic staffs' questions (58.31%). Six in 10 clinic staff responses included

some form of Information sharing with process-based responses being most common

(32.81%). A third of all clinician-generated messages (36.28%) included acknowledge-

ment or some level of fulfilment of a patient's task-oriented request. Clinic staff

sought information from patients in 20.54% of their messages.

Conclusion: This taxonomy is the first step toward examining whether secure messag-

ing communication can be associated with patients' health outcomes. Knowing which

content is positively associated with outcomes can support training of, and targeted

responses from, clinicians with the goal of generating message content designed to

improve outcomes.

Patient Contribution: This study is based on analyses of patient-initiated secure mes-

sage threads.
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1 | INTRODUCTION

Secure exchange of electronic messages between patients and clini-

cians provides an opportunity for patients to engage with their clini-

cians between office visits. The Institute of Medicine (IOM) noted

that secure messaging and other forms of health information technol-

ogy (IT) may improve health care safety, timeliness, efficiency, and

efficacy.1 Health IT may promote patient engagement and empower-

ment by improving patients' preparation for, and recall of, clinical

encounters.2 Further, patients reported that effective secure messag-

ing communication could reduce unnecessary health care appoint-

ments and improve their relationship with their clinicians.3

Research demonstrates secure messaging accounts for a signifi-

cant and growing form of communication between patients and cli-

nicians.4,5 In one study, patients reported that use of secure

messaging helped reduce anxiety and coordinate care between dif-

ferent clinicians.6 Elsewhere, however, patients noted that some

secure message communication could reduce their trust in their cli-

nicians and increase uncertainty.3 Having a standard coding

system—a taxonomy—that supports quantification of content in

patients' and clinicians' messages will permit analyses on the types

of content associated with patients' outcomes. Knowing this may

allow for targeted use of certain types of message content with a

goal of improving outcomes.

In this paper, we describe the development and application of a

data-driven taxonomy created specifically for secure messages that

provides the first step to understanding potential linkages between

message content and patients' outcomes. Our goal for this research

was to identify the types of content patients included in their initiat-

ing messages to clinicians, and quantify the types of content

exchanged between patients and clinic staff in subsequent exchanges

within the message threads.

1.1 | Theoretical context

In her Uncertainty in Illness theory (UIT), Mishel defines patients'

uncertainty in their illnesses as “the inability to structure meaning”
around “what will happen, what the consequences of an event are,

and what the event means.”7 Patients' uncertainty in illness may result

from ambiguity in symptom manifestation, complexity of treatment or

administration of care, unpredictability around the course of illness or

illness severity, and lack of information about symptoms, diagnosis,

treatment, prognosis, or other factors associated with the illness. The

UIT7 posits that patients may opt to reduce uncertainty if they per-

ceive their uncertainty as a risk. If, however, patients perceive uncer-

tainty as an opportunity (eg, an uncertain prognosis may offer hope),

they may try to maintain their current state of uncertainty. Trusted

authorities like clinicians may have direct and indirect impacts on

patients' uncertainty when they provide information and social sup-

port to help patients better understand and emotionally manage the

factors contributing to their uncertainty. Conversely, if clinicians offer

ambiguous information or negative support, patients' uncertainty may

increase.8 The UIT notes that patients' appraisal of their uncertainty

leads to different coping strategies and adaptation mechanisms.

The UIT focuses on patients' uncertainty and coping mechanisms.

Since its initial publication, the UIT has been the theoretical basis for

studies of uncertainty among patients with cancer and a variety of

other diseases.9-30 It focuses, however, less on the types of communi-

cation from clinical providers that would be effective to manage

patient uncertainty, and more on what we can observe in patients'

outcomes when uncertainty is managed. We therefore paired the UIT

with a conceptual framework that directly and indirectly associates

clinician-based communication functions with improved patient out-

comes.31 These communication functions include information

exchange between patient and clinician, response to patients' emo-

tions, uncertainty management, relationship development, self-

management promotion, and decision-making support.31 Researchers

identified associations with direct pathways between communication

and health outcomes in cases where poor communication or expres-

sions of anxiety from clinicians were associated with increased patient

anxiety,32,33 while patients reported decreased anxiety when they felt

their clinician communicated compassion and met their psychological

needs.34,35 On the indirect pathway between clinician communication

and patient health outcomes, associations between clinicians' commu-

nication behaviors were found with proximal outcomes such as

patient satisfaction.33,36-38 Researchers also demonstrated associa-

tions between clinicians' communication and intermediate outcomes

such as patients' access to care and services, understanding of their

condition.35,37-39 Finally, health outcomes like improved glycemic

levels and blood pressure control were associated with collaborative

goal-setting discussions with clinicians and participatory decision-

making.40,41

Research has found that relationship building is possible through

technology-mediated communication like secure messaging.6,42-45

1.2 | Objective

We created a taxonomy specific to secure messaging that would

identify messages indicative of patient uncertainty. In evaluating

the need for a taxonomy, we scanned the literature and identified

21 studies reporting some sort of classification system for secure

messaging. Only 29% of those studies coded the clinician side of

message thread.46-51 Among the studies that examined message

content, there was inconsistent application of classification sys-

tems. One taxonomy cited by several publications was the Con-

sumer Health Information Needs,52-54 but this taxonomy only

included codes for the patient side of message thread. Several stud-

ies cited the Taxonomy of Requests by Patients55 but none applied

it in its entirety.47,48,56-59 We derived our taxonomy based on the

theoretical origins described above, and leveraged common themes

identified across previously published coding systems. Finally, we

pilot tested the taxonomy to ensure that the codes in our taxonomy

covered the breadth of message types included in secure message

threads within our population.60
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Our analyses present the distribution of message content types from

our taxonomy within a large sample of patient- and clinician-generated

messages. Because our premise relies in part on why a patient might initi-

ate a message thread with a clinician, we explored the distribution of

message content types associated with patients' initiating messages.

Our use of theory to design our taxonomy is important: theory pro-

vides rationale for understanding the world and supports objectivity in

research by providing predictive power by outlining the behavior or out-

comes that could be anticipated through processes or actions.61 It is there-

fore critical that concepts captured in any secure messaging taxonomy are

theoretically grounded. That theoretical basis provides the rationale for

why it is important for secure message content to bemeasured. It outlines

the process by which message content should be predictive of patients'

health care utilization and proximal, intermediate, and health outcomes.

Consistent with the UIT, we expected patients would use secure

messaging to communicate with clinic staff between visits to address

uncertainty in their health status and manage their care when not

uncertain about their health status. Therefore, we aimed to examine

the following research question:

RQ1: Do patients' initiating messages include taxa that

demonstrate they are seeking information to manage

uncertainty in their medical condition or their self-care,

consistent with the UIT?

Street, Makoul, Arora, and Epstein31 note good clinician communica-

tion promotes information exchange and builds trust. If clinic staff

employ such practices in their secure message communications to

patients, we should observe responses that indicate bidirectional

information exchange—both information seeking (eg, to seek clarity in

answers) and information sharing—between patients and clinic staff.

2 | METHOD

2.1 | Taxonomy development

Figure 1 displays our proposed concept diagram that applies the

UIT7 and the Street, Makoul, Arora, and Epstein31 framework

F IGURE 1 Concept diagram for theoretical basis for secure messaging taxonomy
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theories to secure messaging use among patients, and links clinician-

generated communication functions to health and its intermediate

outcomes.

Consistent with Mishel's UIT,7 our topline codes were indica-

tors for why patients might outreach to clinic staff, and included

codes for information seeking and sharing, social communication,

and task-oriented functions. Within the information seeking cate-

gory, we created two codes: medical guidance and logistics. Our

taxonomy also accounts for task-oriented activities that may reflect

changes in patients' health status and therefore be manifestations

of patients' uncertainty, such as requesting an appointment for a

new symptom or condition, referral requests, and requesting a pre-

scription change.

Our taxonomy includes codes that may be indicators of a lack of

uncertainty and self-care, such as task-oriented requests for prescrip-

tion refills and routine appointment requests, as well as patients'

information sharing activities like biometrics self-reporting and clinical

updates.

Secure messaging should support bidirectional communication

between patients and clinicians. Because patients' questions or

responses in secure messaging may require additional clarification

before information is shared, we included categories for clinic staffs'

information seeking and information sharing communication. We

further sub-divided staffs' information sharing into two codes to

account for responses that might require medical training and those

responses intended to orient patients to processes, treatments, and

procedures. The latter likely do not require medical training to pro-

vide an answer. Our taxonomy includes action responses to support

patients' task-oriented requests. We based these action responses

on the Taxonomy of Requests by Patients,55 which includes taxa for

acknowledgment, partial or complete fulfilment of a request, and

request denial.

Finally, we included Social communication and Information sharing

taxa for both patient- and clinician-generated messages since these

taxa may indicate communication that fosters trust-building between

patients and clinicians.7,31

2.2 | Study population

Our study included a random sample of adult patients with diabetes,

hypertension, or both conditions from among patients of a large urban

medical system. The catchment area for this system includes a popula-

tion of 47% Black, 2% Asian, and 7% Hispanic people.62 This research

received Institutional Review Board approval with expedited approval

based on secondary use of existing data.

Our sampling frame included patients registered with the sys-

tem's patient portal who had at least two outpatient visits or one

inpatient visit within the medical system in 2016 with diagnosis codes

for either diabetes (ICD-10-DM E11 and all associated child codes) or

hypertension (ICD-10-DM I10 and all associated child codes), and at

least one outpatient visit between January and June 2018. Our

patient study population included 1031 patients, of whom 23% had

both diabetes and hypertension and 39% of patients had only

diabetes.

We included all communication threads initiated by the

sampled patients that were started, completed, and saved to

patients' charts between January 1 and December 31, 2017.

Message threads included the initiating message and all patient

and clinician responses. Our sampled patients initiated 7335

threads during 2017 that included 18 309 messages, of which

slightly more than half (56%) were generated by patients.

We included all 544 unique clinic staff who sent at least one mes-

sage in response to our patient-initiated threads. We used staffs'

names listed in the messages to identify the clinic staff sender and

matched those names with the National Plan & Provider Enumeration

System (NPPES)63 and the Virginia Department of Health Professions

License Verification system,64 to identify staffs' credentials. We

grouped less frequently occurring clinician types—licensed practical

nurses, pharmacists, physician assistants, medical assistants, podia-

trists, social workers, and medical technician—into an “other”
category.

2.3 | Content analysis

The full message thread provided the contextual unit for coding;

coding units could be no longer than a single message and were fre-

quently shorter, with multiple codes applying to a single message. A

taxon was assigned only once to a given message. We coded using

QSR International's NVivo 12 software, with the first author read-

ing and assigning taxa to all messages and a co-author doing the

same for a random 10% sample of messages. Six batches of mes-

sages were created; after each batch, the codes from the

researchers were compared and discrepancies were reconciled. The

first author then re-coded the messages accordingly. Midway

through the coding process, and again at the end, the first author

recoded all messages based on clarified taxonomy definitions. Once

the taxonomy definitions were finalized and all messages coded

based on those definitions, a new 10% random sample of messages

was coded to estimate retest reliability. We represent taxa in italics

throughout this paper.

2.4 | Data analysis

We estimated the prevalence of taxa by counting the number of times

each taxon occurred in the sample for the numerator and the total of

patient- or clinic staff-generated messages, as appropriate, for the

denominator. Because our taxonomy was established in part on

the reasons why patients might outreach to clinic staff, we analyzed

patient-generated content based on when the message occurred

within the thread. Initiating messages accounted for 72.17% of all

patient-generated messages. Subsequent patient-generated messages

were grouped together for the analyses. We conducted all analyses

using SAS v9.4.
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3 | RESULTS

3.1 | Taxonomy reliability

We leveraged Cicchetti65 interpretations of Kappa estimates, with

excellent clinical significance associated with a kappa between 0.75

and 1.00, good between 0.60 and 0.74, and fair between 0.40 and

0.59. We estimated intra-rater reliability as primarily excellent (48% of

taxa) and good (41% of taxa), with only 11% scored as fair. Taxa with

poor interrater agreement were clinician-generated request denials

and Recommendation to schedule, and patient-generated Information

seeking/Logistics. We had insufficient sample to estimate an interrater

kappa for five taxa. Table A1 presents these results.

3.2 | Patient-generated content

This section presents the distribution of, and content examples for,

patient-generated taxa within our sampled messages. Table 1 presents

the characteristics of our patient population and the number of mes-

sages sent by patient characteristics. On average, patients initiated

7.12 threads, which included 9.86 patient-generated messages.

Table 2 presents the percentage of patient-generated messages that

were coded with each taxon. Among initiating messages, Information

seeking content was the most common and appeared in almost 30% of

messages. Information seeking/Medical guidance was included in almost

three-quarters (71.79%) of all initiating messages with Information seeking

requests. We coded content with the Information seeking/Medical guid-

ance taxon when patients were seeking information that likely required

medical training to provide an answer. Examples included asking about

the presence (or absence) of symptoms, symptom severity, general ques-

tions about whether a treatment is available to manage illness.

Information seeking around the Logistics of health care delivery was

slightly more common in subsequent messages than initiating messages

(13.83% vs 9.33%, respectively). These messages included topics about

timing and process for medications and processes for medical treat-

ments or services and included messages asking about when a clinician

is working at a particular location, when a patient might be notified that

an appointment was scheduled, or the process by which follow-up

would occur and which clinic staff would provide follow-up.

More than half of all patients' Information sharing content (54.60%)

occurred in subsequent messages. This taxon reflects different ways

patients may share information with their clinic staff, including

responding to clinic staffs' questions in preceding messages (Response

to clinician's message) and Sharing clinical updates that do not require

immediate action. These included sharing test results or outcomes from

visits with other clinic staff. Fewer than 2% of Response to clinician's

message content occurred in initiating messages. Initiating messages

coded with Response to clinician's message typically reflected response

to a prior conversation or thread and began with patients making state-

ments such as “In response to your previous question….”
In contrast, 81.36% of Sharing clinical updates content occurred in

initiating messages. Examples of Sharing clinical updates included not-

ing scheduled appointments with other clinicians and providing status

updates on completed procedures. Similarly, more biometrics Self-

reporting (eg, reporting self-measured blood pressure, weight, glucose,

or food diaries) occurred in initiating messages and accounted for only

a small portion of all Information sharing content.

Most Scheduling requests appeared in initiating messages, with the

Reschedule subtaxon occurring most frequently. Also common among ini-

tiating messages were prescription-related requests, with 17.44% related

to Prescription refill or renewal requests. Only about 6% of initiating mes-

sages included requests for a New or change prescription request, which

included requests by patients to shift to an entirely new medication.

Social communication accounted for less than 5% of initiating and

subsequent messages. The subtaxon Life issues accounted for most of

the Social communication content (42.52% within the Social communi-

cation taxon). Messages were coded with Life issues when patients

TABLE 1 Patient characteristics

Characteristic Number (%) of patients (n = 1031) Number (%) of messages sent (n = 10 163)

Age 18-59 years 540 (52.38) 5389 (53.03)

60+ years 491 (47.62) 4774 (46.97)

Sex Female 670 (64.99) 6678 (65.71)

Male 361 (35.01) 3485 (34.29)

Race Black 416 (40.35) 4215 (41.47)

Other 50 (4.85) 385 (3.79)

White 563 (54.61) 5557 (54.68)

Insurance type Other 271 (26.29) 3100 (30.50)

Private 331 (32.10) 2814 (27.69)

Public 412 (39.96) 4159 (40.92)

Uninsured 17 (1.65) 90 (0.89)

Health condition Diabetes only 398 (38.60) 3953 (38.90)

Hypertension only 394 (38.22) 3592 (35.34)

Both conditions 239 (23.18) 2618 (25.76)
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TABLE 2 Definitions and Percentage of Patient-Generated Taxa

Patient-
generated taxa Definition

Total

messages
with taxon

Percentage of

initiating messages
(n = 7335)

Percentage of

subsequent messages
(n = 2828)

Percentage that were the

initiating message
(n = 10 163)

Information

sharing

Provision of information to

clinic staff

3716 23.00 71.75 45.40

Response to

clinician's

message

Response to clinician's

question in preceding

message within the thread.

Does not apply when

message includes

information seeking

content; unless it's a new

ask from the patient,

additional requests are

“response to clinician”

1757 1.47 58.31 6.15

Sharing clinical

update

Sharing information with

clinician that does not

require immediate action

or a response (and may

not require action at all);

do not code as clinical

update if used as context

for the question/request;

clinical update with

symptoms only if there's a

new concept broached in

addition to the symptoms

question

1572 17.44 10.36 81.36

Self-reporting Sharing biometrics or other

health-related self-

measurements;

information with clinician

that does not require

immediate action or a

response; implicit

expectation that the

clinician is expecting the

information; should not be

coded when biomedical

information is provided in

context of asking an

information seeking

question

504 4.77 5.45 69.44

Information

seeking

Questions seeking

information from clinic

staff

2781 29.09 22.88 76.74

Medical

guidance

Questions that seek medical

guidance or information; it

is likely that the patient

expects a physician or

advanced medical training

to provide a clinically

based answer

1809 20.89 9.79 84.69

Logistics Questions about timing,

clinical processes, health

care settings, or a patient's

care plan; questions for

which a patient might

reasonably expect most

clinic staff to be able to

provide an answer (does

not necessarily require a

physician's response)

1075 9.33 13.83 63.63
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TABLE 2 (Continued)

Patient-
generated taxa Definition

Total

messages
with taxon

Percentage of

initiating messages
(n = 7335)

Percentage of

subsequent messages
(n = 2828)

Percentage that were the

initiating message
(n = 10 163)

Scheduling

request

Appointment scheduling-

related request

2224 27.91 6.26 92.04

Reschedule Request for appointment to

be changed to another

date or time

904 11.08 3.22 89.93

Follow-up Request for an appointment

relative to an existing

health condition

379 4.77 1.03 92.35

New condition

or symptom

Request for an appointment

relative to a newly

identified health condition

or new symptom for

existing condition; new

patient appointment

323 4.23 0.46 95.98

Cancellation Request to cancel existing

appointment with no

associated request to

change the date or time.

317 4.06 0.67 94.01

Laboratory test

or diagnostic

procedure

Request for a laboratory test

or diagnostic procedure

(eg, x-ray, ultrasound)

order

220 2.64 0.92 88.18

Preventive care Request for a preventive

care or routine physical

exam

103 1.36 0.11 97.09

Prescription

request

Prescription-related request 1819 23.09 4.42 93.13

Prescription

refill or

renewal

Request for prescription refill

or renewal

1340 17.44 2.16 95.45

New or change

prescription

Request for a new

prescription or switch to a

different medication/

treatment

495 5.84 2.37 86.46

Other

administrative

request

Process-related requests that

are administrative in

nature; includes requests

for sick notes, contact

information, medical

records, patient portal

access, or information

about billing or insurance;

technology-related

questions related to

interfacing with the

patient portal or other

patient-facing technology;

requests for call or email

613 6.73 4.21 80.59

Social

communication

Communication not related

to patients' health

468 4.74 4.24 74.36

Life issues Communication about

aspects of the patients' life

not specifically related to

health

199 2.13 1.52 78.39

(Continues)
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used secure messaging to communicate about aspects of their life not

directly related to their health (eg, commenting about retirement

events, career changes), and included apologizing for actions, sharing

jokes, and in one situation, reporting a fire in a neighboring apartment.

Approximately three-quarters of each the Life issues and Complaints

sub-taxa occurred among initiating messages. We defined

Complaints as expressions of dissatisfaction about service or care pro-

vision, which included comments noting that a clinician was unpleas-

ant or “a jerk,” or that the patient did not appreciate being treated like

a child with respect to their medication requests.

Across the three Social communication sub-taxa, the Appreciation

or praise taxon had a slightly lower occurrence among initiating mes-

sages. Examples of Appreciation or praise included gratitude for clini-

cians' understanding, providing the patient peace of mind, and praise

for an intervention program, noting the significant impact the program

had on the patient's life.

3.3 | Clinician-generated content

This section presents the distribution of clinician-generated taxa

within our sampled messages and examples of the content coded for

each taxon. Table 3 presents the clinic staff types who responded to

patient-initiated message threads. Registered nurses, physicians, and

administrative staff were the most common staff types and sent most

messages. Clinic staff responded to an average of nine sampled

patients (median = 3, max = 223) across an average of 15.8 threads

(median = 3.5, max = 348). Staff averaged 21.5 response messages

(median = 5, max = 416) across the sampled patient population.

We present the distribution of taxa within the clinic staff-

generated messages in Table 4. The most common type of content

was Information sharing (59.29). Orientation to processes & procedures

accounted for 55.34% of staff-generated Information sharing content.

This type of response included process-based answers, such as

providing guidance on insurance processes and requirements,

directing patients on whom to call, how to reach a staff member, or

anticipated next steps in a medical service or treatment (eg, how and

when to find information on the patient portal, and when clinic staff

could be expected to provide follow-up responses).

Information sharing/Medical guidance accounted for two of every

10 staff-generated messages and included information requiring medi-

cal training for an answer, such as treatment recommendations, care

instructions (eg, guidance on appropriate levels for fasting glucose and

how to adjust), interpretation of test results, or information about

symptoms or health status (eg, providing information about why a

symptom might be occurring as a result of a medication change). Infor-

mation sharing/Deferred—in which the response referred the patient to

a different clinic staff or postponed an answer until additional infor-

mation was available or a subsequent clinical visit—occurred in almost

16% of all messages.

Two of every 10 clinic staff-generated messages included Infor-

mation seeking content—questions from the clinic staff for clarity on

the patient's status or request (eg, asking about any negative side

TABLE 2 (Continued)

Patient-
generated taxa Definition

Total

messages
with taxon

Percentage of

initiating messages
(n = 7335)

Percentage of

subsequent messages
(n = 2828)

Percentage that were the

initiating message
(n = 10 163)

Complaints Expressions of frustration or

displeasure about service

191 1.94 1.73 74.35

Appreciation of

praise

Content that expresses

gratitude or offers

acknowledgment or

appreciation of a service

provided, health status, or

another act. Code “thank
you” only when it

references a specific

action/service; general

message closings of thank

you should not be included

98 0.87 1.20 65.31

Referral request Request for referral to other

health care facility or

clinician

202 2.39 0.95 86.63

TABLE 3 Clinic staff type by number of messages sent

Staff type
Number (%) of
staff (n = 544)

Number (%) of messages
sent (n = 8146)

Registered

nurse

169 (31.07) 2678 (32.88)

Physician 163 (29.96) 2380 (29.22)

Administrative

staff

79 (14.52) 1927 (23.66)

Other clinician

type

64 (11.76) 632 (7.76)

Nurse

practitioner

50 (9.19) 503 (6.17)

Unknown 19 (3.49) 26 (0.32)
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effects the patient had previously during a treatment or procedure, or

asking about biometrics patients measured at home). Action responses

were the next most common category of clinic responses, with indica-

tions of request fulfilment being the most common (24.80%). Acknowl-

edgment of the patient's request (5.81%) provided indications to

patients that their messages were received and included content indi-

cating receipt of a message or image or noting that a message was for-

warded on to the physician. Partial fulfilment of a request (5.79%)

included notations from clinic staff that some action was made in terms

of responding to a request but that further action was needed (eg, that

a prescription refill would be sent to the pharmacy following approval

by the physician). Request denials (eg, indication that a medication refill

request could not be fulfilled since the patient was no longer in the care

of the clinic) accounted for a small percentage of all messages (1.50%).

Less common taxa included clinic staffs' Recommendation to schedule

an appointment (eg, come back in for a 6-month check-up to receive

additional medication refills and recommendations to seek emergency

treatment and care) and Social communication/Encouragement. Encourage-

ment content included clinic staffs' expressions of support and positive

reinforcement, such as “Blood pressures are great!”, acknowledgements

of patients' hard work in smoking cessation or weight loss, and exhorta-

tion of continued practice of positive health behaviors.

TABLE 4 Definitions and distribution of clinician-generated taxa

Clinician-generated taxon Definition

Percentage of clinician-generated

messages (n = 8146)

Information sharing Provision of information to patients 59.29

Orientation to processes & procedures Process answers: responses explain what a

patient might expect during a treatment

or diagnostic procedure, or in a new

health care setting or situation

32.81

Medical guidance Answer requires medical training/ provision

of clinical information; requires medical

decision-making

21.91

Action responses Responses indicative of an action related to

a task-oriented request

36.28

Fulfills request Responses include documentation that the

request action was completed

24.80

Acknowledge Responses include a recognition that the

request for action or information is made,

or that the message was received, but no

indication is provided about whether the

request will be fulfilled. Should not be

paired with another action response.

5.81

Partially fulfills request Response indicates additional steps are

necessary to fulfil the request, or that

only part of the request can or has been

completed; partially if there's a chance

that the step does not happen

5.79

Information seeking Requests for information of the patient;

when no response is expected, then not

coded as information seeking (eg, ending

a declarative sentence with “OK?”)

20.54

Deferred information sharing Responses refer the patient to another

clinician for a response, postpone an

answer pending additional clinical

information (eg, wait for laboratory test

results)

15.74

Recommendation to schedule an

appointment

Suggestions that patient schedule an

appointment; a deferred recommendation

to schedule (eg, if-then statement) is

medical guidance, not recommendation

to schedule

3.11

Social communication: Encouragement Expressions of positive reinforcement or

good feelings of the provider in regard to

patient's actions, possessions, or self

2.55

Request denial Response indicates that the request will not

be fulfilled

1.50
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4 | DISCUSSION

Our research is the first to present the distribution of patient- and

staff-generated content classified by a theory-based taxonomy and to

present that information based on the location of the message in the

thread. Our findings demonstrate that, as expected, patients primarily

used secure messaging to address uncertainty, as evidenced by the

fact that the most prevalent initiating message taxon was Information

seeking. The application of our taxonomy also revealed evidence of

asynchronous bidirectional information exchange between patients

and clinic staff. Social communication by both patients and clinic staff

accounted for only a small percentage of all messages.

Our taxonomy employs concepts from both the UIT7 uncertainty

antecedents constructs and the Street, Makoul, Arora, and Epstein31 clini-

cal communication functions indirectly and directly associated with

patient outcomes. In this way, wewere able to identify content likely asso-

ciated with patients' uncertainty (eg, Information seeking taxa) or self-

management (eg, Task-oriented requests) as well as clinical responses linked

to communication functions that are part of patient-centered care.31

Through our conceptual framework, we provide a plausible pathway for

linkage of message taxa and patients' intermediate and health outcomes.

Indeed, preliminary research demonstrates associations betweenmessage

content codedwith these taxa and patients' health outcomes.66

A critical feature in managing patients' uncertainty around their ill-

nesses includes the availability of trusted authorities (eg, clinicians).7 Use

of electronic communication mechanisms such as secure messaging

improves patients' access to their trusted clinical authorities between

office visits. Access to those trusted authorities helps patients adapt to

their health status through information exchange that reduces uncer-

tainty and promotes better self-management.7,31 We found that most

Information seeking patient-generated content within initiating messages

revolved around seeking Medical guidance, compared to the more

process-based questions found within the Logistics taxon. This may be

because there is less process to manage outside the health care delivery

environment (eg, patients only need to worry about process when in the

health care environment), or that patients find other trusted authorities

(eg, internet or friends and family) to help them answer those questions.

Street, Makoul, Arora, and Epstein31 identified the communication

functions of information sharing, uncertainty management, decision-

making, and self-management support as related, both directly and indi-

rectly, to health outcomes. Our research indicates that clinic staff employ

some of these communication functions in their exchange with patients

via secure messaging. Clinic staff responded most frequently with Infor-

mation sharing content. In addition, a quarter of clinic staff responses

indicated fulfilment of patients' task-oriented requests, thereby

supporting patients' ability to self-manage their health condition.

We found evidence of asynchronous bidirectional information

exchange between patients and clinic staff (eg, patients' and clinic staffs'

Information seeking and Information sharing, and patients' Response to clini-

cian's message). This is consistent with the UIT7 and the Street, Makoul,

Arora, and Epstein31 framework that indicates that such bidirectional

communication supports patients' understanding of their condition and

their decision-making and self-management skills. We found that

patients' initial outreach to clinic staff led with Information seeking and

Task-oriented content more frequently than Information sharing, which is

consistent with patients using secure messaging to manage their uncer-

tainty according to Mishel's UIT.7 More than half of clinic staff responses

shared information, which both Mishel and Street et al note is crucial to

improved patient outcomes and self-management. Further, clinic staff

sought additional information from patients and over two-thirds of

patients' responses included either a Response to clinician's message or

Sharing clinical update.

We also found evidence of potential disruptions to that bidirec-

tional exchange, with a small percentage of request denials and

deferred information sharing to another individual or until a later date.

It is important to note, however, that we analyzed the taxa in isola-

tion. In reality, secure message communication encompasses an initi-

ating message and all subsequent responses, and it is only analysis of

that full message thread that can determine whether patients' ques-

tions and requests were addressed. It is possible, for example, that

threads with information deferrals or request denials subsequently

included Information sharing from clinic staff. Future analyses should

consider the full thread to evaluate the appropriateness of the clinical

response to specific patient-generated taxa.

Potential evidence of this disconnect lies with our findings between

patient Information seeking and clinic staff Information sharing. Although

almost three-quarters of patients' initiating Information seeking messages

soughtMedical guidance, slightly more than half of the clinical Information

sharing responses included process-based answers (Orientation to pro-

cesses & procedures). However, process-based information is critically

important to the communication process. Street, Makoul, Arora, and

Epstein31 noted that access to care includes not just referring patients to

necessary tests or treatment, but also providing information about how

to get those services, providing appropriate clinical referrals and coordi-

nation between health care teams, and advocating for the patient to

receive necessary services. Several studies noted that when clinicians did

not communicate about a follow-up plan, patients assumed (sometimes

incorrectly) that no follow-up was necessary.37,38 A clear description

from the clinician of next steps is therefore necessary to ensure that the

patient receives appropriate treatment and follow-up.

4.1 | Limitations

We present descriptive lists of taxa prevalence among patient- and clinic

staff-generated messages. Epstein and Street67 noted intrinsic and

extrinsic patient and clinician characteristics that can influence communi-

cation practices. Walther68 noted that males and females have different

habits when authoring messages. Further, some studies have found that

senders' gender impacted receivers' perception of messages.69,70 When

the support received was counter to the expected norms (eg, if messages

sent from a sender with a female-gendered name had low person-

centered content), the evaluation for sensitivity and appropriateness was

rated lower than similar support received in person.69 Future studies

should examine whether taxa use and response varies based on patients'

and clinic staffs' characteristics.
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We identified poor interrater reliability for three taxa. Patient-

generated Information seeking/Logistics, and clinician-generated Action

response/Denies and Recommendation to schedule had Kappa estimates

below 0.4 which puts them into the unreliable range based on

Cicchetti.65 Results for those three taxa should be interpreted with cau-

tion. Also, since almost 30% of patients' initiating messages included

information seeking content, there may be value to further specifying

the types of patient information seeking to provide more granularity in

the analyses. Future studies should work on refining the definitions and

further building out the descriptions for these taxa to improve reliability.

Finally, it is important to note that this work focuses on patients who

use secure messaging to communicate with their clinicians. There are

known disparities in the use of secure messaging based on race, primary

language, sex, age, insurance type, and education,4,71-83 which could lead

to disparities in care and health outcomes if those patients lack a compara-

ble mechanism to communicate with clinician between visits. According to

the UIT,7 patients will seek out trusted authorities and social supports

when facing uncertainty in their illness.We should expect that patients not

using secure messaging will use other mechanisms to address their uncer-

tainty, whether that be to call or schedule visits to speakwith their clinician,

or find other sources of information through friends, family, other trusted

authorities, or the internet. Ourwork is not intended to address those other

communication modalities which remain important to ensuring patients'

understanding and self-management of their health condition. Rather, we

focused on secure messaging because it improves patients' access to their

clinicians by offering a convenient mechanism for patient-clinician commu-

nication for patients comfortable with this communication modality.1 Fur-

ther, both clinicians and patients support secure messaging as a useful and

valuable communication modality.3,6,84-92 Given that secure messaging

accounts for a growing and significant portion of patient-clinician outpa-

tient encounters,4,5 the application of our taxonomy provides important

insights into (1) patients' use of this modality to self-manage their condition

and address their uncertainty, and (2) how clinicians' responses to patients

through this mechanism incorporate communication functions associated

with promoting patients' indirect and health outcomes.93

4.2 | Future research

The impact of a communication mismatch can be significant. For

example, research found that patients' anxiety increased when clini-

cians did not respond in a patient-centered way and patients who per-

ceived that their clinicians addressed their psychological needs were

more likely to adhere to screening recommendations.32,35 Message

responses that did not address patients' concerns reduced trust in cli-

nicians and increased patients' uncertainty and frustration.3 Con-

versely, patients were less likely to book unnecessary appointments if

they received effective secure messaging communication.3 Future

analyses would benefit from pairing content analyses using our taxon-

omy with patient interviews to understand patients' assessment of

whether the clinical responses met their needs.

Brown, Fuller, and Thatcher94 found that message recipients' per-

ceptions of message senders' methodologic (eg, grammar, spelling,

emoticons), social, functional, and political competence changed with the

senders' writing style. Writing styles that included emoticons, appropriate

capitalization, and error-free writing were perceived more positively by

recipients. Further, emoticons may be interpreted differently based on

recipients' age, sex, or culture. Therefore, patients' satisfaction with clini-

cal responses and uncertainty management via secure messaging may

not be dictated solely on content alone. To truly understand if message

communication meets the criteria for good clinical communication, future

studies should incorporate analysis of methodologic factors of writing

style for a more comprehensive assessment of whether messages meet

patients' communication needs.

5 | CONCLUSION

We present the application of a theoretically based taxonomy developed

specifically to code secure message content and demonstrate the con-

tent that patients use to initiate message threads and clinical responses.

Our findings empirically support the principals applied from the theories

upon which the taxonomy was based. The analysis also confirmed the

presence of asynchronous bidirectional information exchange between

patients and clinicians through secure messages. Finally, we identified

potential discrepancies at an aggregate level between the types of infor-

mation seeking questions sought by patients compared to the informa-

tion sharing content included in clinic staffs' responses.

Secure messaging is an increasingly common form of communica-

tion between patients and clinicians.5,78 Given the associations

between patient-centered communication functions and health

outcomes,31 it is important that we identify whether the communica-

tion shared by clinic staff meets those tenets of good communication.

This taxonomy is the first step to beginning to assess communication

types when patients initiate secure messages with clinic staff. Applica-

tion of this taxonomy across research will ensure comparability of

results. The theoretical framework used as the basis for this taxonomy

allows us to objectively anticipate linkages between message content

assigned with codes from the taxonomy, and patients' health care uti-

lization and proximal, intermediate, and health outcomes.93

ACKNOWLEDGMENTS

There was no financial support provided for this research.

CONFLICT OF INTEREST

The authors have no conflicts of interest to declare.

AUTHOR CONTRIBUTIONS

Conceptualization: Dawn Heisey-Grove, Jonathan DeShazo.

Formal Analysis: Dawn Heisey-Grove, Jonathan DeShazo.

Methodology: Dawn Heisey-Grove, Jonathan DeShazo, Laura E

McClelland, Cheryl Rathert, Kevin Jackson.

Writing - original draft: Dawn Heisey-Grove, Jonathan DeShazo,

Laura E McClelland, Cheryl Rathert, Kevin Jackson.

Writing - review and editing: Dawn Heisey-Grove, Jonathan DeShazo,

Laura E McClelland, Cheryl Rathert, Kevin Jackson.

HEISEY-GROVE ET AL. 11 of 15



All authors have read and approved the final version of the

manuscript.

Dawn Heisey-Grove had full access to all data in this study and

takes complete responsibility for the integrity of the data and the

accuracy of the data analysis.

FUNDING

No funding.

TRANSPARENCY STATEMENT

The lead author, Dawn Heisey-Grove, affirms that this manuscript is

an honest, accurate, and transparent account of the study being

reported; that no important aspects of the study have been omitted;

and that any discrepancies from the study as planned (and, if relevant,

registered) have been explained.

DATA AVAILABILITY STATEMENT

The data that support the findings of this study are available from the

corresponding author upon reasonable request.

ORCID

Dawn Heisey-Grove https://orcid.org/0000-0002-4349-4202

Laura E McClelland https://orcid.org/0000-0002-7841-6554

Kevin Jackson https://orcid.org/0000-0002-7606-1630

REFERENCES

1. Institute of Medicine. Crossing the Quality Chasm: A New Health Sys-

tem for the 21st Century. 2001:360. 978–0–309-07280-9. https://
www.nap.edu/catalog/10027/crossing-the-quality-chasm-a-new-

health-system-for-the

2. Rathert C, Mittler JN, Banerjee S, McDaniel J. Patient-centered com-

munication in the era of electronic health records: what does the evi-

dence say? Patient Educ Couns. 2017;100(1):50-64. https://doi.org/

10.1016/j.pec.2016.07.031.

3. Alpert JM, Markham MJ, Bjarnadottir RI, Bylund CL. Twenty-first cen-

tury bedside manner: exploring patient-centered communication in

secure messaging with cancer patients. J Cancer Educ. 2019;36:16.

https://doi.org/10.1007/s13187-019-01592-5.

4. Cronin RM, Davis SE, Shenson JA, ChenQ, Rosenbloom ST, Jackson GP.

Growth of securemessaging through a patient portal as a form of outpa-

tient interaction across clinical specialties. Appl Clin Inform. 2015;6(2):

288-304. https://doi.org/10.4338/ACI-2014-12-RA-0117.

5. North F, Luhman KE, Mallmann EA, et al. A retrospective analysis of

provider-to-patient secure messages: how much are they increasing,

who is doing the work, and is the work happening after hours? JMIR

Med Inform. 2020;8(7):e16521. https://doi.org/10.2196/16521.

6. Stewart MT, Hogan TP, Nicklas J, et al. The promise of patient portals

for individuals living with chronic illness: qualitative study identifying

pathways of patient engagement. J Med Internet Res. 2020;22(7):

e17744. https://doi.org/10.2196/17744.

7. MishelMH.Uncertainty in illness. Image J Nurs Sch. 1988;20(4):225-232.

8. Middleton AV, LaVoie NR, Brown LE. Sources of uncertainty in type

2 diabetes: explication and implications for health communication

theory and clinical practice. Health Commun. 2012;27(6):591-601.

https://doi.org/10.1080/10410236.2011.618435.

9. Galloway SC, Graydon JE. Uncertainty, symptom distress, and infor-

mation needs after surgery for cancer of the colon. Cancer Nurs.

1996;19(2):112-117.

10. Lin L, Chien L-C, Acquaye AA, Vera-Bolanos E, Gilbert MR,

Armstrong TS. Significant predictors of patients' uncertainty in pri-

mary brain tumors. J Neuro-Oncol. 2015;122(3):507-515. https://doi.

org/10.1007/s11060-015-1756-7.

11. Mishel MH, Sorenson DS. Uncertainty in gynecological cancer: a test

of the mediating functions of mastery and coping. Nurs Res. 1991;40

(3):167-171.

12. Parker PA, Alba F, Fellman B, et al. Illness uncertainty and quality of

life of patients with small renal tumors undergoing watchful waiting: a

2-year prospective study. Eur Urol. 2013;63(6):1122-1127. https://

doi.org/10.1016/j.eururo.2013.01.034.

13. Suzuki M. Quality of life, uncertainty, and perceived involvement in deci-

sion making in patients with head and neck cancer. Oncol Nurs Forum.

2012;39(6):541-548. https://doi.org/10.1188/12.ONF.541-548.

14. Haisfield-Wolfe ME, McGuire DB, Soeken K, Geiger-Brown J, De

Forge B, Suntharalingam M. Prevalence and correlates of symptoms and

uncertainty in illness among head and neck cancer patients receiving

definitive radiation with or without chemotherapy. Support Care Cancer.

2012;20(8):1885-1893. https://doi.org/10.1007/s00520-011-1291-9.

15. Anema C, Johnson M, Zeller JM, Fogg L, Zetterlund J. Spiritual well-

being in individuals with fibromyalgia syndrome: relationships with

symptom pattern variability, uncertainty, and psychosocial adapta-

tion. Res Theory Nurs Pract. 2009;23(1):8-22.

16. Baier M. Uncertainty of illness for persons with schizophrenia. Issues

Ment Health Nurs. 1995;16(3):201-212.

17. Bailey JM, Nielsen BI. Uncertainty and appraisal of uncertainty in

women with rheumatoid arthritis. Orthop Nurs. 1993;12(2):63-67.

18. Bailey DE, Barroso J, Muir AJ, et al. Patients with chronic hepatitis C

undergoing watchful waiting: exploring trajectories of illness uncer-

tainty and fatigue. Res Nurs Health. 2010;33(5):465-473. https://doi.

org/10.1002/nur.20397.

19. Brashers DE, Neidig JL, Russell JA, et al. The medical, personal, and

social causes of uncertainty in HIV illness. Issues Ment Health Nurs.

2003;24(5):497-522. https://doi.org/10.1080/01612840305292.

20. Amoako E, Skelly AH, Rossen EK. Outcomes of an intervention to reduce

uncertainty among African American women with diabetes. West J Nurs

Res. 2008;30(8):928-942. https://doi.org/10.1177/0193945908320465.

21. Christman NJ, McConnell EA, Pfeiffer C, Webster KK, Schmitt M,

Ries J. Uncertainty, coping, and distress following myocardial infarc-

tion: transition from hospital to home. Res Nurs Health. 1988;11(2):

71-82. https://doi.org/10.1002/nur.4770110203.

22. Hoth KF, Wamboldt FS, Ford DW, et al. The social environment and ill-

ness uncertainty in chronic obstructive pulmonary disease. Int J Behav

Med. 2015;22(2):223-232. https://doi.org/10.1007/s12529-014-9423-5.

23. Lasker JN, Sogolow ED, Olenik JM, Sass DA, Weinrieb RM. Uncer-

tainty and liver transplantation: women with primary biliary cirrhosis

before and after transplant. Women Health. 2010;50(4):359-375.

https://doi.org/10.1080/03630242.2010.498750.

24. Lemaire GS, Lenz ER. Perceived uncertainty about menopause in

women attending an educational program. Int J Nurs Stud. 1995;32

(1):39-48. https://doi.org/10.1016/0020-7489(94)00028-I.

25. Lemaire GS. More than just menstrual cramps: symptoms and

uncertainty among women with endometriosis. J Obstet Gynecol

Neonatal Nurs. 2004;33(1):71-79. https://doi.org/10.1177/

0884217503261085.

26. Mauro AMP. Exploring uncertainty and psychosocial adjustment after

cardioverter defibrillator implantation. J Cardiovasc Nurs. 2008;23(6):

527-535. https://doi.org/10.1097/01.jcn.0000338932.73963.42.

27. Niv G, Bar Josef S, Ben Bassat O, et al. Quality of life and uncertainty

in Crohn's disease. Qual Life Res. 2017;26(6):1609-1616. https://doi.

org/10.1007/s11136-017-1509-5.

28. Riemenschneider K. Uncertainty and adaptation among adults living

with incontinent ostomies. J Wound Ostomy Cont Nurs. 2015;42(4):

361-367. https://doi.org/10.1097/won.0000000000000132.

12 of 15 HEISEY-GROVE ET AL.

https://orcid.org/0000-0002-4349-4202
https://orcid.org/0000-0002-4349-4202
https://orcid.org/0000-0002-7841-6554
https://orcid.org/0000-0002-7841-6554
https://orcid.org/0000-0002-7606-1630
https://orcid.org/0000-0002-7606-1630
https://www.nap.edu/catalog/10027/crossing-the-quality-chasm-a-new-health-system-for-the
https://www.nap.edu/catalog/10027/crossing-the-quality-chasm-a-new-health-system-for-the
https://www.nap.edu/catalog/10027/crossing-the-quality-chasm-a-new-health-system-for-the
https://doi.org/10.1016/j.pec.2016.07.031
https://doi.org/10.1016/j.pec.2016.07.031
https://doi.org/10.1007/s13187-019-01592-5
https://doi.org/10.4338/ACI-2014-12-RA-0117
https://doi.org/10.2196/16521
https://doi.org/10.2196/17744
https://doi.org/10.1080/10410236.2011.618435
https://doi.org/10.1007/s11060-015-1756-7
https://doi.org/10.1007/s11060-015-1756-7
https://doi.org/10.1016/j.eururo.2013.01.034
https://doi.org/10.1016/j.eururo.2013.01.034
https://doi.org/10.1188/12.ONF.541-548
https://doi.org/10.1007/s00520-011-1291-9
https://doi.org/10.1002/nur.20397
https://doi.org/10.1002/nur.20397
https://doi.org/10.1080/01612840305292
https://doi.org/10.1177/0193945908320465
https://doi.org/10.1002/nur.4770110203
https://doi.org/10.1007/s12529-014-9423-5
https://doi.org/10.1080/03630242.2010.498750
https://doi.org/10.1016/0020-7489(94)00028-I
https://doi.org/10.1177/0884217503261085
https://doi.org/10.1177/0884217503261085
https://doi.org/10.1097/01.jcn.0000338932.73963.42
https://doi.org/10.1007/s11136-017-1509-5
https://doi.org/10.1007/s11136-017-1509-5
https://doi.org/10.1097/won.0000000000000132


29. Wineman NM, Durand EJ, Steiner RP. A comparative analysis of cop-

ing behaviors in persons with multiple sclerosis or a spinal cord injury.

Res Nurs Health. 1994;17(3):185-194. https://doi.org/10.1002/nur.

4770170306.

30. Diiorio C, Faherty B, Manteuffel B. Cognitive–perceptual factors
associated with antiepileptic medication compliance. Res Nurs

Health. 1991;14(5):329-338. https://doi.org/10.1002/nur.4770

140504.

31. Street RL Jr, Makoul G, Arora NK, Epstein RM. How does communi-

cation heal? Pathways linking clinician–patient communication to

health outcomes. Patient Educ Couns. 2009;74(3):295-301. https://

doi.org/10.1016/j.pec.2008.11.015.

32. Del Piccolo L, Pietrolongo E, Radice D, et al. Patient expression of

emotions and neurologist responses in first multiple sclerosis consul-

tations. PLoS One. 2015;10(6):e0127734. https://doi.org/10.1371/

journal.pone.0127734.

33. Ong LML, Visser MRM, Lammes FB, de Haes JCJM. Doctor–patient
communication and cancer patients' quality of life and satisfaction.

Patient Educ Couns. 2000;41(2):145-156. https://doi.org/10.1016/

S0738-3991(99)00108-1.

34. Fogarty LA, Curbow BA, Wingard JR, McDonnell K, Somerfield MR. Can

40 seconds of compassion reduce patient anxiety? J Clin Oncol. 1999;17

(1):371-371, 379. https://doi.org/10.1200/jco.1999.17.1.371.

35. Underhill ML, Kiviniemi MT. The association of perceived provider–
patient communication and relationship quality with colorectal cancer

screening. Health Educ Behav. 2012;39(5):555-563. https://doi.org/

10.1177/1090198111421800.

36. Farber NJ, Lin L, Yunan C, et al. EHR use and patient satisfaction:

what we learned. J Fam Pract. 2015;64(11):1-8.

37. Sullivan DR, Golden SE, Ganzini L, Hansen L, Slatore CG. ‘I still don't
know diddly’: a longitudinal qualitative study of patients' knowledge

and distress while undergoing evaluation of incidental pulmonary nod-

ules. NPJ Prim Care Respir Med. 2015;25:15028. https://doi.org/10.

1038/npjpcrm.2015.28.

38. Slatore CG, Press N, Au DH, Curtis JR, Wiener RS, Ganzini L. What

the heck is a “nodule”? A qualitative study of veterans with pulmo-

nary nodules. Ann Am Thorac Soc. 2013;10(4):330-335. https://doi.

org/10.1513/AnnalsATS.201304-080OC.

39. Carpenter DM, Blalock SJ, Sayner R, et al. Communication predicts

medication self-efficacy in glaucoma patients. Optom Vis Sci. 2016;93

(7):731-737. https://doi.org/10.1097/OPX.0000000000000856.

40. Lafata JE, Morris HL, Dobie E, Heisler M, Werner RM, Dumenci L.

Patient-reported use of collaborative goal setting and glycemic con-

trol among patients with diabetes. Patient Educ Couns. 2013;92(1):94-

99. https://doi.org/10.1016/j.pec.2013.01.016.

41. Naik AD, Kallen MA, Walder A, Street RL Jr. Improving hypertension

control in diabetes mellitus: the effects of collaborative and proactive

health communication. Circulation. 2008;117:1361-1368.

42. Tidwell LC, Walther JB. Computer-mediated communication effects on

disclosure, impressions, and interpersonal evaluations: getting to know

one another a bit at a time. Hum Commun Res. 2002;28(3):317-348.

https://doi.org/10.1111/j.1468-2958.2002.tb00811.x.

43. Walther JB, Deandrea DC, Tong ST. Computer-mediated communica-

tion versus vocal communication and the attenuation of pre-

interaction impressions. Med Psychol. 2010;13(4):364-386. https://

doi.org/10.1080/15213269.2010.524913.

44. Walther JB. Interpersonal effects in computer-mediated interaction: a

relational perspective. Commun Res. 1992;19(1):52-90.

45. Walther JB. Relational aspects of computer-mediated communication:

experimental observations over time. Organ Sci. 1995;6(2):186-203.

46. Alpert JM, Dyer KE, Lafata JE. Patient-centered communication in

digital medical encounters. Patient Educ Couns. 2017;100(10):1852–
1858. https://doi.org/10.1016/j.pec.2017.04.019.

47. Anand SG, Feldman MJ, Geller DS, Bisbee A, Bauchner H. A content

analysis of e-mail communication between primary care providers

and parents. Pediatrics. 2005;115(5):1283-1288. https://doi.org/10.

1542/peds.2004-1297.

48. Mirsky JB, Tieu L, Lyles C, Sarkar U. A mixed-methods study of

patient–provider e-mail content in a safety-net setting. J Health

Commun. 2016;21(1):85-91. https://doi.org/10.1080/10810730.

2015.1033118.

49. Robinson JR, Valentine A, Carney C, Fabbri D, Jackson GP. Complex-

ity of medical decision-making in care provided by surgeons through

patient portals. J Surg Res. 2017;214:93-101. https://doi.org/10.

1016/j.jss.2017.02.077.

50. Hogan TP, Luger TM, Volkman JE, et al. Patient centeredness in elec-

tronic communication: evaluation of patient-to-health care team

secure messaging. J Med Internet Res. 2018;20(3):e82. https://doi.

org/10.2196/jmir.8801.

51. Roter D, Larson S, Sands DZ, Ford DE, Houston T. Can e-mail mes-

sages between patients and physicians be patient-centered? Health

Commun. 2008;23(1):80-86. https://doi.org/10.1080/

10410230701807295.

52. Cronin RM, Fabbri D, Denny JC, Jackson GP. Automated classifica-

tion of consumer health information needs in patient portal messages.

AMIA Ann Symp Proc. 2015;2015:1861-1870.

53. Sulieman L, Gilmore D, French C, et al. Classifying patient portal mes-

sages using convolutional neural networks. J Biomed Inform. 2017;74:

59-70. https://doi.org/10.1016/j.jbi.2017.08.014.

54. Robinson JR, Davis SE, Cronin RM, Jackson GP. Use of a patient por-

tal during hospital admissions to surgical services. AMIA Ann Symp

Proc. 2016;2016:1967-1976.

55. Kravitz RL, Bell RA, Franz CE. A taxonomy of requests by patients

(TORP): a new system for understanding clinical negotiation in office

practice. J Fam Pract. 1999;48(11):872-878.

56. Sittig DF. Results of a content analysis of electronic messages (email)

sent between patients and their physicians. BMC Med Inform Decis

Mak. 2003;3(1):11. https://doi.org/10.1186/1472-6947-3-11.

57. Mirsky JB, Tieu L, Lyles C, Sarkar U. Readability assessment of patient-

provider electronic messages in a primary care setting. J AmMed Inform

Assoc. 2016;23(1):202-206. https://doi.org/10.1093/jamia/ocv087.

58. Lin C-T, Wittevrongel L, Moore L, Beaty BL, Ross SE. An internet-

based patient-provider communication system: randomized con-

trolled trial. J Med Internet Res. 2005;7(4):e47. https://doi.org/10.

2196/jmir.7.4.e47.

59. Shimada SL, Petrakis BA, Rothendler JA, et al. An analysis of patient-

provider secure messaging at two veterans health administration

medical centers: message content and resolution through secure mes-

saging. J Am Med Inform Assoc. 2017;24(5):942-949. https://doi.org/

10.1093/jamia/ocx021.

60. Heisey-Grove D, DeShazo JP. Look who's talking: application of a

theory-based taxonomy to patient–clinician e-mail messages. Telemed

e-Health. 2020;26(11). https://doi.org/10.1089/tmj.2019.0192.

61. Jaccard J, Jacoby J. Theory construction and model-building skills: A

practical guide for social scientists. Methodology in the Social Sciences.

New York: The Guilford Press; 2010.

62. United States Census Bureau. Quick Facts: Richmond City, Virginia

(County). U.S. Department of Commerce. Accessed March 21, 2021,

https://www.census.gov/quickfacts/fact/table/

richmondcityvirginiacounty/PST045219

63. U.S. Centers for Medicare & Medicaid Services. NPPES NPI Regis-

try. Accessed August 25, 2019. https://npiregistry.cms.hhs.gov/

64. Virginia Department of Health Professions. DHP Health Professional

License Verification. Accessed August 25, 2019. https://dhp.

virginiainteractive.org

65. Cicchetti DV. Guidelines, criteria, and rules of thumb for evaluating

normed and standardized assessment instruments in psychology. Psychol

Assess. 1994;6(4):284-290. https://doi.org/10.1037/1040-3590.6.4.284.

66. Heisey-Grove D, McClelland LE, Rathert C, Tartaglia A, Jackson K,

DeShazo JP. Associations between patient health outcomes and

HEISEY-GROVE ET AL. 13 of 15

https://doi.org/10.1002/nur.4770170306
https://doi.org/10.1002/nur.4770170306
https://doi.org/10.1002/nur.4770140504
https://doi.org/10.1002/nur.4770140504
https://doi.org/10.1016/j.pec.2008.11.015
https://doi.org/10.1016/j.pec.2008.11.015
https://doi.org/10.1371/journal.pone.0127734
https://doi.org/10.1371/journal.pone.0127734
https://doi.org/10.1016/S0738-3991(99)00108-1
https://doi.org/10.1016/S0738-3991(99)00108-1
https://doi.org/10.1200/jco.1999.17.1.371
https://doi.org/10.1177/1090198111421800
https://doi.org/10.1177/1090198111421800
https://doi.org/10.1038/npjpcrm.2015.28
https://doi.org/10.1038/npjpcrm.2015.28
https://doi.org/10.1513/AnnalsATS.201304-080OC
https://doi.org/10.1513/AnnalsATS.201304-080OC
https://doi.org/10.1097/OPX.0000000000000856
https://doi.org/10.1016/j.pec.2013.01.016
https://doi.org/10.1111/j.1468-2958.2002.tb00811.x
https://doi.org/10.1080/15213269.2010.524913
https://doi.org/10.1080/15213269.2010.524913
https://doi.org/10.1016/j.pec.2017.04.019
https://doi.org/10.1542/peds.2004-1297
https://doi.org/10.1542/peds.2004-1297
https://doi.org/10.1080/10810730.2015.1033118
https://doi.org/10.1080/10810730.2015.1033118
https://doi.org/10.1016/j.jss.2017.02.077
https://doi.org/10.1016/j.jss.2017.02.077
https://doi.org/10.2196/jmir.8801
https://doi.org/10.2196/jmir.8801
https://doi.org/10.1080/10410230701807295
https://doi.org/10.1080/10410230701807295
https://doi.org/10.1016/j.jbi.2017.08.014
https://doi.org/10.1186/1472-6947-3-11
https://doi.org/10.1093/jamia/ocv087
https://doi.org/10.2196/jmir.7.4.e47
https://doi.org/10.2196/jmir.7.4.e47
https://doi.org/10.1093/jamia/ocx021
https://doi.org/10.1093/jamia/ocx021
https://doi.org/10.1089/tmj.2019.0192
https://www.census.gov/quickfacts/fact/table/richmondcityvirginiacounty/PST045219
https://www.census.gov/quickfacts/fact/table/richmondcityvirginiacounty/PST045219
https://npiregistry.cms.hhs.gov/
https://dhp.virginiainteractive.org
https://dhp.virginiainteractive.org
https://doi.org/10.1037/1040-3590.6.4.284


secure message content exchanged between patients and clinicians:

retrospective cohort study. J Med Internet Res. 2020;22(10):e19477.

https://doi.org/10.2196/19477.

67. Epstein RM, Street RL, Jr. Patient-Centered Communication in Cancer

Care: Promoting Healing and Reducing Suffering. 2007. Accessed August

20, 2020. http://outcomes.cancer.gov/areas/pcc/communication

68. Walther JB. Selective self-presentation in computer-mediated com-

munication: hyperpersonal dimensions of technology, language, and

cognition. Comput Hum Behav. 2007;23(5):2538-2557. https://doi.

org/10.1016/j.chb.2006.05.002.

69. High AC, Solomon DH. Communication channel, sex, and the immedi-

ate and longitudinal outcomes of verbal person-centered support.

Commun Monogr. 2014;81(4):439-468. https://doi.org/10.1080/

03637751.2014.933245.

70. Spottswood EL, Walther JB, Holmstrom AJ, Ellison NB. Person-

centered emotional support and gender attributions in computer-

mediated communication. Hum Commun Res. 2013;39(3):295-316.

https://doi.org/10.1111/hcre.12006.

71. North F, Crane SJ, Stroebel RJ, Cha SS, Edell ES, Tulledge-

Scheitel SM. Patient-generated secure messages and eVisits on a

patient portal: are patients at risk? J Am Med Inform Assoc. 2013;20

(6):1143-1149. https://doi.org/10.1136/amiajnl-2012-001208.

72. Haun JN, Patel NR, Lind JD, Antinori N. Large-scale survey findings

inform patients' experiences in using secure messaging to engage in

patient-provider communication and self-care management: a quanti-

tative assessment. J Med Internet Res. 2015;17(12):e282. https://doi.

org/10.2196/jmir.5152.

73. Shimada SL, Allison JJ, Rosen AK, Feng H, Houston TK. Sustained use

of patient portal features and improvements in diabetes physiological

measures. J Med Internet Res. 2016;18(7):e179. https://doi.org/10.

2196/jmir.5663.

74. Masterman M, Cronin RM, Davis SE, Shenson JA, Jackson GP. Adop-

tion of secure messaging in a patient portal across pediatric special-

ties. AMIA Ann Symp Proc. 2016;2016:1930-1939.

75. Chung S, Panattoni L, Chi J, Palaniappan L. Can secure patient-

provider messaging improve diabetes care? Diabetes Care. 2017;40

(10):1342-1348. https://doi.org/10.2337/dc17-0140.

76. Price-Haywood EG, Luo Q, Monlezun D. Dose effect of patient–care
team communication via secure portal messaging on glucose and

blood pressure control. J Am Med Inform Assoc. 2018;25(6):702-708.

https://doi.org/10.1093/jamia/ocx161.

77. Reed M, Graetz I, Gordon N, Fung V. Patient-initiated e-mails to pro-

viders: associations with out-of-pocket visit costs, and impact on

care-seeking and health. Am J Manag Care. 2015;21(12):e632-e639.

78. Tarver WL, Menser T, Hesse BW, et al. Growth dynamics of patient-

provider internet communication: trend analysis using the health

information National Trends Survey (2003 to 2013). J Med Internet

Res. 2018;20(3):e109. https://doi.org/10.2196/jmir.7851.

79. Schickedanz A, Huang D, Lopez A, et al. Access, interest, and atti-

tudes toward electronic communication for health care among

patients in the medical safety net. J Gen Intern Med. 2013;28(7):914-

920. https://doi.org/10.1007/s11606-012-2329-5.

80. Tang PC, Black W, Young CY. Proposed criteria for reimbursing

eVisits: content analysis of secure patient messages in a personal

health record system. AMIA Ann Symp Proc. 2006;2006:764-768.

81. White CB, Moyer CA, Stern DT, Katz SJ. A content analysis of e-mail

communication between patients and their providers: patients get

the message. J Am Med Inform Assoc. 2004;11(4):260-267. https://

doi.org/10.1197/jamia.M1445.

82. Graetz I, Gordon N, Fung V, Hamity C, Reed ME. The digital divide and

patient portals: internet access explained differences in patient portal

use for secure messaging by age, race, and income. Med Care. 2016;54

(8):772-779. https://doi.org/10.1097/mlr.0000000000000560.

83. Heisey-Grove D, Carretta H. Disparities in secure messaging uptake

between patients and physicians: longitudinal analysis of two national

cross-sectional surveys. J Med Internet Res. 2020;22(5):e12611.

https://doi.org/10.2196/12611.

84. Nazi KM. The personal health record paradox: health care profes-

sionals' perspectives and the information ecology of personal health

record systems in organizational and clinical settings. J Med Internet

Res. 2013;15(4):e70. https://doi.org/10.2196/jmir.2443.

85. Wade-Vuturo AE, Mayberry LS, Osborn CY. Secure messaging and

diabetes management: experiences and perspectives of patient portal

users. J Am Med Inform Assoc. 2013;20(3):519-525. https://doi.org/

10.1136/amiajnl-2012-001253.

86. Heyworth L, Clark J, Marcello TB, et al. Aligning medication reconcili-

ation and secure messaging: qualitative study of primary care pro-

viders' perspectives. J Med Internet Res. 2013;15(12):e264. https://

doi.org/10.2196/jmir.2793.

87. Hoonakker PLT, Carayon P, Cartmill RS. The impact of secure mes-

saging on workflow in primary care: results of a multiple-case,

multiple-method study. Int J Med Inform. 2017;100:63-76. https://

doi.org/10.1016/j.ijmedinf.2017.01.004.

88. Lam R, Lin VS, Senelick WS, Tran H-P, Moore AA, Koretz B. Older

adult consumers' attitudes and preferences on electronic patient-

physician messaging. Am J Manag Care. 2013;19:eSP7-eSP11.

89. Rief JJ, Hamm ME, Zickmund SL, et al. Using health information tech-

nology to foster engagement: patients' experiences with an active

patient health record. Health Commun. 2017;32(3):310-319. https://

doi.org/10.1080/10410236.2016.1138378.

90. Houston TK, Sands DZ, Jenckes MW, Ford DE. Experiences of

patients who were early adopters of electronic communication with

their physician: satisfaction, benefits, and concerns. Am J Manag Care.

2004;10:601-608.

91. Haun JN, Chavez M, Nazi K, et al. Veterans' preferences for exchang-

ing information using veterans affairs health information technolo-

gies: focus group results and modeling simulations. J Med Internet Res.

2017;19(10):e359. https://doi.org/10.2196/jmir.8614.

92. Liederman EM, Morefield CS. Web messaging: a new tool for patient-

physician communication. J Am Med Inform Assoc. 2003;10(3):260-

270. https://doi.org/10.1197/jamia.M1259.

93. Heisey-Grove DM, Laura E, Rathert C, Tartaglia A, Jackson K,

DeShazo JP. Associations between patient health outcomes and

secure message content exchanged between patients and clinicians:

retrospective cohort study. J Med Internet Res. 2020;22(10):e19477.

https://doi.org/10.2196/19477.

94. Brown SA, Fuller R, Thatcher SMB. Impression formation and durabil-

ity in mediated communication. J Assoc Inf Syst. 2016;17(9):614-647.

How to cite this article: Heisey-Grove D, Rathert C,

McClelland LE, Jackson K, DeShazo J. Classification of patient-

and clinician-generated secure messages using a theory-based

taxonomy. Health Sci Rep. 2021;4:e295. https://doi.org/10.

1002/hsr2.295

14 of 15 HEISEY-GROVE ET AL.

https://doi.org/10.2196/19477
http://outcomes.cancer.gov/areas/pcc/communication
https://doi.org/10.1016/j.chb.2006.05.002
https://doi.org/10.1016/j.chb.2006.05.002
https://doi.org/10.1080/03637751.2014.933245
https://doi.org/10.1080/03637751.2014.933245
https://doi.org/10.1111/hcre.12006
https://doi.org/10.1136/amiajnl-2012-001208
https://doi.org/10.2196/jmir.5152
https://doi.org/10.2196/jmir.5152
https://doi.org/10.2196/jmir.5663
https://doi.org/10.2196/jmir.5663
https://doi.org/10.2337/dc17-0140
https://doi.org/10.1093/jamia/ocx161
https://doi.org/10.2196/jmir.7851
https://doi.org/10.1007/s11606-012-2329-5
https://doi.org/10.1197/jamia.M1445
https://doi.org/10.1197/jamia.M1445
https://doi.org/10.1097/mlr.0000000000000560
https://doi.org/10.2196/12611
https://doi.org/10.2196/jmir.2443
https://doi.org/10.1136/amiajnl-2012-001253
https://doi.org/10.1136/amiajnl-2012-001253
https://doi.org/10.2196/jmir.2793
https://doi.org/10.2196/jmir.2793
https://doi.org/10.1016/j.ijmedinf.2017.01.004
https://doi.org/10.1016/j.ijmedinf.2017.01.004
https://doi.org/10.1080/10410236.2016.1138378
https://doi.org/10.1080/10410236.2016.1138378
https://doi.org/10.2196/jmir.8614
https://doi.org/10.1197/jamia.M1259
https://doi.org/10.2196/19477
https://doi.org/10.1002/hsr2.295
https://doi.org/10.1002/hsr2.295


APPENDIX

TABLE A1 Secure message taxa interrater and intrarater reliability

Taxa

Interrater reliability Intrarater reliability

Final round Kappa estimates
[95% CI]

Reliability
interpretation

Kappa estimates
[95% CI]

Reliability
interpretation

Patient-and clinician-generated Social

communication

Appreciation/praise 0.57 [0.28, 0.86] Fair 0.79 [0.67, 0.91] Excellent

Complaints N/A N/A 0.72 [0.52, 0.92] Good

Life issues 0.50 [�0.10, 1.00] Fair 0.40 [0.17, 0.62] Fair

Clinician-generated

Action responses

Fulfilled request 0.74 [0.56, 0.92] Good 0.85 [0.80, 0.89] Excellent

Acknowledge 0.58 [0.33, 0.84] Fair 0.75 [0.66, 0.84] Excellent

Partially fulfill request 0.49 [0.14, 0.83] Fair 0.54 [0.42, 0.66] Fair

Denies �0.01 [�0.02, 0.00] Poor 0.43 [0.18, 0.69] Fair

Information seeking 0.85 [0.75, 0.96] Excellent 0.88 [0.85, 0.92] Excellent

Information sharing

Medical guidance 0.86 [0.76, 0.95] Excellent 0.83 [0.79, 0.87] Excellent

Orientation 0.47 [0.30, 0.65] Fair 0.63 [0.58, 0.67] Good

Deferred information sharing 0.52 [0.20, 0.83] Fair 0.68 [0.61, 0.74] Good

Recommendation to schedule �0.01 [�0.03, 0.00] Poor 0.69 [0.54, 0.85] Good

Patient-generated

Information seeking

Medical guidance 0.67 [0.51, 0.83] Good 0.81 [0.76, 0.86] Excellent

Logistics 0.29 [0.04, 0.54] Poor 0.69 [0.62, 0.75] Good

Information sharing

Self-reporting 1.00 [1.00, 1.00] Excellent 0.89 [0.82, 0.95] Excellent

Response to clinician 0.51 [0.33, 0.70] Fair 0.85 [0.82, 0.89] Excellent

Clinical update 0.57 [0.36, 0.78] Fair 0.68 [0.62, 0.74] Good

Prescription request

Prescription refill/renewal 0.82 [0.61, 1.00] Excellent 0.88 [0.82, 0.93] Excellent

New or changed Rx 0.56 [0.24, 0.87] Fair 0.69 [0.58, 0.80] Good

Scheduling request

Cancellation N/A N/A 0.95 [0.89, 1.00] Excellent

Reschedule N/A N/A 0.90 [0.84, 0.95] Excellent

New condition/symptom 0.66 [0.05, 1.00] Good 0.86 [0.76, 0.96] Excellent

Preventive care N/A N/A 0.67 [0.39, 0.94] Good

Follow-up appointment 0.49 [0.06, 0.92] N/A 0.61 [0.45, 0.77] Good

Lab or other diagnostic procedure 0.40 [�0.15, 0.94] Fair 0.60 [0.40, 0.80] Good

Other task-oriented request

Referral 1.00 [1.00, 1.00] Excellent 0.78 [0.64, 0.92] Excellent

Other administrative 0.48 [0.17, 0.79] Fair 0.72 [0.62, 0.81] Good
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