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Abstract

Quality has been a concern of the World Health Organization since its inception and is defined as fitness for use. Since
our ancestors began trading several millennia ago, Falsified Pharmaceutical Products has been a recurring problem and
still threatens economic stability and public health. Its definition various from country to country and according to World
Health Organization, 2017, it is ‘a product that is deliberately and fraudulently mislabelled with respect to identity and/or
source’. The implementation of anti-falsified nanomaterial technologies is the prominent preventive measure to track and/
or detect Falsified Pharmaceutical Products. Software and hardware companies had made encouraging progress towards
implementing Radio Frequency Identification devices for ensuring the authenticity of pharmaceutical products. The purpose
of the review was to critically appraise Radio Frequency Identification devices technology for the purpose of track and
trace Falsified Pharmaceutical Products circulating in the market. Different search engines such as Google Scholar, Science
Direct and PubMed were applied and mesh terms and keywords were searched. Different guides and related books were
investigated in addition to the articles. Radio Frequency Identification devices technology is a compact electronic device that
contains a small chip and reader with antenna that enables wireless transmission of identity of pharmaceutical products.
The authenticated Radio Frequency Identification devices model is used for pharmaceutical products’ authentication from
origin of pharmaceutical industry to the pharmacy at any point along the chain of the distribution. Popular pharmaceutical
products, such as OxyContin and Sildenafil Citrate, which are particular targets of falsification have mandated the use of
Radio Frequency ldentification devices technology.
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Introduction of global standards was requested in WHO constitution; one
of the responsibilities was to develop, establish and promote
international standards with respect to pharmaceutical prod-
ucts. The government allocates a substantial budget to

During the last several decades, the quality of pharmaceuti-
cal products has not been a matter of much concern to pre-
scribers, pharmacists or consumers.' Customers were simply
taking it by relying on the health professionals and in turn,
heath care practitioners serve their customers in the behave
of priding various pharmaceutical plants. Although the 'Department of Pharmaceutical Chemistry, School of Pharmacy, College
recent rise in internet purchasing may fuel a resurgence of 2of Medicine and Heah.:h Sciences, University of Gondar, Gondflr, EFhIOpIa
h bl | d rel Department of Veterinary Pharmacy, School of Pharmacy, University of
t.ese problems, cprrent y consumers expect and rely on a Gondar, Gondar, Ethiopia
high level of quality from the drug products they purchase.
The reason is that pharmaceutical product manufacturers

losel 1 pd ind ial ‘p. 0512 Th i £ Minichil Chanie Worku, Department of Pharmaceutical Chemistry, School
were close y regulated industrial activities. e quality o of Pharmacy, College of Medicine and Health Sciences, University of
pharmaceutical products was a concernment of the World Gondar, Gondar 196, Ethiopia.
Health Organization (WHO) since its inception. The setting Email: minichilew@gmail.com

Corresponding author:

@ @@ Creative Commons Non Commercial CC BY-NC: This article is distributed under the terms of the Creative Commons

Attribution-NonCommercial 4.0 License (https://creativecommons.org/licenses/by-nc/4.0/) which permits non-commercial use,
reproduction and distribution of the work without further permission provided the original work is attributed as specified on the SAGE and Open
Access pages (https://us.sagepub.com/en-us/nam/open-access-at-sage).


https://uk.sagepub.com/en-gb/journals-permissions
https://journals.sagepub.com/home/smo
mailto:minichilcw@gmail.com

SAGE Open Medicine

pharmaceutical products. The proportion higher in develop-
ing countries; it may exceed 40%.

Food and Drug Administration (FDA) began an initiative
to address current Good Manufacturing Practices (CGMPs)
for the 21st century around 20 years ago. This effort involved
taking a new look at both the regulatory and industrial sys-
tems for ensuring drug quality. The initiative highlighted the
need for major changes in both the regulators and the phar-
maceutical industry’s approaches. One central, and not yet
fully resolved, issue was the need for a consensus definition
of pharmaceutical quality for regulatory purposes.'* Such a
definition was much harder to achieve than it might seem at
first glance. According to Woodcock, literatures do not offer
a consensus definition of quality of any pharmaceutical
products or services. Nevertheless, a concept common to
most definitions involves meeting or exceeding customers’
needs.!

The quality of pharmaceutical products was not an unfor-
tunate; it must be the result of supersmart efforts of responsi-
ble bodies. The pharmaceutical products’ quality was
essential to assure the maximum level of patient’s satisfac-
tion. The criteria for their qualities of any pharmaceutical
products in dosage form are its efficacy, potency, safety, sta-
bility, patient acceptability and regulatory compliance.’
Cases where consumers are unable to sort out value for
themselves are termed market failures by economists. For
people taking medicines, however, more is at stake than just
their money: their health or even their lives could be jeopard-
ized by a drug quality problem.!

In the pharmaceutical industry scenario, quality of phar-
maceutical products has proposed ‘fitness for use’; the phar-
maceutical product befitted its pre-specified quality attributes
or regulatory specifications.! Pharmacopoeias provide stand-
ards, specifications and test methods that are expected to be
used in the pharmaceutical industry to ensure the quality of
pharmaceuticals.’ For instance, US Pharmacopoeia (USP)
monographs contain compendia assays for evaluating the
quality of marketed pharmaceutical products. It had also
been stated that a drug manufactured in compliance with
CGMPs was a good-quality product.! Furthermore, regula-
tory bodies were continually developing their requirements
to ensure the safety, quality and efficacy for pharmaceutical
development and manufacturing.’

Now a days, there was an increment of globalization of
pharmaceutical products’ manufacturing. The products were
manufactured here and there at different regions and coun-
tries, and they move on a number of corridors of the interna-
tional market®; the pharmaceutical market hence had
different standards of quality. Some National Medicine
Regulatory Authorities (NMRA) were unable to assure the
quality of pharmaceutical products circulating in their terri-
tory and the vulnerable customers might be exposed to the
poor-quality products.”® Thus, the current pharmaceutical
market situation had the potential to quickly infiltrate these
poor-quality pharmaceutical products anywhere before

appropriate detection were possible.” There are two main
categories of poor-quality pharmaceutical products: sub-
standard and falsified.’’

Falsified pharmaceutical products

Pharmaceutical falsification had become a big problem for
public health and economy.'® It results in major financial
losses, not only to manufacturers but also reduces the general
welfare.!" Since ancestors began trading several millennia
ago, Falsified Pharmaceutical Products (FPPs) had a recur-
ring problem, with history punctuated by crises on anti-
malarials; fake cinchona bark in the 1600s and fake quinine
in the 1800s.° FPPs is a substantial problem that is growing
worldwide and affects most countries.'?

FPPs is defined differently in different countries. The
definitions used in the various WHO member states show
that the nature of the problem of these medicines varies from
country to country. The first international meeting on FPPs
was held by WHO in 1992 at Geneva, Switzerland. The pur-
pose was to assist member states of WHO in efforts to pre-
vent the infiltration of FPPs.!? Hence, several countries came
with their own protocols as to what constitutes a FPPs, and
there was no consensus.'* FPPs can be described as a medi-
cine that is presented in a way to look like the original medi-
cine, although it is not. In legal terms, it is trademark
infringement.

According to Black’s law dictionary, FPPs used to
describe a medicine made by someone other than the original
manufacturer, by copying or imitating an original product
without authority or right, with the intention to deceive or
defraud and then marketing the copied, counterfeited or
forged medicine as the original.!” Furthermore, according to
WHO, 2017, FPPs is defined as ‘a product that is deliber-
ately and fraudulently mislabelled with respect to identity
and/or source’.'® They include ‘products without the active
ingredient, with an insufficient quantity of the active ingredi-
ent, with the wrong active ingredient, toxins or with fake
packaging’.%>!® The amount of active ingredient does not
provide sufficient information to accurately determine if a
medicine is falsified.

Many classes of drugs have been falsified, and several
factors are associated with it: poor regulation, a higher num-
ber of intermediaries, lack of awareness, and many more.
Pharmaceutical falsification will likely increase in the future
as health care costs continue to rise globally.!” The use of
FPPs frequently results in treatment failure and in worse sce-
nario lead to death.>%* 111416 Fore instances, drugs having
high stoke turn rates have high potential to deceive like
sildenafil citrate'®?° and oxycontin.?'"?*

Anti-falsified pharmaceuticals’ technologies

The anti-falsifying measure includes strong regulatory con-
trol with analytical techniques like nanomaterials that allow
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the protection of the drug supply chain from FPPs.!”?> The
security of the pharmaceutical supply chain can be strength-
ened by innovative identification and packaging technolo-
gies which were difficult to copy.?® FPPs can lead to drug
recalls and liability suits. In addition, brand loyalty is com-
promised as consumers perceive additional risks when using
a company’s products. An effective anti-falsifying strategy
avoids such issues in order to ensure patient safety.?’

Principle ways of combating pharmaceutical falsification
includes legal actions on illicit drug smugglers, customer
education/information, private investigations, cooperation
with enforcement agencies and counter-measures using ana-
lytical technologies.®!*!41727 The implementation of anti-
falsifying technologies is the prominent preventive
measure.'!%!7?7 In addition to providing authentication, they
make the production of a convincing copy of a drug more
difficult and costly.?

The ideal anti-falsifying technology need to fulfill good
security level (non-cloneable), higher product authentication
ability, proven standards, difficult to remove and reapply,
easy to check, have automatic authentication and legally
compliant with the pharmaceutical manufacturer.”® The FDA
recommends the use of multiple, periodically changing,
authentication measures on a product specific basis.”’
Software and hardware companies made positive strides in
2006 towards the deployment of Radio Frequency
Identification (RFID) devices to guarantee the authenticity
of pharmaceutical products provided to consumers via retail-
ers.'®3 The purpose of the review was to critically appraise
RFID technology for the purpose of track and trace FPPs
circulating in legal market.

Method

This study is a review which aimed to determine the role of
RFID technology in FPPs detection. In this regard, different
search engines such as Google Scholar, Science Direct and
PubMed were applied and mesh terms and keywords like
‘quality, falsified medicine, counterfeit medicine, radio fre-
quency, Radio Frequency Identification and RFID technol-
ogy’ were searched. Different guides and related books were
investigated in addition to the articles. Descriptions, charac-
teristics and applications of RFID technology were men-
tioned in most articles.

Radio frequency identification
technology

Radio frequency method

Radio-analytical chemistry is about the use of radioactive
nuclides and nuclear radiation for analytical purposes. It
depends on type and energy of radiation emitted.?! The field
of Radio Frequency (RF) nano-electronics focuses on the
fundamental study of devices that are enabled by

nanotechnology and operate within a frequency range from
about 100 MHz to 100 GHz. This range includes frequencies
identified as radio frequencies,?? but different sources spec-
ify different upper- and lower-bound ranges.>* In the past
few decades, the emergence and growth of nanotechnology
have proceeded hand in hand with the discovery and investi-
gation of new forms of matter as nano-scale material sys-
tems, spanning from atomically two-dimensional materials
to nanowires to individual atoms.*?

RF refers to an oscillation rate of an alternating electric
current/voltage or electromagnetic field. It usually refers to
electrical rather than mechanical oscillations.?!3 The ulti-
mate goal of RF nano-electronics is to leverage the new
materials and new phenomena that have been revealed by
scaling down to the nanoscale world in order to investigate
new RF devices that will be of interest both for fundamental
study and eventual commercial application.?

Radio waves belong beyond infrared and/or microwaves.
The analytical method-based radio wave is subject to a great
deal of research and lead to more effective innovative tech-
nology. Aviation, broadcasting, mobile telephony, naviga-
tion, defense and other technologies were based on radio
spectrum.’>3* RF electromagnetic energy is part of natural
environment, emitted by sources like the Sun, Earth and the
Ionosphere. Other sources of RF electromagnetic energy
include microwave ovens, radar, specific industrial uses and
various medical applications. There are continually emerg-
ing technologies that use RF electromagnetic energy particu-
larly in telecommunications and there is some concern of
potential health effects which is not fully alleviated by exist-
ing scientific data.’ RFID device is hence an integral part of
life that needs radio technology in order to communicate
digital information between a stationary location and a mov-
able product. '3

Radio frequency identification synopsis

RFID refers to a small electronic device which contains a
small chip and an antenna that enables wireless transmission
of identity.'®% It is a technology for tracing and tracking
pharmaceutical products using a small radio transmitter and
a reader.’” Moreover, RFID refers to the application of tag
using radio waves applied to pharmaceutical product for the
purpose of pharmaceutical products’ identification.*® Just the
tag is dipped in the pharmaceutical product packaging and
the products move on supply chain of the international mar-
ket which contains information on label.

RFID become an automatic technology that utilizes RF
waves to transmit data between reader and tag to identify,
track and/or locate the pharmaceutical product anywhere.’
This device provides a unique identification of the product
and is a contactless smart card which does not require physi-
cal contact between the scanner and the tagged item.*

The RFID tags had stored detail information about the
pharmaceutical products that need to be tracked.3*¥’
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Figure I. Identification friend or foe (IFF) device.*!

Depending on the transmitter and reader, these tags can be uti-
lized to scan and read up to a long distance.>”*° It can be either
implanted or used as a wristband that stores crucial data.

History

Understanding in science advanced slowly until the 1600s.
Meanwhile, explosion of observational knowledge of electric-
ity, magnetism, and optics increased between the 1600s and
1800s.% The history of recognition via radio wave technology
goes back to M. Faraday’s discovery that ‘radio wave is a form
of energy’.3>*! Furthermore, Scottish physicist J.C. Maxwell
revealed his electromagnetic theory in 1864. In addition to
creating radio waves, German physicist H.R. Hertz confirmed
Maxwell’s electromagnetic theory in 1887. Hertz is credited
as the first to transmit and receive radio waves.>

The birth of radar in the early 20th century was considered
as significant technical development during World War II.
Radar sends radio waves to locate and detect through the
reflection of these waves. The position and speed can be ascer-
tained by looking at this reflection. Since the military recog-
nized the importance of radar, many of the early advances had
shrouded in secrecy.®® In 1946, L. Theremin invented a tool for
the government of the Soviet Union that was able to transfer
the radio waves caused by any events in the form of sound to
the desired location. These sound waves would translate reflec-
tion of radio waves into an understandable language by mobi-
lizing the diaphragm that was connected to a vibrator device.*!

Another technology that was very nearly similar to RFID
was named Identification Friend or Foe (IFF).*! IFF was
invented in Britain in 1939 and was used as an efficient tool
in World War II in order to make it easier to identify German
aircrafts as enemy aircrafts (Figure 1).4'%> L. Theremin’s tool
was considered as the first RFID-based device, but some of
the sources believe that RFID technology was common
among the experts since 1920 and has been completed in
1960s—19705.103541

Basic components

RFID enhances item predictability for specific operations
and aids in the recognition of contextual knowledge.
However, research on RFID components is required before
utilizing this technology in the health sector.* Different
components of RFID (tag, antenna and reader), their work-
ing principles (Figure 2) and a brief description of each com-
ponent is given as follows.

Tag

RFID tag, or transponder, is programmed with unique infor-
mation by electronic means, and it has to be read by an
antenna.’®3%% It is the fundamental component of the RFID
system and is individually identifiable to its own unique
identification number system. The internal memory of the
tag stores the distinctive identification numbers.*** Every
RFID tag (smart label) could contain 96 bits of information
and a 40 bits serial number.**

RFID tag in its most simplistic form comprised two parts:
an antenna for transmitting and receiving signals and chip or
integrated circuit (IC) which stores the tag’s ID and other
information. RFID tags are affixed to items in order to track
them using RFID reader and antenna.**¢ The main purpose
of IC is to transmit the tag’s unique identifier.*’

RFID tags are of three types of — passive, semi-passive
and active.*****® However, depending on the modes of stor-
age of data, the tags can be of three types: Read Write (RW),
Read Only (RO) and Write Once Read Many (WORM). In
RW type, the data can be added or overwritten. In RO tags,
the data can be stored at the time of make and later the data
cannot be added or overwritten. In the WORM type, the data
can be added once and overwriting is not possible later. #3474

Active tags: They are more sophisticated. They are larger
and costlier to produce; possess an internal battery that is
used to run the microchip’s circuitry and to transmit a signal
to the reader. Active tags have a stronger signal and are more
reliable than passive tags as they can conduct a session with
a RFID reader.*”-*° They operate generally at higher frequen-
cies. The signals are captured by the reader over a longer
distance.®® Because of onboard power supply, the active
RFID tags transmit the signals at higher power levels than
the passive tags due to which they are more effective in RF
challenged conditions.’! Practical ranges for the active RFID
tags are hundreds of meters. They have an extended memory
and have about 10 years of battery life.?

Passive tags: Internal power supply is not included within
the passive RFID tags and hence they depend only on the
RFID reader to transmit data. They are also known as pure
passive, reflective or beam powered tags.*” The reader sup-
plies the electromagnetic waves to produce a current in the
antenna of the tags. Then, the tag reflects the RF signal and
produces information by modulating the reflected signal to
the reader. In most passive tags, a small electric current
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Figure 2. Working of different components of RFID.*

produced in the antenna by RF signal provides power to
transmit data. They operate comparatively at lower frequen-
cies with a lower capturing range.*’! Passive tags communi-
cation signal is based on the power it gets from antenna as
well.¥ Due to lack of onboard power supply, RFID passive
tags are quite smaller*’ so that they can be embedded in a
sticker or under the skin and are generally used for relatively
short distances. The major advantage of passive tags is that
they operate without a battery and hence, they are much less
expensive and much smaller in size than active ones. But
they have also drawbacks like short distance for reading the
tag and requirement of a higher-powered reader.

Semi-passive/semi-active tags: Both types of tags contain
power supplied on board. The main difference is how the
battery is used. Batteries in semi-passive tags are only used
to power the internal circuitry. They still need to be presented
inside the near filed in order to absorb power for data trans-
mission between readers and themselves.*’” Semi-active tags
are identical to the active tags as they also have an inbuilt
power supply; but semi-passive tags do not transmit a signal
until the reader transmits the signal first.

Reader

The RFID readers (also called interrogators) are the system’s
brain and is required for all systems to operate. They are
devices that transmit and receive RF waves in order to com-
municate with tags (fixed or mobile). #4647

Antenna

RFID antennas are necessary elements in order to convert
the RFID reader’s signal into RF waves that can be picked
up by tags. Without some type of antenna, whether inte-
grated or standalone, the reader cannot properly send and
receive signals to tags.***® Unlike readers, antennas are
dumb devices that receive their power directly from the
reader. When the reader’s energy is transmitted to the
antenna, the antenna generates RF field and subsequently,
RF signal is transmitted to the tags in the vicinity. The
antenna’s efficiency in generating waves in a specific
direction is known as the antenna’s gain. To put it simply,
the higher the gain, the more powerful and further reach-
ing RF field an antenna will have. 44647

Antenna is attached to a microchip which emits the
radio signals to activate the tag and to read & write the
data. This assembly is usually enclosed within a protective
layer which is determined by the type of application. A
transceiver with decoder is used to retrieve the data stored
on the RFID tag. This decoder decodes the data encoded in
the IC of tags. These data are then passed to the host com-
puter for processing.** The RFID antenna gives off RFID
waves along a horizontal or vertical plane, which is
described as the antenna’s polarity. If the RF field is a hori-
zontal plane, it is described as horizontally linear and the
same principle applies to an RFID antenna that creates a
vertical plane. 44647
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Principle of operation

Tag or transponder device contains an electronic circuit that
is attached to an object which needs to have an identification
code.*! When the tag is placed near or within the reader area,
the magnetic field generated by the reader activates the tag.
Then, the tags continuously send data through the radio
pulse. Finally, data received by the reader will be processed
by a computer system or related software such as Enterprise
Resource Planning (ERP) and Supply Chain Management
Systems as shown from Figure 3.374! Identifying items
through RFID technology is more accurate and involves less
work than using barcode scanning and manual processes, as
they do not need line of sight; the reader can access the infor-
mation on the tag without touching it as long as it is within a
range and can scan several items simultaneously. As well,
unlike barcodes, the information held on an RFID tag can be
changed or updated.>’#>

In general, the RFID system consists of an antenna to
scan information, a receiver with a decoder to interpret the
information and a transmitter where the information is pro-
grammed. The antenna sends radio signals in a short range.
Radio emissions establish a communication platform with
the sender (tag) and send energy to the tag in order to com-
municate. When a tag or RFID card passes through working

range of an antenna, it detects the activation signal sent by an
antenna. This signal activates RFID internal ICs and as a
result, the information on tag will be sent to reader.*!

As shown above, both figures explain RFID working pro-
cess. Tag (three types) is attached to the object/medicine to
be checked with identification code. When the tag is placed
near or within the reader area, the antenna scans and the
magnetic field activates the tag. Then, the tags continuously
send data. Finally, data received by the reader is processed
by a computer system.’74!

Applications on falsified pharmaceutical
product detection

Nowadays, the world faces a growing public health problem
with FPPs infiltrating its legitimate drug supply chain and
being sold at the full price commanded by legitimate drugs
in retail pharmacies and hospitals.* For instance, in United
States and China, FPPs found in the regular market includes
Lipitor®, Procrit®, Viagra® and Zyprexa® in which they usu-
ally produce high volume and retail at a high cost.>® A system
wide challenge faced by both pharmaceutical manufacturers
and retailers involves determining the product custody at
various levels along the supply chain. The complex pharma-
ceutical distribution infrastructure ensures difficultly in
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Figure 4. Detection process of FPPs using RFID system. Initially, the pharmaceutical manufacturers market different pharmaceutical
products with varies batches containing unique bare codes. Then, the products are distributed to the wholesalers, retailers and patients
locally and abroad; from every distribution drug supply chain falsifies could infiltrate FPPs in the market which is difficult to detect
visually. Hence, if drug recall is there, scan with RFID tag and if it matches, the product is authentic and if not, manufacturer is not

responsible.

maintaining supply chain integrity as products move from
the manufacturer to the point of sale.*® The FDA has stepped
up its efforts to improve the safety and security of the national
drug supply by encouraging companies to use electronic
technology to tag product packaging. Such technology may
prevent shipment diversions and falsifying of pharmaceuti-
cal products because it can enable wholesalers and pharma-
cists to determine packaged drug products’ identities and
dosage throughout the entire supply chain.?’

There are other methods for identifying products as
authentic. The good method has been RFID used to identify
FPPs or potentially other information on a microchip
attached. This data are then transmitted into a computer that
can retrieve the data and match the item’s serial number.*®
The authenticated RFID model is expected to support item
level authentication from origin to the pharmacy as point of
sale and at any point along the chain of custody between the
beginning and end points in the distribution chain.’® RFID
represents a form of wireless identification which provides
an effective tool for tracking moving objects throughout the
manufacturing and shipping process. The chips allow manu-
facturers and distributors more precise on tracking of their
drug products throughout the supply chain.’® RFID tags are
so tiny that consumers cannot clearly see them 363744473
RFID’s capability to distinctively recognize each object and

firmly capture information without line of sight has many
benefits in the pharmaceutical industry including insight,
visibility and efficiency, accountability and brand protection,
product safety, recalls and regulatory requirements and
reducing falsification.®

In recent globalization, RFID technology has been
advancing and widening its application fields by penetrating
into the various industries with the benefits of efficiency,
costs saving and fast processing.'®®° As a result, nowadays it
is widely used in logistics, inventory, security, supply chain,
manufacturing and retails industries.® According to the lit-
eratures used in this review, RFID technology has become
the leading candidate for the tracking of the authenticity of
drugs. A complete RFID serialization requires a costly infra-
structure and some huge and rich pharmaceutical companies
use this technology to track those drugs which are highly
susceptible to falsifying.'” For instance, Johnson & Johnson
has emerged as a leader among pharmaceutical companies
by establishing standards for RFID technology and partici-
pating in RFID pilot studies. The company employs RFID to
comply with retailers’ mandates that certain products be
shipped with RFID tags. Johnson & Johnson has performed
tests using RFID tags to track promotional display shipping
and recently employs the technology with surgical imple-
ments.'? The other company using RFID for tracking drugs
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is Pfizer.®' Pfizer began tagging bottles of Viagra® for US
distribution with RFID prior to 2009. In actually by 2006,
Pfizer had already spent $5 million to implement RFID with
Viagra®,10:5760-62

Pharmaceutical products are the main target of falsifiers.
RFID is being considered as an important tool to fight against
FPPs as shown in the in Figure 4. The drug’s electronic
Pedigree (ePedigree) within the chain of custody from the
point of manufacture to the point of sale and the integrity of
the manufacture and distribution of the pharmaceutical prod-
uct are maintained.®>** A drug pedigree is an electronic file
that records the details of distribution of a prescription drug
from its manufacture through wholesale transactions, until it
is received by the dispenser.!% RFID is known for its won-
derful ability to uniquely identify each item. Sales of FPPs
are predicted to explode if it is not dealt with effectively and
rapidly. RFIDs have ability to document the sale and transfer
of a drug through every step of the supply chain, from the
manufacturer to the retail outlet. Popular drug products such
as OxyContin and Sildenafil citrate which are particular tar-
gets of falsifiers have mandated the use of RFID technol-
o0gy.'®%3 In Pfizer’s RFID enactment, the tags are placed on
drug packages. The authenticity of the product can be veri-
fied by scanning the RFID serial number of a particular
package and confirming its authenticity with Pfizer directly,
using their personal authentication.®!¢?

The drug supply chain management cycle is complex so
that FPPs can enter into market. In each step, it can be tracked
by scanning RFID tag to obtain data inside the package. This
data are then transmitted into a computer that can retrieve the
data and match the item’s serial number at point of transac-
tion. The product can pass if and only if it matches with
manufactures serial number, '%-17:61.63

RFID provides facility to the organizations to recognize
and control their assets (pharmaceutical products). It has a
wide range of applications in product tracking, starting from
the production of the goods in the plant to postsales of the
goods. The mobilization of pharmaceutical products may be
regulated by RFID access control.®* RFID tags can be applied
on the commodities which are frequently lost or stolen. They
can also be applied to those which are under maintenance.
RFIDs also ensure the expiration dates and improve expira-
tion management. It lessens the time spent in the recognition
of products considered for recall.%> The drug distributors can
get an idea about the availability of drugs in their stores with
the help of RFID systems and hence, they can have stocks of
important drugs for emergency situations. If any person
steals the product and leaves the manufacturing unit, then
stolen goods could be traced even from outside the unit.®>%

During transport, if the products are not handled properly,
they get spoiled. In such cases, the facilities have to maintain
perishable inventory control to prevent additional cost of
replacement and retain the goodwill of consumers. By using
RFID technology for product identification, it is easier to
assure the quality of such moving objects. The RFID system

assists to follow well-defined issuing policies for the prod-
ucts depending on the requirements; for example, first-in-
first-out policy for vegetables, and last-in-first-out policy for
blood products.®’

Future perspective

This review studies the architecture of a RFID system to
detect and combat pharmaceutical falsification. It is also bet-
ter to predict the systems’ trend in the near future. RFID is a
promising technology that, if efficiently implemented in
drug supply chain cycle, will result in numerous benefits,
including physicians, healthcare providers, patients and sev-
eral other parties involved in the delivery and administration
of healthcare services. However, several challenges still
remain that must be addressed before RFID technology can
be ubiquitously deployed in healthcare services.

The Electro Magnetic Interference (EMI) caused to the
electronic biomedical devices by RFID wireless transmis-
sions could critically affect their performances. Without
careful investigations of the impact of such interferences,
the introduction of RFID into detection of FPPs might
threaten patient’s safety. Indeed, the EMI generated by
RFID tags and readers can potentially disrupt the perfor-
mance of electronic medical equipments.®® A syringe pump
or an external pacemaker that switches off in the proximity
of RFID devices would directly endanger a patients’
health. In some cases, the EMI is due to different modula-
tion rates. In addition to updating safety standards for elec-
tronic medical equipment, power control mechanisms
should be considered as a solution to minimize the impact
of EMI.®°

The main challenging issue in RFID information delivery
is to guarantee security and privacy.’®’! Efficient authentica-
tion algorithm is needed to ensure the security of smart RFID
systems, but the privacy issue is also important. For exam-
ple, another malicious person may activate the RFID tag
attached to a patient, access the electronic medical record
and do something adverse to him/her. Thus, the code should
only be delivered to trusted RFID readers. Basic RFID tags
are vulnerable to simple counterfeiting attacks. They are also
prone to be relayed or man-in-the-middle attacks.”

RFID tags, by default, communicate with all surrounding
devices, both good and malicious. Since they automatically
respond to the interrogation from the reader without alerting the
bearer/owner, a person carrying an RFID tag is prone to clan-
destine physical tracking. In addition, in supply chain applica-
tions, individually tagged objects in stores allow competitors to
learn about the stock turnover rates (inventorying).”

Since RFID tags have a small amount of storage and pro-
cessing capabilities, innovative and efficient RFID authenti-
cation techniques are needed.®® The issue of limited
computational resources still needs further investigation to
develop novel solutions that can implement highly efficient,
secure solutions. In such a limited environment, it
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is important to have a clear and precise assessment of the
security attacks that can be addressed.”! Thus, in the near
future, scientists could probably witness several RFID tags
technology platforms for detection of FPPs.

Limitation

This review had limitations concerning the search strategies
of the different literatures. There was no pre-defined ques-
tion or search strategy. There were also some old published
book chapters as reference. They lack structure and adhere to
no set procedure. The reviewers will gain knowledge about
the issue and have a thorough grasp of the state of the
science.

Conclusion

In conclusion, during the last several decades, the quality of
pharmaceutical products has not been a matter of much con-
cern since pharmaceutical manufacturing is the more closely
regulated industrial activities. Globalization had the poten-
tial to rapidly spread FPPs worldwide. The implementation
of anti-counterfeit RFID technologies is the prominent pre-
ventive measure for ensuring the authenticity of drug prod-
ucts provided to consumers through retailers. RFID is new
technology to track and/or detect pharmaceutical falsifica-
tion. Popular drug products such as OxyContin and Sildenafil
Citrate which are particular targets of counterfeiters had
mandated the use of RFID technology.
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