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Cardiac implantable electronic devices (CIEDs) include bradycardia pacemakers, defibrillators, and
cardiac resynchronization therapy devices. These devices are proven to save lives and improve quality
of life in indicated patients. Recent advances in CIED technology allow interrogating and transmitting
data stored in these devices wirelessly through radiofrequency or Bluetooth technology and more
recently through smartphones.1 Remote monitoring of CIED uses telemetry and IP connectivity to
transmit data from devices to the cloud and eventually to hospitals/clinics monitoring them. There has
been overwhelming evidence in support of remote monitoring of CIEDs, improving patient outcomes,
survival, and hospitalization.2 Therefore, guidelines recommend remote monitoring for all CIEDs.3

Remote monitoring allows frequent checks reducing clinic visits, improving efficiency of medical re-
sources and timely intervention in patients with clinical events. Although internet of things (IOT)
dependency is increasing, advantages of connectivity and data transfer come with a price of hacking,
resulting in malfunction of computers, misuse of stolen data, or medical extortion. Therefore, cyber-
security has become a necessity in this digital world. Medical devices using net connectivity expose
themselves to cyber attacks. Fortunately so far no hacking or cyber attack has been reported in patients
with CIEDs, and most literature focuses on proof of concept and in-the-research laboratory scenarios.
Although documented clinical events have not yet happened, the threat is real. It is essential to be well
prepared for this potential but serious threat. It is imperative that device manufacturers, regulatory
bodies, medical professionals, and patients all work together to prevent, identify, and mitigate cyber
threat.
© 2020 Cardiological Society of India. Published by Elsevier B.V. This is an open access article under the

CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Why are CIED patients at risk of cyber attacks?

Remote monitoring of CIEDs involves transmission of data from
patient device to health care professionals. The data transmitted
include device function, cardiovascular events, and
patient clinical status. This information is analyzed by the medical
professionals to optimize medications, tailor therapy, and if neces-
sary reprogram the device. Presently, CIEDs cannot be reprog-
rammed remotely, and for any reprogramming, an in-person
visit to the hospital is necessary. Remote monitoring has proven
to improve patient outcomes, reduce hospitalizations, and
improve survival. It also regulates patient visits to the hospital,
thereby overall reducing the cost burden and strain on health
care providers.
1.1. What is the CIED ecosystem?

The CIED ecosystem consists of the device itself and the cloud-
based systems and services employed for the diagnosis, therapy
adjustment, and monitoring of patients. The other components of
the ecosystem are the external programmer usually located at the
hospital, the homemonitor located at the patient's home, and other
blished by Elsevier B.V. This is an
devices employed to use these applications (eg. smartphones, tab-
lets, and laptops).
1.2. How does data transmission occur?

The transmission of data from the device earlier used induc-
tive coil telemetry (which uses inductive RF field @
0e300 kHz) to communicate over short ranges (0e10 cm),
requiring proximity between the CIED and the programmer.
Most devices now use RF-link telemetry, using traditional RF
waves (@ 402e405 MHz, Medical Implant Communications Serv-
icedMICS core band) to communicate over longer ranges
(0e200 m) and Wi-Fi and Bluetooth technology. The CIEDs are
equipped with Wi-Fi transmitters that transmit and communi-
cate with home and mobile monitoring systems, whenever
both are in range.1 These data are then forwarded via the internet
to a server/cloud and relayed to the health care professionals,
often through the hospital IT network. The information trans-
mitted via the internet is sensitive, including all details of the pa-
tient profile, arrhythmia episodes, various alerts, device function
status, and even the details of the medical team, hospital, and its
computer network.4
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At all stages of data transmission, there is a potential threat of
hacking.5 The wireless feature exposes CIEDs to be potentially
manipulated by hackers beyond the immediate vicinity of the pa-
tient. The transmission of data through the internet and hospital
networks makes CIED vulnerable to cyber attacks from anywhere
in the world. The transmitted medical data can be stolen, interrup-
ted, or tampered. The worst-case scenario would be to manipulate
the device function, cause battery drain, and disable the device.
This potential cyber attack can occur anytime in the lifespan of
the device!
2. How can a ‘hacker’ compromise the functioning of CIEDs?

There are many ways in which a hacker can potentially breach
the cybersecurity of the CIED ecosystem and these include the
following:

1. CIED-Monitor/Programmer communication interception: Using
software-defined radio (SDR) to intercept the RF signals.

2. Accessing the device USB port and reading or extraction of the
monitor files.

3. Insertion of a backdoor (malware) into the monitor to modify/
erase the contents of the monitor memory or induce program-
mer reading errors or cause spoof programming.

4. Initiate boundless telemetry sessions: maintain a telemetry
session indefinitely active by regularly sending commands to
prematurely reduce the CIED's battery lifetime.

5. Accessing the CIED ecosystem during firmware updates or
levering into the device's local network access to interfere with
the communication between the programmer and software
update provider.
3. What are the potential cybersecurity risks for the CIED
patients?

The intended goals for cyber-hacking a CIED include the
following (summarized in Table 1):

1. To access patient-sensitive data
� Either medical data or other personal information such as
email, addresses, and phone and social security numbers
could be stolen. Potential clients include insurance companies
(medical or automobile) that may use this information either
to assess insurance premiums or even refuse coverage in in-
dividual cases.

2. To gain knowledge of device operation and software
� The intense competition between various device manufac-
turers can encourage industrial spies to target the CIED
Table 1
The potential consequences of hacking a CIED are enumerated below.

A. Pacemaker
a. Sensing concern: Oversensing and inhibition or loss of pacing
b. Pacing concern: Sudden battery depletion and loss of pacing

B. ICD
a. Sensing concern: Loss of pacing and inappropriate shocks
b. Disabling therapy: Failure to terminate VT/VF

C. Sudden battery depletion
D. Failure to interrogate the device through telemetry
E. Stealing of patient and clinical data during wireless transmission by the

remote monitoring systems
F. Gain unauthorized access to the hospital computer network, and causing its

malfunction, when the CIED data are being transmitted to the health care
providers via the internet.
ecosystem and gain information about device design, soft-
ware, engineering details, etc. This intellectual property theft
can then be made available for sale to competitors or even
counterfeit medical device manufacturers (akin to production
of counterfeit or generic drugs)

3. Alter device behaviour to disrupt/interfere with patient follow-
up or even endanger patient’s life.
� This is the most worrisome aspect of cyber-hacking. Changing
device settings and issuing false alarms to make the patients
visit the hospitals repeatedly or in extreme cases inducing
battery depletion (by boundless telemetry) or even disabling
therapy can endanger lives. Random or high-visibility in-
dividuals can be targeted raising issues of personal security.
Individual CIED manufacturers can be targeted to seem as if
their equipment is defective, thus damaging the company's
sales revenue and reputation andmoney demanded to restore
services (medical deviceebased extortion).

Till date, there has not been any incidence of cyber attack and no
harm has been done to a single patient with CIED. However, as a
proof of concept of cyber threat, there has been experimental evi-
dence jeopardizing the St Jude Merlin home monitoring system
and more recently the Medtronic CareLink programmers.

The 2016 Muddy Waters Research reported that CIEDs manu-
factured by St Jude Medical (Abbott) are at risk of hacking.6 The
researchers provided a laboratory evidence of cybersecurity
breach. With excess radio traffic, the Merlin product line would
result in a ‘crash’ situation, wherein interrogation of the CIED
with telemetry was no longer possible. This ‘crash’ condition
was replicated by others but without affecting the essential clin-
ical performance of the pacemaker and therefore no harm to the
patient. The other cybersecurity breach was the ‘battery drain’
attack which could reduce the device longevity. This reporting
resulted in a lawsuit, raised ethical concerns, and is also the first
cybersecurity related recall by US FDA. Eventually, a software up-
date helped resolve the issue.7,8 There is a small, theoretic risk of
CIED malfunction because of the update; however, this risk is
negligible compared with the threat created by this cybersecurity
breach.

More recently (2018), ‘CareLink,’ the Medtronic programmer,
was found to have a cybersecurity breach.9,10 The Medtronic Care-
Link 2090 and CareLink Encore 29901 programmers receive soft-
ware updates through a USB port or via the internet using the
‘Software Distribution Network’ (SDN). The process of updating
the software through SDN was perceived to be vulnerable to cyber
attack. There was a potential risk of intercepting and modifying the
updates on the programmers such that using them to update the
CIED could lead to its malfunction. This threat was fixed by recom-
mending and ensuring that the software update was performed
manually by the Medtronic engineer using the USB.

In broad terms, cyber attack on CIEDs may be passive or active. A
passive attack accesses sensitive information exchanged between
the device and health care network occurring in an insecure trans-
mission. The modern day CIEDs store all contact details of the
patient-physician-hospital. This information can be stolen andmis-
used or leveraged by the hacker for a ransom or identity theft. The
data generated, stored, and transmitted by the CIEDs should be pro-
tected against loss or manipulation. An active cyber attack would
mean that the diagnostic or therapeutic capability of the CIEDs
operating function are altered, resulting in direct harm to the pa-
tient or a battery drain resulting from a bombardment of informa-
tion request.

Cyber attacks are likely to increase over the years and through
the life cycle of the CIED. It remains to be seen whether these
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attacks will directly impact patients or health care facilities or the
device manufacturer.

4. How to prevent the cyber attacks on CIEDs?

Cybersecurity for CIEDs need a close and timely collaboration
with the device manufacturer, governmental regulatory body, phy-
sicians, IT specialists, and patients. The process for cybersecurity
starts with the conception and design of the CIEDs and continues
through the manufacturing, implanting, and follow-up of these de-
vices. The postimplant surveillance must be robust, identifying vul-
nerabilities and addressing these issues quickly and continue to do
so throughout the lifespan of the CIEDs. Patient data should always
be encrypted and transferred via a secured network. High level of
security in data transmission must be employed using principles
of confidentiality, integrity, authenticity, accountability, and reli-
ability.11 CIED access to hackers should be prevented and rarely
the remotemonitoring optionmay have to be temporarily disabled.

A. CIED manufacturer's role: Cybersecurity protocol should be
followed in manufacture of these devices. IT security and solu-
tions are an integral part for mitigating the risks of cyber threats
for CIEDs. ‘Firmware’ should be installed in these devices which
can be updated anytime later, when new vulnerabilities are
identified.12 There should be access logs, which can identify
unauthorized accesses. Appropriate cryptographic measures
should be utilized during wireless transmissions from the de-
vice. Authentication processes will help reduce the security
breaches. Surveillance through the life of CIED is essential and
includes identifying security flaws and rectifying them
promptly. The manufacturer should immediately alert the fed-
eral agency and physicians on any vulnerability, quickly resolve
the issue, and update the CIEDs, with the help of IT experts. The
manufacturer should provide all details of the potential security
breach, measures to be taken (software update, etc.), CIED
models, and programmers involved in their website, press
release, and helplines. The solution provided for the cyberse-
curity breach should be virtually risk free so that every patient
requiring the necessary update for their CIED receives so.

B. Physician's role: Physician's role is to be updated with all the
potential and documented cyber threats. This information could
be accessed through the manufacturer, published literature,
professional organization/councils advisory, or consensus doc-
uments. It is important that the physician clearly understands
the security risk and necessary steps to be implemented. The
patient should be engaged by the physician, allay their anxiety,
and perform the necessary software updates along with the
industry engineers. There is a small but distinct risk, especially
in pacing dependant patients of a potential malfunction of the
device during firmware updates.

C. Hospitals' role: The hospital computer network is an easier
target for hackers, and therefore, it should be adequately pro-
tected from any unauthorized access.13 More secure networks
with identity-access management systems need to be installed.
Active consideration should be given to recruit cybersecurity
professionals to ensure that there are no cybersecurity threats in
systems. Secure system authentication with robust passwords,
countermeasures (proxy between the programmer and device),
not using unpatched hospital networks and most importantly
conducting awareness campaigns among the staff who use
those devices, so that they are aware of the problem and avoid
using software beyond the supported period.

D. Patient's role: Patient's role is to understand the potential
cybersecurity risk with all CIEDs. The technological advance
allowing home monitoring and transmission of data has overall
improved patient outcomes, but it has come with a price of
exposing them to hacking. Patients should realize that no harm
has been done to any patient so far; however, the potential risk
is real and everyone should play their part to nullify the danger.
In case of any media report, it is best for them to contact their
implanting physician and clarify. Looking up the website of the
manufacturer and federal agencies will provide them with de-
tails on the security issue and the proposed solution.
5. Conclusions

CIEDs continue to advance in technology and are increasingly
utilizing wireless transmission, internet, and hospital computer
network to transmit sensitive demographic and clinical data of pa-
tients and device performance. This has resulted in overall
improving patient outcomes and recent guidelines recommend
remote monitoring for all CIED patients. However, with this con-
nectivity, hacking of patient data and jeopardizing device function
and hospital networks have become a potential and real threat.
Although the goal is to design CIEDs that are perfectly secure, it is
important to realize that computer systems relying on internet
and intranet networks are potentially exposed to cyber threats.
For cybersecurity of CIEDs, regular updates will be required, and
the procedures for updates must be familiar to health care profes-
sionals and patients.

All stake holders including the manufacturers, security experts,
clinicians, regulators, and patients need to collaborate, develop, and
maintain good secure processes to overcome this challenge. It is
equally important to communicate and improve public perception
about CIED cybersecurity. So far, no patient harm has been reported
because of a cyber attack on CIEDs, and the challenge in the future
is to maintain this security alongside increasing advances in device
complexities.
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