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Published online: 18 February 2019 . Quantum entanglement is a building block of the entangled quantum networks of the quantum

. Internet. A fundamental problem of the quantum Internet is entanglement distribution. Since quantum

entanglement will be fundamental to any future quantum networking scenarios, the distribution
mechanism of quantum entanglement is a critical and emerging issue in quantum networks. Here
we define the method of opportunistic entanglement distribution for the quantum Internet. The
opportunistic model defines distribution sets that are aimed to select those quantum nodes for which
the cost function picks up a local minimum. The cost function utilizes the error patterns of the local
quantum memories and the predictability of the evolution of the entanglement fidelities. Our method
provides efficient entanglement distributing with respect to the actual statuses of the local quantum
memories of the node pairs. The model provides an easily-applicable, moderate-complexity solution for
high-fidelity entanglement distribution in experimental quantum Internet scenarios.

1-10 11-26
t >

Quantum entanglement has a central role in the quantum Internet!~!°, quantum networking and
long-distance quantum key distribution'*?”?8, Entanglement distribution is a crucial phase for the construc-
tion of the entangled core network structure of the quantum Internet. In a quantum Internet scenario, quantum
entanglement is a preliminary condition of quantum networking protocols*”-*-**. Distant quantum nodes that
share no quantum entanglement must communicate with their direct neighbors to distribute entanglement. To
aim of entanglement distribution is to generate entanglement between a distant source node and a target node
through a chain of intermediate quantum repeater nodes*>~’. The intermediate quantum repeater nodes receive
the entangled states, store them in their local quantum memories?®*°®%, and apply a unitary operation (called
entanglement swapping'~>'°) to extend the range of quantum entanglement. Storing quantum entanglement in
the quantum nodes’ local quantum memories adds noise to the distribution process, since quantum memories
are non-perfect devices**“ and the error probabilities evolve in time**->%. As the error pattern of the evolution
the quantum memories is predictable, the nodes can be characterized by a given storage success probability after
a given time from the start of the storage.

The fidelity of entanglement®!-®* is another critical parameter for entanglement distribution. In a quantum
network with a chain of repeater nodes between a source and target nodes, for all pairs of entangled nodes (e.g.,
for nodes that share a common entanglement) a given lower bound in the fidelity of entanglement must be satis-
fied, otherwise the entanglement distribution fails"**. The stored entangled states have a given amount of fidelity
that is determined by the transmission procedure, such as the noise of the quantum channel, etc. The evolution of
a given entangled system’s fidelity parameter is time-varying in quantum memory, since it evolves through time,
from the beginning of storage to the actual current time. Therefore, it is necessary to consider the predictability
of the evolution of both the error patterns of the nodes’ local quantum memories, and the evolution of the stored
quantum states’ fidelity of entanglement. In our model, using these parameters, we define an appropriate cost
function for the realization of entanglement distribution.

Here we define the method of opportunistic entanglement distribution for the quantum Internet. The pro-
posed scheme utilizes a cost function that accounts for the error patterns of local quantum memories and also the
evolution of entanglement fidelities. The opportunistic model defines distribution sets in the entangled quantum
network of the quantum Internet. A distribution set contains those quantum nodes for which our cost function
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picks up a local minimum in comparison to the cost of the other nodes in the given distributing set. The distri-
bution set selects a lowest-cost node from a given set of nodes to provide a maximal usability of stored entangle-
ment. The cost function ensures that the nodes selected for entanglement distribution allow the lowest deviation
in the entanglement fidelity from the start of storage, and that the behavior of the quantum memory error follows
a predicted error model with respect to a given node pair. We also derive the computational complexity of the
proposed method. The solution provides an easily-applicable, low-complexity solution for high-fidelity entangle-
ment distribution in the quantum Internet.
The novel contributions of our manuscript are as follows:

1. We define the method of opportunistic entanglement distribution for the quantum Internet.
The proposed opportunistic model defines distribution sets that are aimed to select those quantum nodes for
which the cost function picks up a local minimum. The cost function utilizes the error patterns of the local
quantum memories and the predictability of the evolution of the entanglement fidelities.

3. Our method provides efficient entanglement distributing with respect to the actual statuses of the local quan-
tum memories of the node pairs.

4. We derive the computational complexity of the model.

This paper is organized as follows. In Section 2 the preliminaries are summarized. Section 3 defines the
method, while Section 4 proposes the results. Finally, Section 5 concludes the results.

Preliminaries

System Model. The quantum Internet setting is modeled as follows®. Let V refer to the nodes of an entangled

quantum network N, with a transmitter quantum node A € V, a receiver quantum node B € V, and quantum

repeater nodes R; € V,i =1, ..., q. Let E={E}, j = 1, ..., m, refer to a set of edges between the nodes of V,

where each E identifies an L- level entangled connectlon l =1, ..., r, between quantum nodes x; and y; of edge
respectlvely The entanglement levels of the entangled connectlons in the entangled quantum network struc-

ture are defined as follows.

Entanglement Levels. In a quantum Internet setting, an N = (V, E) entangled quantum network consists of
single-hop and multi-hop entangled connections, such that the single-hop entangled nodes (The I-level entangled
nodes x, y refer to quantum nodes x and y connected by an entangled connection L;.) are directly connected
through an L;-level entanglement, while the multi-hop entangled nodes communicate through L-level entangle-
ment. Focusing on the doubling architecture!~* in the entanglement distribution procedure, the number of
spanned nodes is doubled in each level of entanglement swapping (entanglement swapping is applied in an inter-
mediate node to create a longer distance entanglement'). Therefore, the d(x, y), hop distance in N for the L;-level
entangled connection between x, y € V is denoted by®

d yy, =2 ()

withd(x, ), — lintermediate quantum nodes between x and y. Therefore, =1 refers to a direct entangled con-
nection between two quantum nodes x and y without intermediate quantum repeaters, while / > 1 identifies a
multilevel entanglement.

An entangled quantum network N is illustrated in Fig. 1. The quantum network integrates single-hop entan-
gled nodes (depicted by gray nodes) and multi-hop entangled nodes (depicted by blue and orange nodes)
connected by edges. The single-hop entangled nodes are directly connected through an L;-level entangled con-
nection, while the multi-hop entangled nodes are connected by L, and L;-level entangled connection.

The fidelity of entanglement of an L;-level entangled connection E(x, y) between x, y € V depends on the
physical attributes of the quantum network.

Terms and Definitions.  Entanglement Fidelity. Let

1Bo) = %uow +11)) o

be the target Bell state subject to be created at the end of the entanglement distribution procedure between a
particular source node A and receiver node B. The entanglement fidelity F at an actually created noisy quantum
system o between A and B is

F(o) = (Byolo|Boo)> (3)

where F is a value between 0 and 1, F=1 for a perfect Bell state and F < 1 for an imperfect state. Without loss of
generality, in an experimental quantum Internet setting, an aim is to reach F > 0.98 over long distances'?
Some properties of F are as follows*"?. The fidelity for two pure quantum states (), |¢/) is defined as

F(|p), [¥) = [(pl¥) . (4)

The fidelity of quantum states can describe the relation of a pure state |¢)) and mixed quantum system

0= ?;Olpipi = ?=_01p,‘|¢i> <¢i|’ as
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Figure 1. Opportunistic entanglement distribution in a quantum Internet setting, N = (V, S). The entangled
contacts of transmitter node A define the distributing set D,. From set D,, a quantum repeater node R, is
selected. Node R, shares L,-level entanglement with A. The entangled contacts of the repeater node R, define the
distributing set D Ry The iteration is repeated until target node B is reached via a quantum repeater node. In this
network setting, B is reached via node R, from set D r,» Where R, shares L-level entanglement with B. Applying
the opportunistic entanglement distribution for the nodes of the network, a path between A and B is selected
(depicted in bold).

n—1
F(|¥), 0) = (dlof) = 3 p ()P
i=0

)
Fidelity can also be defined for mixed states o and p, as
2
Fp, 0) = (Tr([ 5070 = Yp (Te({ T 0a7)) - ©

Method
Before giving the details of the algorithm, we briefly summarize the method of opportunistic entanglement dis-
tribution in a quantum Internet setting in Method 1.

Method 1. Opportunistic entanglement distribution in the quantum Internet.

Step 1. Select a cheapest quantum node i. Generate entanglement between i and the direct contacts of i. The entangled
contacts of i define the distributing set &; of i.

Step 2. From %, select a cheapest quantum node ;. Generate entanglement between j and the direct contacts of j to
define Z;. Select the cheapest node from ;.

Step 3. Repeat steps 1-2 until the source and target nodes share entanglement.

Discussion. In Step 1, distributing entanglement between i and the direct contacts of i defines the distributing
set D, which can contain different levels of entangled contacts. In our opportunistic approach, the heterogonous
entangled contacts leads to diverse hop-distances, specifically for an L;-level entanglement! = 1, ..., r, the
d(i, y); » the hop-distance between a source node i and target node D, € y from the distributing set D is deter-
mined via (4) asd(i, y)L = 2lml38,

In Step 2, the next node j j from a set D, is selected by the same cost metric used for the selection of node i in
Step 1. The cost metric®>® used in the opportumstlc node selection procedure in Steps 1-2 ensures the selection
of those nodes that can preserve the entangled quantum states with the highest fidelity in their local quantum
memories. From a given distributing set D, only one node is selected in each iteration step. The cost function will
be clarified later in the algorithm.

Finally, Step 3 provides an iteration to reach from the source node to the target node.

Figure 1 illustrates the method of opportunistic entanglement distribution in a quantum repeater network N.
A given distributing set D, of a node i can contain several different levels L, of entangled contacts. From a distrib-
uting set D,, only one repeater node is selected in each level of iteration. Those quantum nodes that share L,-level
entanglement are referred to as single-hop entangled nodes, while the other entangled nodes are referred to as
multi-hop entangled nodes.
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Results

Parameterization. Let D, be a distributing set of a node 7, and let p " be the probability of the shared entan-
glement stored in the quantum memories of nodes (i, j), where j € D, 1dlent1ﬁes a repeater node R; from the dis-
tributing set D, with a fidelity F* > E,.,, where F,,,, is a critical lower bound on the fidelity of entanglement

t)
Then, let p‘6 be the probability s that F* > E,, is satisfied between node i and at least one repeater node from D,.

D, cri

Using p D, and p i cost function f(p D ) can be defined®>® as
f (PiF ) = — = —.
" Pi,FD 1~ Tljep, (1 = 1)) )

Similarly, with pD , as the probability that there exists entanglement between a node j € D, of D, and the tar-

get node B with fidelity criterion F* > E_., a cost function between a repeater node j € D,and a target node B can
be defined as

(Ppg) = 2 6,01y,
fPD,.,B J;i »Jf P],B (8)

where p " is the probability of F* > E_,, fidelity entangled contact between a given j € D, and B, while ¢; ; is the
probabi 1ty that a given repeater node j is selected from D, for i, defined®® as

¢ _ pt};*n (1_ zk)
1,] 1 — HjGDi (1 — pi,j) (9)

where
Z¢i,j =1
i

From equations (7) and (8), the cost function between a quantum node i and a target node B at a distributing
set D, such that F* > F_, holds for the fidelity of all entangled contacts from i to B, is therefore

crit

(10)

Foly) = 1)) + Flp g ). ()

The p " probabilities depend on the actual state of the quantum memory (particularly, on the ¢; error proba-
bility of the quantum memory of node i) and on the F fidelity of the stored entanglement. Parameters € and F are
time-varying in our model, which is denoted by (#) and F(t), where f refers to the storage time in quantum mem-
ory. Time ¢, refers to the start of the storage of a quantum system in quantum memory.

Lete, i(t, + At) identify the error probability of quantum memories in nodes (i, j) such thate, ; € [0, €,

] 71
holds, which allows storing an F* > F , fidelity entanglement in the nodes after At time from start time to.-
Therefore, at a €,;; critical upper bound on the quantum memories,

51;(% + At) - |C(t0 + At) - C(to + At)‘ < e Eerit (12)

holds, where { (£, + At) characterizes the change of the error probability of the quantum memory of node i at
ty + At,asin

Gty + At) = ([(t)) + pilty, At), (13)

where ( (t,) is the ¢; error probability of the quantum memory of node i at £, while ¢,(#,, At) is the change of ¢;
from ¢, to ty + At.

Letn(t) = (¢,t), 1 — F(t)) identify the £,() quantum memory error probablhty and the F,(t) stored entan-
glement ﬁdehty in node i at time ¢. Then, the d, ; distance between 1; and 7, in R identifies a d;; € [0, dmax] where
d... is the maximal allowable distance in R?, which forms an upper bound to the distances for which p >0

holds, as
d; (t) = [nfty) — 77]»(t0)|
- ,\/(5,-(t0) — &t + (1 = E(ty) — (1 = F(t)’, 14
and
dyj(ty+ A = [nfty + A1) = nlty + AD| < g as)
where
Nty + At) = nty) + Qity, Ab), (16)
where
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Figure 2. Evolution of thed, (t)andd; (t, + At) distances in R* with respect to a given node pair (i, j); € is the
error probability of the local quantum memory and F is the fidelity of the stored entanglement in the local
quantum memory. The initial states (storage starting at o) of the nodes (i, j) are identified by n(,) and 7, (t,) the
current states at time t, + At of the nodes are 1, (to + At)and 1 (ty + At). Asd, j(tg + Al) > d,0 where dax
is a threshold, the yielding probability is p

((ty)
() =]
1t 1 — E(ty) (17)
and
_ ity At)
Wt 28 = [1 — E(ty Ar)]' as)

The fidelities F,(f,) and F(t,, At) refer to the fidelities of stored entanglement in a node i at ¢, and ), At,
respectively, with relation for nodes (4, )

1— F,.,j(t0 + At) = |(1 — E(ty + A1) — (1 — Fj(to + A1) <1 = FE,, (19)

where F;; is the difference of entanglement fidelities F; and F;, while F, is an upper bound on the fidelity difference.
From equation (15), the following relation holds for pii :

p ">, itd; (ty + At) < d

B pll; = 0, otherwise.

F* max’>

(20

Figure 2 illustrates the evolution of the error probabilities of the local quantum memories and the fidelities of
the stored entangled states. Time £, refers to the start of storage in the quantum memory and time ¢, + At is the
current time. The distanced; i(ty + At) measures the difference of nty + At)andn(t, + At) of anode pair (i, j).
From the time evolution of the error probability of the quantum memory, it follows that e(t, + At) > &(t,), and
F(t, + At) < F(t,) holds for the time evolution of the fidelity of the stored entanglement.

The normalized increase of distance d;; between nodes therefore yields a quantity w; ;, w; ; € [0, 1], which
characterizes the usability of a stored entanglement in (i, j) from ty to t, + At, as

L] [t t + AL =t 1y + AD)
w;;=1— ——min -
" +(1 — Et, tg + Ab) — (1 — E{ty, to + A1)
! 1)
Asw; =1L if no change occurs in the initial distance d i,j(to) in R?, thus
di,j(to + At) ~ di,j(tO)’ (22)
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while w; ; = 0, if
di,j(tO + At) > dmax’ (23)
so the yielding relation between P;lj andw, ; is

F* _ . _
p,.)j = max, 1fwi,j =1,

_ F* .
pij = 0<pi)j < max, 1fwi,j< 1,

p; =0 if w; ; = 0. (24)
Equation (21) also characterizes the future behavior of the quantum memories in the nodes, i.e., the predicta-
bility of the error model of the quantum memories after a given time after beginning storage. The highest values
of w, ; are therefore assigned to those memory units for which the error probabilities and the entanglement fidel-
ities evolve by a given pattern.
For a given path P with Ay U and By, U, a8 the source and target nodes, respectively, associated with a demand

dofuserUyk =1, ..., K, Where Kis the number of users; thus, the overall usability coeflicient w AsuoBa for Pis
Wy, B H Wy j
P (ij)eP (25)

To determine those quantum nodes for which both w; (21) and p " are high, a redefined cost function, c; . can
be defined for a given (i, j) as

1

C: 5
=
b wij (26)

ij =

which assigns the lowest cost to those node pairs for which w, ; and p " are high.
The remaining quantities from equations (7) and (9) can therefore be rewritten as

1
Ci,p, = B >
1= Iljep, (1 = p @) ©7)
and
g P T 0 Py
T 1= Thep (U= pw) (28)
which yields the redefined cost of equation (8) as
CDB_ Z()blz]f(pjg
j€D; (29)

The total cost between i and B such that F* > F.

7 holds for all entangled contacts between quantum nodes i
and B is therefore®>%6

Ci,p = Cip, T Cp,p- (30)

Opportunistic Entanglement Distribution. The aim of the opportunistic entanglement distribution
algorithm A, is to determine a shortest path P* with respect to our cost function. The shortest path P* contains
those node pairs for which w, . and p " are maximal, and therefore the resulting cost function (26) is the lowest in
a quantum network N. Thus, the algorrthm finds the repeater nodes for entanglement distribution by maximizing
the usability of stored entanglement.

Some preliminary notations for the algorithm are as follows. Let A; , and B ;; be the source and target nodes,
respectively, associated with a demand 6 of user U,. The algorithm selects those nodes that provide the lowest cost
with respect to ¢;; for a given (i, j) to distribute entanglement from A; , to B ;; . Assume that for a set §’ of nodes
there exists a path to By, in a quantum network N=(V, S). Let § refer to a set of nodes for which the shortest
path to By ; is not yet determined.

The A, algorlthm of the minimal-cost opportunistic entanglement distribution is detailed in Algorithm 1.

Computational Complexity. The computational complexity of the minimal-cost A, opportunistic entan-
glement distribution is as follows.

Let N=(V, E) be a quantum repeater network with |V| quantum nodes. Applying a £ logarithmic search® to
find a node with an actual minimal cost requires at most

O(log|V]) (31)

steps, via O(log | V|) comparisons.
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Algorithm 1. A: Minimal-cost opportunistic entanglement distribution.

Step 1. For all quantum node i € V, initial cost f(pfés " ) =0 and Z; = 0, where f(pfga " ) is the cost of a path from i
70Uk 70,Uk
=0,

*

to Bs y,, while Z; = 0 is the distributing set associated to node i to reach Bs y, . Set § =V with cost f( pf

Ef,leUk)
and set §' = 0.

Step 2. Determine the final cost of the path with respect to a node ®,, from set § with minimal cost f ( pgz ), where

Bs.u,
£ () is an upper bound on the cost of the shortest path from &, to Bs y,» while node @, is determined as

D, = mipf(pf;s ,,)» Where z is a node from set §'.
ze§ %
Step 3. Set S’ = §'U{P, }, and for each (i,®,) set Z = %;|J{P,}, where Z is a distributing set.
Step 4. Iff(pfgwk) > f(pg)mB&Uk ), update the cost of node i as f(pr§7Uk) =Cig,+ 785y, and set Z; = 2.

Step 5. Repeat steps 2-4, until S # 0.
Step 6. Output the minimal cost path &7* between is y, and B y,.

Since the number of nodes is | V|, setting the final path cost for all quantum nodes requires at most
o(v)) (32)

steps.
From (31) and (32) follows straightforwardly that the complexity of the minimal-cost opportunistic entangle-
ment distribution algorithm is bounded above by

O(|V]log|V)). (33)

Conclusions

Here we defined a method for entanglement distribution in the quantum Internet. Our method utilizes distrib-
uting sets for quantum nodes, which can preserve quantum entanglement with the highest fidelity in their local
quantum memories. The algorithm is opportunistic, since in each iteration step a node is selected from a distrib-
uting set that can provide optimal conditions. The cost function includes the utilization of the evolution of the
error model of the local quantum memories, and the fidelities of the stored entangled states. A usability parameter
quantifies the predictability of the evolution of the error model, and of the evolution of the entanglement fidelity.
The computational complexity of the method is moderate, which allows for direct application in experimental
quantum Internet scenarios and in long-distance quantum communications.

Data Availability

This work does not have any experimental data.
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