Original Reports | Artificial Intelligence

®Evaluating the Utility and Privacy of Synthetic Breast Cancer
Clinical Trial Data Sets

Samer El Kababji, PhD, MEng, MSc’ (®; Nicholas Mitsakakis, PhD, MSc'; Xi Fang, MSc?
Lisa Vandermeer, MSc® Dhenuka Radhakrishnan, MD, MSc'®; Lucy Mosquera, MSc'?
Bingshu Chen, PhD8 ) ; William E. Barlow, PhD° @) ; Julie Gralow, MD'®
Khaled El Emam, PhD, BEng'"'

; Ana-Alicia Beltran-Bless, MD**(®); Greg Pond, PhD5;
; Alexander Paterson, MD’; Lois Shepherd, MD?®

; Marie-France Savard, MD**(%); Mark Clemons, MD, MB**(%); and

DOI https://doi.org/10.1200/CCI.23.00116

ABSTRACT

PURPOSE There is strong interest from patients, researchers, the pharmaceutical in-
dustry, medical journal editors, funders of research, and regulators in sharing
clinical trial data for secondary analysis. However, data access remains a
challenge because of concerns about patient privacy. It has been argued that
synthetic data generation (SDG) is an effective way to address these privacy
concerns. There is a dearth of evidence supporting this on oncology clinical trial
data sets, and on the utility of privacy-preserving synthetic data. The objective
of the proposed study is to validate the utility and privacy risks of synthetic
clinical trial data sets across multiple SDG techniques.
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METHODS We synthesized data sets from eight breast cancer clinical trial data sets using Clinical Oncology
three types of generative models: sequential synthesis, conditional generative

adversarial network, and variational autoencoder. Synthetic data utility was

evaluated by replicating the published analyses on the synthetic data and

assessing concordance of effect estimates and CIs between real and synthetic

data. Privacy was evaluated by measuring attribution disclosure risk and

membership disclosure risk.

RESULTS Utility was highest using the sequential synthesis method where all results were
replicable and the CI overlap most similar or higher for seven of eight data sets.
Both types of privacy risks were low across all three types of generative models.
DISCUSSION Synthetic data using sequential synthesis methods can act as a proxy for real
clinical trial data sets, and simultaneously have low privacy risks. This type of _ -
generative model can be one way to enable broader sharing of clinical trial data. ~ Seoare Commane oAgé'rli’V”;;iflnes
4.0 License
INTRODUCTION percentage of the time these efforts were successful ranged

from 0% to 58%.%* Some researchers note that getting ac-

The large amount of patient-centered information contained
in clinical trial data sets is rarely fully utilized for secondary
purposes such as testing new hypotheses through the use of
statistical and machine learning (ML) models. The secondary
analysis of data from previous clinical trials can provide new
insights compared with the original publications,* and has
produced informative research results on drug safety, eval-
uating bias, replication of studies, and meta-analysis.?
Therefore, there has been strong interest in making more
clinical trial data available for secondary analysis by journals,
funders, the pharmaceutical industry, and regulators.>™

However, data access for secondary analysis remains a chal-
lenge,* sometimes taking many months to access data.
Analyses of the success of getting individual-level data
for meta-analysis projects from authors found that the
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cess to data sets from authors can take from 4 months to
4 years.® Although there are many repositories that are po-
tentially suitable for sharing individual-level data, only a
handful do so for data from clinical studies.>® Early experiences
with some of these noted that the process is lengthy,* and that
it takes 6 months from proposal submission to data access.**

A key reason why individual-level clinical trial data are not
made readily available to data users is patient privacy. Pri-
vacy concerns by patients and regulators have historically
acted as a barrier to the sharing of health data.>*># Recent
reports highlight the difficulties in accessing data for health
research and ML analytics.?>"27

Although patient (re)consent is one legal basis for making
data available for secondary purposes, it is often impractical
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CONTEXT

Key Objective

To compare different methods for generating synthetic clinical trial data sets as a means of enabling privacy-preserving

sharing of data.

Knowledge Generated

Published analyses for the eight clinical trials were replicated on the synthetic data generated using sequential synthesis
with decision trees, and the Cl overlap for parameter estimates was high. The privacy risks in the form of attribution
disclosure and membership disclosure were evaluated and deemed to be below the generally accepted thresholds.

Relevance

Generative artificial intelligence that is based on deep neural networks is receiving much attention. However, the authors
demonstrate that other machine learning methods which are more readily understood, such as sequential decision trees,
may yield superior results when applied to generating synthetic datasets.

to get retroactive consent under many circumstances, es-
pecially in studies of patients being treated for advanced
cancer. In addition, there is significant evidence of consent
bias.?® Anonymization is another approach to making data
available for secondary analysis. However, recently, there
have been repeated claims of successful reidentification
attacks on anonymized data,>> eroding the trust of the
public and regulators in this approach.36-45

In this paper, we evaluate multiple synthetic data generation
(SDG) methods for addressing the privacy concerns in making
clinical trial data sets available.*® SDG has been applied quite
often on health and social sciences data.“’-5 To create syn-
thetic data, a (typically) ML generative model is trained on the
real individual-level data, capturing its patterns and statis-
tical properties. Then new data are generated from that model.
Because the generated data do not have a one-to-one map-
ping to the original data sets, synthetic data are believed to
have low privacy risks.5¢-54 However, a recent systematic
review noted that most studies proposing and applying SDG
methods do not evaluate the privacy risks of synthetic data.®*

Furthermore, there is a known tradeoff between privacy and
utility when privacy enhancing methodologies are applied.®-¢7
This means that the more a method protects privacy, there is
also adecrease in the utility of the data. Thus, it is important to
assess both the utility and privacy when evaluating data
protection methods.

Thus far, there has been an evaluation of SDG on a simulated
nononcology clinical trial data set without an evaluation of
privacy risks,®® an application of SDG to a real nononcology
clinical trial data set,®® one study that evaluated the privacy
risks in synthetic oncology clinical trial data sets but did not
simultaneously consider the impact on utility,’° and one
feasibility study demonstrating that a synthetic oncology
clinical trial data set can have high utility in that it can
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replicate the analysis conclusions using the real data but did
not examine the privacy risks.”

We aim to fill this knowledge gap by performing a more
comprehensive evaluation of both data utility and privacy of
SDG on eight breast cancer clinical trial data sets across three
common SDG techniques. This will allow us to determine the
extent to which synthetic clinical trial data sets can serve as a
proxy for real data sets, and enable the data to be made
responsibly available more broadly to the research com-
munity for secondary analysis.

METHODS
Data Sets

Eight breast cancer clinical trials were included in the analysis
as summarized in Table 1. The first five clinical trials were
supported by the Rethinking Clinical Trials Program at the
Ottawa Hospital.** The remaining trials used data on recur-
rence risk in patients from three large international clinical
studies based on both patient and cancer characteristics.””"79

Methods for SDG

We used several ML-based SDG methods to synthesize the
analytic data sets from the clinical trials. These may be
classified under three broad synthesis techniques, namely
sequential synthesis using decision trees, generative
adversarial networks (GANs), and variational autoencoders
(VAEs). For the latter two, we used the Synthcity compre-
hensive open-source generative model library.®

Sequential Tree—Based Synthesizers (SEQ)

The first type of generative model was a sequential decision
tree.®? This has been used to synthesize health and social
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TABLE 1. A Description of the Eight Clinical Trials Used in This Analysis

Trial (ClinicalTrials.gov identifier)

REaCT-G/G2 (NCT02428114 and
NCT02816164)

Description

A total of 401 patients with early breast cancer were randomly assigned to receive filgrastim as primary FN
prophylaxis. The trial evaluates whether 5 days of filgrastim was noninferior to the 7-10 days' dosing duration. The
primary outcome was a composite of either FN or treatment-related hospitalization.”

REaCT-HER2 (NCT02632435) A total of 48 patients with early-stage breast cancer were randomly assigned to receive trastuzumab-based
chemotherapy using either PICC or totally implanted vascular access device (PORT). The trial feasibility was
evaluated through a combination of end points that mainly included patient engagement and physician

engagement, both as percentages.”

REaCT-BTA (NCT02721433) A total of 263 patients with bone metastases from breast or castration-resistant prostate cancer were randomly
assigned to treatment using BTAs once every 4 weeks or every 12 weeks. The data set comprised data for 230

patients. The primary end point was change in health-related quality of life.”

REaCT-ZOL (NCT03664687) Atotal of 211 patients with EBC were randomly assigned to receive either one dose of zoledronate or seven doses
with dosing once every 6 months for 3 years. The study was conducted to evaluate the feasibility of performing a
large trial to study the effect of a single dose of zoledronate. As a primary outcome, the feasibility was assessed by

a combination of metrics, including activation of sites and active participation in the trial.”®

REaCT-ILIAD (NCT02861859) Atotal of 218 patients with breast cancer with high risk of CINV were randomly assigned to triple therapy with added

5 mg olanzapine or placebo. The primary end point was frequency of self-reported significant nausea.”®

CCTG MA27 (NCT00066573) The CCTG MAZ27 study was a large phase Il trial of 7,576 postmenopausal women with hormone receptor—positive
early-stage breast cancer who were randomly assigned to receive exemestane v anastrozole. Median follow-up
was 4.1 years. Follow-up care was semiannually during year 1 and annually thereafter, with yearly mammogram.
Event-free survival was defined as the time from random assignment to the time of locoregional or distant disease
recurrence, new primary breast cancer, or death from any cause. In addition, this study has competing risk results,

making it even more applicable for global oncology practice.””

SWOG 0307 (NCT00127205) The SWOG 0307 trial was a large phase Il trial of 6,097 postmenopausal women with early-stage breast cancer who
were randomly assigned to receive either intravenous zoledronate, oral clodronate, or oral ibandronate. Median
follow-up was 4.1 years at the time of the initial publication, and follow-up recently closed at 10 years. Follow-up
care was semiannually during the first 5 years and then annually until year 10 or death, with yearly mammogram.
The primary outcome was DFS, defined as the time from registration to first disease recurrence (local, regional,
distant), new breast primary, or death from any cause. A secondary outcome was OS, defined as the time from
registration to death from any cause. Patients not experiencing DFS or OS events were censored at the date of last
contact.”

NSABP B34 (NCT00009945) The NSABP B34 trial was a multicenter, randomized, double-blind placebo-controlled trial that enrolled 3,323
patients with stage I-ll breast cancer. After tumor removal, patients were stratified by age, auxiliary nodes, and
estrogen and progesterone receptor status. They were assigned to either oral clodronate once daily for 3 years
(n = 1,662) or placebo. The primary end point was DFS, defined as the time from random assignment to local,
regional, or distant breast cancer recurrence, contralateral breast cancer, second primary malignant disease, or

death from any cause before breast cancer recurrence.”

Abbreviations: BTAs, bone-targeted agents; CCTG, Canadian Cancer Trials Group; CINV, chemotherapy-induced nausea and vomiting; DFS, disease-
free survival; EBC, early-stage breast cancer; FN, febrile neutropenia; HER2, human epidermal growth factor receptor 2; NSABP, National Surgical
Adjuvant Breast and Bowel Project; OS, overall survival; PICC, peripherally inserted central catheter; REaCT, Rethinking Clinical Trials; SWOG,
Southwest Oncology Group.

sciences data,*’"®> and applied in research studies on syn-
thetic data. Alternative implementations can use a gradient
boosted decision tree.?¢:87

GAN

A basic GAN consists of two artificial neural networks
(ANNS), viz, a generator and a discriminator.®® The generator
G and the discriminator D play a min-max game. The input to
the generator is noise, while its output is synthetic data. The
discriminator has two inputs: the real training data and the
synthetic data generated by the generator. The output of the
discriminator indicates whether its input is real or synthetic.
The generator is trained to trick the discriminator by gen-
erating samples that look real. However, the discriminator is
trained to maximize its discriminatory capability. This type
of generative model has been used extensively for the
synthesis of health data.5”:89-93
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There are many variations of the vanilla GAN that are widely
used in tabular data synthesis. The conditional tabular GAN
(CTGAN) builds on conditional GANs®> by addressing the
multimodal distributions of continuous variables and the
highly imbalanced categorical variables.? CTGAN solves the
first problem by proposing a per-mode normalization
technique. For the second problem, each category of a cat-
egorical variable serves as the condition passed to the GAN.

VAEs

Autoencoders use ANNs to compress (ie, encode) the input
vector into lower dimensionality in the latent space and then
reconstruct (ie, decode) it. The neural network is optimized
by minimizing the reconstruction loss between the output
and the input. In a VAE, the input data are mapped by the
encoder to the data distribution represented by its statistical
parameters rather than a lower-dimensionality set of
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vectors. The VAE involves sampling from this distribution
during the learning process.®? A triplet-based VAE captures
the interpretable latent representation by incorporating the
additional triplet loss.?®

Evaluation of Utility

Utility was evaluated in terms of replicability by comparing
the published analysis results using the real data sets for
these clinical trials with the results of the same analysis
performed on the synthetic data, as illustrated in Figure 1.
Replicability is when a study is repeated using the same
analytical methods but different data, which is the case
here.?® The published analyses are assumed to be repre-
sentative of the types of analyses that would be performed on
clinical trial data sets, and are summarized in the Data
Supplement (Appendix SA).

Because of the stochasticity in the synthesis process, the
additional variance introduced needs to be accounted for in
the analysis using the synthetic data sets. The original
proposal for SDG treated it as a form of multiple imputa-
tion.’*° Under the multiple imputation model, multiple data
sets, say m, are synthesized for each clinical trial data set and
combining rules (described in the Data Supplement, Ap-
pendix SB) are used to compute the parameter estimates and
variances across the m synthetic data sets.'°»'°2 This process
is illustrated in Figure 2. We set m = 10, which is consistent
with current practice for SDG.>3:103:104,105

A model is fitted to obtain a parameter estimate and its 95%
CI on the real data as per the published study for each clinical
trial. The same is applied to each of the m synthetic data sets.
We combine the results from all the synthetic versions using

S

— B

Synthetic data set

N2

®Q

Real data set

®&

Analysis Analysis
@ ?
=]
Results — Results

FIG 1. Utility (replicability) is evaluated by com-
paring the results from the real data to the syn-
thetic data.
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the combining rules discussed above. Subsequently, the
estimates and CIs of the original and synthetic data are
compared in terms of the estimate agreement, the decision
agreement, and the CI overlap. These are defined below:

1. Estimate agreement is a Boolean indicator of whether the
estimate produced by the synthetic data is within the 95%
CI produced by the real data. This requires that a synthetic
data effect estimate be within the range of plausible values
for the true effect on the basis of evidence from the
real data.

2. Decision agreement is a Boolean indicator of whether the
same conclusion is drawn from the real and synthetic
estimates. This means that the synthetic data estimates
have the same direction and statistical significance as the
real data. The decision agreement does not apply if the
analysis is descriptive.

3. CI overlap is the overlapping proportion of the real and
synthetic CIs,'°® which is a commonly used utility metric.

The two agreement metrics have been used in the past to
compare the real-world data analysis results against a
clinical trial reference'®” and to assess the replicability of
psychological studies.*®

Evaluation of Privacy Risks

For the evaluation of privacy risks, we use two metrics:
attribution disclosure and membership disclosure.

Attribution Disclosure

Previous work has considered similarity between real and
synthetic data as a privacy metric on the premise that a
replicated record means that it is a record about a real
person.?#°1° However, in practice, the high similarity
between a synthetic record and a real record does not nec-
essarily entail a high privacy risk."™ For instance, if the real
data were fully deidentified, the identity disclosure risk in
the synthetic data would be extremely small even if synthetic
records were similar to real records. Therefore, such record
similarity metrics are not good indicators of privacy risks.

If a real record has a high risk of reidentification, and it is
similar to a synthetic record, then an adversary can use the
synthetic record to learn something new about the real
person. This is the basic definition of the attribution dis-
closure metric.%* It is expressed as a probability of learning
something new conditional on identity disclosure. Identity
disclosure was measured using a Gaussian copula—based
estimator.”> This metric has also been used in recent SDG
benchmarking studies.*34

The European Medicines Agency has recently established a
policy on the publication of clinical data for medicinal
products.”> The guidelines accompanying the policy rec-
ommend a reidentification risk threshold of 0.09,"¢ which is
the Health Canada threshold for the sharing of clinical trial
data.*” This is consistent with the thresholds used by other
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Real data Synthetic

data generation
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Combining
rules

Analysis
results
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analysis

FIG 2. The process for computing valid parameters and making inferences from synthetic data using
combining rules applied to multiple generated synthetic data sets.

agencies,"®**> and recommendations in a recent interna-
tional standard on deidentification.?> We therefore use that
threshold for the interpretation of the attribution disclosure
risk value.

Membership Disclosure

There has been a growing literature on assessing mem-
bership disclosure risks for synthetic data.”0:92:93:113:124-130
Membership disclosure is when an adversary, using the
information in synthetic data, determines that a target in-
dividual was included in the real data set used as input for
SDG. Knowing that an individual was in the real data can
reveal sensitive attributes about that individual if the data set
pertains to a particular disease, condition, or process. The
target individual is assumed to be from the same population
as the real data set.

For example, if the real data set pertains to a clinical trial of
patients with early breast cancer (EBC), membership dis-
closure would reveal that the target individual has EBC and
satisfies the inclusion/exclusion criteria, or that they had
participated in the study. Both would be deemed inappro-
priate disclosures of private information.

In the Data Supplement (Appendix SC), we provide an
overview of membership disclosure measurement and ex-
tend current metrics to account for the number of patients in
the clinical trial relative to the population. As an example, if a
clinical trial represents 80% of the population, then an
adversary would have a high success rate if they predict that
every target individual sampled from the population is a
member of the clinical trial data set that was synthesized.
Therefore, it is important to also consider the sampling
fraction.

The measure of membership disclosure is the F1 score, which

reflects the accuracy of an adversary using the synthetic data
to predict that a target record is a member of the training
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data set. The threshold used in the literature for this measure
is 0.2, and we show in the Data Supplement (Appendix SC)
that the sampling fraction should also be <0.33, otherwise
the membership disclosure risk may still be high even if the
F1 score is below the threshold.

Definition of Population

The size of the population that the clinical trial data set
represents is an important parameter for the calculation of
risk for both privacy risk metrics. The Data Supplement
(Appendix SD) provides further details on the population
sizes for each of the eight clinical trials.

Ethics

This study is approved by the Children’s Hospital of Eastern
Ontario Research Ethics Board—protocol no: 23/47X and the
Ontario Cancer Research Ethics Board—project ID: 3749.

RESULTS

We replicated the published analyses for all eight clinical
trials using both real and synthetic data. The utility results
are shown in Table 2.

These results indicate that the utility of the sequential
synthesis is generally better than the two other methods
with estimate agreement and decision agreement that are
always positive, where applicable. The CI overlap for the
sequential synthesis is the highest among the methods for
six of eight studies, and for one of these, the sequential
synthesis overlap was very close to that of the next one
(0.93 v 0.95). In all cases, the CI overlap for sequential
synthesis was above 0.75.

In Table 3, we show the results for the attribution risk
measurement. We can see here that all the three methods

ascopubs.org/journal/cci | 5
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TABLE 2. Utility Comparison Using Three Generative Models

SEQ GAN VAE
Sample Estimate Decision Cl Estimate Decision Cl Estimate Decision Cl
Data Set Size Agreement Agreement Overlap  Agreement Agreement Overlap Agreement  Agreement Overlap
REaCT-HER2+ 48 1 1 0.77 1 1 0.88 1 1 0.94
REaCT-G/G2 401 1 1 0.91 @ 2 @ 1 1 0.67
REaCT-ILIAD 218 1 1 0.99 1 1 0.85 1 0 0.74
REaCT-ZOL 211 1 b 0.98 1 e 0.88 0 b 0.61
REaCT-BTA 230 1 1 0.85 1 0 0.68 1 0 0.72
CCTG MA27 7,576 1 1 0.90 1 1 0.62 1 1 0.82
SWOG 0307 6,097 1 1 0.93 1 0 0.50 1 1 0.95
NSABP B34 3,323 1 1 0.93 1 1 0.83 1 1 0.61

Abbreviations: BTAs, bone-targeted agents; CCTG, Canadian Cancer Trials Group; GAN, generative adversarial network; HER2, human epidermal
growth factor receptor 2; NSABP, National Surgical Adjuvant Breast and Bowel Project; REaCT, Rethinking Clinical Trials; SEQ, sequential analysis;

SWOG, Southwest Oncology Group; VAE, variational autoencoder.
#Training the generative model failed.

"The analysis is descriptive and hence decision agreement does not apply.

ensure that this type of risk is below the predefined threshold
of 0.09 and the values are overall quite small.

The membership disclosure results are shown in Table 4.
These indicate that all three generative models have low
membership disclosure risks on seven of eight clinical trial
data sets. For the Canadian Cancer Trials Group data set,
given that it represents a large proportion of the population,
an adversary would achieve a successful membership dis-
closure attack with a nalve approach that does not require
the synthetic data, and therefore by definition will have an
unacceptable membership disclosure risk.

DISCUSSION

In summary, although the benefits of data sharing are
widely acknowledged, one reason why sharing clinical trial
data has been a challenge is privacy concerns. In this

paper, we evaluated the extent to which SDG methods can
address these challenges of sharing clinical trial data sets.
We compared multiple SDG methods on how well they
were able to protect privacy, and how well they can rep-
licate the published analytic results from the real (origi-
nal) data sets. Three classes of methods were considered
and eight different breast cancer clinical trials were
evaluated.

Our findings indicate that sequential synthesis produces the
highest utility results across all clinical trial data sets. Utility
was defined as the ability to replicate the findings from
published analyses. Different utility metrics were used, in-
cluding the extent to which the same decision would be
drawn from the synthetic data as from the real data, the
extent to which the parameter estimates from the synthetic
data are within the range of plausible values for the true
effect on the basis of real data estimates, and the CI overlap.

TABLE 3. Attribution Disclosure Risk Results Using Three Generative Models

SEQ GAN VAE
Data Set Risk Value Risk Risk Value Risk Risk Value Risk
REaCT-HER2+ 2.56E-04 LO 2.35E-04 LO 2.35E-04 LO
REaCT-G/G2 1.10E-04 LO 1.10E-04 LO 1.10E-04 LO
REaCT-ILIAD 2.90E-05 LO 2.90E-05 LO 2.90E-05 LO
REaCT-ZOL 1.58E-03 LO 1.41E-03 LO 1.170E-03 LO
REaCT-BTA 6.48E-04 LO 6.43E-04 LO 6.43E-04 LO
CCTG MA27 1.37E-03 LO 1.37E-03 LO 1.38E-03 LO
SWOG 0307 2.09E-03 LO 2.17E-03 LO 2.02E-03 LO
NSABP B34 2.25E-02 LO 2.02E-02 LO 1.83E-02 LO

|
Abbreviations: BTAs, bone-targeted agents; CCTG, Canadian Cancer Trials Group; GAN, generative adversarial network; HER2, human epidermal
growth factor receptor 2; LO, low risk; NSABP, National Surgical Adjuvant Breast and Bowel Project; REaCT, Rethinking Clinical Trials; SEQ,
sequential analysis; SWOG, Southwest Oncology Group; VAE, variational autoencoder.

6 | © 2023 by American Society of Clinical Oncology
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TABLE 4. Membership Disclosure Comparison Using the Three Types of Generative Models

SEQ GAN VAE
Data Set n/N (sampling fraction) F_rel Risk F_rel Risk F_rel Risk
REaCT-HER2+ 0.021 0.15 LO 0.07 LO 0.09 LO
REaCT-G/G2 0.062 0.06 LO 0.06 LO 0.06 LO
REaCT-ILIAD 0.004 0.02 LO 0.02 LO 0.02 LO
REaCT-Z0L 0.023 0.02 LO 0.02 LO 0.02 LO
REaCT-BTA 0.207 0.13 LO 0.18 LO 0.18 LO
CCTG MA27 0.573 0.31 HI 0.32 HI 0.34 HI
SWOG 0307 0.147 0.13 LO 0.13 LO 0.13 LO
NSABP B34 0.158 -0.02 LO -0.15 LO -0.19 LO

NOTE. The threshold for the sampling fraction is 0.33, and 0.2 for the relative F1 score (F_rel).

Abbreviations: BTAs, bone-targeted agents; CCTG, Canadian Cancer Trials Group; GAN, generative adversarial network; HER2, human epidermal
growth factor receptor 2; HI, high risk; LO, low risk; NSABP, National Surgical Adjuvant Breast and Bowel Project; REaCT, Rethinking Clinical Trials;
SEQ, sequential analysis; SWOG, Southwest Oncology Group; VAE, variational autoencoder.

These results are consistent with previous comparative
evidence on oncology data from SEER whereby a sequential
synthesis generative model using decision trees had better
utility than a GAN.>® More advanced sequential synthesis
approaches use boosted decision trees. There is evidence that
discriminative and regression models on heterogeneous data
sets (ie, those with continuous and categorical values, and
with missingness) using boosted trees perform better than
ANN architectures on tabular data sets.’3"35 Therefore, we
would expect even better utility performance with sequential
boosted decision trees as a generative model.

In addition to a potential inherent advantage, there are
implementation differences that may contribute to se-
quential synthesis performing better. Our sequential syn-
thesis implementation had a more complete process for
handling missing data compared with the open-source
Synthcity library. We observed that Synthcity generative
models were not able to reproduce the missingness patterns
in the synthetic data as well. Furthermore, the Synthcity
implementation had limited hyperparameter tuning. An-
other commonly used implementation of these types of
generative models, the Synthetic Data Vault,*”3¢ does not
address these limitations either.

All methods performed well on the privacy metrics. By re-
moving privacy barriers and making data more shareable
among researchers, SDG can help reduce cycles of discovery,
possibly even without the need for institutional ethics review
board approval (eg, see the study by Guo et al'*”). This can vastly
improve the efficiency of secondary research using clinical trial
data and accelerate new discoveries that would improve care.
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Our results indicate that sequential synthesis can be a
reasonable SDG method to enable such data access and
data sharing. Although all evaluated methods performed
well on managing privacy risks, sequential synthesis with
decision trees had the highest utility across all data sets
considered.

This evaluation was performed on eight clinical trials of
various sizes, however, they were all patients with breast
cancer. We chose breast cancer as this was the disease site
for which the authors could bring together several large
data sets relatively quickly. The authors’ plan is to now
expand into other tumor sites including, but not limited
to, prostate and gastrointestinal malignancies. An analysis
of trials in a different disease area may produce different
findings.

We limited our evaluations to three commonly used gen-
erative models. Other methods could have been considered
such as Bayesian networks and transformers. However, the
latter requires much larger data set sizes than would nor-
mally be available in clinical trials.

Other approaches to combining multiple synthetic data
sets could be explored, in particular, applying masking
techniques followed by the synthesis, and then an anal-
ysis of multiple data sets with the application of the
combining rules, as we did in this paper.’*® Such an ap-
proach can mitigate against generated data that are
misaligned with the intended analysis, and was found to
improve the robustness of the synthetic data in a recent
study.®?
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