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ABSTRACT
The COVID- 19 pandemic highlighted the need to prioritise 
mature digital health and data governance at both national 
and supranational levels to guarantee future health security. 
The Riyadh Declaration on Digital Health was a call to action 
to create the infrastructure needed to share effective digital 
health evidence- based practices and high- quality, real- time 
data locally and globally to provide actionable information to 
more health systems and countries. The declaration proposed 
nine key recommendations for data and digital health that 
need to be adopted by the global health community to address 
future pandemics and health threats. Here, we expand on each 
recommendation and provide an evidence- based roadmap 
for their implementation. This policy document serves as 
a resource and toolkit that all stakeholders in digital health 
and disaster preparedness can follow to develop digital 
infrastructure and protocols in readiness for future health 
threats through robust digital public health leadership.

INTRODUCTION
The COVID- 19 pandemic highlighted the 
need to prioritise mature digital health and 
data governance at both national and suprana-
tional levels to guarantee future health security. 
The Riyadh Declaration on Digital Health1 was 
formulated during the Riyadh Global Digital 
Health Summit, a landmark forum held in 2020 
that highlighted the importance of digital tech-
nology, data and innovation for resilient global 
health and care systems. At the summit, a panel 
of 13 experts articulated 7 key priorities and 9 
recommendations (box 1) for data and digital 
health that need to be adopted by the global 
health community to address future pandemics 
and health threats.

The Riyadh Declaration on Digital Health 
was a call to action to create the infrastructure 
needed to share effective digital health evidence- 
based practices and high- quality, real- time data 
locally and globally to provide actionable infor-
mation to more health systems and countries. 
Here, we expand on each recommendation and 
provide an evidence- based roadmap for their 
implementation and a toolkit to enhance global 
health security by preparing for future health 
threats through robust digital public health 

leadership (see table 1). The Riyadh Declara-
tion was borne out of the COVID- 19 pandemic 
and therefore the recommendations and solu-
tions are applicable to communicable diseases. 
However, it is also important to note that the 
digital transformation of health applies to every 
area of healthcare and the threats to it, not least 
other impending threats such as the effects of 
climate change, making this roadmap also appli-
cable and generalisable to non- communicable 
disease.

Recommendation 1: implement data-driven and 
evidence-based protocols for clear and effective 
communication with common messaging to build 
citizens’ trust

Rationale and evidence
Data- driven initiatives could considerably 
improve information gathering and decision 
making, but there remain methodological 
concerns about bias, lack of transparency and 
misguided/misinterpreted information fuel-
ling further infodemics.2 Clear and effective 

SUMMARY BOX
 ⇒ The Riyadh Declaration on Digital Health articulated nine 

recommendations for data and digital health that need 
to be adopted by the global health community to address 
future pandemics and health threats.

 ⇒ We provide an evidence- based roadmap for the 
implementation of the nine Riyadh Declaration 
recommendations.

 ⇒ Some critical requirements for implementation 
include developing contextually sensitive commu-
nication strategies; instigating infoveillance (infor-
mation monitoring) capabilities with fact- checking 
underpinned by legal standards; technology and 
data governance to support standardisation; a glob-
al minimum dataset to guarantee data usability and 
integrity based on agreed standards; and education 
providers and industry working closely to co- create 
meaningful curricula after establishing gaps in staff 
skills and capabilities.

 ⇒ The next step will be to reach a consensus on which 
areas to prioritise to achieve digital transformation 
in an equitable, inclusive and sustainable manner.
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communication is necessary for more nuanced knowl-
edge production and implementation.3 Experience from 
other infectious disease epidemics (eg, Zika virus, ebola-
virus) demonstrated a need to develop and disseminate 
accurate information to successfully empower affected 
local communities.4 Validating those observations, the 
COVID- 19 pandemic additionally highlighted the role of 
social media in the speed and penetration of misinforma-
tion, often interfering with citizens’ ability to trust and 
follow accurate health advice to protect individual and 
community health.5

Key requirements for implementation
The implementation of postpandemic protocols requires 
a shift towards contextually sensitive communication 
strategies, as effective healthcare communication is not 
simply about messaging. Instead, there exists an inter-
active, iterative process of information collection and 
exchange, inclusive of opinions and reactions by individ-
uals, population groups and institutions to different risk 
aspects.6 7 New models must consider a context of contin-
uously evolving technical and clinical knowledge and 
simultaneously acknowledge uncertainty.8 In the case of 
the latter, prioritising transparency and the rationale for 
decision making (including evidence, ie, used in decision 
making) can prove effective when communicated with 
empathy.9 Postpandemic protocols should anticipate 
disagreement to emerge at many levels, for example, due 
to the contestation of available data and/or expertise10 11; 
the legitimacy of decision making12–14 and competing 

values,6 15 16 especially in areas that can cut across a range 
of policy areas and disciplinary boundaries.

Data- driven and evidence- based protocols must 
also move beyond a static perspective of a single link 
between an evidence base and an optimal public health 
communication strategy; multiple facets might need to 
be considered and communications developed ongo-
ingly. Postpandemic protocols need to acknowledge that 
communication delivery and message development are 
interdependent, impacting the eventual success of imple-
mentation and citizens’ trust. As citizens’ engagement 
with and response to public health information are influ-
enced by their cultural and social identity,17 these latter 
factors will also determine what is perceived as a ‘trust-
worthy authority’ disseminating the public health infor-
mation, and what type of medical leadership would be 
most effective.18 19

Recommendation 2: work with global stakeholders to 
confront propagation of misinformation or disinformation 
through social media platforms and mass media

Rationale and evidence
The propagation of health misinformation is gaining 
more attention as a significant public health concern.20–22 
Given the growing popularity of different social media 
platforms and their potential in propagating misinfor-
mation, the ability to judge the credibility of information 
and what constitutes a ‘trustworthy authority’ becomes 
crucial.23 24 It is also becoming increasingly difficult to 
disentangle online news from users’ perspectives, regard-
less of authenticity and/or accuracy.25 Importantly, objec-
tive facts can be less influential in shaping public opinion 
than those appealing to emotions and personal beliefs.26

Key requirements for implementation
A multifaceted approach is necessary to combat misin-
formation. Using the four pillars of infodemic manage-
ment recently proposed by the WHO as a basis,27 such 
an approach would involve: (1) the development of 
at different levels (organisational, national, regional) 
through investment in appropriate toolkits to perform 
such tasks (eg, extracting structured information from 
unstructured texts)28; (2) the development of a fact- 
checking culture with the appropriate reach and speed 
to counter misinformation29 supported by a network of 
related activities, such as news organisations striving to 
improve on their transparency and ‘findability’30; (3) 
greater streamlining of standards and legal frameworks, 
so that the above actions and activities are firmly based 
on grounds of legitimacy and transparency (eg, the 
Code of Principles from the International Fact- Checking 
Network https://www.ifcncodeofprinciples.poynter.org) 
and the 2017 Joint UN, OSCE and OAS Declaration on 
‘Fake News’, Disinformation and Propaganda (https://
www.osce.org/files/f/documents/6/8/302796.pdf), 
which help to provide a common legal understanding 
and (4) national efforts to improve digital literacy, as part 

Box 1 Recommendations from the Riyadh Global Digital 
Health Summit

1. Implement data- driven and evidence- based protocols for clear and 
effective communication with common messaging to build citizens’ 
trust.

2. Work with global stakeholders to confront propagation of misinfor-
mation or disinformation through social media platforms and mass 
media.

3. Implement a standard global minimum dataset for public health 
data reporting and a data governance structure tailored to commu-
nicable diseases.

4. Ensure countries prioritise digital health, particularly, improving dig-
ital health infrastructure and reaching digital maturity.

5. Enable health and care organisations by providing the necessary 
technology to collect high- quality data in a timely way and promote 
sharing to create health intelligence.

6. Cultivate a health and care workforce with the knowledge, skills 
and training in data and digital technologies required to address 
current and future public health challenges.

7. Ensure surveillance systems combine an effective public health re-
sponse with respect for ethical and privacy principles.

8. Develop digital personal tools and services to support comprehen-
sive health programmes (in disease prevention, testing, manage-
ment and vaccination) globally.

9. Maintain, continue to fund and innovate surveillance systems as 
a core component of the connected global health system for rapid 
preparedness and optimal global responses.

https://www.ifcncodeofprinciples.poynter.org
https://www.osce.org/files/f/documents/6/8/302796.pdf
https://www.osce.org/files/f/documents/6/8/302796.pdf
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of national development programmes, to improve citi-
zens’ resilience to misinformation.31

Recommendation 3: implement a standard global minimum 
dataset for public health data reporting and a data 
governance structure tailored to communicable and non-
communicable diseases

Rationale and evidence
The use of sophisticated tools and methodologies such 
as artificial intelligence (AI) in addressing pandemics 

relies on leveraging large amounts of rich data that must 
accurately capture the situations and context intended 
to be modelled. Collecting and sharing high- quality data 
for AI tasks is challenged by the many different types of 
data representing health, such as social determinants of 
health (SDOH), clinical care and behavioural patterns32 
and its intrinsic heterogeneity governed by variable 
reporting and clinical practice. Models that do not 
account for this heterogeneity often fail to generalise. 
Overcoming this challenge requires novel approaches to 

Table 1 Roadmap to implementation of the Riyadh declaration on digital health recommendations

Recommendation Roadmap

Implement data- driven and 
evidence- based protocols for 
clear and effective communication 
with common messaging to build 
citizens’ trust

 ► Develop contextually sensitive communication strategies
 ► Prioritise transparency and the rationale for decision making
 ► Consider multiple, interrelated links between evidence and the communication strategy and develop it 
accordingly

 ► Consider the cultural and social identities of the intended audience to build and retain trust

Work with global stakeholders 
to confront propagation of 
misinformation or disinformation 
through social media platforms 
and mass media

 ► Develop infoveillance (information monitoring) capabilities at different levels (organisational, national, regional) 
through investment in appropriate toolkits

 ► Develop a fact- checking culture with the appropriate reach and speed to counter misinformation
 ► Streamline standard and legal frameworks so that actions and activities are firmly based on legitimacy and 
transparency

 ► Conduct national efforts to improve digital literacy to improve citizens’ resilience to misinformation

Implement a standard global 
minimum dataset for public 
health data reporting and a data 
governance structure tailored to 
communicable diseases

 ► Capture complex and relevant health data, both social determinants of health and clinical context, which must 
form part of the minimum dataset

 ► Develop the technology and data governance to support standardisation
 ► Based on standards, develop a global minimum dataset to guarantee data usability and integrity

Ensure countries prioritise digital 
health, particularly, improving 
digital health infrastructure and 
reaching digital maturity

 ► Build the value proposition
 ► Build the knowledge base
 ► Integrate the data across various sources
 ► Create a participative, mature digital culture
 ► Build confidence in the use and security of the system

Enable health and care 
organisations by providing the 
necessary technology to collect 
high- quality data in a timely way 
and promote sharing to create 
health intelligence

 ► Support decentralised and heterogeneous health data acquisition and processing (eg, with federated learning, 
differential privacy)

 ► Support data sharing in the global environment (eg, with data aggregation and blockchain technologies)
 ► Ensure ethics, privacy and security

Cultivate a health and care 
workforce with the knowledge, 
skills and training in data and 
digital technologies required to 
address current and future public 
health challenges

 ► Understand the impact of digital transformation on the skills and capability needs of the current workforce
 ► Ensure the education and training providers are up to date on what skills and capabilities the staff require
 ► Create meaningful curricula embedded in existing (healthcare) courses

Ensure surveillance systems 
combine an effective public health 
response with respect for ethical 
and privacy principles

 ► Minimise processing and storage of personal data beyond what is necessary for their primary use
 ► Allow data subjects to retain maximal level of control over the use of their personal data (through granular 
policies)

 ► Ensure transparent data processing
 ► Implement a global data sharing network
 ► Consider the use of federated learning to safeguard data (ie, not held in a single database)

Develop digital personal tools and 
services to support comprehensive 
health programmes (in disease 
prevention, testing, management 
and vaccination) globally

 ► Prepare the information sharing infrastructure to support interactive dashboards (disease status), contact 
tracing (hotspot information) and self- checking services

 ► Exploit the use of scalable cloud- computing infrastructure
 ► Fully support resource availability checking and resource scheduling systems
 ► Ensure the interoperability of electronic health records from hospitals to increase the portability of personal 
health data

 ► Follow user- centred design principles with rapid and iterative system design
 ► Integrate privacy by design

Maintain, continue to fund and 
innovate surveillance systems as a 
core component of the connected 
global health system for rapid 
preparedness and optimal global 
responses

 ► Ensure access to a variety of datasets across international borders
 ► Support for surveillance for and detection of novel viruses
 ► Develop international consensus about what types of tracking are likely to be useful and then support the 
development, maintenance of and access to datasets that enable this type of tracking
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capturing high- quality data, standardising disparate data 
and strengthening our capacity to learn from multimodal 
data.

Key requirements for implementation
A first key requirement is to capture complex and rele-
vant health data. Health and healthcare are complex and 
multidimensional, especially in the global environment, 
but health mostly happens in our neighbourhood. SDOH 
(eg, nutritious food, employment, housing access and 
quality) have a significant impact and often explain more 
about health status than clinical factors.33 While some of 
these data such as real- time mobility and social interac-
tion data can be captured from smartphones, other social 
determinants, such as education, change over years, so 
are slow to capture. SDOH data require clinical context. 
Healthcare data can include claims that come from 
administrative billing databases and electronic health 
records (EHRs). However, claims data are slow to capture 
and are limited in their ability to represent social context, 
and not all countries produce claims data. EHR data, 
when available, can provide rich clinical information, but 
this rich information is often stored as natural language 
text. The massive global variability in populations and 
social and environmental contexts mandates diversity in 
data sampling to leverage health and social data globally 
to address health emergencies.

A second key requirement is the technology and 
data governance to support standardisation. Standards 
are essential for sharing and exchanging health data 
and information. International methodologies and 
approaches must be supported to standardise data both 
in and between countries, where ‘standardising’ means 
the many facets of leveraging data for meaningful insights 
such as data structure, processes, linkage and analysis.

Standards may pertain to security, data transport, data 
format or structure, or the meanings of data; common 
data models standardise the format and representation 
of data as well as tools that make this transformation 
easier (eg, OHDSI; https://www.ohdsi.org). Data sharing 
can be supported through standards for electronic infor-
mation exchange such as HL7 FHIR, the most common 
interoperability standard.34 35 A global minimum dataset 
specifically for pandemics would help focus data collec-
tion and standardisation efforts to ensure a basic level of 
data integrity and usability. Examples include minimum 
datasets from the European Centre for Disease Preven-
tion (ECDC), Centers for Disease Control and Prevention 
(CDC) and WHO to lead to international exchange of 
information about outbreaks. Managing the availability, 
usability, integrity and security of these data also depends 
on data governance, which should recognise disparities 
between countries in their capacity to leverage health 
data for large- scale analytics. Furthermore, since data 
relevant to addressing a global pandemic comes from 
many different sources, public–private partnerships can 
help to build a global ecosystem where data is routinely 
collected, standardised and shared for use, for example, 

through the WHO Data Platform, which provides access 
to health- related data for all Member States monitoring 
global, regional and country trends (https://www.who. 
int/standards/classifications).

Recommendation 4: ensure countries prioritise digital health, 
particularly, improving digital health infrastructure and 
reaching digital maturity

Rationale and evidence
In 2005, the World Health Assembly, through its reso-
lution WHA58.28 on eHealth, urged Member States ‘to 
consider drawing up a long- term strategic plan for devel-
oping and implementing eHealth services…to develop 
the infrastructure for information technologies for 
health…to promote equitable, affordable and universal 
access to their benefits’.36 This aim was reiterated in 
2019 by the WHO recommendations on ‘Global strategy 
on digital health 2020–2025’.37 The vision is to improve 
healthcare globally by accelerating the development and 
adoption of appropriate, accessible, scalable and sustain-
able digital health solutions, developing infrastructure 
and applications that enable countries to use health data 
to promote health and well- being for their populations. 
The case for a coherent digital health strategy was ampli-
fied by the COVID- 19 pandemic.

Key requirements for implementation
Building the value proposition
Digital health technology infrastructures have been a 
lifeline during the pandemic, providing a ‘new normal’ 
around engaging patients and the population using 
digital technologies.38–41 This momentum now needs to 
be consolidated through clear communication regarding 
the scale of investment, multidimensional outcomes, 
organisational impacts and value of digital health infra-
structures for improving care coordination, quality, and, 
ultimately, the health of the population at large.42

Building the knowledge base
Leveraging the digital infrastructure to better engage 
with and use the information created during a patient’s 
healthcare journey can be achieved through research- 
ready clinical records.43–45 This can be achieved through 
the identification of a limited, standardised core of 
research- related components as basic elements across 
healthcare systems in order to facilitate individual and 
cooperative clinical research activities,46 47 as well as 
sentinel event surveillance, such as infectious disease 
outbreaks.48 49

Integrating data across various sources
The use of data across various sources (clinical, public 
health and commercial) can leverage the full range of 
available information and improve healthcare delivery 
for infectious diseases.50 For this to be successful, proto-
cols must be developed to build interoperability as a 
natural and seamless element of data sources,51 including 

https://www.ohdsi.org
https://www.who.int/standards/classifications
https://www.who.int/standards/classifications
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information sources outside of ‘mainstream’ healthcare 
such as patient- generated data.52

Creating a participative, mature culture
Digital infrastructure should be designed to strengthen 
the patient–clinician interactions through better patient 
portals, as well as the increased availability of lay- 
oriented, user- friendly, clinical and non- medical health 
data. However, this requires that participation barriers 
to such infrastructure remain low and complexity is 
incremental.53 A learning culture also incorporates the 
need for constant improvement through evaluation and 
innovation as an important component to eventually 
achieving digital maturity (figure 1).

Building confidence in the use and security of the system
Developing secure processes for key elements including 
data gathering and use is an integral part of digital 
health infrastructure,54 while also accommodating 
specific needs, local innovation and evolvability,55 that 
is, a nuanced approach in the systems architecture while 
maintaining security requirements.

Recommendation 5: enable health and care organisations by 
providing the necessary technology to collect high-quality 
data in a timely way and promote sharing to create health 
intelligence
Rationale and evidence
Digital tools enable local and global health data gathering 
from a wide variety of consumer and medical devices as 
well as more traditional public health data sources like 
registries, claims data and health record data. However, 
ethics, privacy and security are paramount requirements 
that must be considered in the design of the tools and 
the services that they enable, such as predicting disease 
hotspots, planning of non- pharmaceutical interventions 
or vaccination scheduling.

KEY REQUIREMENTS FOR IMPLEMENTATION
Decentralised and heterogeneous health data acquisition and 
processing
Aggregated mobile device data enable tools that support 
public health decision making across the different stages 
of a pandemic.56 The combination of aggregate and 
privacy- protected mobility, health and city data through 
data fusion holds the promise of uncovering new insights 
for understanding epidemics57 58 and assisting in decision 
making across the different stages of a pandemic. Decen-
tralised data processing and learning methods are impor-
tant elements of the digital roadmap enabling multiscale 
predictions and discovery of insights. Emerging tech-
nologies and techniques, such as federated learning59 60 
and differential privacy,61 can enable decentralised and 
privacy- aware learning over mobile devices and data 
registries.

Data sharing in the global environment
Sharing of aggregated and processed data and data- 
derived validated models is a crucial component in 
building regional, national and global understanding 
of the different stages of a pandemic. The combination 
of heterogeneous data sources, such as mobile phone 
data with social, health registry and clinical data, is crit-
ical for forecasting, planning and implementing miti-
gation strategies to reduce health risks.62 Use of these 
data sources requires trust and transparency across the 
healthcare ecosystem including citizens, industry and 
governments. Technologies that may advance the need 
for secure data aggregation and sharing include decen-
tralised approaches like an internet- of- things healthcare 
blockchain. Scientific evaluation of technologies that 
enable data collection and sharing further supports trust 
in their use.

Ethics, privacy and security
Significant ethical issues arise in various stages when 
leveraging heterogeneous data sources to combat a 
pandemic.63 There is often tension between the need for 
highly detailed data and rich data with the need for indi-
vidual privacy. State- of- the- art privacy solutions include 

Figure 1 Ability to share data across domains, as a 
measure of digital health maturity. To reach digital health 
maturity, digital health infrastructure needs the following 
changes: (A) at the microlevel, consistent and pragmatic 
assessment strategies and tools for the many technologies 
currently implemented; (B) at the mesolevel, organisational 
interoperability needs to be strengthened, so that it can lead 
to population- level risk assessment strategies and (C) at the 
macrolevel, digital transformation policies that provide the 
political support needed to drive through the changes that 
will inevitable arise by the implementation of digital health 
infrastructures.
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data aggregation, data anonymisation and synthetic data 
generation techniques.64

Building trust
Scientific evaluation of technologies, methods and tools 
to demonstrate their value65 is essential to building trust 
in data sharing and aggregation.66 Rigorous evaluation 
of data with respect to its biases is needed to mitigate 
unethical use of data in applications.

Recommendation 6: cultivate a health and care workforce 
with the knowledge, skills and training in data and digital 
technologies required to address current and future public 
health challenges
Rationale and evidence
The rapid pace of change seen during the pandemic 
revealed gaps in the infrastructure, workforce skills 
and capabilities, and in digital education that need 
addressing. Developing digital leadership skills and 
improving the digital literacy of staff and patients have 
been identified as key steps in closing the digital gap in 
healthcare67 Pandemic response or not, health and care 
services lag behind other sectors in digitalisation by about 
a decade.68 69

Key requirements for implementation
Taking time and effort to get to know the workforce and 
identifying knowledge and skills gaps and addressing 

them early on in any change process is key to securing 
the maximum benefit from any investment. To achieve 
success, it is important to understand the impact of 
digital transformation on the skills and capability needs 
of the current workforce. The level of digital proficiency 
required by staff in different types of jobs varies according 
to their role. Figure 2 provides a useful way of visualising 
the different digital skills and capability requirements for 
staff.

Ensure the education and training providers are up 
to date on what skills and capabilities the staff require. 
Developing technologies give rise to new types of occu-
pations and reorder the types of skills and capabilities 
workforce needs to thrive in this new digital era.70 These 
changes also have an impact on the education providers. 
Sufficient continuing professional development provi-
sion should be on offer for educators to upskill and reskill 
to be able to teach relevant and up- to- date digital content 
and skills to their students. Furthermore, the education 
providers and industry should work closer together to 
cocreate meaningful curricula. All too often, ‘digital 
health’ is still provided as an optional module to future 
medical or health and care professionals, when it should 
be embedded in all the courses being taught. Engaging 
with the education providers in the relevant institutions 
to keep them updated on what the sector needs is an 
essential part of the digital transformation of the health 

Figure 2 Digital skills and capabilities spectrum versus breadth of required digital skills and capabilities per staff category in 
health and care. Level 1—Digital literacy (empowering individuals). Basic requirement of every citizen to become a fully ‘digitally 
literate’ member of society, for example, to use digital apps to communicate or engage with services, perform internet searches 
and being aware of cyber security matters. Level 2—Digital skills and capabilities for the general (health and care) workforce (an 
operational and practical skills category). Ability to use digital tools and perform digital functions in the workplace. Generally 
linked to using apps developed by ICT- specialists. While the digital skills required in the workplace are often context specific, 
there will be some minimum requirements linked to processing information that is applicable across all domains and levels of 
seniority. Level 3—Digital skills and capabilities for the (health and care) managerial workforce (doctors, nurses, consultants, 
managers, policy makers, decision makers, etc). Ability to manage digital applications and technologies and also understand 
them on a systems level in order to make informed decisions about issues related to digital infrastructures. These digital skills 
may only be relevant to designated senior staff, but again, there will be certain minimum requirements that are applicable 
across all areas of health and care. Level 4—Digital skills and capabilities for (health and care) ICT professionals (digitally 
innovative and creative individuals, organisations and businesses). Entails skills required in the IT sector, including skills linked 
with design and development of new digital technologies, products and services. Source: Rimpiläinen S et al.90 ICT, information 
and communications technology.
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and care services. By adopting these principals, it is 
possible to create a fertile environment that is not only 
receptive to considering transformational change but will 
embrace it.

Recommendation 7: ensure surveillance systems combine an 
effective public health response with respect for ethical and 
privacy principles

Rationale and evidence
An effective surveillance system for communicable 
diseases will require access to combinations of personal 
health data and location data, both of which are highly 
sensitive.1 To ensure privacy, data should ideally be 
anonymised by transforming the data to a form that 
cannot be linked to an identified or identifiable person.71 
Unfortunately, this may be impossible without destroying 
the utility of the data. Data that are not anonymised are 
considered personal data and they must be managed 
with care.

Key requirements for implementation
Personal data can be anonymised by suitable aggrega-
tion into statistics over a larger population.71 Differential 
privacy provides a formal framework for proving statis-
tical anonymity guarantees that formalise a trade- off 
between the degree of anonymity and data utility.72 The 
2017 WHO guidelines73 outline ethical principles of 
surveillance, but only consider data collected in health-
care and public sources such as social media. Following 
these guidelines, a successful surveillance system will 
minimise processing and storage of personal data beyond 
what is necessary for their primary use. While surveil-
lance systems are not considered to require user consent 
to be ethical,74 the data subjects should retain maximal 
level of control over the use of their personal data, espe-
cially if data collected by mobile devices or wearables are 
linked to their health data. Sufficient measures should be 
established to ensure the transparency of data processing 
to allow the data subjects to redefine their participation 
preferences.

Implementing a surveillance system that can react in 
a timely manner requires a global data sharing network 
for public health officials that supports automatic sharing 
of anonymised summaries as well as potentially sensitive 
more detailed queries according to predefined policies 
without human intervention. As location is important 
for the spread of communicable disease, an automated 
method for linking health data with personal location 
and activity data from mobile and wearable devices will 
be very useful. Such linking needs to be performed 
very carefully. In most cases, coarse locations (eg, at the 
city level) will be sufficient for surveillance purposes, 
and these are typically less sensitive than more precise 
data.75 Still, even city- level data can be identifiable when 
combining multiple locations and times,76 so user poli-
cies for personal data must be considered before their 
use.

Users should be able to define granular policies for the 
use of their personal data. These should enable specifying 
different privacy requirements (eg, level of anonymity 
or differential privacy) for different uses. Personal data 
should be processed in protected environments that 
make use of trusted computing to guarantee the data 
are only used for their intended purpose unless they are 
anonymised. To ensure transparency of data use, the data 
subjects should be able to follow how their data have been 
used and react to prevent repeating undesired uses in 
the future. As an additional safeguard, the system should 
make use of approaches such as federated learning77 to 
enable analysis of distributed data sets without collecting 
the data to a single database. Careful implementation of 
safeguards is important for establishing community trust 
on such systems.78 79

Recommendation 8: develop digital personal tools and 
services to support comprehensive health programs (in 
disease prevention, testing, management and vaccination) 
globally

Rationale and evidence
Recent advances in information technologies brought 
new opportunities for offering digital personal tools and 
services for disease prevention, testing, management and 
vaccination. Digital personal tools and services empower 
individuals to not only proactively engage in contact 
tracing,80 symptom tracking81 and vaccination,82 but also 
offer personal health data stores that can be accessible 
whenever needed for diverse purposes such as person-
alised care, self- reflection and data sharing for disease 
research.

Key requirements for implementation
First, contact tracing technologies can be categorised as 
people- centric or place- centric tracking.80 Wireless and 
location- sensing technologies such as Bluetooth, WiFi 
and GPS tracking are the key enablers. Second, informa-
tion sharing infrastructure must be properly prepared to 
support interactive dashboards (disease status), contact 
tracing (hotspot information) and self- checking services. 
Timely data dissemination mandates provisioning a scal-
able cloud- computing infrastructure. Third, resource 
availability checking and resource scheduling systems 
(eg, for face masks, virus tests and vaccinations) should 
be properly supported. Fourth, mobile personal health 
record (mPHR) services can cover the entire process 
such as testing, hospitalisation and symptom tracking. 
Interoperability of EHRs from hospitals will increase the 
portability of personal health data. This includes the inte-
gration of personal health data collected from mobile 
and wearable devices. Fifth, mPHR can be extended to 
provide a basis for digital health passports that can certify 
a person’s proof of negative test results, vaccination or 
recovery from COVID- 19. This requires digital accredita-
tion systems that can be used across nations, for example, 
by using blockchain technologies.83
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Practitioners should consider the following aspects 
for real- world implementation. Personal digital health 
tools and services must follow user- centred design princi-
ples with rapid and iterative system design.84 The design 
should involve various stakeholders; for example, for 
self- quarantine management, both end- users and local 
health authorities who manage them need including. 
Inclusive design should consider supporting alternative 
approaches. Old smartphones are often excluded from 
support, which may affect those of low socioeconomic 
status, necessitating either extended support for older 
models or employing technologies that are unlikely to 
become redundant, such as SMS text messaging. Non- 
users may not have access to digital health services due to 
a lack of digital literacy or their low socioeconomic status. 
Privacy by design needs be also considered owing to the 
breadth of data collection in mPHR services. Service frag-
mentation across multiple stakeholders, such as different 
government agencies and local authorities, needs coor-
dination by offering a unified portal service or a single 
sign- on service for ease of access to multiple services.

Recommendation 9: maintain, continue to fund and innovate 
surveillance systems as a core component of the connected 
global health system for rapid preparedness and optimal 
global responses
Rationale and evidence
As cross- border mobility has grown and international 
and transcontinental flights are now regular, pandemics 
can now spread at unprecedented speeds. Many novel 
detection approaches are already in place, though more 
are needed. Even the COVID- 19 pandemic was detected 
early by a surveillance approach called BlueDot, which 
goes through large quantities of information of various 
types including traveller information such as that from 
the International Air Transport Association to both 
detect infections and predict how they may spread.85 
Early detection in the USA occurred in multiple ways, 
including through the Seattle Flu Study, which was 
performing surveillance for influenza but identified 
25 cases of COVID- 19 very early.86 Effective approaches 
for tracking COVID- 19 were identified in China,87 one 
example being the Honghu Hybrid System, which had 
functions including syndromic surveillance on mobile 
devices, policy- making decision support, clinical decision 
support and follow- up tools.

Key requirements for implementation
Key requirements include access to a variety of datasets 
across international borders including both medical data 
and travel/traveller information in near real- time, as well 
as support for surveillance for and detection of novel 
viruses. Both transforming defences and enhancing situ-
ational awareness are pivotal.88

One essential enabler is central support from govern-
ments to support such evaluation over the long term. 
For this type of service to make a difference, it must be 
longitudinal. Ironically, the USA had stopped much of 

its standing support for pandemic preparedness shortly 
before the onset of COVID- 19. Not surprisingly, this was 
one of many factors delaying the US response to this 
crisis. Some of this evaluation should be central, and 
some can be done by academic groups or private compa-
nies, but stable federal support is vital.

In terms of implementation, it will be essential to 
develop international consensus about what types of 
tracking are likely to be the most useful, and then to 
support the development, maintenance of and access 
to datasets which enable this type of tracking. Notably, 
access must be cross- border for this to be effective; many 
nations have been reluctant to make most of their data 
available to entities from other countries, but this is truly 
a global issue. By using approaches such as deidentifica-
tion, it should be possible to make datasets available to 
qualified users from around the world. Other approaches 
which enable the use of data from remote sites but do not 
require it to move may also be attractive and should be 
explored.

CONCLUSIONS
The Riyadh Declaration on Digital Health, learning 
from the lived experiences of the COVID- 19 pandemic, 
provided a set of recommendations on how and where 
digital health could help to address future pandemics 
and health threats. We now build on the declaration to 
provide a resource and toolkit for all digital health stake-
holders to follow to develop digital health infrastructure 
and protocols at the local, national and supranational 
levels to prepare for future health threats.

While we have described many of the actions required 
for the digital transformation of health, we also recognise 
that such change must be fully supported with the neces-
sary financial resources. In this regard, Transform Health, 
a global coalition of organisations, individuals, and insti-
tutions committed to achieving universal health coverage 
using digital technologies and data, recently estimated 
that an annual spend of US$2.5 billion will be required per 
year to support priority areas in digital health in low- and 
middle- income countries (LMICs) over the next 5 years. 
Given that this represents ~1% of the annual govern-
ment health spending of LMICs, two- thirds of investment 
should be able to be met from national resources with 
the remainder coming from external support.89 Having 
established the problems, solutions and costs, the next 
step will be to reach a consensus on which areas to prior-
itise to achieve digital transformation in an equitable, 
inclusive and sustainable manner.
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