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Implications
Practice: The paper provides a guideline for 
collaborating with researchers and digital 
health intervention developers for providing 
subject matter expertise to inform intervention 
development.

Policy: The paper highlights the need to consider 
interdisciplinary collaboration platforms to en-
sure successful partnerships that can lead to more 
effective digital behavior change interventions 
(DBCIs) toward better health outcomes.

Research: The paper provides a guideline for 
developing and testing DBCIs by using an itera-
tive, interdisciplinary, and collaborative process, 
describing the stakeholders that need to be in-
volved, as well as the methodologies to be used.

Johnson and Johnson Health and 
Wellness Solutions Inc., 1 Johnson 
and Johnson Plaza, New Brunswick, 
NJ 08933, USA

ABSTRACT
The rapid expansion of technology promises to transform the 
behavior science field by revolutionizing the ways in which 
individuals can monitor and improve their health behaviors. 
To fully live into this promise, the behavior science field must 
address distinct challenges, including: building interventions 
that are not only scientifically sound but also engaging; 
using evaluation methods to precisely assess intervention 
components for intervention optimization; and building 
personalized interventions that acknowledge and adapt to 
the dynamic ecosystem of individual and contextual variables 
that impact behavior change. The purpose of this paper is to 
provide a framework to address these challenges by leveraging 
behavior science, human-centered design, and data science 
expertise throughout the cycle of developing and evaluating 
digital behavior change interventions (DBCIs). To define this 
framework, we reviewed current models and practices for 
intervention development and evaluation, as well as technology 
industry models for product development. The framework 
promotes an iterative process, aiming to maximize outcomes by 
incorporating faster and more frequent testing cycles into the 
lifecycle of a DBCI. Within the framework provided, we describe 
each phase, from development to evaluation, to discuss the 
optimal practices, necessary stakeholders, and proposed 
evaluation methods. The proposed framework may inform 
practices in both academia and industry, as well as highlight 
the need to offer collaborative platforms to ensure successful 
partnerships that can lead to more effective DBCIs that reach 
broad and diverse populations.
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INTRODUCTION AND BACKGROUND
The rapid expansion of technology promises to 
transform the behavior science field by revolution-
izing the ways in which individuals can monitor and 
improve their health behaviors and ultimately their 
health. Wearables, smartphone apps, voice tech-
nology, and social media are permeating the health 
care space, bringing the promise that such technology 
can foster behavior change across a wide spectrum of 
health and well-being goals, from smoking cessation, 
chronic disease management, to improved physical 
activity and nutrition behaviors [1–4].

Digital behavior change interventions (DBCIs) 
have been defined by Yardley et al. (2016) as inter-
ventions that employ digital technologies to en-
courage and support behavior change, with the goal 
of promoting and maintaining health [5]. Various 
technologies can be used to support such interven-
tions, from smartphones to personal computers, 
tablets, wearables, voice-assisted technologies, en-
vironmental sensors, and other emerging technolo-
gies. Smartphone applications, patient–provider 
portals, or texting interventions are a few examples 
of DBCIs. They can be automated or include inter-
actions with human facilitators [5]. While DBCIs can 
focus on the patient or the individual seeking care 
as an end user, they can also focus on care providers 
and other key actors of the health care process. At 
the same time, in order to impact behavior change, 
depending on their scope and theoretical approach, 
DBCIs can address individual-level variables, as well 
as variables at the interpersonal (e.g., social network) 
[6] or environmental level [7].

A growing body of research indicates that the 
widespread, everyday use of technology, along with 
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a variety of data about the user behavior (e.g., ac-
celerometer and GPS) can make DBCIs increasingly 
more feasible and can minimize implementation 
barriers that nondigital behavioral interventions 
encounter (e.g., affordability and lack of time) 
[8–10]. Additionally, advances in data technology 
and analytics enable researchers to harness these 
comprehensive streams of behavioral data in more 
sophisticated ways than previously possible to mean-
ingfully improve health outcomes across diverse 
populations.

With increased reach, DBCIs also have the poten-
tial to reduce health disparities in a variety of ways. 
First, most digital technology products (mobile 
phones, smartphones, etc.) have shown an expo-
nential reduction in costs and are rapidly becoming 
more affordable [11], which enables DCBIs to have 
a wider socioeconomic reach [12]. Additionally, 
digital interventions are less constrained by geo-
graphic location, which can help reduce dispar-
ities in access to health care. Second, the flipside of 
technology’s wider reach is data capture and ana-
lysis capabilities, which can allow a better under-
standing of health disparities and provide a better 
ground for personalization. By accessing the rich 
stream of DBCIs data (i.e., about intervention ex-
posure, health behaviors and their psychosocial 
determinants and health outcomes), there is an op-
portunity to uncover behavioral phenotypes (i.e., 
observable behavioral characteristics that differen-
tiate one individual from another) as they are influ-
enced by individual-level determinants, as well as 
determinants within the social and built environ-
ments, which can provide a better chance to offer 
more precise and personalized interventions toward 
improved health outcomes across wider and more 
diverse populations.

To leverage the benefits of technology and de-
velop, evaluate, and implement more effective 
DBCIs, the behavior science field must first acknow-
ledge and address its challenges, amongst which the 
most notable are: building interventions that are not 
only scientifically sound but also engaging; using 
evaluation methods to precisely assess discrete com-
ponents for intervention optimization; and building 
personalized interventions that can acknowledge 
and adapt to the dynamic fluctuation of contextual 
variables, such as social and physical environment, 
that ultimately influence individual behavior [9,13].

PARTICIPANT ENGAGEMENT
One of the main challenges that the field faces is that 
of participant engagement. Engagement with health 
interventions is a precondition for their effective-
ness, and this statement will hold true for DBCIs 
as well. Perhaps, similar to the quote attributed to 
the U.S. Surgeon General C. Everett Koop, “Drugs 
don’t work in patients who don’t take them”, DBCIs 
will not work if users do not engage with them. 

While technology provides unprecedented oppor-
tunities to develop DBCIs that people can use in 
real time and in the real world, if they do not engage 
with them, then they will not be exposed to the “sci-
entific ingredients” embedded in them, which will 
render the DBCI unlikely to achieve their behav-
ioral or health objective [14].

Overall, there is evidence indicating that very 
often, people download an app (e.g., health and 
nonhealth apps) and never use it again, with a rapid 
usage decline after the first download for apps that 
are not connected to other devices [15,16]. In digital 
health, DBCIs that adhere to scientific rigors and 
are designed to include evidence-based components 
can still fail in engaging users due to poor design, 
while other solutions that may not necessarily in-
clude a scientific backbone can have a high user 
engagement due to the compelling user experience 
they provide [17]. The opportunity to have a mean-
ingful impact on health behaviors and outcomes is 
missed in both scenarios.

To respond to the engagement challenge, an im-
portant consideration in designing DBCIs is their 
usability. Usability is defined by the International 
Organization for Standardization (ISO) as “the ex-
tent to which a user can use a product to achieve 
specific goals with effectiveness, efficiency and satis-
faction in a specified context” [18]. One of the most 
widely known approaches for increased product us-
ability has been employing a design process called 
user-centric design, in which end users influence 
how a design takes shape [19]. In recent years, the 
ISO broadened the definition of user-centered de-
sign to focus on the impact on other stakeholders as 
well, not just end users per se, referring to this de-
sign approach as human-centered design [20].

The human-centered design approach is cur-
rently used as a foundation for designing numerous 
consumer-facing technology products. As identified 
by reviewing the design process used by top digital 
technology companies [21], although different 
nomenclature may be used [22–24], the human-
centered design approach consists of a learning 
phase focused on understanding user’s needs and 
the individual and environmental context in which 
the product will be used. Following the learning 
phase, opportunities for design are identified and 
prototypes are being developed, engaging stake-
holders for feedback and testing the prototypes 
with end users. Lastly, the solution is developed and 
tested with users [25].

While focusing on human-centered design, tech-
nology companies often adhere to what is called an 
Agile approach [26–28]. This is an approach initi-
ated to challenge the traditional “waterfall” soft-
ware development model, in which entire projects 
are preplanned, then fully built before being tested 
with users. Fully exhausting a project’s resources be-
fore getting the results of any testing effort is cited 
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among the critical shortcomings of the waterfall ap-
proach. An example of that would be developing 
an intervention with no prior testing before placing 
it in a clinical trial, only to potentially arrive at the 
conclusion that it is not effective without a clear 
understanding of the mechanism responsible for 
the results nor any insight into how discrete compo-
nents of the intervention may have performed. On 
the other hand, the agile approach emphasizes an 
iterative flexibility that proposes testing “minimum 
viable products” (MVPs) to gather feedback from 
stakeholders, instead of building the full solution 
and test it only after its completion [26]. The agile 
approach proposes testing early and often, which 
would allow intervention developers to incorporate 
users’ and stakeholders’ (e.g., health care providers) 
feedback into the proposed DBCI early on and 
would ensure a progressive effort toward optimiza-
tion and validation testing.

Since DBCIs rely heavily on software develop-
ment capabilities, it is useful to understand Agile 
models of human-centered design for software de-
velopment [27–29], which currently emphasize 
iterative testing and rely on a close collaboration 
between end users, designers, and other relevant 
stakeholders for developing engaging solutions [30]. 
It is important to emphasize that the end goal of 
that would be to create more efficient interventions 
for improved behavior and health outcomes, not to 
simply create more engaging solutions. In the con-
text of health care, engagement is in the service of 
intervention efficacy, not an end goal in and of itself.

INTERVENTION OPTIMIZATION
 Another challenge that DBCIs are facing stems 
from the larger behavior science field. Traditionally, 
most studies investigate the efficacy or effectiveness 
of a whole behavior change intervention package, 
offering little insight into the effectiveness of its in-
dividual, discrete components [31]. With the wealth 
of theories available, along with the intervention 
constructs stemming from them, the process of 
identifying the right combination of components to 
include in a DBCI can seem obscure and daunting 
for many researchers and intervention developers. 
For example, a recent review on digital interven-
tions targeting physical activity [32] showed that 
they tend to include various behavior change 
techniques, including: information on the health 
consequences of the behavior, goal setting, action 
planning, modeling, framing, feedback and moni-
toring, graded tasks, incentives, rewards, and social 
support. Are all these behavior change techniques 
necessary? Are they necessary for every user and/or 
under any circumstances? To facilitate the process 
of answering some of these questions, approaches 
such as intervention mapping (IM) have been pro-
posed [33]. IM serves as a blueprint for designing, 
implementing, and evaluating an intervention based 

on a foundation of theoretical, empirical, and prac-
tical information. While IM provides a very useful 
and rigorous series of steps to develop an interven-
tion, it may not be able to answer which are the ne-
cessary and sufficient components of an intervention 
within the specific individual and environmental 
context of the user. When DBCI development re-
sources are likely cost constrained and the user’s time 
and interest to stay engaged with an intervention is 
limited, which combination offers the most bang for 
the intervention’s buck? To answer that question, we 
need to be able to measure continuously and sys-
tematically so that we can begin to identify the most 
promising intervention components and optimize 
the intervention to deliver the most impact at the 
least cost (i.e., time and resources) for the user as well 
as the entity developing or funding the intervention. 
As opposed to measuring only postintervention de-
velopment, after all resources have been spent, early 
and continuous evaluation allows a more rational-
ized resource planning approach and increases the 
likelihood that the intervention will have the results 
it is designed to accomplish.

To address this challenge, a particular advance-
ment in the field has been the multiphase opti-
mization strategy (MOST) framework [34]. MOST 
establishes an optimization process for behavior 
change interventions by evaluating the efficacy of 
intervention components. Ideally, an iterative pro-
cess of intervention optimization would be repeated 
as many times as necessary to achieve a complete 
set of highly effective components for the broadest 
population of users. However, while MOST pro-
vides a very robust framework for optimizing inter-
ventions, in reality, intervention developers and 
researchers need to make decisions on the level of 
granularity of the tested components and it is very 
likely that resources, time limitations, and funding 
mechanisms will constrain the number of opti-
mization cycles [35], leading them to focus on the 
higher-level components rather than more specific 
details (e.g., the UI/UX design elements for be-
havior change techniques) of a DBCI.

Since the technology of DBCIs affords a unique 
look into how end users engage with intervention 
components, down to the UI/UX design elements 
that support them, in real-life context, this rich 
stream of data should also be considered in inter-
vention optimization efforts. To that end, beyond 
the design of an intervention, to fully leverage the 
ability to analyze how end users engage with inter-
vention components (e.g., behavior change tech-
niques) and to assess which of these components, in 
what format (e.g., UI/UX design elements), lead to 
better health behavior outcomes, DBCIs need to be 
built with a configurable system architecture, which 
allows “editing” intervention components (e.g., 
turning behavior change techniques on/off, swap-
ping them, and offering optimal design options). In 
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addition to the system architecture, advanced data 
science methods and computational capabilities are 
needed to support optimization. Such capabilities 
will allow optimizations not only at the user experi-
ence level (e.g., features that drive engagement) but 
also at the level of scientific components (e.g., be-
havior change techniques).

INTERVENTION PERSONALIZATION
Lastly, perhaps the most daunting challenge that 
DBCIs face is the complexity of human behavior 
change. Individual variables, such as personal pref-
erence, state of well-being, demographics, or pres-
ence of comorbidities, matter [36,37]. Contextual 
variables matter as well, from cultural norms, so-
cial support, to geographical location, or access to 
exercise or fitness facilities [38–40]. Lastly, many 
of these variables are not stable over time. In other 
words: People are different. Context matters. 
Things change [41]. There is a dynamic ecosystem 
of variables that impact health behavior, including 
social factors, cultural norms, physical environ-
ment, and individual factors (e.g., spanning wide 
from beliefs and attitudes to comorbidities or acute 
health episodes). Evidence has shown that tailored 
and individualized interventions are successful for 
improving health behavior and health outcome 
[42]. The “one size fits all” approach fails to ac-
commodate the complexities of health behavior 
across diverse populations and we need interven-
tions that can offer a personalized approach—one 
that is able to provide context-specific, relevant, 
personalized tools at the moment when the indi-
vidual needs it to make healthier choices [43,44]. 
One of the most significant advantages of DBCIs, 
their accessibility, poses its own challenge—at-
tracting a very diverse and potentially global 
group of users. Previously, nondigital interven-
tions were typically bound by geographic location 
and other sociodemographic factors. Digital inter-
ventions are not constrained by such factors, and 
if they boast accessibility as an advantage, then 
they should be able to serve a wide and very di-
verse audience, evolving from a one size fits all ap-
proach to a more personalized one.

Just-in-time-adaptive interventions (JITAIs) have 
been proposed to address this challenge. JITAIs 
are suites of interventions that adapt over time to an 
individual’s changing status and circumstances with 
the goal to address the individual’s need for support, 
whenever this need arises [45]. While a significant 
step forward, one key challenge that JITAIs face 
is that for most current interventions, the decision 
rules for tailoring (e.g., the “if/then” rules necessary 
to set up the tailoring) are, for now, set a priori and 
limited by the existing published evidence [45]. 
Depending on the behavior or health outcome, the 
existing evidence may be insufficient to inform the 
formulation of comprehensive decision rules that 

would consider the most relevant individual and 
contextual variables [45,46].

DBCIs technology, such as wearable sensors and 
advances in passive data capture technology, offers 
a significant volume of information that can be used 
to build on the existing body of evidence. Data sci-
ence methods have been proposed to analyze the 
ongoing, real-time information obtained through 
passive data collection and “train” the JITAIs de-
cision rules through dynamic feedback loops and 
accommodate this information to truly adapt to the 
continuously changing individual and contextual 
variables [45,47–49].

A FRAMEWORK FOR DBCIS: AN ITERATIVE, 
INTERDISCIPLINARY AND COLLABORATIVE APPROACH 
COMBINING BEHAVIOR SCIENCE, HUMAN-CENTERED 
DESIGN, AND DATA SCIENCE
 In reviewing the existing challenges and the cur-
rent attempts to address them, a common emerging 
theme is that behavior scientists can no longer rely 
solely on their own subject matter expertise to de-
velop effective DBCIs. To address the challenge of 
building engaging interventions, human-centered 
design expertise is needed to inform DBCI design. 
To address the DBCI optimization and personal-
ization challenges, modern analytics methods and 
data science expertise are needed to advance the 
science of behavior change by providing the oppor-
tunities to understand how end users engage with 
an intervention and to utilize the massive volume 
of data afforded by mobile technologies, connected 
wearables and sensors technologies [47,48,50].

We propose an iterative, interdisciplinary, collab-
orative framework for DBCIs—an approach that can 
provide prospective DBCI stakeholders with a col-
laborative methodological blueprint to develop, im-
plement, and evaluate them (Figure 1).

The proposed iterative, interdisciplinary, and col-
laborative framework builds upon existing models 
of behavior change interventions development, 
evaluation, and optimization, as well as on models 
and frameworks employed by the information 
technology industry (e.g., agile approach, human-
centered design). The framework’s five phases are 
built upon the human-centered design approach 
(i.e., predefine, define, design, develop, and de-
ploy). While human-centered design approach 
phases are well suited for most technology consumer 
products, the content, approach, and outcomes of 
each phase required tailoring to serve DBCIs meant 
to improve or maintain health outcomes by chan-
ging behavior. For example, as seen below, the 
define phase describes methodologies used for inter-
vention development, whereas the deploy phases 
incorporate and reference intervention evaluation 
and optimization methodologies. In its typical use, 
the human-centered design approach informs an 
optimal user experience, toward better engagement 
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and usability. However, an optimal user experience 
and high levels of engagement are not the end goals 
in DBCIs, rather, they are a means to an end, which 
is behavior change and health outcome improve-
ment. Adhering to the five phases without using the 
specific behavior science methodologies specified 
may produce engaging interventions, but it will not 
render effective interventions capable of changing 
health behavior.

The framework also rests upon an agile approach, 
emphasizing testing early and often in two of its 
phases (i.e., design and deploy). While in the de-
sign phase, testing can be focused solely on user 
experience and usability; in the deploy phase, the 
focus should include testing for impact on behavior 
change as well. To that end, it is important to ac-
knowledge that although the agile notion of the 
MVP may make perfect sense in developing soft-
ware for other purposes (e.g., entertainment and 
transportation), in health care, there is an ethical 
responsibility to ensure that an intervention is safe 
and at least equivalent to standard or usual care be-
fore making it available to patients or end users [51]. 
As such, instead of an MVP, we propose striving 
for a “minimum viable intervention” (MVI), cap-
able of achieving the intended behavior change, in 
order to adhere to the ethics, scientific rigors, and 
the regulatory frameworks of the health care sector. 
When collaborating toward developing a DBCI, 
behavior scientists have the responsibility to offer 
and prioritize the scientific requirements that the 
DBCI would need to meet in order to achieve an 

MVI status for early validation testing on route to-
ward optimizing the intervention. In other words, 
the agile approach focuses on rapid iterations to 
inform proximal success criteria. According to the 
Agile Manifesto, “Working software is the primary 
measure of progress” [26]. Proximal success criteria 
such as the users being able to log in, being able 
to set up an appointment with their care provider 
through a care portal, or being able to watch a video 
are certainly relevant. However, DBCIs are aimed 
at changing health behavior, and focusing on prox-
imal success criteria will render a usable product, 
but that product only becomes an intervention once 
it is capable of behavior change. To address the 
identified challenges, we propose the iterative, inter-
disciplinary, collaborative framework described in 
Table 1 and in the text below.

Predefine phase
The goal of this phase is to understand the end-user 
population, define the health outcomes and the re-
lated behaviors, identify the general intervention 
parameters and intended use, as well as the context 
of usage. Formative research may be necessary in 
this phase. For example, learning about end users 
can be done through methodologies such as inter-
views and focus groups (e.g., what do end users 
consider that they need in order to change a certain 
behavior) [52]. Better understanding the health out-
comes, behaviors to be targeted toward those health 
outcomes (i.e., empirical support for behavior-health 
outcome connection is needed to justify the selection 

Fig 1 | An iterative, interdisciplinary, collaborative framework for digital behavior change interventions.
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of targeted behaviors), and implementation context 
can be accomplished by conducting ethnographic 
research, interviews with stakeholders, observa-
tional studies (e.g., how do end users perform these 
behaviors in their daily lives; how will the interven-
tion fit with users’ health and daily routines; how will 
end users access the intervention; and who are the 
other relevant actors for the intervention’s success). 
This phase should set the foundation for addressing 
the engagement and intervention design challenge. 
At the same time, this phase should be used to lay 
the foundation for addressing health disparities by 
better understanding the outcomes, behaviors, im-
plementation context, and overall needs across a 
socioeconomically diverse population.

Although describing a circular and iterative pro-
cess, this framework does not imply that every new 
iteration needs to start with a predefine phase. New 
insights from one iteration can shape the define 
phase of a subsequent one.

Define phase
The goal of this phase is to define the intervention 
strategy and its conceptual model. The knowledge 
gained in the previous steps should inform the sci-
entific areas of inquiry, and in this phase, systematic 
reviews of existing evidence should be performed to 

inform the development of an intervention strategy, 
a conceptual model (i.e., the hypothesized pathway 
toward the desired outcomes or the mechanisms of 
action), as well as the selection of behavior change 
techniques and other intervention components.

The process of defining a behavior change inter-
vention usually involves determining the overall 
approach that will be used and then identifying the 
components of the intervention. Approaches such as 
the COM-B model of behavior [53] or IM [54] can be 
used to guide the intervention’s conceptual model 
and the identification of its unique components (i.e., 
behavior change techniques). The COM-B model 
draws from a single unifying theory of motivation, 
specifying the variables (i.e., determinants) that 
need to be influenced to change behavior [53]. On 
the other hand, the IM approach is a tool for plan-
ning and developing interventions, drawing from a 
wider range of theoretical models for identifying the 
intervention components. It maps the path from rec-
ognition of a need or problem to the identification 
of a solution. Depending on the solution’s scope, 
focus, and available paths for intervention, broader 
theoretical models, such as the socioecological 
model [55], can also be used for mapping out the 
intervention components by understanding the vari-
ables with impact on the behavior to be changed. To 

Table 1 | An iterative, interdisciplinary, collaborative framework for digital behavior change interventions

Phase 1. Predefine 2. Define

3. Design 
(a) Front-end (UI/
UX) 
(b)  Back-end 

architecture

4. Develop 
(a)  For testing in 

test environment 
(b) For production

5. Deploy 
(a) In test environment 
(b) In real-world 
settings

Aim Understanding the 
health outcome, 
behaviors, user 
population, con-
text of usage

Defining the inter-
vention strategy 
and its conceptual 
model

(a)  Ideating and 
creating wire-
frames, low/
high-fidelity 
prototypes 

(b)  Designing a 
system archi-
tecture with 
computational 
capabilities

(a)  Developing a 
low-fidelity, 
minimally viable 
intervention in a 
test environment 
(e.g., mobile 
testing platform) 

(b)  Developing for 
real-world set-
tings (e.g., app 
store)

(a)  Deploy in test en-
vironment to test 
audience 

(b)  Deploy in real-
world setting 

Type of 
research

Empirical research. 
Formative re-
search—if empir-
ical evidence is 
lacking

Systematic reviews, 
market research, 
including stake-
holders, and com-
petitive analysis to 
validate concept 

User testing Demo reviews (a)  Optimization and 
validation testing 

(b)  Big data analytics, 
real-world evidence 
(i.e., evaluation is 
focused on both 
engagement and 
behavioral/health 
outcomes) 

Stakeholders End users, stake-
holders, behavior 
scientists, product 
designers

Behavior scientists, 
subject matter 
experts, solution 
stakeholders 
(health care, com-
mercial, etc.)

Engineers (data 
architects), be-
havior scientists

Product leads, en-
gineers (software, 
data architects), 
scrum team, de-
signers, data sci-
entists, behavior 
scientists

Data scientists, be-
havior scientists, 
solution stake-
holders, end users
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facilitate replication and ensure a common language 
across interventions and domains, behavior change 
technique taxonomies such as the one proposed by 
Michie (2008) should also be used [56,57].

While the expertise of behavior scientists is lever-
aged to conduct the systematic reviews and to in-
form the conceptual model and the components of 
the intervention, other key stakeholders’ expertise 
is folded into the process to inform this stage (i.e., 
subject matter experts on the health topic). This 
phase should bolster the results obtained from the 
previous step and specify the scientific backbone 
of the intervention. In this phase, the intervention 
should have a conceptual or logic model, along with 
the proposed specifications for the proposed compo-
nents (e.g., what are the proposed behavior change 
techniques and what is the hypothesized mechanism 
of change through which they will impact the target 
behavior?). It is important to state that the scientific 
requirements are agnostic of technology and design, 
in that if a certain behavior change technique is re-
quired for an intervention (i.e., there is evidence 
indicating it as necessary), then the technology and 
design should be in its service.

Additionally, when such evidence exists, this 
phase should also develop the a priori (i.e., based on 
previous evidence) decision rules needed for adap-
tive interventions. When supported by previous evi-
dence, these preliminary rules should specify what 
component of the intervention should be offered 
for what users (e.g., personas) based on what criteria 
and at what threshold. To summarize, the outcome 
of this phase should be a comprehensive set of be-
havioral science requirements, based on evidence, 
that will inform the design and development of an 
effective DBCI.

Design phase
Front-end design 
The documentation provided in the previous step 
should enable designers to develop intervention 
flows or user journeys, as well as map out the user 
interaction and design features against the specific 
scientific requirements for the behavior change 
techniques embedded within the intervention. This 
step leverages a human-centered design process, 
with an emphasis on rapid prototyping and testing. 
Beyond designers’ expertise, a close collaboration 
with behavior scientists ensures that the behavior 
science requirements are met in the design assets. 
As wireframes and prototypes are designed, testing 
with users and stakeholders should be an ongoing 
process [58]. Usability and feasibility testing should 
be performed by sharing prototypes with relevant 
stakeholders to receive feedback. The key is testing 
early and often, with design iterations for improved 
usability made after each test. Methods such as card 
sorting, click-stream analysis, focus groups, inter-
views can be employed to gather both quantitative 

and qualitative data [59]. It is important to note that 
the role of this research is not to validate any scien-
tific claims about the DBCIs but rather to improve 
their usability. The goal of testing is to identify an 
optimal way for bringing the behavior science re-
quirements to life through design. The iterative, col-
laborative frame for conducting this phase should 
ensure the design of a highly usable solution, ad-
dressing the engagement challenge. Although the 
description above fits the front-end design of a 
smartphone app type of DBCI, the same steps can 
be taken for other types of DBCIs as well. For ex-
ample, text-based interventions may not require 
the same type of design assets, but they require 
content creation and decision rules, which can be 
similarly tested and improved in the same manner. 
Depending on the technology and aim of the inter-
vention, this phase is typically focused on iteratively 
improving usability and engagement with the inter-
vention, whether that comes through designing 
visual, written, audio, haptic, or other emerging 
types of technology modalities.

Through iterative testing, the voice of the user is 
integrated into the design, informing and shaping 
the solution for better engagement. To help ensure 
broad accessibility and usability, study design and 
sample selection during usability testing should en-
sure that the designs are tested within representative 
and inclusive sociodemographic samples. More so, 
to reduce the likelihood of design flaws that dispro-
portionately impact participants or patients from 
health disparities affected populations, disparities-
oriented use case scenarios should be included to 
allow the identification of skewed embedded as-
sumptions [60].

Back-end design 
This step should leverage the expertise of data and 
systems engineers to allow for a thoughtful consid-
eration of decision rules embedded in the user ex-
perience. Data capture (e.g., type of data, data level 
of granularity, and formatting) and integration pro-
cesses need to be considered (e.g., the DBCI could 
leverage data captured through a passive data col-
lection device, such as a wearable that could require 
data integration with a smartphone app), as well as 
the computational capabilities that are needed to 
deliver the designed user experience.

Develop phase
Developing for testing in test environments 
In order to live into Agile principles, instead of 
developing first for the real-world settings (e.g., app 
store), it is important to pilot-test the intervention in 
a test environment (e.g., mobile testing platform). 
This should be a low-cost endeavor, developing a 
minimally viable intervention, with a focus on gath-
ering data and evidence for intervention optimiza-
tion (e.g., improved decision rules). Depending on 
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the goals and research designs employed, evidence 
can also be used to support decisions for developing 
for real-world settings.

Developing for production 
In the development stage, a systematic collabor-
ation between software developers, data and sys-
tems engineers, behavior scientists, and designers is 
necessary to ensure that the solution is built to ac-
curately reflect the design specifications. Although 
a description of the scrum process [61] used when 
applying an agile approach to software development 
[62–64] is beyond the scope if this paper, it is im-
portant for behavior scientists to be familiar with the 
team structure and roles, as well as to have a good 
understanding of the phases in which their input is 
needed (e.g., Sprint review meetings in which they, 
as stakeholders, would review and provide input 
on what the development team has accomplished; 
demo testing to ensure adherence to the scientific 
requirements of the intervention). Beyond the atten-
tion to the front-end development, building an inte-
gration layer (e.g., interventions may require apps 
and connected devices) and a back-end architecture 
is essential. Adaptive interventions rely on modern 
data science methodologies, such as machine 
learning, which require specific architecture specifi-
cations. Data science, data architecture, and product 
analytics expertise should also be folded into the de-
velopment process to ensure the data infrastructure 
lends itself to the computational capabilities that 
will be employed in the implementation and evalu-
ation phase. The interdisciplinary nature of this ap-
proach should set the foundation for a solution that 
has a back end that can sustain personalization and 
optimization capabilities.

Deployment/implementation and evaluation phase
Deployment in test environments 
Beta versions (i.e., a version made available for testing 
in a lab-like environment, typically by a limited 
number of users, before being released to its intended 
audience) are deployed for testing and product opti-
mization [65]. Usability and feasibility pilots may pre-
cede the traditional randomized controlled trial and 
specific methods, such as microrandomized, trials 
may be used to provide a more resource-efficient 
way to evaluate and optimize the DBCI [66,67]. It is 
important to use this phase for assessing the DBCI’s 
impact on behavior change. If the iterative testing 
taking place in the design phase should keenly focus 
on engagement with the DBCI, in the deploy phase, 
it is important to move beyond that and to also assess 
engagement with the health behaviors (see above de-
scription on MVP versus MVI).

Deployment in real-world settings 
Post Beta validation and learning, once the DBCI 
is offered to its intended population, real-world 

evidence-advanced analytics should continue to im-
prove the intervention to maximize outcomes. While 
the specific methodologies may be dictated by the 
context of an intervention, DBCIs afford a cov-
eted stream of data: real-world evidence, objective 
data on interaction with the DBCI (e.g., product 
analytics, such as Google Analytics for web or mo-
bile apps), on the behavior (e.g., wearable data), 
and on users’ context (e.g., weather and geolocation 
data). Data science methods such as machine 
learning, data mining, and other modern analytic 
methods are needed to capitalize on intensive lon-
gitudinal data to identify factors that would inform 
intervention optimization [45,68]. Additionally, 
given the limited evidence available for setting 
complex and comprehensive a priori decision rules, 
more modern data analytic methods can now be 
used to refine and continuously adjust the decision 
rules to reflect in-context behavior and DBCI usage. 
More exactly, methods such as machine learning 
are needed to analyze the ongoing data captured 
(e.g., about the interaction with the DBCI, about 
real-time behavior, and/or about the users’ con-
text), and “train” the decision rules to accommodate 
the complexity of human behavior change [45,49]. 
Machine learning involves training algorithms to 
find patterns in data, making predictions and then 
learning from those predictions to improve them 
on its own [69]. By collaborating with data scientists 
and using advanced analytics methods, behavior sci-
entists can devise more efficient interventions. They 
can also advance the theoretical understanding of 
behavior change so that we can answer the big ques-
tion in behavior science: “What works, how well, 
for whom, in what settings, for what behaviors or 
outcomes, and why?” [70] evolving from a one size 
fits all approach to a more personalized one that is 
better suited to address the complexities of behavior 
chance across large and sociodemographically di-
verse populations.

In the implementation and evaluation phase, 
leveraging data science capabilities, in addition or 
in parallel to traditional research methods (i.e., for 
robust generalized causal inferences via effect size 
estimates), allows faster and more nimble learning 
cycles, in which dynamic algorithms are created and 
looped back to the solution—addressing the person-
alization and optimization challenge.

To summarize, our framework describes an itera-
tive, interdisciplinary, and collaborative process for 
developing, implementing, and evaluating DBCIs, 
highlighting the close partnership between behavior 
scientists, designers, data engineers, software devel-
opers, and data scientists, as well as on a continuous 
feedback loop from end users.

CONCLUSIONS
The proposed framework is meant to provide an 
approach for leveraging the expertise of behavior 
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scientists, UI/UX designers, data scientists, and 
data engineers, as well as for guiding the process 
of defining an intervention from its scientific back-
bone to its implementation and evaluation stages, 
describing the steps of an ongoing, dynamic learning 
loop that is set to respond to findings coming from 
the various rounds of testing and analysis conducted 
throughout the five proposed stages.

If DBCIs are to deliver on their promise, they 
can no longer look at behavior science as a source 
of static truth, a pool of knowledge from which to 
borrow, but rather DBCIs have to use their own 
capabilities to contribute to the behavior science 
field. In addition to engaging interfaces and ap-
pealing user experiences, DBCIs can also bring a 
continuous stream of data about real-time user be-
havior, their context, and their DBCI usage [71,72]. 
It is this data, along with the computational capabil-
ities to analyze it, that can advance the science of 
behavior change by providing the opportunities to 
better understand behavior change [47,48,50] in 
order to develop engaging, optimized, and person-
alized interventions.

Developing effective DBCIs depends on strong 
interdisciplinary partnerships among behavior sci-
entists, designers, software developers, system en-
gineers, and data scientists as no single group has 
sufficient expertise and resources to develop suc-
cessful, effective behavioral health technologies 
on its own [73]. Previously, most behavioral health 
research has been done exclusively in academic 
or medical settings at a pace dictated by govern-
ment research funding. We are now witnessing the 
emergence of new interdisciplinary collaborations 
between behavior scientists, data scientists, and 
software and data engineering. One example is the 
Human Behavior Change Project, which aims to 
develop an artificial intelligence (AI) system that 
can extract relevant information from intervention 
evaluations and build a knowledge base that can be 
used and improved as new information becomes 
available [74].

Several limitations of this model need to be con-
sidered. First, the proposed framework is intended 
to be generalizable across various professional set-
tings, from academia to industry and, therefore, it 
stays at a high level instead of providing granularity 
and specificity in methodology and content. It is in-
tended as a general model that can and should be 
modified and elaborated to fit the needs of a spe-
cific DBCI and the product iteration cycles, which 
are largely influenced by budgetary and scope con-
straints. We acknowledge that implementing such a 
framework may require certain collaboration plat-
forms or funding mechanisms. One such example 
is the Small Business Innovation Research (SBIR) 
program [75], which enables high-tech innovation 
through awarding Research and Development 
(R&D) efforts.

A second limitation is that the proposed frame-
work assumes a DBCI ecosystem that can be costly. 
Building platforms that can support machine 
learning and predictive analytics capabilities for 
just-in-time, adaptive DBCIs requires consider-
able resources, which may exceed the typical 
government agency funding opportunities and 
even various industry R&D budgets. More so, 
“real-time” individual personalization may not be 
possible to implement or sustain with current com-
putational capabilities at a large scale. Currently, 
personalization does not mean creating a treatment 
that is unique to an individual patient. That could 
be possible if a DBCI were to target tens of users 
(if the costs of its development and deployment 
is justified by the limited population it reaches). 
For DBCIs that could potentially reach millions of 
people, personalizing at an individual level is not 
feasible with current computational capabilities. 
Rather, just like personalized medicine [76], cur-
rent personalization capabilities involve relying on 
the ability to classify individuals into subgroups 
that are uniquely responsive to a specific interven-
tion component or instantiation of a component 
(e.g., UI/UX through which certain techniques are 
instantiated).

With these considerations in mind, and as with 
any scientific endeavor, the true value of such a 
framework has to be determined by assessing its re-
sults—the health impact it renders considering the 
resources it requires.

To conclude, while it is very likely that more 
complex partnerships models and collaboration 
platforms will emerge as technology and data sci-
ence will also evolve, the behavior science field 
no longer has to rely on siloed settings to produce, 
investigate, and implement its digital interven-
tions [73]. The proposed framework may inform 
practices in both academia and industry, as well 
as highlight the need to offer collaboration plat-
forms to ensure successful partnerships that can 
lead to more effective DBCIs toward better health 
outcomes.
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