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Abstract
The Internet of Bio-NanoThings (IoBNTs) is a novel paradigm that derives from synthetic biology and advances in nanotech-
nology for controlling the embedded nanodevices in various medical applications. However, numerous studies have focused 
on communication efficiency among the nanodevices in a given network, the challenges such as the design and the develop-
ment of the nanodevices, and the coordination of molecular communication within the wireless body area network (BAN), 
and the interface connection between the BAN and the Internet are yet to be addressed. Therefore, in this study, we present 
a framework analysis comprising of the compartmental model, for studying the effects and variances in drug concentration 
that occur inside intra-body nanonetworks through IoBNT, while taking into account the properties of target cells as well 
as the ligand-receptor binding mechanism. A performance analysis of the proposed framework for the forward link (i.e., 
from the Internet to the intra-body nanonetwork) and reverse link (i.e., from the intra-body nanonetwork to the Internet) is 
presented. The simulation results of the developed framework reveal its ability to enhance the delivery of therapeutic drugs 
to the target cell while minimizing the side effects in healthy cells.

Keywords  Nanonetwork · Molecular communication · Internet of bio-nanothings · Target drug delivery

1  Introduction

To improve existing technologies and introduce entirely new 
applications, there has been increasing interest in recent years 
in the application of nanotechnology concepts, tools, and 
devices. The main concept of nanotechnology is the manipu-
lation of materials at a particular and molecular level [1]. The 
application of bionano-technology considered in the present 
study is the IoBNT. The IoBNT expands upon the Inter-
net of Nanothings (IoNT) by using biologically embedded 

computing nanoscale devices. Furthermore, the IoNT and 
IoBNT stand as novel paradigm-shifting concepts for com-
munication among nanoscale devices interconnected through 
the Internet [2]. In recent times, the branch of bionano-tech-
nology that has attracted the greatest amount of attention is 
molecular communication (MC) [3]. MC is a new and prom-
ising mechanism that uses biochemical signals to achieve an 
information exchange among naturally and artificially created 
bio-nano-scale machines over short distances.

MC has been applied in fields such as nanomedicine [4], 
bioengineering [5], and environmental safety [6]. Other pos-
sible applications include intra-body sensing and actuation, 
intra-body connectivity and control, and environmental con-
trol and cleansing [7]. Although the present study focuses on 
the application of MC in nanomedicine for a wide range of 
uses such as targeted drug delivery (TDD) [8] and disease 
diagnosis, monitoring, and therapy [9], particular focus is 
given to TDD. A TDD system is a special form of drug 
delivery system in which the medicament is selectively tar-
geted or delivered only to its site of action or absorption, 
and not at the target organs, tissues, or cells. TDD seeks to 
concentrate the medication in the tissues of interest while 
reducing the relative concentration of the medication in the 
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remaining tissues. This improves the efficacy and reduces 
the side effects. It also reduces the frequency of drug intake 
and dosage, while maximizing the therapeutic indexes. The 
idea behind TDD and drug particle transport in the human 
body, as well as delivery to a specific tissue or organ, can 
be situated within the context of MC. This means that the 
transmitter is a drug particle, the information carriers are 
drug molecules, the communication channel is the blood 
vessel network, and the receiver is the target tissue [10].

The design of a nanodevice is based on biochemical mole-
cules or existing biological systems. Such nanodevices can be 
used as analytic and imaging tools, biochemical sensors for 
monitoring, and tissue engineering for in vivo tissue repair 
and reengineering, and summarily, for disease diagnosis, 
monitoring, and therapy [11]. These nanodevices have min-
ute dimensions and their biocompatible nature makes them 
powerful tools for manipulating biomaterials at the nanoscale 
level of organisms and systems. Furthermore, these nanode-
vices are minute; thus, it is easier to control their storage 
and computational capacity. However, to achieve specific 
tasks, their cooperation is necessary [12]. In intra-body 
nanonetworks or a BAN, the number of such nanodevices 
ranges from a few to millions. Thus, guaranteeing efficient 
communication among these devices in a given BAN is an 
important and challenging task. The concept of the IoBNT 
is derived from the need to enhance a given BAN and ensure 
a smooth coordination of the communication between the 
network and the nanodevices connected to other networks, 
which may be another BAN or a macroscale network such as 
the Internet. Through the IoBNT system, these nanodevices 
will execute some simple tasks such as detecting, captur-
ing, storing, releasing, and synthesizing molecules, as well 
as terminating the functional decomposition [13]. We use the 
terms nanonetwork and BAN interchangeably in this paper.

1.1 � Motivation and Main Contribution

The world is now struggling to find solutions using modern 
information communication technologies such as Internet 
of Bio-NanoThings (IoBNTs) to treat diseases of the time 
such as cancer, malignant tumors, and more recently, infec-
tious viruses such as SARS-CoV-2 and COVID 19, by tar-
geting the desired therapeutic medicaments by targeted drug 
delivery system (TDDS). Therefore, many of researchers 
have focused their efforts to introduce such solutions, with 
the help of molecular communications technology. We have 
introduced some contributions [14–20] in such area. Here, 
the fundamental goal of our proposed model is to achieve 
the desired therapeutic medicaments for delivering targeted 
drug molecules to the diseased cells and hence to reduce the 
side effects around healthy cells on the same site and thus 
improved the pharmacokinetic system.

The paper entitled in [21] discussed the body area net-
works (BANs) communication types. The authors have 
addressed some of the design challenges that still facing the 
BAN to become truly ubiquitous for a wide range of applica-
tions. The authors in [22] have addressed the area of molecu-
lar communication by discussing the molecular architecture 
layers, applications, design, engineering, and physical mod-
eling. They also have addressed the developing communica-
tion protocol challenges and the opportunities for making a 
large network from bio-nanomachines in future applications. 
The communication protocol challenge at the physical layer 
is addressed in [23], however, the authors have designed a 
protocol approach based on TCP idea. The receiver controls 
the duration symbol and the detection threshold to prevent 
inefficient protocol operation for limiting the stored number 
of the drug molecules in bio-nanomachines. On the other 
hand, the authors have addressed the congestion problem 
molecular communication-based diffusion [24]. They pro-
posed a reception model for both illustrating the dynamical 
behavior of the phenomenon and analyzing the root of it. 
Furthermore, their proposed model is effective in the range 
of the short distances. In [25], the authors have proposed a 
model for molecular communication in respective of molec-
ular network (MN). They have made use of this model to be 
used in TDD system as well as they showed the design chal-
lenges in developing such model. In [26], the authors have 
addressed the probabilistic approach challenge by proposing 
an information theoretical model and analyzing the TDD 
system based on the MC platform. The proposed model 
provided methods that can be used to define and quantify 
information exchange among system without needing details 
knowledge of the system. The security and privacy problems 
of molecular communication systems have been addressed in 
[27]. The authors discussed some open issues and challenges 
for specific directions of potential solutions and highlighted 
the main advantages and drawbacks.

There are many challenges facing engineering and the 
realization of a practical IoBNT that we mentioned above. 
These challenges include the design and the development of 
the nanodevices, the coordination of molecular communica-
tion within the BAN, and the interface connection between 
the BAN and the Internet. By employing the IoBNT, the 
previous studies have focused only on communication effi-
ciency among the nanodevices in a given BAN and their 
application in healthcare delivery systems for separating the 
drug molecules in the blood vessel channel until they reach 
the target site. However, these studies ignore the side effects 
that may occur in healthy cells. Such system may cause the 
drug to remain in the blood circulatory system for a long 
time. Further, the authors also have ignored certain diseases 
that are meant to be targeted with high precision such as 
tumors, which are highly localized and grow quickly. There-
fore, insufficient localization of the target site for tumor cells 
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has side effects, it is necessary to find a way that can control 
the emission of information molecules according to the envi-
ronment condition [28].

The innovation of this study focuses on the bio-cyber 
interfaces of the Internet of Biological Nanothings and its 
employing in a targeted drug delivery system, as shown in 
Fig. 1. We present an analytical framework based on a com-
partmental model for the IoBNT while taking into consid-
eration the targeted BANs which represented by the target 
tissue, and how to deliver therapeutic medicaments to a spe-
cific cell (diseased cell) in a way that minimizes side effects. 
Our main contribution in this paper is as follows:

1.	 Developing model for the delivery of therapeutic medic-
aments to the targeted or diseased cells.

2.	 Modeling a receiver with a specific ligand with a 
high-affinity binding to the receptors on the targeted 
cell which improve the effectiveness of therapies and 
increase the absorption of the drug molecules by the 
receptors at the surface of the target cell.

3.	 Evaluating the performance of the proposed framework 
in the forward and reverse links.

4.	 Providing the performance comparison with previous 
work

The rest of this paper is organized as follows. Section 2 
presents recent and important related review and research 
articles. Section 3 presents the system model. In Sect. 4, 
forward and reverse link based on the compartmental model 
is introduced; Sect. 5 introduces the extracellular and bind-
ing channel. Finally, the numerical results and discussion 

are presented in Sect. 6. The conclusion of the paper is pre-
sented in Sect. 7.

2 � Related Work

The health monitoring in the form of targeted drug delivery 
systems (TDDs) and the information technology communi-
cation (ICT) in the form of Internet of Biological Nanoth-
ings (IoBNT) are combined in order to provide the future 
healthcare technology or health tech. The paper entitled 
[29] represents descriptive scenario and system model of 
the IoBNT which applied it in advanced healthcare delivery 
system to handle one of the major challenges of the IoBNT, 
by display architecture and model of bio-cyber interface for 
connecting biochemical signaling-based bio-nanonetwork 
to the conventional electromagnetic-based the Internet. The 
analysis of this paper focused on the system that includes 
bio-cyber interface and the information propagation network 
of the blood vessel, which leads to the intra-body nanon-
etwork location. In [2] presents the architecture model of 
the IoBNT, which can apply the elimination process of 
nanodevices through the Internet when it is required. The 
idea behind this work is providing a deterministic model 
by allowing the communication interface between the 
nanotransmitter and the other nanodevices. It focuses on the 
self-annihilation, which describes that the nanotransmitter is 
responsible for sending the death command to nanodevices 
to eliminate the process inside intra-body nanonetwork by 
using natural cells. The authors [7] describe a new para-
digm of the IoBNT, while the author explains the source 

Fig. 1   Illustrative graphic of the system models
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of the IoBNT from a combination of synthetic biology and 
nanotechnology which the engineering of computing devices 
can cooperate with biological components. The biological 
embedded computing devices which depend on biological 
cells and their functionalities with biochemical domains that 
are helping on sensing and actuation in the intra-body and 
environmental control of toxic agents and pollution. This 
paper also explains that MC is considered as the commu-
nication media used by the IoBNT. In normal, the infor-
mation exchange between cells is based on the emission, 
transformation, synthesis, propagation, and the receiving of 
molecules by using biochemical and physical process. In 
[1] for achieving the effectiveness of TDD at the infected 
sites, they present MC-based TDD for delivering the drug 
therapeutic to numerous sites. In this work, the nanotrans-
mitter and nanoreceiver are injected into the targeted body’s 
system blood network and using the compartmental model 
for delivering the drug molecules to targeted sites. The idea 
of the effectiveness here is achieved by delivering drug on 
tissues surface. This effectiveness based on some parameters 
like the receiver radius, the diffusion characteristics, the total 
nanotransmitter volume capacity, and the concentration of 
the enzyme. But, this work not applying the IoBNT model 
for remotely controlling and delivering the drug molecules to 
target sites and elimination process. The work titled in [30], 
the MC paradigm as the information is conveyed through 
molecules by proposing a model of ADDs to consider the 
unique, the properties of antibodies, and their possibilities. 
The idea behind this model to solve some issues of pharma-
cokinetics models, as mentioned in the state of the art. As 
this issue is that some diseases like tumors are highly local-
ized and grow quickly and this model does not have enough 
temporal and spatial accuracy to achieve the efficiency of 
the ADDs. Although this proposed model solves the issue 
of the pharmacokinetics model, it is not applying the IoBNT 
model for remotely controlling the antibodies and spreading 
the drug molecules inside the target site.

As we mentioned above, most of the studies on the IoBNT 
focus only on the communication efficiency among the nan-
odevices in a given targeted BAN and ignore the physical 
interactions and the characteristics of the protein receptors, 
i.e., the side effects that may occur in healthy cells. On the 
other hand, other studies which focus on delivering thera-
peutic drug efficiently to diseased cells in the targeted site, 
ignore the efficient communication between nanodevices in 
this site. Even these studies did not use IoBNT for remotely 
controlling these nanodevices. In a complementary step with 
the related works, we present a framework based on com-
partmental models for targeted drug delivery system with 
taking into account the receptors binding mechanism. There-
fore, the innovation of this work is proposing an analytical 
framework based on compartmental model while taking 
into account the binding of ligand-receptor mechanism. We 

basically present the transmission analysis of the forward 
and reverse link of the bio-cyber interfaces in IoBNT, take 
into account targeted BANs, provide efficient communica-
tion between nanodevices inside the targeted site. Also, it 
takes into consideration delivering therapeutic drug spe-
cifically to diseased cells in targeted BAN in a way without 
keeping any effect on healthy cells in the same site. A com-
parison between the state of the art [1, 2, 29, 30] and the 
proposed model is illustrated in Table 1

3 � System Model

Figure 1 illustrates the proposed system model; it consists of 
the following units, Internet, access point, wireless channel, 
bio-cyber interface device, blood vessel channel, extracel-
lular channel, and finally, targeted cells. These units based 
on classical communication are modeled as the time-varying 
impulse response h1, h2, h3, h4, h5, h6, and h7, respectively 
[29]. In this study, we focus on modeling two stages the first 
stage from the wireless channel to a blood vessel through a 
bio-cyber interface while the medical personal sends unique 
binary code orders through the Internet. These orders func-
tions include releasing drug molecules, synthesizing, and 
sensing proper drug molecules. The Internet of things can 
be modeled as h1(t) and h2(t). For simplifying the analysis 
of the system, the effects of the delay and error occurring 
due to the Internet and access point are ignored. The second 
stage is from the blood vessel to the targeted cell through the 
extracellular channel. Our main objective in designing this 
model is to achieve the desired effects of therapeutic medica-
ment while preventing diseases from progressing quickly 
by localizing treatment in the specific or target cell through 
an end-to-end system. While minimizing the side effects in 
other healthy parts of the body, can occur by fast absorption 
and elimination of the dose.

Our system model is described as follows. First, starting 
from the medical personal that sending suitable order infor-
mation that is transmitted by the access point. Therefore, 
the communication between the medical personal, Internet, 
and the access point can be modeled as a wireless channel 
and its outputs as:

where x(n)(t) denote input signals and * indicates the con-
volution operator. The direction of the communication is 
determined by the superscript (n), while (f) indicates the for-
ward link from the medical personnel to the nanodevices in 
the targeted site and (r) indicates the reverse link from the 
nanosensors to the medical personnel. The model in Fig. 2 
consists of three nanodevices: Nano-R1, Nano-R2, and 
Nano-R3, and only one nanosensor. The Nano-R1 is injected 

(1)y(n)(t) = x(n)(t) ∗ (h1(t) ∗ h2(t) ∗ h3(t)), n = {f , r}
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into the vascular system that contains liposome as a nanocar-
rier and combines tasks such as stimuli response, long circu-
lation, and targeting characteristics [31–33]. This Nano-R1 
functions as a transceiver in the blood vessel to propagate 
the molecules to the targeted site through the extracellular 
channel after being influenced by external triggers such as 
PH, light, and enzymes. These external triggers are required 
to make the Nano-R1 release the drug molecules to the tar-
geted site after it leaves the blood vessel wall through the 
endothelial gaps on the surface of the wall referred to as the 
fenestrae. The model depends on two external triggers, PH 
and light; when these triggers act on the liposome, it starts 
to release its contents into the blood vessel.

The Nano-R2 is also a transceiver that synthesizes and 
emits the specified therapeutic drug. In our work, the Nano-R2 
is modeled as the receiver in the nanocarriers with a specific 
ligand for high-affinity binding to the receptors on the surface 
of the diseased cells at the targeted site. After the nanocarriers 
are released by the Nano-R1, they exit the blood vessel wall 
to reach the target site and bind the receptors on the surface of 
the Nano-R2 and release the therapeutic drug. The released 
molecules by the Nano-R1 propagates to the Nano-R2 space 
wherever the propagation of drug molecules are activated 
through receptor-mediation or direct diffusion. On the other 
hand, the Nano-R3 is used to emit molecules to make death-
initiating molecules for artificial cells according to [34]. The 
process of executing this self-annihilation in nanodevices is 
represented in [2].

The nanosensor is a bionanosensor device that has high 
sensitivity for sensing the presence of the nanocarriers in the 
blood vessel; it responds by emitting its molecules. According 
to [34, 35], the design of the nanosensor is modeled by using 
the entire cell or sensor molecules, such as in [36]. Biochemi-
cal kinetics and its operation are taken into consideration in 
constructing the mathematical model for the nanosensor. In 
this study, the drug molecules pass through two channels to 
get to the target (diseased) cell. The first channel is the car-
diovascular system (blood vessel network); in this channel, 
the propagation of the drug molecules is based on the com-
partmental model [37] and a conceptual reception space [38]. 
The second channel is the extracellular channel wherein the 
propagation of the drug molecules is freely diffused accord-
ing to diffusion coefficient surrounding a blood vessel in the 
target tissue or target site. Table 2 describes each part of our 
proposed model.

4 � Analytical Framework‑Based 
Compartmental Model

Figure 3 describes the proposed framework-based compart-
ment model which used in this work for the forward and 
reverse link. The idea behind using compartment model here Ta
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is to model the information molecules concentration inside 
the blood network and accounts the number of the molecules 
arrived to targeted site and bind to the specific diseased cell 
after being injected. As represented in Fig. 3, the blood ves-
sel system is the central compartment between bio-cyber 
interface and the target tissue.

4.1 � Forward Link

In forwarding link, as shown in Fig. 3 n1(t) represents the 
concentration of information molecules in the blood ves-
sel, while n2(t) is the information molecules concentration 
in the target tissue. vE(t) is the concentration function of 
the eliminated molecules over time, along with the elimina-
tion rate k10 . Furthermore, all the molecules affected by the 
reaction process, phagocytosis, and the adhesion process are 
absorbed by the non-targeted tissue inside the concentra-
tion. The liver is responsible for the elimination process. 
The first-order constants inside and outside compartment 
of target tissue for forwarding link are k12/k21 . The concen-
tration difference between the compartments, the fenestra 
size through the endothelial cell network, and the diffusion 
properties of the information molecules are affected by the 

Fig. 2   Illustration of the tar-
geted tissues with diseased cells

Table 2   System model description

Parameters Description

Φ Porosity
m0 The concentration of the molecules (Bio-

cyber interface)
K12 Kinetic constant
K10 Elimination rate
δ0 The concentration of bounding molecules
T Temperature
ξ Number of liposome
rR Reception space
R Distance between transmitter–receiver
K12,r Forward constant rate
KL Ligand-receptor binding constant
αm Michaelis–Menten constant
X Concentration of ATP
Nano-R1 Nanotransmitter (sender)
Nano-R2 Nanoreceiver (receiver)
Nano-R3 Elimination nanodevice
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constant rates. According to [13], these constant rates are 
influenced by these properties. The mathematical equations 
expatiating on our system for forwarding link in Fig. 3 are 
represented below:

where n1(0) = w(f ) , and n2(0) = 0 are the initial conditions 
in the forward link.

In our system for forwarding link as illustrated in Fig. 1, 
the medical personal sends signal which is converted to 
binary code by the bio-cyber interface to stimuli the car-
riers. In this study, using thermal and light as two stimuli 
for influencing the contents of the liposomes. Moreover, we 
used liposomes as nanocarriers for information molecules. 
According to [39], some nanocarriers, such as the liposomes, 
require some stimuli such as PH, magnetic field, light inten-
sity, and enzymes to emit their contents. The assumption 
here is that the molecule emitted by the thermal-responsive 
liposome is β, while the molecule emitted by the light-
responsive liposome is ψ, according to [29]. The procedure 
of releasing the molecules carried by the liposomes can be 
represented as the function of time according to [39]:

The rate of release, γ is equal to the rate of the first-
order constant. δT denotes the cumulative concentration 
of the emitted molecules where the release rate of the 

(2)
dn1(t)

dt
= −n1(t)(k12 + k10) + k21n2(t)

(3)
dn2(t)

dt
= −k21n2(t) + k12n1(t)

(4)n(t) = �T
(
1 − e−�t

)

thermal-responsive liposome is γt and the release rate of the 
light-responsive liposome is γl as γt, γl ∈ γ. The concentration 
of the emitted molecules function at a constant time can be 
expressed as the density function as follows:

We explain the period of injection as the time td when the 
emitted molecules were injected; the release process starts 
at tR. Hence, the output of the bio-cyber interface can be 
expressed as:

and

where ξ is the number of liposomes, to ensure that the 
information is delivered to the Nano-R2 and Nano-R3, we 
assume that the initial value of w(f ) is n0 and only one lipo-
some is used.

4.2 � Reverse Link

When the human body is malfunctioning due to lack of 
drug molecules delivery or other causes. The nanosensor 
that synthesizes the emitted drug molecules in the blood 
vessel sends the information to the IoBNT. Based on the 
bioluminescent reaction in [40], this reaction produces phos-
phate group (PP), adenosine monophosphate (AMP), and 
light hv. Thus, the bioluminescence intensity, I(t) equation, 
including the Luciferase, (LU) and adenosine triphosphate 
(ATP), can be expressed according to the Michaelis–Menten 
mechanisms thus:

where X and L are the concentration of ATP and LU, respec-
tively, αm, αL is the Michaelis–Menten constant and catalytic 
reaction constant, respectively. We can obtain the term L 
from the differential equations in [34] and based on the Hill 
function in [41, 42].

According to the interaction in the ligand-receptor mech-
anism which presented in [15], we consider the receptor-
mediated or direct diffusion of information molecules are 
responsible for activating the transcription factor into the 
cellular structure that depending on the concentration of the 
diffusing information molecules in contrast in [43] as the 

(5)�(t) =
d

dt

⎡
⎢⎢⎣
(1 − e−�t) ×

∞

∫
0

�(t)dt

⎤
⎥⎥⎦

(6)w(f ) =

td−tR

∫
0

��(t)dt

�0 = ��(t)
|||t=td−tR

(7)I(t) =
�lLX

X + �m

Fig. 3   A compartmental model from the bio-cyber interface to target 
cell and vice versa
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transcription factor was oscillatory input. Hence, we can 
represent the concentration of transcription factor, which 
describes the proposed bio-cyber interface as:

where w(r)(t) is biological signals and µ is the number of 
signal conditioning at the cellular structure surface. Subse-
quently, the concentration rates can be expressed by,

We consider at the instant, t = 0, c1(0) = 0 and c2(0) = f  
are the initial conditions. Additionally, m0 is the total con-
centration of the molecules emitted by the nanosensor. The 
term kl is the ligand-receptor binding constant and k12,r∕k21,r 
are the kinetic rate constants. In this work, the molecules 
follow the Brownian motion for the movement in and out of 
the compartments and through the blood network. The con-
centration functions of the molecules ni(t) and ci(t) include 
the Gaussian noise, according to [44]; specifically in this 
work, we use the normal distribution,N(0, �2) zero-mean, 
and variance σ2.

4.3 � Nano‑R2 model

The primary design of the Nano-R2 comprises of a lipo-
peptide membrane occupied by a target-ligand for targeting. 
The released drug molecules (liposomes) propagate through 
the tissue channel (extracellular channel) to the Nano-R2 
and binds to the ligand on the surface that is activated by 
receptor-mediation or direct diffusion. The concentration 
of the drug molecules g

(
t, r0

)
 and the concentration of the 

active drug molecules received within the conceptual recep-
tion space around the Nano-R2 [38] can be expressed by:

where D is the diffusion coefficient of the diffusion chan-
nel, r is the distance between the transmitter (Nano-R1) 
and receiver (Nano-R2) and rR is the radius of the receiver 
(Nano-R2). The information molecules are formed by a bio-
luminescent bio-receptor to produce LU [43, 45], which is 
a receptor protein developed by genetically engineering the 
LU genes in living cells [46, 47].

We assumed that the Nano-R2 has a position r0 , based on 
Eq. (11), in which the concentration of the emitted drug mol-
ecules can deduce r0 = rR as the drug molecules spotted at 
the space around Nano-R2. The drug released represents the 
concentration of the liposome that emits this drug, which is 

(8)m(t) ≈ �w(r)(t)

(9)
dc1(t)

dt
= −(k12,r + k10 + kl)c1(t) + k21,rm0c2(t)

(10)
dc2(t)

dt
= −k21,rc2(t) + k12,rc1(t)

(11)gn(t, r0)
D,r,rR
⟶ wn(t)

spotted at the immediate region of the neighboring membrane 
of the Nano-R1. Therefore, supposing the distance between the 
Nano-R1 and Nano-R2 is large enough to contain the radial 
solution, the diffusion of the information molecules from the 
Nano-R1 can be considered as the even distribution of these 
molecules around Nano-R2 at time t evenly. Thus, we can 
expatiate on the initial condition as follows:

where r is the distance from the Nano-R1 to the center of 
the Nano-R2 and Na is the amplitude of gR(0, r) . Thus, the 
concentration of the active drug molecules received in the 
reception space, rR is represented by the following equation:

where D is the diffusion coefficient medium. Therefore, the 
equations of the compartmental model for the reverse link 
are represented as:

where kl is the ligand-receptor binding constant.

5 � Extracellular and Binding Channel

In this section provides the mechanism of the forward link 
which occurs in the extracellular channel and the binding chan-
nel. As illustrated in Fig. 4, the molecules leave the blood 
vessel and reach the target cell through the extracellular chan-
nel. We consider this mechanism as a communication channel 
engineering problem and thus applying the convolution theory 
as follows.

5.1 � Extracellular Channel

The extracellular channel in the proposed model is between 
the blood vessel tissues and the surface of the target cells, as 
shown in Fig. 4. It depends on the interstitial pressure between 
the blood vessel walls and target cells. It is also influenced by 
the lymphatic flow and the binding of the extracellular channel 
model (ECM) molecules. As can be seen in Fig. 4, E(t) is the 
function of the extracellular channel and mE(t) is the function 
of the concentration of the extracellular molecules. The con-
centration of the molecules in ECM can be represented as the 
function of time as follows:

(12)gR(0, r) =
1

4�r
Na

(13)f =
D ⋅ Na ⋅ (r − rR)

2

2
√
�(Dt)3∕2r

e
−(rR−r)

2

4Dt

(14)w(r)(t) = klc1(t)

(15)mE(t) = E(t) ∗ n2(t)
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where E(t) is the impulse response of the extracellular chan-
nel, and n2(t) denote the concentration of the drug molecules 
in the target site, while ∗ denotes the convolution operator.

Additionally, the movement of the molecules in the 
ECM channel may be explained as the difference between 
the tissues in the body, which is depending on the geom-
etry, arrangement, tortuosity, and density. Therefore, the 
movement of the molecules varies in different parts of the 
body. We denote the diffusion coefficient around a blood 
vessel as DE, while we represent the structure of the ECM 
with froth. The movement of the molecules is considered 
random motion; the molecules collide with the membrane 
of the cells. This affects the concentration distribution of 
these molecules. According to [32, 35], the characteris-
tics of the tissues have the potential to infer an expression 
to DE by using the theory of transport in porous media. 
Practically, the transport or the movement in the ECM 
is dependent on the diffusion; thus, the transport by the 
interstitial pressure difference is ignored. The transport of 
the molecules by the diffusion coefficient in the ECM can 
be expressed in the function as follows [30]:

where DE is the diffusion coefficient of the diffusion chan-
nel in the ECM and z is the counterpart to the target cell, 
and k12 is the kinetic constant which represents the first-
order rate reaction between the drug molecules and other 
molecules. According to [1], the diffusion coefficient in the 
ECM depends on some parameters, as illustrated in the fol-
lowing equation:

where Φ is the porosity that gauges the propensity of the 
tissues’ component to pass the drug molecules to the tar-
get cell, denoting the tortuosity which is the arc length of 
the link between the input and output of the channel over 
geometric distance, following [15], the value of tortuosity k 
must be high. Therefore, we considered the crowded protein-
loaded environment into consideration and thus the value 

(16)E(t) =
1√

2�DEt
exp

�
−z2�

4DE + k12
�
t

�

(17)DE =
�

k
D

of k = 9. Finally, the parameter D is the diffusion coefficient 
medium that is used in Eq. (13).

5.2 � Binding Channel

In the binding channel model, the receptors at the surface of 
the target cell have the capability of binding the molecules to 
come from the ECM. This binding is affected by the chemi-
cal affinity between the receptors at the surface of the target 
cells and the molecules from the ECM as well as the physi-
cal pressure resulting from the flow of these molecules in the 
ECM. As illustrated in Fig. 4, the function FB represents the 
receptors-binding channel, and the output y(t) is the func-
tion of time that represents the concentration of the drug 
molecules bound to the targeted cells:

The receptor-binding channel probability FB depends on 
some parameters, the total concentration of the drug mol-
ecules bound to the receptors on the surface of the target 
cell. As well as the ideal gas constant and the temperature of 
the patient as illustrated in the Section of numerical results.

6 � Numerical Results and Discussion

In this section, we present the numerical results of the pro-
posed framework-based IoBNT. The performance evalua-
tion is considered for delivering the drug molecules to the 
diseased (targeted) cells, while ensuring there is no side 
effects on the healthy cells, and the reactiveness of these 
cells before binding to the drug molecules. The effectiveness 
of the proposed framework from the medical personnel to 
the diseased (targeted) cells is evaluated according to:

1.	 the porosity, Φ which is responsible for passing the drug 
molecules to the diseased cells,

2.	 the concentration, δ0 of the emitted molecules bound to 
the diseased cells, and

3.	 the effectiveness of some parameters such as k12 and 
k10 and the varying values of some parameters on the 
reverse and forward links.

(18)y(t) = FB × mE(t)

Blood Vessel  Channel 
n1(t)

Binding Channel 
FB

Extracellular Channel 
E(t)

Receptor-binding 
conceptDrug molecules

n2(t) mE(t)

y(t)
w(f)

Target cell

Fig. 4   The block diagram of the forward link, including binding channel
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We campaign the simulation by using MATLAB for con-
firming our results. We use the default parameters for each 
plot as depicted in Table 2. Furthermore, for choosing the 
implemented parameters for each scenario, we used the pre-
vious experiments performed in [1, 2, 29, 30, 48, 49]. The 
effectiveness parameters that will be used in the evaluation 
performance in this study are listed in Table 3:

6.1 � Effects of Drug Concentration in Forward Link

The results in Fig. 5 illustrate the effects of the various 
parameter values on the concentration of the drug bound 
for the diseased (targeted) cells. We used (2), (3), (15), (16), 
and (18) to obtain these results. Figure 5a shows the varying 
values of porosity, which estimate the shape of the ECM, for 
allowing the drug molecules to pass through the blood capil-
lary to the infected cells inside the target tissues. Further-
more, as shown in Fig. 5a, a higher porosity increases the 
concentration of drug molecules on the surface of the dis-
eased cells, and the higher the binding by these cells inside 
the target tissues and at the same time the lower the binding 
probability by healthy cells within the same region. This 
leads to a rapid absorption by infected cells, increasing the 
plasma concentration, decreasing the latency and resulting 
in a fast elimination for the dose, and leading to a decrease 
in the duration of the effects.

By contrast, the effects of the varying values of the emit-
ted molecules from the bio-cyber interface encapsulated by 
liposome and spread within the blood vessel network are 
as shown in Fig. 5b. Moreover, it can be seen in Fig. 5b 
that a higher concentration of emitted molecules leads to an 
increase in the concentration of the drug molecules around 
the reception space of the diseased cells inside the target 
nanonetwork (target tissue). This means the emitted mol-
ecules efficiently reach Nano-R2 as drug molecules and 

increase their binding with the diseased cells, reaching 
Nano-R3 as information molecules for eliminating the dose.

Figure 5c shows how a higher constant forward rate k12 
leads to an increase in the concentration of the drug mol-
ecules around the reception space inside the target nanon-
etwork (target tissues). Furthermore, Fig. 5c shows that 
this parameter depends on the difference in concentration 
between the compartments, as well as the fenestra size 
through the endothelial cell network and based on the dif-
fusion properties of the information molecules. It does not 
have control over this parameter.

We can determine the effects of the variation in the elimi-
nation rate, k10, in Fig. 5d. Based on this figure, it can be 
seen that k10 impacts both the concentration of the drug 
molecules bound to the infected cells and the IoBNT. This 
implies that a higher value of this parameter leads to a rapid 
elimination, decreasing both the peak of the plasma concen-
tration and the duration of the effects.

Figure 5e, illustrates the effects of single and multiple 
liposomes carriers of the drug molecules in the concentra-
tion of drug around the diseased cell inside targeted intra-
body nanonetwork. We used in our proposed model one lipo-
some as a default, but as shown in Fig. 5e by increasing the 
number of liposomes, it gives a high concentration of the 
drug molecules which bounded to the receptors of the sur-
face in the reception space around diseased cell. Moreover, it 
achieved to improve the therapeutic drug by modifying drug 
absorption and reducing the toxicity around healthy cells. It 
also, helped to control the drug distribution by properties 
of the liposomes which bounded to the diseased cell. So, it 
leads to there is no effect of any physicochemical character-
istics of the drug in intra-body nanonetwork.

6.2 � Normalized Concentration in Reverse Link

We employed (7), (8), (9), (10), and (14) to obtain the results 
in Fig. 6. The results indicate the effects of the varying 
parameter values on the normalization of the biolumines-
cence intensity. Figure 6a shows the effects of the different 
values of parameter rR, which is the radius of Nano-R2, indi-
cating the reception space around the diseased cells inside 
the targeted nanonetwork. The plot indicates that increasing 
the surface area results in a higher concentration of the drug 
molecules around the infected cells. This means that increas-
ing the activated molecules binding to the receptors on the 
surface of Nano-R2 decreases the latency and the side effects 
around the healthy cells at the same site. Moreover, in this 
study we consider the size of the fenestrae in the ECM for 
transporting the drug molecules to the infected cells; there-
fore, we set the maximum radius of Nano-R2 to 150 nm as 
the default.

The plot in Fig. 6b shows that the short distance between 
the nanotransmitter Nano-R1 and the nanoreceiver Nano-R2 

Table 3   Default simulation 
parameter

Parameters Value

Φ 0.5
m0 5 µm
k12 0.373 min−1

k10 0.172 min−1

δ0 0.7 Ml
T 37 °C
ξ 1
rR 60 nm
R 10 µm
k21,r 0.073 min−1

k
L

0.001 min−1

αm 15 µM
X 40 µL
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Fig. 5   The variance of drug concentration in the forward link
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leads to more rate diffusion from the high intensity of the 
drug molecules around Nano-R1 to the low intensity of the 
region around Nano-R2. This means that increasing the 
peak of the plasma concentration around the infected cells 
also increases the uptake of the drug molecules through the 
receptors on the surface of Nano-R2, and that there are no 
free drug molecules binding to the healthy cells. By contrast, 
the large distance between Nano-R1 and Nano-R2 decreases 
the plasma concentration around diseased cells, leading to 
more free drug molecules binding with healthy cells at the 
same site. It is therefore better to keep the distance short to 
decrease side effects around healthy cells.

As shown in Fig. 6c, the higher values of kLincrease 
the normalized concentration; thus, the bio-cyber inter-
face becomes more efficient at detecting the information 
molecules. This parameter depends on the distribution of 

the molecules outside the vascular space and entering the 
bio-cyber interface. It also depends on the concentration of 
the receptors, which means the size and number of infor-
mation molecules.

Figure 6d shows the effects of the values of the elimi-
nation rate k10; this parameter influences both the perfor-
mance of IoBNT and the bioluminescence intensity, and 
measures the loss of the information molecules result-
ing from the reaction process, adhesion process, elimi-
nation by the liver, and absorption through non-targeted 
cells. Therefore, the higher the value of this parameter, 
the higher the bioluminescence intensity. As mentioned 
above, increasing the value of this parameter leads to a 
fast elimination of the dose and a decrease in the duration 
of the effects.

Fig. 6   The variance of normalized concentration in the reverse Link
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6.3 � Effects of the Binding Parameter 
on the Concentration of the Drug 
to the Diseased Cells

As described above, the binding parameter FB represents the 
relationship between the molecules around the target cell 
and the molecules bound to the receptors at the surface of 
the target cell. Furthermore, we employed an equation mim-
icking FB as follows [10]: 

Figure 7 shows the effects of the values of certain param-
eters on the concentration of the drug molecules. As illus-
trated in Fig. 7a, a higher value of m0 leads to an increase in 
the value of the binding parameter. Thus, we demonstrated 
that increasing the concentration of the drug molecules 
around the target cell leads to an increased binding of the 
receptors at the surface of the target cell, all of which leads 
to an increased absorption by the diseased cells and a mini-
mal loss of drug molecules, along with a decrease in the 
side effects. Figure 7b shows that increasing the value of 
k12 increases the sizes of the endothelial cells, which sepa-
rates the target BAN from the blood vessel. This means that 
increasing the diffusion of the drug molecules around an 
infected cell can lead to an increased binding of the receptors 
at the surface of the target, or diseased, cell.

FB =
m0

RT
k12.

6.4 � Performance Comparison

In this section, we present the performance comparison 
between our proposed model and the previous work which 
verifies the same behavior of the proposed model in forward 
and reverse link. Additionally, we study the influence of sys-
tem’s parameters on the performance as follows.

•	 Forward link
	   Figure 8a shows a performance comparison based on 

the concentration of the drug molecules for the forward 
link between our proposed model and previous studies. 
The simulation parameters of this comparison are listed 
inside the figure. As we can see, the proposed model veri-
fies the same performance as in previous work; however, 
the proposed model is significantly superior, achieving 
a higher concentration for drug molecules spread from 
a bio-cyber interface to the target site. In addition, the 
proposed model is capable of preventing the occurrence 
highly localized and quickly growing diseased cells by 
taking into account the target site, the distance between 
the nanotransmitter and nanoreceiver, and the binding 
receptors around the nanoreceiver space. Moreover, the 
duration time of the drug molecules in the blood ves-
sel network until reaching the infected cells in the target 
site through the endothelial cells is reduced, because the 
proposed model considers the porosity of the endothe-
lial cells. Subsequently, the proposed model can decrease 
the side effects around healthy cells during target drug 
delivery and achieve a good plasma concentration when 
compared with the previous approach.

Fig. 7   Effects of binding parameters on the concentration of drug
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	   Figure  8b shows the performance comparison of 
the bioluminescence intensity received by the recep-
tion space around the infected cells in a reverse link for 
the proposed model and previous study. As shown, the 
proposed model clearly achieves high bioluminescence 
intensity for the molecules around the reception space 
of the diseased cells by considering the radius of the 
reception space as compared with the previous method. 
Because the proposed model can achieve a fast absorp-
tion by applying a high affinity of the receptors on the 
surface of the targeted cells as well as it can decrease 
the side effects of the targeted drug delivery in the for-
ward and reverse links as compared with the previous 
approach.

	   Figure 8c illustrates the influences of k10 on the con-
centration of the drug molecules which bounded to the 
targeted cells. Obviously, increasing the value of k10 leads 
to fast elimination process between nanodevices in the 
previous work wherein it is looked that there is no more 
drug molecules concentration around diseased cells as 
shown the peak of plasma concentration of red curve. In 
contrast, the proposed model exploits the increasing of 
k10 and thus providing a good concentration of the drug 
molecules at the reception space around diseased cells. 
Furthermore, the proposed model provides an efficient 
communication between nanodevices in the targeted 
nanonetwork but not finishing the elimination process 
between these nanodevices until ensure that most of the 
drug molecules bounded by the ligand-receptors at the 
reception space around diseased cells.

•	 Reverse link

	 Figure 9 illustrates the performance comparison of the 
bioluminescence intensity received by the reception 
space around infected cells in reverse link for the pro-
posed model and pervious work. As we can observe, the 
proposed model has high bioluminescence intensity for 
molecules around the reception space of diseased cells 
by taking into consideration the radius of the reception 
space comparing with the previous work. Owning to the 
proposed model can achieve fast absorption by apply-
ing the high affinity of the receptors on the surface of 
the targeted cells. Therefore, the proposed model based 
on IoBNT can decrease the side effects of targeted drug 
delivery in forward and reverse link comparing with the 
previous work.

	 When compared the proposed model with the previous 
work [29], we could conclude that, the proposed frame-
work takes into account the physical interactions of the 
receptor proteins with the received ligand as well as the 
characteristic parameters of the targeted receptors. Sub-
sequently, it can achieve a fast absorption, reduce the 

Fig. 8   Performance comparison between the proposed model and the 
previous work in forward link
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duration time of the dose advection and diffusion in the 
blood stream, and thus reduce the side effects. In other 
words, the drug molecules precisely locate the diseased 
cells without affecting the healthy cells. In addition, it 
prevents highly localized and quickly growing diseased 
cells. Therefore, the proposed framework based on 
IoBNT can be considered as a promising step toward the 
engineering of a targeted drug delivery system.

7 � Conclusion

We presented a framework-analysis-based compartmental 
model of IoBNT for application to the healthcare industry. 
We studied the effects and variances of a drug concentration 
around diseased (targeted) cells inside an intra-body nanon-
etwork. We also modeled a BAN using a high-affinity ligand 
to increase the binding with the receptors at the surface of 
the target cell. The effects of the system and the binding 
parameter on the performance of the IoBNT were analyzed. 
The analysis and numerical results of the proposed IoBNT 
were verified through a simulation. The results indicate that 
the developed compartmental-model-based IoBNT enhances 
the delivery of drug molecules to diseased cells with mini-
mal side effects when compared with a previous model.
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