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ABSTRACT

Coronavirus disease 2019 (COVID-19) pandemic vaccination campaigns globally have been unlike any
effort in history. In the United States, the success of these efforts, in part, has hinged on the timely capture
and reporting of an unprecedented amount of data from a significantly greater number of administering
providers than for routine vaccinations. The pandemic response has highlighted the need to explore the
status and value of vaccination data as the critical glue that connects all aspects of the upstream US
vaccine development and downstream vaccination delivery system. In this review, we examine immuni-
zation information systems and the role that data and staffing play in pandemic responses. We offer three
strategic recommendations—regarding funding, expanded provider enrollment, and data reporting—
informed by a literature review, a survey and focus group from a convenience sample of 22 immunization
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jurisdictions, and the vision for enhanced data flow to improve future pandemic responses and routine

vaccination.

Introduction

The global coronavirus disease 2019 (COVID-19) vaccination
campaigns are unlike any effort in history, characterized by
complex storage and handling requirements, tiered rollout (i.e.,
priority access groups), and vaccination under Emergency Use
Authorization.' ™ In the United States, one of the first countries
to roll out vaccines (fully vaccinating 62.3% of the population
aged 5 years and older as of 6 January 2022)," success hinged on
the timely capture and reporting of an unprecedented amount of
data from significantly greater numbers and types of providers
administering COVID-19 than routine vaccines.

The evolving pandemic and subsequent response in the
United States has highlighted the need to strengthen the vacci-
nation infrastructure and its importance, particularly for
adults. An evaluation of the effort provides some insights that
may be useful to the United States and other nations in
strengthening adult immunization programs.>® In this review
article, we summarize the current state of understanding of the
US National Vaccine Program and its network of IIS in the
context of the COVID-19 pandemic response and the policies
and practices put into place to respond to the COVID-19
public health emergency. We draw on this experience and
characterize lessons learned to date that can inform improve-
ments to the routine vaccination delivery system and support
the next pandemic. The outcomes from improvements include
improved quality of adult vaccination records being captured

in IIS and increased use of such data. Vaccination records are
critical to informing clinical decision-making, public health
strategies, and program interventions to address disparities in
vaccination coverage.

Background

The US National Vaccine Program has long sought a system
that provides a comprehensive vaccination record that can be
accessed by health-care providers and patients, regardless of
where an individual receives vaccines.”” Globally, other mid-
dle- and high-income countries face this same challenge, as
well as developing countries which heavily rely on paper-based
systems to register those who have been vaccinated.”?
Immunization information systems (IIS) are confidential,
population-based, computerized databases that record all
immunization doses administered by participating providers
to persons residing within a given geopolitical area. At the
point of clinical care, an IIS can provide consolidated immuni-
zation histories for use by a vaccination provider in determin-
ing what vaccines people need according to the national
vaccination schedule for children, adolescents, and adults. At
the population level, an IIS provides aggregate data on vaccina-
tions for use in disease surveillance, program operations, and
guiding public health action with the goals of improving vac-
cination rates and reducing vaccine-preventable disease.
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In the United States a national IIS does not exist

Congress opposed a single national IIS in 1994,'* and as
a result jurisdictions created their own unique systems whose
data were not collated at a national level. These systems are
governed by state and local jurisdictions and are designed to
solve local challenges.'>'® These IIS emerged within the
boundaries of the 64 immunization jurisdictions, comprising
all 50 states; the District of Columbia; five cities; and eight
islands and territories that make up the US National
Immunization Program.'” Prior to broad adoption of electro-
nic health record (EHR) systems, many state and local jurisdic-
tions developed immunization registries to manage patient
vaccination data. Over time, standards-based systems evolved
that require uniform approaches to data reporting and
exchange.'® Before the COVID-19 pandemic, there was no
collective way to report de-identified data to the federal level.

Figure 1 shows the movement of data in COVID-19 vaccina-
tion campaigns beginning at various points of care, including
health-care providers, pharmacies, hospitals, long-term care facil-
ities (point 1 in Figure 1). These sources send vaccination records
to the jurisdictional IIS in which doses were administered (point 2
in Figure 1), ideally through automated data exchange. These data
may be exchanged with other jurisdictional IIS (IIS-IIS Exchange)
when individuals cross jurisdictional boundaries. De-identified
COVID-19 data are sent to the federal level for national surveil-
lance, in near-real time (point 3 in Figure 1). This is not typical for
routine vaccinations. However, regardless of vaccine, three types
of users typically access vaccination data: health-care providers,
state and local public health authorities, and parents and the
public who need these vaccination records. Records are used for
clinical decision-making, outbreak response, and enrolling chil-
dren in school, respectively (point 4 in Figure 1).

The federal government purchased all COVID-19 vaccines
for vaccination programs. As part of the provider enrollment
agreements, all vaccinators agreed to report vaccine adminis-
tration data (within 24-72 hours of administration), vaccine
inventory, vaccine wastage, and adverse events to the federal
government.w’20 To achieve this reporting requirement, local,
state, and federal public health authorities rapidly modified
and enhanced existing vaccine delivery and reporting systems
that manage vaccine allocation and distribution and monitor
vaccine uptake."***' The COVID-19 vaccination distribution
and reporting system was built upon the existing infrastructure
of the pre-pandemic adult and childhood vaccination program
(e.g., centralized vaccine distribution system used to order,
distribute, and manage over $4 billion in vaccines).'>**"**
The COVID-19 mass vaccination program leveraged public
health partnerships that were created (e.g., linkages with phar-
macies) and strengthened (e.g., with professional organiza-
tions) over a decade ago when responding to the HINI1
pandemic.’” As in the earlier 2009-2010 HIN1 pandemic, the
federal government purchased all COVID-19 vaccine doses for
use in vaccination programs at no cost to patients, and provi-
ders were able to claim a vaccine administration fee from
public and private payors as well as seek payment for unin-
sured individuals through the federal government’s uninsured
adults program.'>*"**

Hundreds of millions of federal dollars have thus far been
invested in support of national, state, and local immunization
systems in response to the COVID-19 pandemic.”>*® As
a result of these significant investments, public health officials
were able to increase staff capacity and support for fundamen-
tal improvements to immunization infrastructure. The results
include enhancing IIS to support more automated bidirec-
tional data exchanges; exchanging data with other jurisdictions

complete vaccination records

[1S-11S Exchange Automated send and receive data to ]

” Data Sources

Sources send and receive
R o
% r vaccination records
W . >
/\E /\H Health Care Providers
M

Use information to see
Health Care Providers,

Jurisdictional Immunization
Information System (11S)

1IS consolidates records from multiple

v v i
National

e Surveillance

Federal

government
De-identified (205, O] 1tes
records

data to manage
vaccination
coverage rates
and vaccine
inventory

sources

which vaccinations their
patients have had and may
Pharmacies, Hospitals,
Long-Term Care,

need
Public Health,
Occupational Health,

Urgent Care, etc. outbreak response)

State and Local Public Health Authorities

Use data to develop programs to increase vaccination
coverage and decrease harm from VPDs (e.g., manage

|

Parents and General Public

Use records to enroll children in schools and daycare and
determine when they need vaccinations. (e.g., through a
consumer access portal)

Figure 1. The flow of vaccine information in COVID-19 vaccination campaigns through the immunization information systems to end users: health care providers, state

and local public health authorities, parents and the public.



(although in its infancy); expanding provider enrollment;
improving immunization data reporting and analysis; increas-
ing outreach and education for both consumers and providers;
launching long-standing priority initiatives that lacked funding
(e.g., consumer access portals); and strengthening partnerships
with providers and consumers. Access to near-real-time data
allowed jurisdictions and federal agencies to monitor vaccina-
tion coverage trends, predict areas of vulnerability to out-
breaks, and identify strategies to help mitigate the effects of
the pandemic.

Methods

In this review article, we summarize the current state of
understanding of the US national vaccine infrastructure
and the role of IIS as a tool in the COVID-19 pandemic
response. Recommendations were gathered from an ana-
lysis of the peer-reviewed and gray literature, as well as
from findings from a seven-question on-line survey admi-
nistered to all 64 immunization jurisdictions from
November to December 2021. In late December 2021,
a one-hour virtual focus group was conducted with 22
survey respondents. Participants discussed findings from
the survey including expanded sites for vaccination; chal-
lenges with enrolling providers in the program; ways to
increase the number of doctors and health-care providers
connected to and reporting data to the IIS; how vaccina-
tion records are sent to IIS; and which long-term invest-
ments are important to sustain. Findings were validated
with the expertise of the authors representing the
Association of Immunization Managers, the American
Immunization Registry Association, a local health depart-
ment, and AMDA—The Society for Post-Acute and Long-
Term Care Medicine. Resultant lessons learned and
recommendations are stratified by vaccination user type
(health-care providers, state and local public health autho-
rities, parents and the general public) as described in
Figure 1.

Results

Lessons learned are described alongside associated recom-
mendations to strengthen the US National Vaccination
Program. Participants described how mandatory reporting
of COVID-19 vaccination data made it possible to strate-
gize and inform decisions on where to focus resources and
tailor interventions for unvaccinated individuals. This
requirement, a mandatory provision of the federal
COVID-19 provider agreement, provided a glimpse into
how a centralized system might benefit the three user
types (Figure 1). Three strategic recommendations to sus-
tain this vision are listed in Table 1 by data user type and
include (1) investing financially in the long-term needs of
each user, (2) expanding provider electronic data exchange
to promote provider connections to the IIS, and (3) con-
ducting a systematic review of IIS reporting mechanisms of
vaccination data to the federal level.
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Recommendation 1: Invest in the financial long-term
needs of users: health care providers (in financial
outlay costs), public health authorities (in staffing and
immunization technology infrastructure), and parents
and the public (in access to complete vaccination
records)

The implementation of an IIS is a significant commitment of
resources at the national and subnational levels and includes
investments in human resources, technology, and policies. In
the United States, public health vaccination programs and IIS
have been chronically underfunded for decades, subjected to
boom-and-bust funding cycles. IIS require system enhance-
ments and modifications to meet evolving needs. Technology
investments today carry a cost into the future for routine
maintenance and staff to operate and maintain these invest-
ments. As is the case with one-time funding, funds spent on
efforts that offer a temporary benefit are unlikely to improve
the long-term stability of IIS. While all jurisdictions currently
have some form of an IIS, long-term funding is needed to
ensure (1) financial outlays to health-care providers to connect
to IIS, (2) trained staff and technology investments, and (3)
access to immunization records for parents and the public.

In an optimal system, providers and IIS are connected
bidirectionally, meaning providers can query the IIS to receive
data on vaccines administered outside of their provider setting
and on individual vaccination recommendations. A central
role of IIS is consolidating data from a range of sources and
ideally exchanging data with other jurisdictions (Figure 1). In
a unidirectional connection, providers only report doses they
administer to the IIS. For providers without an electronic
connection, they must manually (e.g., through an IIS user
interface) report doses administered to the IIS. The bidirec-
tional exchange of data is critical to support providers at the
point of care and assists in population health management,
including the ability to assess vaccination coverage at the
population level to evaluate which communities may be more
vulnerable to outbreaks due to low vaccination rates.

Doctors and health-care providers need financial support
to connect to IIS

Bidirectional exchange is important to help providers make
informed decisions at the point of care. IIS offer clinical deci-
sion support functionality, as do many EHRs. Immunization
clinical decision support is the system’s (e.g., IIS, EHR) auto-
mated review of an individual’s vaccination history compared
with vaccination recommendations, and it produces specific
vaccine recommendations. IIS data are critical for accurate
clinical decision support. In the past decade, the federal gov-
ernment incentivized providers and hospitals to adopt EHR
systems to exchange vaccination data between health-care pro-
viders, patients, and jurisdictional IIS. Electronic data
exchange minimizes the burden to report and allows providers
to query the IIS for their patients’ record when vaccines were
administered elsewhere (e.g., mass vaccination site).'> Many
health-care providers, such as large-chain pharmacies, have
been able to adopt similar capabilities without incentive
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Table 1. Recommendations to support vaccination data users under routine
administration and public health emergencies.

Table 2. Needs of state and local public health authority for workforce develop-
ment and technological systems modifications.

State, local, and
federalpublic health
authorities

Parents and general

Health-care providers public

RECOMMENDATION 1.
Invest financially.

Specifically, invest long-
term financial outlays
to support automated

Invest resources in
ongoing long-term
needs, such as

Identify and invest in
long-term resources
to support access to

electronic data workforce complete
exchange development and vaccination records
connections between technology for individuals and

providers and
immunization
information systems to
help ensure accurate
consolidated records
for patients.

infrastructure, to
support data
exchange, data use,
and program
operations.

parents.

RECOMMENDATION 2.
Expand provider
electronic data
exchange by
establishing an
incentive program to
promote provider
connections to the IIS
for systems, including
pharmacy and long-
term care systems, to
standardize
interoperability.

RECOMMENDATION 3
(To federal
authorities). Conduct
a systematic review of
IS reporting
mechanisms of
vaccination data to the
federal level to
improve the quality,
type, and efficiency of
reporting by state and
local jurisdictions.

payments; however, smaller independent pharmacies and
many nontraditional providers have been only partially able
to connect, often, unidirectionally. Because these investments
incentivized provider EHR connections to IIS, many providers
were already connected to the IIS and able to automatically
exchange data during the pandemic. Additional providers who
were not traditional vaccinators but who use a certified EHR
were better equipped to onboard to the IIS and provide data in
an automated way during the pandemic.

State and local public health authorities require long-term
investments to support staffing and immunization
technology infrastructure

As aresult of chronic, unreliable funding, public health depart-
ments have been hesitant to support long-term investments
both in technology and workforce which has hindered the
ability to execute public health functions, including managing
outbreaks. Table 2 shows the requisite expertise and the types
of technology investments important to managing a pandemic
vaccination program. Currently, many immunization pro-
grams are facing decisions about what system modifications
or enhancements should be made (Table 2) with funds

Public health workforce with L]
expertise to:

Communicate with the public
® Manage vaccine logistics
® Onboard providers to the IIS
® (lean, analyze, present data
dashboard)
® Respond to consumer requests (e.g.,
records requests, customer service,
help desk support)
® Manage outbreak response activities
Funding for technology ® Purchase or migrate to cloud-hosted
modifications and systems (which expands operating and
enhancements to: memory capacity of a system)
® Upgrade existing connections from uni-
directional to bidirectional
® Ensure data integrity and quality
enhancements, including updates to
software and user interfaces
® Automate data requests
® Develop and modify functionalities,
such as vaccine scheduling, ordering,
inventory management, and bidirec-
tional reporting; modifications to vac-
cine clinical decision support (e.g.,
evaluation and forecasting)
® Mass vaccination management
® Implement public-facing applications

(e.g.,

available today while being mindful of an anticipated funding
cliff in 2024 when the current influx of funds will no longer be
available to fund even modest increases in annual maintenance
and operations.”> ™’

Parents and the general public desire access to
vaccination records

The pandemic has increased awareness about not only vaccines
for adults but also the existence of IIS and the importance of
having data at the local, state, and federal levels (e.g., policy
makers, the public). Providing access to vaccination records for
individuals and parents through patient portals or mobile
applications requires resources. Public health authorities
should continue to prioritize modernization of paper-based
records to create a more secure standards-based digital record
using a trusted exchange framework, such as the SMART
Health Card,*® allowing broader global usage.

Recommendation 2: Expand provider electronic data
exchange by establishing an incentive program to

promote provider connections to the IIS for systems,
including with pharmacy and long-term care systems

When launched in December 2020, the primary goal of the US
COVID-19 vaccination program was to equitably distribute
vaccine doses as quickly as possible across jurisdictions. This
was accomplished through mass vaccination drives and part-
nerships with providers and chain pharmacies that have exten-
sive reach into many communities. In doing so, jurisdictions
across the nation galvanized resources (human and financial)
toward recruiting as many providers as possible to become
vaccinators and connected these providers to IIS or other
systems to report vaccine administration data. To help ensure



equitable distribution, all providers need access to report doses
administered and to be able to review accurate vaccination
records and the corresponding clinical decision support.

Traditional vaccinators like pharmacies and hospitals
have a far-and-wide reach into the communities they
serve.”” These entities were able to store large quantities
of vaccine at the ultra-low temperatures required for most
of the early COVID-19 vaccine supply; thus, they initially
administered and continue to administer a large proportion
of vaccinations. However, many new providers were essen-
tial to expanding the availability of vaccines and vaccinating
the population quickly. These new providers include long-
term care facilities (LTCF), specialty health care, urgent
care and home health providers, community health centers,
federally qualified health centers, rural health centers, orga-
nizations serving homeless and incarcerated populations,
occupational and employee health clinics, dialysis centers,
and dental offices, all of which joined the ranks of existing
pre-COVID-19 immunization providers. Participants in our
focus group estimated a potential 30% to 35% increase in
the number of vaccination providers, with a variety in the
types of providers enrolled as new vaccinators. It is unclear
if some of these newly enrolled vaccinators will continue to
vaccinate for routine vaccines. However, some new provi-
ders included temporary sites such as the Federal
Emergency Management Agency (FEMA) pop-up mass vac-
cination sites, which were never meant to be sustained
beyond the needs of the emergency surge.

Enrolling new providers expanded access to COVID-19
vaccination. New providers came from many different loca-
tions, including those that counsel and recommend vac-
cines but might not directly administer vaccines, such as
LTCE. These sites also need access to IIS to access their
patients’ vaccination history and clinical decision support
to recommend appropriate vaccines. Leveraging this infor-
mation, providers could play a critical role in providing
counsel about vaccination, particularly as many individuals
have had questions about COVID-19 vaccines and were
uncomfortable getting vaccinated.’>*' For example,
COVID-19 vaccination of those in LTCF primarily
occurred, in every jurisdiction, through the COVID-19
federal Pharmacy Partnership for Long-Term Care
Program (FPP).*? This federal collaboration was launched
to (1) help vaccinate high-risk populations (those who live
and work in LTCF) and (2) ensure doses administered are
reported to the federal level without undue burden on
providers and independent LTCF pharmacies that were
not able to connect to I1S.*

Many types of providers, such as small independent phar-
macies (e.g., Omnicare versus large pharmacy chains like
Walgreens and CVS), schools, and occupational health units
of organizations might not be able to connect to IIS via Health
Level 7 (HL7), the current standard and format for electronic
data exchange. Many of these providers (e.g., pharmacies,
LTCF) were not eligible for government incentives prior to
the pandemic. For these reasons, standards for all providers’
software might not exist, and costs to develop automated
electronic exchange may have inhibited the implementation
of automated electronic exchanges. Establishing bidirectional
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data exchange for all providers is critical for providing access to
accurate information and clinical decision support beyond the
pandemic.

Recommendation 3: Conduct a systematic review of
IIS reporting mechanisms of vaccination data to the
federal level to improve the quality, type, and
efficiency of reporting by state and local jurisdictions

The COVID-19 response has illustrated how intertwined vac-
cination rates and population health are in managing vaccine-
preventable diseases (VPD). Currently, every jurisdiction must
pull daily reports from their reporting systems to manually
report to CDC. In addition to IIS data, data from other federal
systems that may not feed into jurisdictional IIS, such as the
Department of Defense, Department of Veterans Affairs, and
Bureau of Prisons, were transmitted into a federal data clear-
inghouse, thus, in this pandemic response, providing the first
comprehensive national picture of any vaccinations in near-
real time.

The need to rapidly create a federal reporting system for
administered vaccine data has resulted in data issues, such as
double reporting of data to the IIS and to federal entities,
generating concerns about data quality, given the multiple
reporting mechanisms of the same de-identified data. Systems
and procedures invoked for the pandemic lack sustainability
and highlight the fragmentation of reporting. A thoughtful
review of these systems is warranted as the pandemic settles
into its endemic state.

Automated electronic data exchange worked for many pro-
viders to report COVID-19 vaccines to jurisdictional IIS; how-
ever, many providers had to and continue to provide data
manually through the submission of flat files (e.g., Excel
spreadsheets). The use of an Excel spreadsheet to report daily
doses administered is a mechanism offered to provider who are
not familiar with or are unable to implement and report data
through HL7 connections for COVID-19 vaccine reporting.
The use of an Excel spreadsheet is a burden both to providers
who must enter data and to public health departments which
must reconcile these data into the IIS. Because public health
authorities need this data, they have accepted this more bur-
densome and manual mechanism to receive data, which
requires additional resources in public health departments to
reconcile and process. These methods also do not allow provi-
ders to query and leverage IIS data, patients’ consolidated
records, and forecasts for clinical decision support.
Unfortunately, some providers have also had to double-enter
data into their own facility or organization’s systems as well as
into state IIS or federal systems to meet the mandatory
COVID-19 reporting requirements.

The pandemic highlighted the mobility of individuals as
they received COVID-19 vaccine in multiple jurisdictions,
motivating the signing of memorandums of understanding
among jurisdictions authorizing data to be exchanged with
other IIS. However, ubiquitous data exchange between IIS is
still a work in progress.

Transparent and reliable data connections that foster trust
in the public health reporting systems from the provider to the
IIS, other jurisdictions, and federal agencies are a requisite to
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fully manage population health. A thoughtful review of these
systems is warranted as the pandemic settles into its endemic
state, and that review should include a broad stakeholder
engagement on strategic ways to improve the quality and
efficiency of reporting by state and local jurisdictions.

Looking forward

There has been an increase in the number of facilities (and
providers) that provide COVID-19 vaccination services, poten-
tially increasing access for routine immunization. For the first
time, there is a near-real-time reporting of vaccination data,
creating a national picture of vaccine coverage, and demon-
strating what is possible. While these methodological practices
have been effective in the current response environment, they
are unsustainable in the long term. There are still significant
challenges that remain in streamlining and easing the burden
of providers reporting data, consolidation of these data, and
reporting to the federal level. Toward this end, permanent and
sustainable processes need to be put in place and integrated
into routine immunization programs. Public health authorities
should start with a critical and thoughtful review of the existing
local, state, tribal, and federal systems and methods for obtain-
ing and reporting data. Looking beyond the current pandemic,
a timely reporting mandate for all routinely recommended
vaccines should be in place for the same reasons COVID-19
vaccination data are required: to provide near-real-time visibi-
lity to monitor population health and manage outbreaks of
VPDs (e.g., measles and hepatitis A) and planning stages of
vaccine distribution.

A key limitation of this article is the interpretation by the
expertise of the authors without control for bias. Given the
recommendations are based on this expertise and the response
of 22 participants and one focus group elements of the recom-
mendations are influenced by commentary of the authors.

Conclusion

Fundamentally, the pandemic has increased and escalated the
importance of IIS and the perception and value that IIS and the
data they capture have in mounting an effective emergency
vaccination campaign.

The development of relationships among pharmacies and
adult immunization providers—as well as the mandatory nat-
ure of provider reporting of doses administered to an IIS—
created a national data set of de-identified data to support the
management of COVID-19 vaccination programs, the first
time such a national database was crafted. How these data
streams were collected varies widely (e.g., third-party report-
ing, manual submission through a flat file rather than an
automated HL7 connection). Because there is no single entity
responsible for the quality of COVID-19 data—much less
routine immunization data—the shared responsibility falls
across tens of thousands of providers, systems, and local,
state, tribal, and federal levels of government to improve the
completeness and accuracy of data.

The recommendations captured in this review propose
actions needed (1) to facilitate the capabilities of IIS to
exchange data not only with providers but with IIS in other

jurisdictions and (2) to support the development and imple-
mentation of policies and standards that facilitate complete
population-level data capture, consolidation, and access to
accurate immunization information. It will be critically impor-
tant to galvanize political will to ensure sustained, continued
investments (IIS maintenance and enhancements) in techno-
logical capacity and the recruitment and retention of high
numbers of competent staff for the long term. The lessons
learned and recommendations amid this pandemic can be
used to turn the crisis we are weathering into a stronger and
better prepared public health response.
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