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Summary

Introduction : Social Determinants of Health (SDoH) include fac-
fors such as economic stability, education, social and community
context, healthcare access, and the physical environment, which
shape an individual’s health and well-being. Given that the
inclusion of SDoH factors is essential in improving the quality and
equity of digital health, this study aims fo examine how SDoH is
incorporated within digital health policies internationally.
Methods : An environmental scan of digital health policies

was conducted, including relevant documents from multiple
countries and global organizations. Key content related to SDoH
was extracted from the documents, and a content analysis was
conducted fo identify seven different SDoH domains (i.e., farget
audience, SDoH inclusion, addressing health ineguities, SDoH-re-
lated key performance indicators, data collection on SDoH,
interoperability standards, and data privacy and security). Data
were aggregated at the global and continental levels to integrate
and synthesize information from different countries and regions.
Results : A tofal of 28 digital health policies or strategies were
identified across 16 interational regions. The comparative

analysis of health policies regarding SDoH reveals a pronounced
disparity between the confinental regions. Although the World
Health Organization recognizes the significance of key per-
formance indicators for monitoring SDoH and emphasizes the
assessment of national digital health maturity, there’s a notice-
able lack of contingnt-specific policies reflecting these global
inifiatives af the confinental level.

Conclusion : While some regional digital health strategies rec-
ognize SDoH, integration varies, and standardization is lacking.
Future research should focus on data collection frameworks and
comprehensive insights for policymakers.
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1. Introduction

Health informatics and digital health are
a convergence of healthcare and technol-
ogy that optimize patient care, streamline
processes, and enhance health outcomes
[1,2]. At its core, digital health involves
the application of information technology
to efficiently manage, analyze, and utilize
healthcare data, including the critical as-
pect of health information systems for data
management and exchange [3-5]. In addition
to data management, digital health encom-
passes telemedicine, telehealth, and remote
monitoring solutions [6]. Telemedicine and
telehealth allow remote access to healthcare
services, overcoming geographic barriers,
and remote monitoring provides real-time
data for timely interventions. This context
emphasizes the significance of digital health
policies, which establish a regulatory frame-
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work governing the utilization of digital
health technologies, safeguarding patient
data, and upholding ethical, equitable, and
secure practices. The development of digital
health policies is instrumental in maintaining
data privacy, protecting against cyber-at-
tacks, and establishing standards for data
interoperability across healthcare systems
[7-9]. In addition to promoting innovation
and standardization, digital health policies
can provide guidance and incentives for
the development of cutting-edge healthcare
technologies and solutions [10]. As a result,
this initiative fosters a culture of research and
development, encouraging the continuous
improvement of digital health tools to meet
changing healthcare requirements.

The impact of digital health and its asso-
ciated policies on healthcare service deliv-
ery, accessibility, and outcomes underscores
the critical need for policies prioritizing eq-
uity within the framework of digital health.
Recent studies have emphasized the vital
role of digital health in integrating measures
to enhance healthcare access and address dis-
parities, highlighting their interconnection
with healthcare delivery and policymaking
[11,12]. The purpose of these policies is not
only to safeguard patient data, but also to
ensure ethical, equitable, and secure practic-
es, enabling us to address health disparities
more effectively. In accordance with these
movements, the International Council of
Nurses (ICN) and the National Institute
of Nursing Research (NINR) have urged
governments and institutions to implement
substantial, effective, and enduring policy
reforms to achieve health equity and reduce
disparities [13,14]. A key component of these
reforms is to comprehensively incorporate
the consideration of social determinants of
health (SDoH) into healthcare policies and
practices. SDoH encompasses the multifac-
eted non-medical factors that profoundly
shape an individual’s health and well-being,
including economic stability, education,
social and community context, healthcare ac-
cess, and the physical environment [15,16].
It has become increasingly recognized that
SDoH impacts health outcomes and health
disparities [17-19].

For instance, an individual’s economic
status can directly impact health by affect-
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ing access to essential resources such as
nutritious food, safe housing, and education.
Education also plays a significant role in
health literacy and informed decision-mak-
ing. Social and community factors, including
support networks and available resources,
can either mitigate or exacerbate stressors
and health risks. The physical environment,
encompassing air and water quality, housing
conditions, and neighborhood safety, directly
and indirectly impacts health. Furthermore,
healthcare access, including affordability,
availability, and cultural competence, can
significantly influence health outcomes.
Insufficient access to healthcare can lead to
delayed diagnosis and treatment, negatively
affecting overall health. Moreover, the digi-
tal divide should be considered considering
the current healthcare landscape and ongoing
discussions regarding digital health policies
in the transition to healthcare digitization
[20,21]. The digital divide is intricately
linked to and shaped by SDoH, such as
access to technology and connectivity,
proficiency in utilizing these technologies
effectively, and the ability to translate tech-
nology usage into practical results [22].
To prevent the exacerbation of the digital
divide and mitigate potential unintended
consequences, recognizing the significance
of SDoH becomes essential in formulating
comprehensive digital healthcare strategies.

A comprehensive environmental scan
provides policymakers with valuable in-
sights into the extent to which these determi-
nants are considered in digital health policies
worldwide [23]. In 2015, a study conducted
by researchers and policymakers in the
United States examined national health-fo-
cused metrics to evaluate the extent to which
these initiatives explicitly considered social,
environmental, and economic health deter-
minants within the country [24]. However,
none of the existing studies had explicitly
addressed the incorporation of SDoH into
international digital health policies. To ad-
dress this knowledge gap, this effort aims
to enable international collaboration and
enhance global healthcare standards, with a
special focus on SDoH in the digital health
environment.

This study aims to examine how SDoH
is incorporated into digital health policies

internationally, encompassing approaches
and policies from different countries, and to
provide recommendations for the inclusion
of fundamental perspectives of SDoH in
digital health policy development.

2. Method

2.1. Search Strategy

Using a comprehensive search strategy,
we conducted an international environmen-
tal scan of digital health policies and their
relationship to SDoH. The purpose of this
strategy was to capture relevant documents,
reports, and publications both from global
sources and country-specific sources. To en-
sure a diverse and comprehensive dataset, we
followed a structured approach throughout
our search process, which was conducted on
December 28, 2023.

(1) Platform Selection : We identified
and selected appropriate online platforms
representing different regions and coun-
tries. These platforms included government
websites, health department portals, official
digital health strategy pages, and websites of
relevant international health organizations.

(2) Search Query Formulation : Keyword
searches were utilized to enhance the data
collection process. An extensive set of key-
words covering different aspects of digital
health policies and their correlation with so-
cial determinants of health was devised. The
queries were designed to retrieve documents,
reports, and publications related to digital
health policies. These keywords included
terms such as “digital health policies”,
“digital health strategy”, “health informat-
ics policies”, “health informatics strategy”,
“social determinants of health”, and specific
country or region names. Boolean operators
(AND, OR) were effectively used to combine
keywords and refine search results.

(3) Geographic Scope: In our research,
we delineated the geographical scope for
each region or country, clarifying whether
our search encompassed the entire nation,
specific states or provinces, or regional
health authorities. Within the framework
of international research groups (https://


https://imia-medinfo.org/wp/

imia-medinfo.org/wp/), co-authors from
various countries were tasked with con-
ducting searches and gathering pertinent
policy documents and reports within their
respective regions.

2.2. Inclusion and Exclusion Criteria

We incorporated documents and publica-
tions directly connected to digital health pol-
icies (“e-health” or “health informatics”, as
applicable in some countries), digital health
interventions, and their potential influence
on SDoH. These documents encompassed
policy reports, academic articles, govern-
ment guidelines, and official statements.
Additionally, we excluded sources unrelated
to the topic, not available in English (with
some allowances for documents from certain
countries where one of the co-authors could
translate), or outdated (published before
the year 2020). Our exclusion criterion was
based on the consideration that policy strat-
egies are developed on a five- or ten-year
cycle, making recent sources more relevant.

2.3. Data Extraction

A comprehensive literature review was
conducted to identify relevant frameworks,
guidelines, and prior studies regarding
assessing SDoH in healthcare policies and
digital health strategies to develop our
data extraction framework [25-31]. With
this extensive review as a foundation, we
adapted and refined existing frameworks
[32-34] while introducing elements unique
to digital health. This iterative process
involved consultations with subject-matter
experts and researchers specializing in health
policy analysis (JS, LS, and HDS). The data
extraction instrument was designed to align
with recognized frameworks for SDoH as-
sessment as well as to investigate the unique
nuances of digital health, including consider-
ations related to interoperability, data priva-
cy, and the utilization of technology to bridge
health disparities. It served as a standardized
and comprehensive framework, ensuring
that no critical aspect of SDoH within digital
health policies was overlooked during data
collection. Our data extraction instrument
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enabled cross-regional and cross-country
comparisons and ensured the scientific rigor
of the data extraction process.

We, particularly experts in health infor-
matics internationally, independently iden-
tified and acquired official health policy and
strategy documents from government and
health organization websites, methodically
annotating them to indicate the presence or
absence of relevant content with additional
comprehensive descriptions and details. Giv-
en the diverse linguistic landscape of digital
health policies and strategies across different
regions and countries, our extraction team
included members proficient in the languag-
es relevant to the documents under review.
Cross-verification by two team members
(JS and MH with doctorate degrees and
extensive experience in health informatics
research) ensured that the extracted data
were reliable. Discrepancies were resolved
through team discussions.

2.4. Data Analysis

The collected data underwent qualita-
tive analysis employing a content analysis
approach [35] that utilized multiple frame-
works to categorize the extracted narrative
data and discern predominant patterns within
digital health policies across various coun-
tries. This analysis encompassed categoriz-
ing elements such as target audience, SDoH
inclusion, addressing health inequities,
SDoH-related key performance indicators,
data collection on SDoH, interoperability
standards, and data privacy and security.
Subsequently, the data was aggregated at the
global level and the level of the continental
regions to integrate and synthesize informa-
tion from different regions and countries to
provide a comprehensive overview. These
continental regions included Africa, Asia,
America (North), America (South), Europe,
and Oceania. To consolidate the informa-
tion, when a specific item was found in the
policies of each country and its prevalence
exceeded 75% at the continental level, it
was categorized as being present at the
continental level. Then, digital health policy
approaches were compared across continents
to highlight the similarities and differences.

3. Results

Our global research examined digital
health policies and strategies from 16 regions
worldwide and a total of 28 online resources
were included for analysis (see Table 1). The
results included one global digital health
initiative developed by the World Health
Organization (WHO). The African conti-
nent was comprehensively covered, with
policies from the African Union, as well as
a specific focus on East Aftica, totaling two
policies. In Asia, our analysis encompassed
one policy each from Saudi Arabia and
Japan, and two from Korea, summing up to
four policies. A total of five policies were
analyzed within North America, including
two from the United States and three from
Canada. In South America, one policy was
represented by Mexico. Europe presented
a rich variety of policies, totaling 10 in
number. These policies included initiatives
from the European Commission, three from
the United Kingdom, one from Spain, one
from Sweden, one from Norway, and three
from Finland. Lastly, Oceania (Australia)
contributed five.

3.1. A summary of the specific
domains covered under each policy

Table 2 shows the summary of specific
domains covered under each policy by con-
tinental regions. The policy of the WHO is
primarily centered on digital health provid-
ers and consumers at the primary healthcare
level. Conversely, other health policies and
strategies typically have a broader scope,
aiming to address the needs of general pop-
ulation groups or demographics rather than
targeting specific population subsets. The
global, Asia, and North American policies
specifically mentioned vulnerable or un-
derserved populations including geography,
race, ethnicity, age, income or disability.

The comparative analysis of health poli-
cies regarding SDoH reveals a pronounced
disparity between the continental regions.
While the Global Level, Asia, and the Amer-
icas proactively acknowledge and integrate
SDoH into their health policies, other con-
tinents are not clearly demonstrating this.
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South America notably stands out in explic-
itly mentioning SDoH, offering definitions,
and setting specific goals related to equity,
indicating a strategic and comprehensive ap-
proach to health policy. However, continents
such as Africa, Europe, and Oceania have
been left with unclear SDoH related expla-
nations, concrete examples, and strategic
objectives in their digital health policy. In
addition, despite the WHO’s acknowledg-
ment of the importance of key performance
indicators for tracking SDoH and its em-
phasis on evaluating national digital health
maturity, which encompasses essential ele-
ments such as digital health infrastructure,
knowledge, technologies, and usage, there
was a notable absence of consideration for
global initiatives at the continental level,
with no continent-specific policy reflecting
these aspects. Also, no strategy explicitly
mentions the SDoH or provides details about
the data sources in its policy.

According to the policies included in this
study, interoperability standards are widely
recognized at the global level and on all
continents. The majority of continents, with
the exception of North America and Oceania,
acknowledge the importance of cross-border
data sharing. Except for Oceania, most con-
tinents explicitly address privacy, security,
consent, and data protection regulations as
part of their digital health initiatives.

4.  Discussion

This study examined how SDoH is incor-
porated within digital health policies interna-
tionally. Our results highlight the importance
of each government honing their efforts to
integrate and solidify SDoH into their digital
health policies to address health inequities
in alignment with global initiatives. To en-
hance public policymaking, clear operational
definitions of key terms and concepts are
required to ensure the establishment of ob-
jectives, targets, and priorities and to assess
progress accordingly [9,16]. There are some
positive indicators, such as the recognition of
SDoH in healthcare strategies at the global
level organization and widespread regional
acceptance of interoperability standards
and data privacy and security. This broad
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acknowledgment underscores the global
commitment to enhancing healthcare data
exchange, ensuring the secure transfer of
information across borders, and safeguard-
ing patient data in digital healthcare systems
[36]. Nevertheless, further efforts should be
made to establish mechanisms for reporting
data breaches or incidents, which is of criti-
cal importance when dealing with sensitive
information.

The overall landscape of awareness and
implementation still exhibits significant
gaps. This discrepancy points to a gap in
the integration and application of these
comprehensive measures in continental
policies, underscoring the need for enhanced
alignment and implementation to ensure
that the global directives effectively trickle
down and manifest in tangible, measurable
improvements in health outcomes across
all regions. A regional difference could be
attributed to the awareness and implemen-
tation of digital health policies. Among these
factors, cultural diversity plays a crucial role,
since it influences healthcare perceptions and
practices, affecting the acceptance and adop-
tion of digital health technologies [37,38].
Economic inequalities across regions affect
the accessibility and affordability of health-
care technologies, which in turn influence the
ability to develop and implement compre-
hensive digital health policies. In addition,
differences in technological infrastructure
and internet penetration rates contribute
to this divide [39], with regions with more
advanced technological infrastructure being
better equipped to implement digital health
solutions. A comprehensive approach to
advancing global health outcomes requires
an understanding of these intricate regional
dynamics.

Most notably, none of the policies includ-
ed in this study explicitly outlined methods
and data sources for SDoH data collection
or specified types of SDoH data. A lack of
clear strategies for data collection and an
absence of data sources indicates that un-
derstanding the extent of health disparities
and addressing them may prove challeng-
ing. Collecting and analyzing SDoH data
and its impact on health are crucial, with
a particular emphasis on promoting equity
when implementing digital health strategies

[40,41]. Prioritizing SDoH data collection is
the first step to achieving holistic healthcare.
Digital technologies like electronic health
records, patient portals, and telehealth can
play a foundational role in gathering and
assessing SDoH data, facilitating informa-
tion exchange between patients and inter-
disciplinary healthcare teams, and enabling
community-level interventions to improve
underlying social and economic conditions
that contribute to health disparities [42].
Likewise, a diverse range of rapidly evolv-
ing mHealth tools, including apps, opens up
new avenues for collecting patient-generated
data, potentially including information on
SDoH [43,44].

In addition, there are currently no estab-
lished best practices for collecting SDoH
data, and the absence of government man-
dates for SDoH data collection, as identified
in our scan, may be attributed to this lack
of established practices to include these
considerations in digital health policies. A
previous study examined data collection
methods and SDoH utilization in general
internal medicine wards [45]. The analysis
encompassed only eight studies, which
primarily collected SDoH data related to
food security, housing, transportation, em-
ployment, education, income, disability, and
social support; however, there were limita-
tions in the lack of details regarding SDoH
data collection methods. Hence, to facilitate
systematic data collection, it is imperative to
conduct psychometric testing of tools related
to SDoH and integrate them into electronic
health records. Further research is required
to fill this identified gap in order to develop
an international standard.

The increasing integration of digital
technologies and applications in healthcare
enables the provision of a wide range of
healthcare services. However, digital trans-
formation introduces unique challenges in
health equity and SDoH. As reliance on these
digital tools grows, there is a potential for
disparities to expand, creating gaps between
individuals with digital skills and access and
those lacking such resources. To mitigate this
challenge in digital health equity, policies
related to health technology should estab-
lish standards to ensure that these digital
technologies fulfill their intended purpose



of enhancing access and improving care
quality for a diverse population while pre-
venting unintended consequences [46,47].
However, in our evaluation, policies from
North America, Europe, Asia and Africa
lacked strategies to mitigate digital divide
in their policy documents. These policies
should be established in a manner that guides
healthcare systems, industries, and workers
in anticipating, preparing, and suggesting
potential strategies to overcome challenges
during the implementation of digital tech-
nology in healthcare.

In particular, the importance of SDoH
within the framework of precision pre-
vention should be highlighted. Integrating
SDoH into the precision prevention field
allows healthcare providers to gain a com-
prehensive understanding of patient-specific
risk factors, enabling more accurate risk
assessments and tailored interventions [48].
Furthermore, the combination of precision
prevention and the evaluation of SDoH holds
significant potential to address and mitigate
health inequities [49,50]. For example, this
approach facilitates the proactive identifica-
tion of individuals most vulnerable to health
disparities through data-driven insights and
predictive modeling, thereby allowing for
tailored interventions, resource allocation,
and policy implementation to address the
root causes of health disparities. Thus, to
establish a systematic and scalable approach
for collecting, analyzing, and utilizing
SDoH data, the integration of SDoH into
digital health strategies is essential. Com-
prehensively understanding global digital
health strategies and their standard policies
regarding the incorporation of SDoH consid-
erations ensures that effective precision pre-
vention can be accomplished. Consequently,
it promotes more equitable and effective
healthcare outcomes by enabling tailored
interventions and policies that address the
root causes of health disparities across di-
verse populations.

4.1. Limitations

A notable limitation of our study is that
it only includes policies implemented after
the year 2020, which means that earlier
policies were not considered for analysis.
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This temporal restriction may omit valuable
insights from earlier policy developments
in the field of digital health. Additionally,
we excluded policies written in languages
other than English or the co-authors’ primary
languages (i.e., Finnish and Korean). This
language-based exclusion could potentially
lead to the omission of policies from coun-
tries where English or the co-authors’ lan-
guages are not widely spoken. Consequently,
digital health policies may not be adequately
represented in the study. Furthermore, some
countries were unable to access their gov-
ernment websites, which limited our ability
to retrieve and analyze their digital health
policies. This access constraint might result
in an incomplete representation of policies
from certain regions. In certain countries
or regions, SDoH may already be well-in-
tegrated into their healthcare systems and
considered inherent in their strategies, thus
not necessitating explicit specification. Last-
ly, the countries included in our study may
not be fully representative of their respective
continents. The selection of countries was
influenced by factors such as accessibility
of policy documents and available resources,
which could introduce a bias in the continen-
tal representation of digital health policies.

4.2. Directions for the future
research

Given the findings and limitations of our
international environmental scan review,
several recommendations for future research
can be made. First, we recommend the
establishment and refinement of regulatory
frameworks as well as health policies that
facilitate the integration of SDoH into the
global healthcare system. This endeavor
aims to provide policymakers with com-
prehensive insights into the extent to which
digital health policies consider these deter-
minants. A significant aspect of our study
will guide these policymakers in effectively
incorporating SDoH in digital health strat-
egies. Furthermore, to ensure a truly global
representation, more research is needed to
extend digital health policies from a broader
spectrum of countries, particularly empha-
sizing the inclusion of non-English strategies
previously excluded due to language barri-

ers. This expansion is vital for a more holistic
global understanding and approach to digital
health strategies. Also, the interdisciplinary
nature of research, including social services,
psychology, and political health studies, is
essential in broadening the scope and depth
of integration of SDoH in digital health. By
embracing diverse perspectives and linguis-
tic inclusivity, more policies will pave glob-
ally representative digital health policies.

5. Conclusions

Digital health strategies are in use glob-
ally, but their effective implementation faces
challenges, necessitating each country’s
governments to continually introduce,
evaluate, and adjust digital health policies.
A comprehensive plan is vital to enhance
the global introduction, implementation,
and evaluation of digital technologies within
economic and geopolitical networks. For
future regulation to prioritize equitable and
inclusive health technology, the consider-
ation of SDoH within digital health policies
(or policies related to digital determinants
of health) should be thoroughly integrated
into policy actions.
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Table 2. Evaluation of continent-wide policies based on domains.

Continental regions
Pomoi e e Africa | Asia e [ Europe | Oceania
Level (North) | (South) P
i 1.1. Ave specific population groups or demographics mentioned as focus areas? 0 X X X X X X
1. Target Audience - - - -
1.2. Does the policy/strategies consider vulnerable or underserved populations? 0 X 0 0 X X X
2.1. Dogs the policy explicitly mention social deferminants of health (SDoH) as factors that
0 X X X 0 X X
. affect health outcomes?
2 i s 2.2. Dogs it provide definitions or explanations of SDOH? 0 X X X 0 X X
2.3. Are there examples of how SDoH are considered in healthcare strategies? 0 X 0 0 0 X X
3.1 Does the policy outline strategies to reduce health disparities and inequities among
) . 0 X 0 0 0 X X
different population groups?
3. Addvessing Health Inequities | 3-2- Ave there specific goals o targes relafed fo equity? X X X 0 X X
3.3. Does it mention actions fo address the roof causes of health disparities? X X X X X X
3.4. Dogs it include digital sfrategies to alleviate the digital divide? 0 X 0 X 0 X 0
4.1. Ave specific key performance indicators related fo social determinants of health
4. SDOT'S?'“:ed Key Perfor- | efined within the policy o measure progress? Y . 2 S . . 2
mance Indicators
4.2. Are there targets or benchmarks associated with these key performance indicators? | 0 X X X X X X
5.1. Does the policy mandate collecting and analyzing data on social determinants of
- X X X X X X X
. health to assess their impact on healthcare outcomes?
3. Data Collection on SDoH - e o ot o SAH 1 1o aloten? X | [x |x X X |x
5.3. Are data sources and methodologies specified? X X X X X X X
6.1. Does the policy emphasize the importance of interoperability standards for data
; 0 0 X 0 0 0 0
- sharing among healthcare systems?
6. Intoroperabilty Standards 6.2. Are spedific interoperability standards mentioned? X 0 0 X 0 X X
6.3. Does it address cross-border data sharing, if applicable? 0 0 0 X 0 0 X
7.1. Ave there clear provisions in the policy addressing data privacy, security, and patient
o e S 0 0 0 0 0 0 X
. ‘ consent in digital health initiatives?
7. Dt Privacy and Secury 7.2. Does it mention compliance with data protection regulations? 0 0 0 0 0 0 X
7.3. Are there mechanisms for reporting data breaches or incidents? X X X X 0 X X

Note: In the table, the symbol “0” signifies the presence of the evaluated item as stipulated within the designated domain in the established strategy/policy, whereas the symbol “X" denotes the absence of this condition.
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