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a b s t r a c t 

COVID-19 brought new challenges and opportunities for infection prevention and control. Virtual infec- 

tion prevention and control (VIPC), although nascent, is rapidly becoming a viable and necessary strat- 

egy for combatting the COVID-19 pandemic. Benefits of VIPC include extending the impact of globally 

scarce infectious disease providers and public health practitioners, allowing coordination between dis- 

parate professionals to more effectively combat infectious disease, and increasing access to and quality 

of healthcare. Although mainly applied in developed countries, VIPC may play its greatest role in low- 

and middle-income countries (LMICs) with fewer healthcare resources. We conducted a brief literature 

search of VIPC in LMICs and found that many studies describe solutions in developed countries or de- 

scribe planned or theoretical solutions. Few studies describe actual VIPC implementation in LMICs, except 

for China. Literature from related fields, for example, virtual critical care, and from developed countries is 

more robust and provides a roadmap for future research on VIPC in LMICs. Further research into strate- 

gies and outcomes related to VIPC in LMICs is necessary. 

© 2022 The Authors. Published by Elsevier Ltd on behalf of International Society for Infectious Diseases. 

This is an open access article under the CC BY-NC-ND license 
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. Introduction 

The COVID-19 pandemic brought unprecedented challenges and 

pportunities to infection prevention and control (IPC) effort s glob- 

lly. It has spurred healthcare workers and healthcare systems to 

mplement new technologies and strategies for IPC. Virtual infec- 

ion prevention and control (VIPC) refers to the technologies and 

trategies separated geographically or temporally from the point 

f medical care to control the spread of contagious diseases. Al- 

hough a new field, VIPC has been rapidly employed in a vari- 

ty of contexts throughout the pandemic as healthcare providers 

dapted to and innovated in the changing IPC landscape. Many 

f the new techniques were implemented in developed nations 

ith well-funded healthcare systems, advanced technological in- 

rastructure, and individual-level access to technology and equip- 

ent. Low- and middle-income countries (LMICs) have also exper- 

mented with VIPC during the pandemic. VIPC may have a greater 

mpact in these nations because they have less well-developed 

ealthcare systems and fewer resources to devote to IPC. As the 
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rgency and severity of this pandemic wane, VIPC will remain a 

iable tool for such countries to advance IPC. 

. Benefits of virtual infection prevention and control 

VIPC provides multiple benefits, particularly in resource-limited 

ettings. First, the COVID-19 pandemic demonstrated the scarcity 

f infectious disease doctors, epidemiologists, and public health of- 

cials globally ( Walensky et al., 2020 ; Williams et al., 2020 ). Pro-

essionals from a wide swathe of public health and infectious dis- 

ase fields were reallocated to combat COVID-19, further exacer- 

ating shortages in IPC for other diseases. This is a known problem 

n developed nations such as the United States, and likely worse in 

MICs. Several reasons for this include reimbursement regimes that 

evalue infectious disease and public health work, governmental 

nd charitable disinterest in funding a largely preventative field 

ith a long investment horizon, and for-profit health systems that 

argely fail to reward preventative strategies such as vaccines. Of- 

en these issues are exacerbated for LMICs as resources are more 

imited and healthcare systems tend to be more privately funded 

han in developed countries ( OECD, 2021 ). 

Second, VIPC is important because it allows fast and geograph- 

cally remote communication. Many LMICs have rapidly gained ac- 
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ess to digital communication technologies from instant messag- 

ng to smartphones that allow for easy communication. As pan- 

emics are by definition global, the response needs to be global 

s well. International networks of epidemiologists and infectious 

isease providers are much more effective than siloed teams. The 

andemic likely would have been much worse had not profession- 

ls in the first-affected areas rapidly disseminated information on 

reventing the spread of SARS-CoV-2 both within the healthcare 

ystems and in public settings. For example, the determination that 

he virus could spread by way of airborne particles resulted in 

apid uptake of mask-wearing globally, and the early publication 

f the genetic sequence allowed rapid rollout of test kits. Moving 

eyond the immediate pandemic, VIPC will remain important as 

lobal issues such as antimicrobial resistance worsen and require 

ffective, decentralized teams of providers around the globe. 

Third, VIPC is easily integrated with telehealth, defined as “the 

se of telecommunications and information technology to pro- 

ide access to health assessment, diagnosis, intervention, consul- 

ation, supervision and information across distance” ( Keyser and 

aumrucker, 2020 ). The same technologies and strategies are of- 

en used to communicate with patients, the public, and health- 

are providers. Telehealth, in its infancy before the pandemic, 

as rapidly grown and expanded and will remain a fixture in 

ealthcare systems going forward. Telehealth can provide better 

ealthcare—increasing accessibility through virtual provider visits, 

nd improving quality, in the case of digital applications to better 

iagnose illness—than traditional healthcare delivery systems. Ar- 

ificial intelligence (AI) can augment and enhance some of these 

echnologies. However, some attributes such as easier access to 

ealthcare providers, better patient access to health information 

y way of the internet, and the ever-expanding volume of per- 

onal health data run the risk of overburdening already stressed 

ealthcare systems. IPC programs already suffer from underfunding 

nd limited resources for monitoring, data processing, outreach, 

nd education. VIPC provides a possible solution to this problem 

y extending the reach or impact of infection control practitioners 

nd allowing remote providers and technologies to relieve the local 

urden in LMICs. 

. Current state of virtual infection prevention and control 

iterature 

.1. Virtual infection prevention and control in mostly developed 

ations 

Current literature on VIPC is limited. A PubMed search in Au- 

ust 2020 using the Medical Subject Headings (MeSH) terms “re- 

ote consultation”, “remote sensing technology”, “telemedicine”, 

r “online systems” combined with “infection control” or “infection 

ontrol practitioners” yielded 320 published articles, 11 of which 

escribed VIPC efforts ( Table 1 ). Pryor et al. (2021) describe po- 

ential VIPC applications in the United States (US), including using 

I, in this case, machine learning, to better characterize emerging 

pidemiologic threats. The authors advocate for smarter use of the 

ast data contained in electronic medical records to better surveil 

or hospital-acquired infections (HAIs) ( Pryor et al., 2021 ). A ref- 

renced example, the Duke Infection Control Outreach Network, 

emonstrates the efficacy of a formalized VIPC network in the US 

 Anderson et al., 2011 ). The program provides community hospi- 

als with access to remote hospital epidemiologists and infection 

reventionists at an academic institution, with associated monthly 

isits, data analysis and feedback, focused strategies to reduce in- 

ection rates, outbreak investigation, and educational programs. By 

sing these combined virtual and non-virtual methods the pro- 

ram reduced rates of HAIs by approximately 50% in participating 

ommunity hospitals over the 7 years studied. 
94 
Kalhori et al. (2021) conducted a search for digital solutions for 

ombatting COVID-19 in mostly developed nations, including only 

he US, China, and countries in Western Europe. They describe 6 

ategories of methods: telemedicine services, digital learning pack- 

ges, location-based tracking, mobile applications, clinical decision 

upport systems, and social media. Although some of these rely 

n digital infrastructure, all could potentially be implemented in 

MICs at a reasonable cost. Notably, 11 of the 32 mentioned stud- 

es are from China, though most are not related specifically to VIPC 

ut rather digital solutions more broadly. Several studies describe a 

IPC method of using smartphone applications to track exposures, 

lthough none have quantitative results of outcomes ( Kamel Boulos 

nd Geraghty, 2020 ; Pan et al., 2020 ; Pan, 2020 ). One such study

pecifically described using AI to better characterize disease trans- 

ission patterns to help predict and prevent outbreaks at the re- 

ional or even hospital level ( Gong et al., 2020 ). It may be notable

hat China has been largely successful in pandemic-mitigation ef- 

orts, although it remains unknown whether this is related to VIPC 

nd the other digital solutions mentioned in this paper or to other 

actors. Importantly, Kalhori et al. reference only studies of solu- 

ions that have been implemented during this pandemic rather 

han theoretical or planned solutions. 

Scott et al. (2020) describe several solutions related to VIPC 

oncerning critical care medicine. They outline a national strat- 

gy for extending the impact of the limited number of critical 

are providers in the US, a roadmap that could be adapted for 

nfectious disease providers and VIPC. One notable piece of the 

trategy is telementoring, where an expert physician (e.g. an in- 

ensivist) guides a geographically separated group of front-line, 

ess-specialized healthcare workers, for instance, non-intensivist 

hysicians or advanced practice providers. Bundled with other re- 

ote technologies and tools such as remote monitoring and AI, 

 small group of providers can have a disproportionate impact. 

amnath et al. (2021) describe an actual cross-border telemedicine 

ntensive care unit between the US and Mexico. 

.2. Feasibility studies, planned studies, and theoretical applications 

Other VIPC strategies described in the literature vary from ran- 

omized controlled trials to compiled expert recommendations to 

erspectives on the implementation of possible future technolo- 

ies. The feasibility of using remote monitoring of patients with 

racking applications, including location-enabled applications with 

aily symptom checkers, has been validated in some developed na- 

ions ( Varsavsky et al., 2020 ). A planned study to use mobile phone

essaging to increase hand hygiene compliance in Uganda is an 

xample of VIPC in an LMIC ( Mugambe et al., 2021 ). This study 

ad not yet been conducted at the time of publication. Another 

tudy from sub-Saharan Africa describes how subspecialty care, in 

his case, pediatric cardiology, can use teleconsults and teleradiol- 

gy to continue providing services ( Sokunbi et al., 2020 ). A real- 

orld randomized controlled trial of a web-based training mod- 

le about personal protective equipment from Switzerland could 

e implemented in LMICs ( Suppan et al., 2020 ). Theoretical VIPC 

pplications described in the literature include applying AI to radi- 

logy images to detect infectious diseases, using robots to disinfect 

acilities, and using telecommunications to conduct clinical trials 

 Alwashmi, 2020 ; Brezing et al., 2020 ; Khan et al., 2020 ). 

.3. Summary of virtual infection prevention and control literature 

The COVID-19 pandemic sparked an explosion of telemedicine 

nd early steps at VIPC across the globe. The literature on VIPC has 

een limited, however, to mostly developed nations, and much of it 

escribes theoretical or planned interventions. The main study that 

escribes implemented solutions is limited to developed nations 
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Table 1 

State of current literature regarding virtual infection prevention and control (VIPC). 

Paper 

Summary of virtual infection 

prevention and control topic Results (if applicable) 

Alwashmi, 2020 Commentary on technological 

advances such as thermal imaging 

technology and deep learning of 

radiology images applied to COVID-19 

Commentary, no results 

Brezing et al., 2020 Commentary on how virtual clinical 

trials may continue during a 

pandemic by using digital methods for 

recruitment, screening, informed 

consent, other study procedures, and 

internal lab operations 

Commentary, no results 

Kalhori et al., 2021 Review of digital health solutions for 

combatting COVID-19, including 

clinical decision support systems and 

social media tracking that can be used 

for pandemic surveillance 

Most digital health solutions have 

been applied in developed countries, 

however, China has applied multiple 

web- and mobile-based tools to 

effectively combat the pandemic 

Khan et al., 2020 Commentary on how robots, which 

already exist in hospitals worldwide, 

can clean and disinfect facilities 

Commentary, no results 

Mugambe et al., 2021 Study methodology for an ongoing 

study using mobile phone messaging 

interventions to increase hand 

hygiene compliance amongst 

healthcare workers in Uganda 

Planned study, no results 

Pryor et al., 2021 Theoretical application of machine 

learning and electronic medical record 

data processing to remotely surveil for 

hospital-acquired infections 

Commentary, no results 

Ramnath et al., 2021 Real-world description of a 

cross-border "Tele-ICU" that provides 

on-demand individual patient 

consultations by US intensive care 

unit specialists to hospitals in Mexico 

An effective cross-border telemedicine 

program was established to extend 

the reach of United States-based 

intensivists 

Scott et al., 2020 Description of advanced technologies 

that are possibly helpful with VIPC 

related to COVID-19: telemedicine and 

mobile care, tiered telementoring, 

telecritical care, robotics, and artificial 

intelligence for monitoring 

Commentary, no results 

Sokunbi et al., 2020 Compiled recommendations for 

keeping specialized cardiology care, 

including surgery, available to 

pediatric patients in sub-Saharan 

Africa during the pandemic, including 

teleconsultations from experts in 

developed nations 

One specialty hospital in Nigeria 

continued providing necessary care 

despite the pandemic 

Suppan et al., 2020 Real-world randomized-controlled 

trial of a web-based training module 

for proper personal protective 

equipment use in Switzerland 

No significant difference in knowledge 

of personal protective equipment was 

found between traditional 

guideline-based training and a 

gamified e-learning platform 

Varsavsky et al., 2020 Real-world validation of a 

downloadable tracking app with daily 

questionnaire to study community 

spread of COVID-19 in the United 

Kingdom 

A self-reported symptom checker app 

had similar detection of SARS-CoV-2 

spread as traditional national 

community surveys 

Abbreviations: COVID-19 = coronavirus disease 2019; VIPC = virtual infection prevention and control. 
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nd China ( Kalhori et al., 2021 ). The lack of published literature 

n VIPC in LMICs does not necessarily imply that it is not being 

tudied or implemented in these countries. Further research in this 

rea is warranted. 

. Conclusions and future directions 

VIPC will be an important strategy going forward for ending 

he COVID-19 pandemic and addressing whatever pandemic comes 

ext. VIPC extends the impact of limited providers and healthcare 

esources using technology and infrastructure that largely already 

xists around the globe. It may be especially important in LMICs 

ith less health system funding and fewer providers. The exist- 
95 
ng literature describes some implemented solutions in developed 

ountries plus theoretical applications. Very limited published lit- 

rature exists on applications of VIPC in LMICs, with the exception 

f China. Given the importance of finding far-reaching and cost- 

ffective solutions for combatting COVID-19 and other infectious 

iseases, VIPC research in LMICs will be an important area of fo- 

us in the years to come. Possible future directions of research in- 

lude experiments with AI to more rapidly track and diagnose in- 

ectious disease, new strategies to leverage geographically remote 

xpertise (e.g. infectious disease experts in other countries), and 

he use of remote monitoring and data analysis to monitor indi- 

idual patients as well as community health. These future studies 

hould aim to quantify the impact of VIPC on managing specific 
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roblems, for example, control of antimicrobial resistance clusters, 

nd the cost-effectiveness of such interventions compared with the 

xisting standard of care of IPC. Some of the literature referenced 

n this paper describes planned VIPC studies, and it is likely that 

any more VIPC implementation studies are underway globally. 

uch studies on VIPC implementation and related outcomes are 

eeded. 
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