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Objective: Situation awareness (SA) refers to people’s perception
and understanding of their dynamic environment. In primary care, reduced
SA among physicians increases errors in clinical decision-making and, corre-
spondingly, patients’ risk of experiencing adverse outcomes. Our objective
was to understand the extent to which electronic health records (EHRs)
support primary care physicians (PCPs)’ SA during clinical decision-making.

Method: We conducted a metanarrative review of papers in select-
ed academic databases, including CINAHL and MEDLINE. Eligible stud-
ies included original peer-reviewed research published between January
2012 and August 2020 on PCP-EHR interactions. We iteratively queried,
screened, and summarized literature focused on EHRs supporting PCPs’
clinical decision-making and care management for adults. Then, we mapped
findings to an established SA framework to classify external factors (in-
dividual, task, and system) affecting PCPs’ levels of SA (I-Perception, 2—
Comprehension, and 3—Projection) and identified SA barriers.

Results: From 1504 articles identified, we included and synthe-
sized 19 studies. Study designs were largely noninterventional. Studies
described EHR workflow misalignments, usability issues, and communi-
cation challenges. EHR information, including lab results and care plans,
was characterized as incomplete, untimely, or irrelevant. Unmet infor-
mation needs made it difficult for PCPs to obtain even basic SA, Level
| SA. Prevalent barriers to PCPs developing SA with EHRs were errant
mental models, attentional tunneling, and data overload.

Conclusion: Based on our review, EHRs do not support the de-
velopment of higher levels of SA among PCPs. Review findings suggest
SA-oriented design processes for health information technology could
improve PCPs’ SA, satisfaction, and decision-making.
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BACKGROUND

Despite interventions such as patient-
centered medical homes and electronic health
records (EHRs), improvements in the quality
and safety of primary care have not been con-
sistently recognized (Beasley et al., 2020). As
defined by the Institute of Medicine, primary
care is “the provision of integrated, accessi-
ble health care services by clinicians who are
accountable for addressing a large majority
of personal health care needs, developing a
sustained partnership with patients, and prac-
ticing in the context of family and commu-
nity” (Fiscella & McDaniel, 2018; Institute
of Medicine, 1996). Primary care ranges from
disease prevention to end-stage disease and
palliative care; it encompasses acute care,
chronic disease management, and all organ
systems, age ranges, and genders (Institute of
Medicine, 1996). Increasingly, primary care
physicians (PCPs) are addressing multiple
patient issues in one visit, averaging less than
20 min (Fiscella & McDaniel, 2018; Temte
et al., 2020). Before, during, and after visits,
there is a critical need for care coordination
among the primary care team, including phy-
sicians, nurses, medical assistants, and clerks.
Additionally, this coordination must extend to
specialists, hospitals, and long-term care facil-
ities (Beasley et al., 2020; Savoy et al., 2019).
Without comprehensive, accessible, timely,
and accurate patient information, PCPs cannot



238

March 2023 - Human Factors

make decisions related to prevention, diagno-
sis, or treatment, which are needed to deliver
high-quality care to patients (Beasley et al.,
2011; Savoy et al., 2021).

EHRs often refer to a digital version of
a patient’s paper chart and the associated
health information systems (Office of the
National Coordinator for Health Information
Technology, 2019). EHRs can improve primary
care decision-making and delivery by enhanc-
ing access to detailed patient information,
ensuring more reliable communication between
providers and care teams, and facilitating clin-
ical decision support. Over 10 years after the
Health Information Technology for Economic
and Clinical Health (HITECH) Act aimed to
improve the quality, safety, and efficiency of
health care by promoting health information
technology adoption, persistent issues of poor
usability have limited EHRs’ expected benefits
(Beasley et al., 2011; Howe et al., 2018; Roman
etal., 2017; Sinsky et al., 2014). Usability is the
extent to which a product or service can be used
to achieve goals with effectiveness, efficiency,
and satisfaction (International Organization
for Standardization, 2018). In primary care
practices, where EHR adoption has progressed
rapidly since HITECH’s passage, negative
unintended consequences are evident (Beasley
et al., 2011; Colicchio et al., 2019; Eikey et al.,
2019; Institute of Medicine, 2012; Zheng et al.,
2016).

EHR user interfaces do not fully support the
dynamics of primary care workflows, such as
facilitating management of multiple problems
per encounter, efficient EHR interactions, team-
work, and longitudinal care (Berg, 1999; Carter,
2015; Karsh et al., 2010; Rittenhouse et al.,
2020; Sinsky et al., 2014; Zulman et al., 2016).
Clinical information in EHRSs is organized pri-
marily for billing and other administrative man-
agement (Savoy et al., 2021). Reviewing patient
history may involve navigating through multi-
ple sections of the EHR (Roman et al., 2017)
to find only partial answers, both increasing
review time and lowering the likelihood of find-
ing an answer (Aakre et al., 2019; Daei et al.,
2020; Dwairy et al., 2011; Gonzalez-Gonzalez
etal., 2007; Gorman, 1995; Gorman & Helfand,

1995). This increases PCPs’ cognitive workload
and decreases their situation awareness (SA),
defined as “the perception of the elements in the
environment, the comprehension of their mean-
ing, and the projection of their status in the near
future” (Beasley et al., 2011; Endsley, 1988). A
lack or loss of SA related to the perception of
clinical findings, comprehension of patient con-
dition, and projection of possible outcomes and
treatments negatively impacts decision-making
(Singh et al., 2006).

From aviation to health care, including anes-
thesiology, surgery, acute nursing, and emer-
gency medicine, the SA framework has been
used to understand both decision-making and
errors (Gaba et al., 1995; Hazlehurst et al.,
2007; Nibbelink & Brewer, 2018; Risser et al.,
1999; Sitterding et al., 2012; Wauben et al.,
2011; Wright et al., 2004). Using the SA frame-
work, individual (e.g., goals and objectives,
abilities, training, experience), task (e.g., stress
and workload, complexity), and system (e.g.,
EHR capability and interface design) factors
have been identified and analyzed to determine
their impact on developing and maintaining SA
(Endsley & Jones, 2012c). Previous analyses of
clinical scenarios in primary care have demon-
strated that decreased awareness impeded
activities ranging from clinical problem iden-
tification to treatment planning (Beasley et al.,
2011; Murphy et al., 2019; Powell et al., 2020;
Singh et al., 2012). While EHRs are expected to
provide information that PCPs need to support
SA, usability issues have hindered PCP-EHR
interactions, and these usability issues have the
potential to foster SA barriers (i.e., often labeled
“SA demons”; Table 1) that can increase med-
ical errors (Beasley et al., 2011; Singh et al.,
2012). There is little evidence demonstrating
relationships among these PCP-EHR interac-
tions and the development or maintenance of
SA.

We aimed to understand how EHRs support
PCPs’ SA by providing information needed to
make clinical decisions and manage care for
adult patients. Our long-term goal was to out-
line corresponding gaps in SA support that
could be targeted by interventions.
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TABLE 1: Situation Awareness (SA) Barriers Types and Definitions (Endsley & Jones, 2012b)

SA Barriers Definition

Attentional tunneling
Requisite memory trap

Fixating on one set of information to the exclusion of others.
Over reliance on limited short-term memory.

Workload, fatigue, and other stressors Contextual stressors that reduce a person’s capacity to
process information.

Data overload

Large amounts of data or changes in data that overwhelm

individuals by outpacing their sensory and cognitive

systems.
Misplaced salience
Complexity creep
Errant mental models

Out of the loop syndrome

Drawing user’s attention to irrelevant, low priority information.
Systems with too many features, tabs, or menus.
Use of wrong mental model for interpretation.

Automation without user’s collaboration.

METHODS

To understand how EHRs support PCPs’
SA, we performed a systematic review and
metanarrative analysis (Greenhalgh et al.,
2005; Wong et al., 2013) using the SA frame-
work. In contrast to meta-analyses, the met-
anarrative analysis enabled the inclusion of
heterogenous (e.g., quantitative, qualitative,
and mixed methods) studies to provide a com-
prehensive description of the current state of
PCPs’ SA supported by EHRs. The metanar-
rative approach also permitted an open-ended
and iterative approach to planning, searching,
and synthesis of literature mapped to the SA
framework (Greenhalgh et al., 2005; Stanton
et al., 2017). SA concepts (e.g., information
presentation and cognition) guided the sys-
tematic searching, screening, extraction and
synthesis of the existing research (Figure A1).

Scoping and Searching

We used the SA framework to define the
review’s scope, considering social dynamics
of primary care and PCPs’ EHR interactions.
We focused on common clinical decisions
and tasks related to care management of adult
patients that are often not supported by clini-
cal decision support tools. For example, decid-
ing whether to start palliative care, predicting
quality of life and recovery time, and tracking
progress toward patients’ stated goals are tasks
for which clinical decision support tools do not

exist. We systematically reviewed academic
literature published between January 2012
and August 2020. By the end of 2011, initial
findings related to HITECH’s implementation
were published (Blumenthal, 2011). Thus, we
chose 2012 as the starting year for our review.
We included English-language manuscripts
and standalone abstracts. Primary sources were
the databases indexed by the metasearch prod-
uct Primo (Ex Libris Group, 2020), includ-
ing CINAHL, MEDLINE, PsycINFO, Web
of Science, EBSCO, and ProQuest Central.
Searches were simultaneous across these data-
bases, and exact duplicates within a search were
removed automatically.

A primary keyword search included situation
awareness and primary care. To expand the search,
two authors (AS, HP) built a compound query
using related terms from the U.S. National Library
of Medicine’s Medical Subject Headings. We
tested and changed our search and screening pro-
cesses iteratively. After estimating the relevance of
results for each query, final queries included these
terms: electronic health record, electronic medical
record, patient record, electronic record, visuali*,
interface, design, prototype, concept, dashboard,
data display, requirements, information needs,
information processing, primary care, healthcare,
health care, situation™® awareness, user-computer
interface, presentation, salien®, usability, morae,
and HCL
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Screening and Extraction

Search results were exported into reference
management software (Center for History
and New Media at George Mason University,
2013; Clarivate Analytics, 2016-2019). Four
reviewers determined eligibility independently
by working unblinded on separate subsets
(205217 articles per subset). Weekly meetings
were held to review screening decisions. We
included articles if their titles referred to pri-
mary or ambulatory care, or if the titles listed
EHR tasks that may be performed in primary
care (e.g., orders). We excluded articles based
on abstracts. Types excluded were duplicate
reporting (e.g., conference papers edited into
journal papers), secondary work (e.g., posi-
tion and review articles), and methods-oriented
work (i.e., defining or reviewing protocols or
metrics). Themes excluded were clinical deci-
sion support systems, migration from paper
records, information needs from secondary uses
of EHRs (i.e., not at the point of care), reminders
used strictly as memory aids, decision support
aids used strictly for prescribing, incidental (not
central) findings about information needs, and

usability evaluations of software interfaces that
did not include information needs. The remain-
ing papers were discussed in a consensus meet-
ing with five reviewers (including AS). Then,
two reviewers (AS, HP) reviewed the full-text
of the included papers and extracted five ele-
ments: study focus, organization type, partici-
pants, analysis method, and results. In a series
of consensus meetings, we excluded papers due
to not reporting user attitudes (e.g., a software
proof of concept), reporting only the needs of
patients, or reporting needs in specialties other
than primary care (Table A1).

To understand how EHRs support PCPs’
SA, review findings were mapped (Figure 1)
to SA framework concepts (Endsley, 1995;
Singh et al., 2012). Based on this framework,
three types of factors can affect primary care
SA. Individual factors include PCPs’ goals and
objectives for clinical processes. Task factors
include clinical tasks within a workflow to com-
plete those processes. System factors include
PCPs’ experiences using EHRs when complet-
ing those tasks.

ask/System Factors separated external task and system
factors to highlight important relationships within and across

clinical tasks and EHR interactions.

SA Barriers:
Saociotechnical barriers to goals
and objectives that undermine SA.

ask Factors: Clinical tasks are
healthcare activities occurring
within a workflow to complete
a clinical process.

ystem Factors:
Clinicians’ use of EHR to
locate information needed
to complete clinical tasks.

*What information do |
need?

*Blood Pressure
sHeart Rate

*Diagnosis

*So, what does this mean?

sImpact of treatment

sImpact of drug
interactions

*Now what is likely to occur?
*Prognosis

eDelayed treatment
sAdverse events

Individual Factors: Emphasis was placed on the goals and objectives of the clinicians as
they related to respective clinical processes. Information processing mechanisms, long
term memory stores, and automaticity were rarely within the scope of the journal

search.

Figure 1. Adaptation of SA framework (Singh et al., 2012; Wright et al., 2004) that guided mapping of

findings. SA = situation awareness.
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searching

Identification (n=1997)

Records identified through database

Additional records identified
through ad-hoc sources
(n=5)

v

¥

Records after duplicates removed
(n=1504)

Screening

Records excluded by
title/abstracts
(n=1386)
Reasons:

Titles/abstracts screened
(n =1504)

*Not based in primary care
*Not adult patients
*Not related to decision-making at

point of care

s|Information technology not EHR
*Product/proof of concept
eEditorial/Perspective

*Protocol

*Review

Eligibility

Full-text articles assessed for
eligibility
(n=118)

Full-text articles excluded
—_ (n=99)
Reasons:

*CDS systems

Inclusion

*Migration from paper records
*Secondary uses of EHRs
*Reminders as memory aids
*Decision support aids used
strictly for prescribing

Studies included in
qualitative synthesis
(n=19)

sIncidental (not central) findings
about information needs

Figure 2. Document flow. * Criteria listed in methods section.

RESULTS
Search Findings

Our prepared and ad hoc searches identified
1504 unique papers (Figure 2). After applying
our criteria iteratively to titles, abstracts, and
full texts, 118 papers underwent review. In the
majority of the studies that directly addressed
SA, PCPs were not identified as primary stake-
holders or users.

Overview of Studies

The resultant literature sample consisted of
19 papers published between 2012 and 2020
(Appendix 2). Twelve of the papers were
published in medical informatics journals

(Clarivate Analytics, 2021). Although different
health care organization types were represented
(educational, government, and community
health care organizations), most of this diver-
sity was between studies, not within them.
Four studies were conducted across multiple
health care networks (Flanagan et al., 2013;
Harle et al., 2019; Pet et al., 2019; Robelia
et al., 2017). Seventeen studies were descrip-
tive or interpretive; only two (11%) were inter-
ventional (Belden et al., 2017; Del Fiol et al.,
2016). Fourteen studies (74%) used interview-
or focus group-based qualitative and explor-
atory methods, three involved surveys (Menon
et al., 2016; Robelia et al., 2017; Singh et al.,
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Task Factors
* Informativeness
» Goal language
* Temporality

* Retrieval effort

* Source attribution

* Information quality

System Factors
* Information availability
+ Information presentation
* System functionality
* System usability

SA Barriers

* Attentional tunneling

* Workload, anxiety, fatigue, and other

stressors

* Errant mental models
+ Data overload
+ Misplaced salience

¥

SA Level 1: Perception
*Symptoms

*Patient health goals
*Results status

*Etc.

State of the

Environment “Etc.

SA Level 2: Comprehension
*Previous assessment & plan
*History of present illness

SA Level 3: Projection
*Interpretation of results

*Probability of treatment Clinical Performance
effectiveness decisions of Action
*Etc.

SA Barriers

Workload, anxiety, fatigue, and other stressors

Goals Objectives

*Care coordination *Efficient & Effective
*Advance care planning | *Communication
*Referral and *Decision making
consultation

Individual Factors

Human information processing

* Diagnostic ability
* Primary care experience
* Medical training

Figure 3. Summary of mapping to SA framework. This figure illustrates the synthesis of literature findings
mapped to the components of the SA framework. SA barriers related to individual, task, and system factors are
depicted with dashed-line barricades near the respective factors. SA = situation awareness.

2013), and two involved controlled evaluation
(Belden et al., 2017; Clarke et al., 2014). Of 16
non-survey studies, 13 involved fewer than 30
participants.

Mapping to SA Framework

Figure 3 illustrates the synthesized review
findings mapped to the components of the SA
framework. Specific individual (goals of clini-
cal processes), task (information requirements),
and system (EHR interactions) factors that
affect SA are listed. Major SA barriers identified
are also represented.

In the following sections, we discuss PCPs’
information needs published in our literature
sample and associated with levels of SA. Then,
we discuss the individual, task, and system fac-
tors that affect SA and expound on the EHR’s
impact on SA. Lastly, we discuss barriers to SA.

Information Needed From EHRs to
Support Levels of SA for PCPs

Most studies focused on information needed
to acquire the basic level of SA, SA Level 1
(Perception), and involved methods for gath-
ering information from EHRs for review.
Individual PCPs’ information needs included
new symptoms, previous care plans (Singh
et al., 2012; Wright et al., 2004), and changes
in social determinants of health (Friedman
et al., 2014; Koopman et al., 2015; Weir et al.,
2015). Clinical teams’ information needs were
driven by care transitions. Advanced levels
of SA—Level 2 (Comprehension) and Level
3 (Projection)—were identified in 11 studies
(Clarke et al., 2014; Friedman et al., 2014;
Harle et al.,, 2019; Koopman et al., 2015;
Menon et al., 2016; Pet et al., 2019; Robelia
et al.,, 2017; Rogers et al., 2012; Rotenstein
et al., 2016; Savoy et al., 2019; Weir et al.,
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TABLE 2: Information Needed From EHRs to Support PCPs and Their Teams' Clinical Decision-Making,

Organized by SA Level

SA Level Information Needs References
SA Level 1 o Patient goals, values* (Ahluwalia et al., 2015; Dillon
o Notable events: receipt of results* et al., 2017; Flanagan et al.,
e Status of communication of lab results ~ 2013; Friedman et al., 2014;
to patients* Harle et al., 2019; Koopman
o Patient-reported symptoms* et al., 2015; Menon et al., 2016;
e Pending actions; actions needing Robelia et al., 2017; Rogers
follow-up* et al., 2012; Rotenstein et al.,
e Patients’ physical, mental, social, and 2016; Savoy et al., 2019; Singh
financial status* et al., 2013; Smith et al., 2019;
o Care received elsewhere: changed Weir et al., 2015)
medications, treatments given, labs*
o Care team roles and responsibilities*
e Information and methods for
contacting patient*
e Referral requirements: specialist
information, consult template name*
e Referral status*
SA Level 2 e Previous assessment and plan (Clarke et al., 2014; Friedman
o Narrative history of present illness et al., 2014; Harle et al., 2019;
e Predictors of self-management* Koopman et al., 2015; Menon
o Patients’ physical, mental, social, and et al., 2016; Pet et al., 2019;
financial status* Robelia et al., 2017; Rogers
¢ Interpretation of report, recommended et al., 2012; Rotenstein et al.,
actions, guidance on referrals* 2016; Savoy et al., 2019; Smith
o Care received elsewhere: changed et al., 2019; Weir et al., 2015)
medications, treatments given, labs*
o Care team roles and responsibilities*
SA Level 3 e Previous assessment and plan (Clarke et al., 2014; Harle et al.,

e Predictors of self-management*
o Interpretation of report, recommended
actions, guidance on referrals*

2019; Koopman et al., 2015; Pet
et al., 2019; Rogers et al., 2012;
Rotenstein et al., 2016; Savoy
etal., 2019)

Note. *Information needed by more than one person on the care team. EHRs = electronic health records; PCP =

primary care physician; SA = situation awareness.

2015). Achieving these advanced levels of SA is
often based on the synthesis and interpretation
of information gathered from the EHR and is
important for clinical decision-making and care
management. For example, PCPs needed pre-
vious assessment and plan documents (Clarke
et al., 2014; Koopman et al., 2015) to better

comprehend patients’ medical conditions and
aid care coordination (SA Level 2). For SA
Level 3, genomic labs (Pet et al., 2019) were the
main reference of information considered for
patient health projection or forecasting. Table 2
displays information needs specified across the
studies and links them to the three SA Levels.
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PCP-EHR Interactions: Classification of
Individual, Task, and System Factors That
Affect SA

SA individual factors: Ineffective EHR-
integrated clinical processes. Common goals
for clinical processes included efficient com-
munication and effective decision-making.
These were classified as individual factors in SA
because they shape the determination of import-
ant information. PCPs attempted to use the
EHR to communicate and collaborate, relying
on notes and alerts/notifications for information
transfer, which would increase SA. However,
findings across studies consistently indicated
that EHRs were not effective tools for communi-
cation or collaborations (Ahluwalia et al., 2015;
Flanagan et al., 2013; Koopman et al., 2015;
Robelia et al., 2017; Rotenstein et al., 2016;
Smith et al., 2019). Similarly, EHRs did not
adequately support individual or team decision-
making (Clarke et al., 2014; Harle et al., 2019;
Koopman et al., 2015; Pet et al., 2019; Robelia
etal.,2017; Weir et al., 2015). Contents of prog-
ress notes related to administrative reporting and
metrics rather than information needed for clin-
ical tasks and decision-making (Koopman et al.,
2015). Insufficient information timeliness, qual-
ity, and access inhibited SA. Unmet information
needs preceding a clinical decision were asso-
ciated with medical errors (Singh et al., 2013).
In an attempt to mitigate these medical errors,
physicians across institutions established work-
arounds—actions addressing real or perceived
limitations in technology (Cresswell et al.,
2012)—in their clinical processes. Four papers
described workarounds to EHRs, addressing SA
Levels 1 and 2 (Flanagan et al., 2013; Friedman
et al., 2014; Menon et al., 2016; Smith et al.,
2019). EHR workarounds aimed to aid memory
and increase awareness and efficiency (Flanagan
et al., 2013; Smith et al., 2019). Decreased SA
may have explained negative outcomes in care
coordination (Clarke et al., 2014; Koopman
et al., 2015), advance care planning (Ahluwalia
et al., 2015; Dillon et al., 2017), and referrals
(Harle et al., 2019; Savoy et al., 2019). For
example, not knowing whether a specialty-care
referral led to a consultation (Harle et al., 2019;
Savoy et al., 2019) inhibited decision-making.

SA task factors: Inconsistent quality of EHR
information. EHR information had attributes
that positively or negatively affected PCPs’ SA
and associated clinical tasks, decisions, or out-
comes. With every clinical decision and task,
PCPs regularly decided which information to
pursue and use. Weir et al. (2015) identified
six attributes of patient information—informa-
tiveness, goal language, temporality, source
attribution, retrieval effort, and information
quality—supporting a patient-centered medi-
cal home model of care (Table A4). We linked
these attributes to clinical tasks done with the
EHR across the studies. To achieve Level 1
SA, retrieval effort—time to determine the use-
fulness of information—was influential. This
effort appeared to increase with case complex-
ity, time since last visit, and EHR unavailabil-
ity (Koopman et al., 2015; Singh et al., 2013).
With this increase, it was harder for PCPs to
gather and review recent notes and lab results.
For Level 2 SA, temporality and informa-
tion quality were vital for PCPs to identify a
baseline status of interest and identify notable
deviations or trends from that baseline (Belden
et al., 2017; Del Fiol et al., 2016). This was
particularly important for medication reconcil-
iation (Robelia et al., 2017). For Level 3 SA,
poor relevance, language, and quality of infor-
mation caused issues with advanced care plan-
ning, which involved projection of outcomes
and mapping of care concordant with accepted
practices and with the patients’ preferences
(Ahluwalia et al., 2015; Dillon et al., 2017).

SA system factors: Poor EHR usabil-
ity. Although EHRs demonstrate increased
usefulness over paper records, literature
described poor EHR usability, identified neg-
ative experiences, or limited interventions. As
a result, PCPs’ stress and workload increased,
which decreases SA (Belden et al., 2017; Del
Fioletal., 2016; Flanagan et al., 2013; Friedman
et al., 2014; Rotenstein et al., 2016).

PCPs’ experiences using EHRs included
redundant interaction and information overload.
Redundant interaction was described as repeated
actions using one or more interfaces to complete
a single task, including documenting informa-
tion in multiple systems (Friedman et al., 2014).
Related outcomes included increased time
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needed to review of patient records and clinical
references (Del Fiol et al., 2016; Robelia et al.,
2017), slower ordering of medication tapers
(Friedman et al., 2014), and duplicated docu-
mentation (Friedman et al., 2014; Menon et al.,
2016). Information overload was related to an
inability to manipulate filters or sort EHR infor-
mation. Tools to limit information overload via
filtering, sorting, or querying remained unused
(Singh et al., 2013). Outcomes associated with
information overload included (1) increased
time and effort for retrieval (Belden et al., 2017;
Clarke et al., 2014; Koopman et al., 2015; Weir
etal., 2015) and (2) increased difficulty in prior-
itizing information (Menon et al., 2016; Singh
etal., 2013; Smith et al., 2019).

SA Barriers Present in PCP-EHR
Interactions

Table 3 describes the link between social and
technical (i.e., sociotechnical) and SA barriers.
Social barriers to communication were related
to ambiguities of physician expectations and
responsibilities (Ahluwalia et al., 2015; Dillon
et al., 2017; Smith et al., 2019). This ambiguity
was amplified by the absence of messaging capa-
bilities in EHRs, demonstrating errant mental
models among EHR designers and care teams
(Ahluwalia et al., 2015). Technical barriers to
communication related to computing infrastruc-
ture and human—computer interfaces included
EHR downtime (Flanagan et al., 2013), lack of
interoperability among vendors limiting access
to clinical information (Friedman et al., 2014),
and inadequate support for managing notifica-
tions (Del Fiol et al., 2016; Menon et al., 2016;
Singh et al., 2013; Smith et al., 2019). These
were often associated with attentional tunneling,
misplaced salience, and data overload, which
decrease Level 1 SA. One illustration described
the organization and presentation of progress
notes (Belden et al., 2017; Clarke et al., 2014;
Koopman et al., 2015), which facilitated billing
and reimbursement more than building patient
narratives (Ahluwalia et al., 2015; Clarke et al.,
2014; Weir et al., 2015). Based on the literature
sample, errant mental model, requisite mem-
ory trap, attention tunneling, and data overload
were the most evident SA barriers.

DISCUSSION

The SA framework enabled us to analyze
published findings using a systems approach
that considered the combined effect of PCPs’
goals for clinical processes, information attri-
butes required to complete clinical tasks, and
usability requirements for physician-EHR
interactions on PCPs’ SA. Based on our results,
we discuss implications for SA in primary care
and considerations for future research below.

Implications of SA in Primary Care

Finding patient events, lab values, and clin-
ical status required redundant efforts and high
mental workloads for PCPs and their teams.
If perception of this information is hindering
Level 1 SA, then higher levels of SA are not
supported. With respect to the SA framework,
existing research largely focuses on Level
1 SA. Our study suggests that there is a gap
between PCP-pursued needs and EHR infor-
mation and visualizations. EHRs are not cap-
turing or presenting information in a manner
that allow PCPs to efficiently use it in the con-
text of their clinical workflow. More recently,
technological workarounds and interventions
are not integrated into the EHR and require
PCPs to use additional user interfaces (e.g.,
Metke-Jimenez et al., 2019). Furthermore,
there is a lack of focus on team SA, which is
important given the widely adopted patient-
centered medical home model in primary care.
Without higher levels of SA, PCPs and their
teams are prone to delayed action, inaction, or
inappropriate action.

Requisite memory trap, attention tunnel-
ing, and data overload were the most common
barriers examined. When EHRs are unable to
support higher levels of SA and contain wide-
spread SA barriers, PCPs are forced to create
workarounds due to requisite memory traps,
make decisions with limited information due to
attention tunneling, or experience high levels
of mental workload due to data overload. To
build and maintain SA, researchers and design-
ers need to ensure accurate mental models for
PCPs, which guides their information interpre-
tation. These models would inform aggregation
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TABLE 3: Associations Among Sociotechnical Barriers and SA Barriers in Primary Care Medicine

SA Barriers

Affected SA Level Published Sociotechnical Barriers

References

Errant mental model

Attentional tunneling

Misplaced salience and
data overload

Workload, anxiety,
fatigue, and other
stressors

Requisite memory trap

Level 1

Level 1

Level 1

Level 1

Level 2

Level 2

Ahluwalia et al. (2015);
Flanagan et al.
(2013); Rogers et al.
(2012); Savoy et al.
(2019)

Hospitalists noted that there

was no effective way to talk with
PCPs to support inpatient clinical
decision-making.

EHR templates did not allow
PCPs to enter information that
they wanted to or that would be
essential to care coordination

across specialties.

Ambiguity related to duties
among roles and EHRs
usability issues presented
care coordination barriers in
transdisciplinary care teams.
Display of information across
many screens, windows, and
tabs increased information
fragmentation and mental
workload.

Lack of interoperability
prevented efficient exchange
of patient information across
institutions.

Large amounts of alerts were
received daily.

Alerts became a workaround
for communicating among
teams. EHRs did not provide
functionality to assist

Ahluwalia et al. (2015);

Dillon et al. (2017);
Flanagan et al.
(2013); Friedman

et al. (2014); Harle
et al. (2019);
Robelia et al. (2017);
Rogers et al. (2012);
Rotenstein et al.
(2016); Savoy et al.
(2019); Smith et al.
(2019)

Menon et al. (2016);
Singh et al. (2013);
Smith et al. (2019)

prioritization or filtering of the
alerts.

Genomic results were viewed Pet et al. (2019)
as unsolicited information that
increased physician liability and

caused undue patient stress.

Information was described as
non-actionable, and PCPs’ time
to review the results was not
reimbursed.

EHR implementation did not
support task complexity and

aspects of the workflow which
led to paper-based workarounds

and increased workflow
inefficiencies.

Flanagan et al. (2013);
Friedman et al.
(2014); Savoy et al.
(2019); Smith et al.
(2019)

(continued)
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(continued)

SA Barriers

Affected SA Level Published Sociotechnical Barriers

References

e Spreadsheet software was used
for tracking work.

e EHR did not support referral
process tracking.

Note. EHRs = electronic health records; PCPs = primary care physicians; SA = situation awareness.

of disparate elements of information to support
comprehension and projections of patient con-
ditions or treatment. Although PCPs’ expertise
and workarounds resolve some sociotechni-
cal barriers, there is tension between PCPs’
determination to care for patients and EHR
issues. This makes health care delivery suscep-
tible to medical errors, patients susceptible to
safety risks, and providers susceptible to burn-
out (National Academy of Medicine, 2019).
Clinical decision-making is forced to occur at
the intersection of competing goals and priori-
ties, high levels of uncertainty, and EHRs that
do not support SA adequately.

From this review, major barriers for obtain-
ing high levels of SA stemmed from errant
mental models. These barriers persist when
technology-centered designs are implemented
rather than user-centered designs. When men-
tal models are discussed, it is about the users of
systems applying the wrong mental model for
data perception. However, we propose another
perspective of errant mental model, where EHR
developers apply the wrong mental model.
Major EHR vendors have challenges imple-
menting a user-centered design process, and
one of those challenges is their inability to con-
duct contextually rich studies of clinical work-
flow (Ratwani et al., 2015; Zheng et al., 2020).
Additionally, = communication breakdowns
among interdisciplinary groups or research
and practice contribute to errant mental mod-
els among EHR developers and the lack of suc-
cessful user interfaces (Hettinger et al., 2021).
These breakdowns invoked by ineffective deliv-
erables have created difficulties in translating
user requirements into implemented software
features (Saleem et al., 2016).

Human Factors Approach to Improve
EHRs’ Support of SA

Implementing a human factors approach
for the (re)design of EHR user interfaces can
improve PCP-EHR interactions. A recent review
by Carayon and Hoonakker (2019) concluded
that this approach positively affects not only the
usability of systems but also the quality-of-care
processes and outcomes. Based on our findings,
the SA-oriented design process has the poten-
tial to improve EHRs’ ability to support higher
levels of SA for PCPs. This particular human
factors approach is a user-centered design pro-
cess that consists of three main components: SA
requirements analysis, SA design principles,
and SA measurement and validation (Endsley
& Jones, 2012a).

SA requirements analysis can be used to mit-
igate the knowledge gaps and ambiguity demon-
strated across workflows in our literature sample.
This type and similar analyses have been used
to define the information needed for PCPs and
supporting roles in healthcare teams for specific
workflows or tasks (Militello et al., 2020; Savoy
et al., 2019). For example, Savoy et al. (2019)
described information needs for referring PCPs
during the referral process. Their specification of
distinct goals, tasks, and decision points through-
out workflows identified information needs and
how they shifted across decisions. Ostropolets
et al. (2020) identified clinicians’ unmet infor-
mation needs that arose from gaps in medical
evidence to inform requirements for the design
of future clinical decision support systems.

With these requirements, SA design principles
(Endsley & Jones, 2012a) developed to combat
the SA barriers identified by our metanarrative
analysis can be applied to future EHR (re)designs.
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These SA design principles include general and
specific guidelines to support higher levels of SA.
For example, SA Design Principles 1 and 2 posit
organizing EHR information based on PCPs’ goals
(SA Design Principle 1) and directly presenting
SA Level 2 information (SA Design Principle 2)
to minimize demands on PCPs’ working memory.
Emerging literature demonstrated the application
of these and other human factors principles in the
design of user interfaces for clinicians (Fischer
etal., 2020; Harle et al., 2019; Savoy et al., 2018).
For example, Fischer et al. (2020) used human
factors design principles to create a visualization
supporting decision-making about chronic dis-
eases, increasing PCPs’ satisfaction.

Furthermore, SA measurement and valida-
tion provide feedback for iterative design and
continuous improvement. Associated methods
(e.g., SAGAT, SART, simulations, interviews,
observations, rating scales) can be used before
and after implementation of designs. Methods
can also be adapted for remote and pragmatic
evaluations to reduce potential PCP participa-
tion burden and provide evidence of impact on
outcomes (Sauer et al., 2019; Woodward et al.,
2020). For example, Woodward et al. (2020)
used field observation and stakeholder input
to inform the design of a neurosurgery referral
system, which was put into practice; a pre-post
implementation evaluation indicated the new
system improved referral outcomes.

Limitations

This review has some limitations. Our pri-
mary keyword search was limited to academic

publications published in English and indexed
by commonly used databases, including
MEDLINE and PsycINFO. In addition, we
limited the review to PCP workflows and EHR
interactions. Thus, we did not include articles
with alternative methods of addressing SA,
cognitive workload, or information needs.
However, the combination of our search strat-
egies helped to identify key literature with
implications for SA in primary care. With a
metanarrative approach, we could not define
or calculate a standard effect. Additionally, our
ability to assess the quality of each study was
limited. As with other reviews, we denote the
possibility of selective reporting and publica-
tion bias among individual papers.

CONCLUSION

Based on our review, current EHRs are
unable to support the development of high
levels of SA among PCPs. The SA framework
advances our thinking about PCPs’ interac-
tion with EHRs by considering the impact of
social and technical factors on developing and
maintaining SA needed to provide quality care.
In various workflows, there are key barriers
hindering PCPs’ development of Level 1 SA,
upon which higher levels of SA depend. What
information and AZow information is presented
to PCPs through EHRs greatly influences SA
and clinical decision-making. New research
and implementation methods should be inves-
tigated to incorporate SA principles into health
information technology design and evaluation
to increase PCPs’ level of SA.
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Appendix 1. Review Steps

Review rationale and principles

Rationale: Identifying research arcs; not grading Principles: Pragmatism (flexible rules); pluralism (no
evidence; open to complex interaction, plurality of methodological preferences); reflexivity (iterative review)
methods, processes and impacts of intervention

Study criteria: Include qualitative and quantitative work; Report criteria: English language; manuscripts and
include information seeking at point of care; exclude standalone abstracts starting January 2012
higher-order patient data (e.g., clinic and population

level)
Searching
Database: Primo, including but not limited to CINAHL, Example of Terms: electronic health*, visuali*,
MEDLINE, PsycINFO, Web of Science, and ProQuest *interface*, design, dashboard, data display,
Central requirements, information needs, information

processing, primary care, situation*, usability, HCI

Screening

Method: Results exported; Inclusion: Titles referred‘to pr?marv Exclusion: Duplicate reporting,
Eligibility determined independently (4 ©Or ambulatory care, or titles listed nonmedical, no original data,
reviewers); discussion (5 reviewers); EHR tasks performed in primary care methods, EHR implementation,

full-text evaluation (2 reviewers) (e.g., orders). medication, alerts/reminders, or CDS

Data type: Year, publication type, publication category, setting, country, population, study objective, clinical
work, collection method, analysis method, study size, units of study and analysis, organization of results
(e.g., themes)

A 4

Analysis and synthesis

Descriptive summary Applying SA framework

Figure AI. Adapted metanarrative review (Greenhalgh et al., 2005; Wong et al., 2013) with synthesis using SA
framework (Endsley, 1995). To explore the literature and synthesize the data from existing scholarly work, we
conducted a metanarrative review of recent academic literature and applied the situation awareness framework
to organize our findings. Our review concerned information-seeking activity at the point of care (i.e., between
encounters), excluding higher-order patient data (e.g., at the clinic and population level). The focus of our
review was not on grading the evidence, but rather on identifying research arcs. Our approach accepted
both quantitative and qualitative methods, and it facilitated investigating both the processes and impacts of
interventions (Pawson et al., 2005).
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Appendix 2. Studies Included in Literature Sample

TABLE A1. Summary of the Studies Included in the Review

Reference Focus Participants ~ Analytic Method Result
Ahluwalia et al. (2015) Coordination: Advance 20 Thematic analysis, consensus Identified three barriers to
directives coding practice, which related to

social and technical aspects
of communication about
advance care planning and
two strategies to overcome
the barriers.

Rogers et al. (2012)  Coordination 26 Participatory design, strategic Identified information needs
rationale diagramming, of clinicians to support
strategic dependency knowledge sharing and
diagramming distributed decision-making.

Suggested improvements

to the EHR included
documenting and sharing
patient information related
to behavioral, emotional,
and spiritual factors that
influence physical health and

disease.
Clarke et al. (2014) Review notes 15 Nonparametric statistical In progress notes, sections
inference frequently identified as

important were History of
Present lliness (HPI) and
Assessment, and Plan (A&P).
Usefulness of Review of
Systems (ROS) was low
typically but higher in some

contexts.
Weir et al. (2015) Coordination 17 Cognitive task analysis; Identified six key attributes
critical incident technique of contextual information

about patients:
informativeness, goal
language, temporality,
source attribution, retrieval
effort, and information
quality.

Koopman et al. (2015) Review notes 16 Cognitive task analysis Assessment and Plan was the
most important and usually
reviewed first. History of
Present lliness could provide
supporting information,
especially in narrative
form. Review of Systems
did not match physicians’
information needs. A patient
summary view made past
notes partially redundant.

Friedman et al. (2014) Routine; Coordination 19 Grounded Workarounds addressed
problems with the EHR user
interface, barriers to health
information exchange, and
difficulty integrating new
technology. Dimensions
of workarounds were
temporary/routinized,
avoidable/unavoidable, and
chosen/unplanned.

(continued)
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TABLE A1. (continued)

Reference Focus

Participants  Analytic Method

Result

Singh et al. (2013) Review test results

Flanagan et al. (2013) Routine; Coordination

Belden et al. (2017) Review notes

Del Fiol et al. (2016)  Clinical decisions

Farrell et al. (2017) Routine; Coordination

Pet et al. (2019) Clinical decisions:
Unsolicited genomic
results

2590 Descriptive statistics
120 Consensus coding, hybrid
16 Descriptive statistics,

inferential statistics

10 Descriptive statistics,
inferential statistics

10 (est.) Goal-directed task analysis

(cognitive task analysis)

25 Thematic analysis

Identified sociotechnical
barriers to notifying patients
and providers about test
results. PCPs supported new
features to improve tracking
and visualization of result
notifications.

Identified computer- and
paper-based workarounds
for efficiency, memory,
and awareness at three
institutions. Identified a new
workaround category, no
correct path, for computer-
based workarounds.

One- and two-column
collapsible Assessment,
Plan, Subjective, Objective
(APSO)-formatted notes
were significantly faster
than Subjective, Objective,
Assessment, and Plan
(SOAP) and noncollapsible
APSO notes for the Review
of Systems and Physical
Examination tasks. Usability
ratings for SOAP format
were worse than for three
other note styles.

New computerized clinical
knowledge summarization
tool that summarizes
patient-specific and
actionable clinical
recommendations from
PubMed and UpToDate
was compared with usual
practice (manual searching).
Although difference
in search time was not
significant, perceived
decision quality was
significantly greater with the
new tool

Although high-level goals are
fundamentally different
between physicians and
nurses, shared goals were
identified. Groups share
level 3 SA in projecting that
the education they provide
will improve patients’ health
and compliance

Concerns about work
disruption, patient stress,
validity of screening,
importance of actionable
information

(continued)
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TABLE A1. (continued)

Reference Focus

Participants

Analytic Method

Result

Robelia et al. (2017)  Review: Discharge

summaries

Coordination: Advance
directives

Dillon et al. (2017)

Coordination: Complex
patients

Rotenstein et al.
(2016)

Review test result
management

Menon et al. (2016)

Harle et al. (2019) Review: treat chronic pain

Smith et al. (2019) Test result management
to inform HIT

requirements

Coordination: Referrals
for specialty consults

Savoy et al. (2019)

474

13 (interviews)
437 (chart
review)

20

2554

37

62

Descriptive statistics

Descriptive statistics,
thematic analysis

Thematic analysis; descriptive
statistics

Descriptive statistics;
inferential statistics

Thematic analysis

Content analysis

Hierarchical task analysis;
goal-directed task analysis

Discharge summaries are
sometimes missing or
incomplete, even when
other hospital records are
accessible

PCPs sought advance care
planning (ACP) information
more than specialists did,
PCP workflows involved
ACP information more than
specialist workflows did,
and PCPs documented ACP
more than specialists did

Identified key principles
that health care software
developers can integrate
into PC and patient-
centered electronic care
planning tools.

Workarounds to manage
EHR-based test results are
common and indicate unmet
needs

Identified four key goals, eight
supporting information
needs, and four design
elements

Identified challenges and
methods used to overcome
challenges; HIT should
support team/ task status
tracking for test result
management

Identified goal hierarchy with
one main goal, two sub-
goals, and four major tasks;
identified 22 information
needs which PCPs satisfied
through different sources
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TABLE A3. Clinical Tasks and Attributes of Related Information Needed to Support Point-of-Care

Decisions in Primary Care

Relevant Clinical

Task Representative Quotations

Attribute

(Weir et al., 2015) References

When dealing with the
information overload of
cluttered notes, there is
tension between the need
to display the bare minimum
to set the context versus the
need to “see it all” and be
assured nothing has been
missed (Koopman et al.,
2015).

Assessment and
planning

Del Fiol et al. (2016);
Harle et al. (2019);
Pet et al. (2019);
Savoy et al. (2019);
Smith et al. (2019)

Informativeness:
Relevance, vividness,
usefulness, and clarity

Deciding whether to Providers expressed frustration Goal language: Patients’ Ahluwalia et al. (2015);

over the absence or
inaccessibility of information
about a patient’s health

care values and goals

and described this gap

as a function of current
approaches to capturing
advanced care planning
(ACP) information (Ahluwalia
et al., 2015).

One advantage of low-tech

start palliative care

Detecting and

describing media such as paper notes
changes from and white boards is that
baseline they allow for efficiency

and adaptability. Users can
quickly and easily create
prospective memory aids
for non-routine events,
reconfigure data to highlight
elements that are important
in a specific context, or track
data over time that may
become important later in
solving a specific problem
(Flanagan et al., 2013)
“Medication list with changes”
was regarded as most
important (94% “very
important”), followed by
“list of diagnoses/problems”
(89%) and “treatment
provided” (87%; Robelia
et al., 2017).

Dillon et al. (2017);
Rogers et al. (2012);
Rotenstein et al.
(2016)

values, preferences,
and goals

Temporality: Onset, end, Flanagan et al. (2013);
baseline, and changes  Robelia et al. (2017)

(continued)
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TABLE A3. (continued)

Relevant Clinical Attribute
Task Representative Quotations (Weir et al., 2015) References
Deciding whether to Providers earlier in the care Source attribution: Ahluwalia et al. (2015)
start palliative care  continuum, for example, Implicit evaluation of
primary care, described the message source’s
[advance care planning] role, setting, and
much more broadly than responsibilities

acute care providers closer
to the end-of-life (EOL), for
example, intensive care,
and consequently identified
different types of ACP tasks
(Ahluwalia et al., 2015)

Writing and reading Providers also discussed Retrieval effort: Time to
a persistent record  how the structure of the determine relevance,
of a patient’s EMR discouraged more source, temporal
health goals robust documentation of attributes, and quality

Acting on lab results  patient values and goals,
in particular because it was
designed to capture point-
of-care events rather than
a more unified narrative
about the patient’s health
(Ahluwalia et al., 2015)

[When] primary care physicians

did not have time to process
all notifications, printing
them to highlight abnormal
results and creating paper
logs/lists to place high-
priority notifications on
the top of the list helped
them manage them more
efficiently (Menon et al.,

2016).
Detecting If the labels of abnormality Information quality:
abnormal lab are not consistently reliable, Consistency,
results users will not trust the completeness, and
information display, and its accuracy

utility will suffer dramatically.
Our erroneous note (note
model D the with the faulty
Physical Examination values)
vividly illustrated that erosion
of trust once a test subject
discovered the discrepancy
between the header
summary and the remainder
of the section hidden by
default (Belden et al., 2017).

Ahluwalia et al. (2015);
Flanagan et al.
(2013); Koopman
et al. (2015); Menon
et al. (2016); Pet
et al. (2019)

Belden et al. (2017);
Del Fiol et al. (2016);
Flanagan et al.
(2013); Robelia et al.
(2017)
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KEY POINTS

e With the SA framework, this metanarrative study
advanced our understanding of PCPs’ interaction
with EHRs and found that EHRs do not support
the development of higher levels (Levels 2-3) of
SA among PCPs.

e Requisite memory traps, errant mental models,
attention tunneling, and data overload were the
most prevalent SA barriers present during PCP—
EHR interactions.

e Findings suggest that PCP decision-making is
forced to occur at the intersection of competing
goals and priorities, high levels of uncertainty,
and EHRs that do not support SA adequately,
which has negative implications for PCP mental
workload and patient safety.

e Based on our results, incorporation of SA-ori-
ented design principles into future EHR and
relevant health information technology design,
development, and evaluation is recommended to
increase PCPs’ level of SA.
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