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Abstract

Digital technologies revolutionized the way we dealt with
the COVID-19 pandemic and outstood the obvious societal
change in the information age. Currently, data are an essen-
tial element of any health institution. Their use has the po-
tential to radically reduce the cost and time needed to
strengthen scientific evidence on the effectiveness of inter-
ventions. Likewise, information and the potential of these
technologies have become a crucial part of the response to
the pandemic. Effective implementation of data manage-
ment strategies has depended on the adoption of digital
technologies and their integration with health policies and
care systems. In August 2020, Nature Medicine published an
article about technological maturity and digital responses in
the context of the COVID-19 pandemic. This paper aims to
provide a contextualization of the technologies adopted in
Portugal in the current crisis while highlighting, when appli-
cable, requirements, potentials, constraints and aspects of
possible improvements. The digital maturity of health ser-
vices is a gradual process that requires preparation, adapta-

tion and response. The future of public health and health
care systems will be increasingly digital, and it is necessary
to promote a culture of innovation, coordinate and stan-
dardize processes and make room for a new paradigm of sus-
tainable digital transformation.
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Resumo

As tecnologias digitais revolucionaram a forma como lida-
mos com a pandemia da COVID-19, tornando-se evidente
a mudanca de toda a sociedade na era da informacéo. At-
ualmente, os dados sdo um elemento essencial de qual-
quer instituicao de saude. O seu uso tem o potencial de
reduzir radicalmente o custo e o tempo necessarios para
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fundamentar evidéncia cientifica sobre a eficacia das in-
tervengdes. Da mesma forma, a informacgao e potencial
tecnolégico tornaram-se parte crucial da resposta a pan-
demia e a implementacao eficaz de estratégias de gestao
de dados dependeu da adogao de tecnologias digitais e a
sua integracao com as politicas e cuidados de saude. Em
agosto de 2020, a Nature Medicine publicou um artigo
sobre situacao de maturidade tecnolégica e respostas
digitais no contexto da pandemia de COVID-19. Neste
sentido, pretendemos contextualizar as tecnologias
adoptadas em Portugal na situacdo de crise atual, realcan-
do, quando aplicavel, os requisitos, potenciais, constrang-
imentos e aspetos de possiveis melhorias. A maturidade
digital envolve congruéncia, preparacgao, capacidade, in-
fraestrutura e planeamento estratégico com foco nos re-
sultados de saude. O futuro da satide publica, e dos siste-
mas e cuidados de saude serd cada vez mais digital, pelo
que, é necessario promover uma cultura de inovacao,
com processos coordenados e padronizados e criando es-
paco para um novo paradigma de transformacao digital

sustentavel. © 2022 The Author(s). Published by S. Karger AG, Basel
on behalf of NOVA National School of Public Health

Context

Digital technologies revolutionized the way we dealt
with the COVID-19 pandemic and outstood the obvious
societal change in the information age. Nowadays we
have an abundant production of information, which re-
quires the use of new methodologies to organize data, op-
erational planning, reporting and epidemiological sur-
veillance, including the notification and early detection of
communicable diseases and screening of close contacts,
among other public health-related activities. The
COVID-19 pandemic accelerated the digital transforma-
tion in health care and brought a unique opportunity to
instigate the use of these new technologies in health ser-
vices. This iterative process of innovation through digital
technologies has integrated a dynamic development of
cultural change, a commitment to promote and maintain
health, in the quest for continuous improvement of qual-
ity and user satisfaction in the context of a public health
emergency [1].

According to the National Statistics Institute, about
76% of the population living in Portugal between 16
and 74 years old use the Internet, and 80% of these us-
ers participate in social networks [2]. Society is con-
nected, enabling the real-time sharing of a wide range
of information as the location of cases and their so-
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ciodemographic characteristics — highly important in
the present scenario. The integration of such informa-
tion with institutional data allows mapping geographic
dispersion of cases, the geographical circuit of genomic
sequencing of the viruses found, implementing ad-
vanced mathematical modelling of the evolution of cas-
es in the various regions, sharing of best practices and
multicentre clinical studies on a global scale. The value
of real-world data analysis is evident for planning, in-
tervention and validation of strategy. This continuous
collection of information in real time allows the devel-
opment of research, supporting timely decision-mak-
ing and promoting the drafting of updated rules and
guidelines, whose implemented strategies enhance
good practices [3]. Nevertheless, as data volume in-
creases, so does its complexity which requires compu-
tational power and advanced analytical tools.

Currently, data are an essential element of any health
institution. Their use has the potential to radically reduce
the cost and time needed to strengthen scientific evidence
on the effectiveness of interventions. In addition to sup-
porting evidence-based decision-making, the range of
applicability of these data is vast and has already been
previously described in the literature [4, 5]. From a public
health perspective, properly monitoring and governance
of such data require the adoption and implementation of
digital technologies, which, on the other hand, require a
robust public health infrastructure. A robust public health
infrastructure should be envisioned as a framework com-
posed of three interconnected systems: organizations
(governmental and non-governmental entities), people
(public health workforce) and information and commu-
nications technologies (hardware, software and devices
that capture, store, manage, exchange, and create data
and information). The lack of such infrastructure com-
promises the implementation, adoption and validity of
the usage of digital technologies. Moreover, such an in-
vestment should be complemented with proper public
health professionals training on digital health, both dur-
ing undergraduate and postgraduate education. This is
especially important in moments that stress the system
and rise the question: “Are we prepared to maximize the
potential of digital technologies and data management
during the COVID-19 pandemic?” To fill the gap in the
literature, this paper aims to provide a contextualization
of the technologies adopted in Portugal in the current cri-
sis, while highlighting, when applicable, requirements,
potentials, constraints and aspects of possible improve-
ments.
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Table 1. Digital technologies used in the COVID-19 public health interventions in Portugal

Public health
intervention need

Type of intervention

Name of the intervention
tool

Use type

Potential areas for improvement

Epidemiological
surveillance

Contact tracing SINAVE Contact tracing Workflow optimization, geomapping improvement
TraceCOVID management and case in multiple used platforms and adoption of
notification real-world operations perspective
Clinical follow-up TraceCOVID Identified case surveillance Patient-centred process optimization, adoption of a

and contact tracing

more operational-focused perspective that allows a
better worker allocation to specific jobs,
documentation and online messaging workflow
optimization

Data analysis

Tools for data
visualization

TraceCOVID Bl dashboard,
at national level

Decision support and
communication to general
population

Relevant data mining and selection for further
research, optimization of data collection, inclusion of
public health intervention evaluation, automation of
report production for decision-makers

Systems for
automatic reading

Manual input automation

Wearables and
biosensors

Body temperature
measure by biosensors

Symptom monitoring

Scaling up to manual labour and school settings

Digital and genomic
diagnostics

Faster diagnostics and support for scientific evidence
production

Data privacy

Technologies for
privacy and safety

Ensure security in sharing health data between users
and institutions

Communication

Smartphone apps StayAway COVID Identification of high-risk Identification of date of contact with a confirmed
contacts case and process simplification by the physician
Online forms TraceCOVID (self- Surveillance, contact Automatic translation, information loading directly

reporting symptoms),
Microsoft forms

tracking and
epidemiological surveys

to TraceCOVID and SINAVE platforms

E-mail Microsoft Outlook Communication with the Training on best practices and organization of
user mailboxes
SMS Systematized sendingin  Communication with the Collection of responses from users by SMS

TraceCOVID

user

Social media and
online research

COVID-19 barometer
(ENSP) and risk perception
research (DGS)

Online questionnaire on
behaviours, attitudes and
perceptions

Chatbot to clarify doubts and recommendations

Telehealth

Ms Teams and Zoom

Organizational, internal
and external
communication

Improvement, integration with analytical tools for
improved collaboration, data lakes for data science
collaboration and dynamic feedback

SINAVE, National Epidemiological Surveillance System; ENSP, National School of Public Health; DGS, General-Directorate of Health.

Methods and Results

In August 2020, Nature Medicine published an article
about technological maturity and digital responses in the
context of the COVID-19 pandemic [6]. There is a granu-
larity in national management and local challenges in
technology adoption. Given the scarcity of information
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and investigations on the topic, a qualitative methodol-
ogy was considered more appropriate. The research in-
volved aliterature and operational practices review across
different contexts and services as well as expert’s opinions
to systematize a contextualization of the technologies ad-
opted in Portugal in the current crisis. Likewise, we pro-
vide an overview of collected data while highlighting as-
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pects of possible improvements. Through a comparative
data analysis approach, we identify 4 major areas in need
of public intervention (epidemiological surveillance, data
analysis, data privacy and communication). We, then,
subset the type of intervention and the adopted tool in
Portugal for this purpose during the pandemic. Further
details are described in Table 1, as well as the identified
areas of improvement.

Discussion

Since the beginning of the pandemic, one of the main
lessons learned is the urgent need to accelerate the digital
maturity of our health systems. The improvement of the
health and well-being of our citizens and the protection
of our health professionals will be achieved by building
resilient health care during and after the current crisis.
However, there is an increasing gap between where we are
and where we want to be as digital maturity goes beyond
innovation per se. The constant changes in the way tech-
nology can be used require a culture of agile, iterative and
interactive innovation [7]. The digital maturity of health
services is a gradual process that requires preparation, ad-
aptation and response. Innovation is not a static process
that occurs in a moment and modifies the clinical practice
or the way the clinical and therapeutic decision-making
process is developed. Nevertheless, it should always aim
for efficiency, safety and health gains, in a format that is
intended to be constructive and not disruptive. In their
simplest form, roadmaps for digital maturity are achieved
by assessing the ability and compatibility of information
systems to communicate with each other or as an inter-
face within and between organizations. Many have been
proposed and demonstrate the unique needs of the sys-
tems in question.

In Portugal, to achieve this potential, it is necessary to
create solid foundations in the digital architecture of the
system and health care, essential for the successful use of
technology, as individual and collectively designed infor-
mation systems to interact. Among the central pillars of
digital maturity, user needs, privacy and security, in-
teroperability and inclusion stand out. Hence, this also
reinforces the urgent need for robust public health infra-
structure. Any technological adoption or service must be
built around the user and respond, in the first instance, to
their needs. Such a perspective will reduce costs by in-
creasing the potential to be adopted by the final consum-
er, either patients or health professionals. It is critical to
ensure privacy and security through the creation of stan-
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dards and guidelines that enhance the trust and transpar-
ency of the digitization process, especially in health. In-
teroperability is defined as “the ability of two or more
electronic health record systems or health information
technology components to exchange information and to
use the information that has been exchanged” [8]. Essen-
tial elements of interoperability lie in linking different
data sources to a pattern of united identifiers that make
individuals traceable. Interoperability has implications
for providing reliable results, minimizing errors and costs
and optimizing system operation. There are points of
multichannel interaction that created opportunities for
the integration of systems such as Trace COVID-19 and
the National Epidemiological Surveillance System
(SINAVE) [9]. Nevertheless, the stress on such systems is
outstanding the evidence on their lack of integration. A
study performed on these platforms highlighted their low
data quality leading to inaccurate results and limited evi-
dence produced [10].

In addition, different people have different service
needs, and individuals with the most needs are those
most at risk of being excluded by digital services, so
awareness of inclusion and increased accessibility is
necessary — not forgetting the digital health literacy of
these groups. In an ecosystem of limited resources,
these principles aim to guarantee the sustainability of
the technologies adopted - guaranteeing their cost-ef-
ficiency. It is imperative that recommendations on
technologies such as mobile phone applications, such as
StayAwayCOVID or other wearable devices that are tai-
lored for specific problems, be based on scientific prem-
ises that justify their investment. Another advantage of
digital technologies is their use to reduce inequalities,
taking into consideration the existing digital divide. But
to achieve this, efforts and strategies will have to be cre-
ated to promote digital health literacy among citizens
and health professionals.

Health technologies are a practical application of
knowledge to improve or maintain individual and popu-
lation health. There is a growing collision and inclusion
of digital health technologies as a specific domain. Like-
wise, they will be required to undergo the implementa-
tion of a full lifecycle of assessment, appraisal and evalu-
ation. To promote new digital technologies, their useful-
ness must be clarified, the concepts properly defined, and
the impact measured. Aligned with the lack of standards
and regulation, it would also be beneficial to integrate
concepts such as, by example, epidemiological intelli-
gence into health semantics dictionaries [11].
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Conclusions

The future of public health and health care systems will
be increasingly digital, making it necessary to create a cul-
ture of innovation, coordinated and standardized pro-
cesses, while making room for a competitive market with
equal opportunities. It is not just about implementing
more and better technologies. The need for a robust pub-
lic health infrastructure shall also be envisioned. The uni-
verse of digital technologies has a development cycle and
implementation much faster than other technologies.
When a new technology is validated, another one can re-
place it quickly. Digital maturity involves congruence,
preparation, capacity, infrastructure and strategic plan-
ning with a focus on health outcomes. To this end, it is
necessary to change the static paradigm of digital trans-
formation to a dynamic digital maturity of health sys-
tems, creating a safe, sustainable and intelligent future for
health systems, capable of reducing errors and promoting
the quality and safety of patients [8]. Digital technology
is expanding, and has two major values for public health:
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