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The traditional molecular-based identification (TMID) technique of new infections from genome 
sequences (GSs) has made significant contributions so far. However, due to the sensitive nature of the 
medical data, the TMID technique of transferring the patient’s data to the central machine or server 
may create severe privacy and security issues. In recent years, the progression of deep federated 
learning (DFL) and its remarkable success in many domains has guided as a potential solution in this 
field. Therefore, we proposed a dependable and privacy-preserving DFL-based identification model 
of new infections from GSs. The unique contributions include automatic effective feature selection, 
which is best suited for identifying new infections, designing a dependable and privacy-preserving 
DFL-based LeNet model, and evaluating real-world data. To this end, a comprehensive experimental 
performance evaluation has been conducted. Our proposed model has an overall accuracy of 99.12% 
after independently and identically distributing the dataset among six clients. Moreover, the proposed 
model has a precision of 98.23%, recall of 98.04%, f1-score of 96.24%, Cohen’s kappa of 83.94%, and 
ROC AUC of 98.24% for the same configuration, which is a noticeable improvement when compared 
to the other benchmark models. The proposed dependable model, along with empirical results, is 
encouraging enough to recognize as an alternative for identifying new infections from other virus 
strains by ensuring proper privacy and security of patients’ data.
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The SARS-CoV-2 is a novel human-infecting coronavirus that was first identified in a patient with pneumonia 
using the next-generation sequencing technique1–3. It was declared a world emergency and then a pandemic by the 
world health organization (WHO)4,5. When a pandemic outbreak occurs, it’s critical to decide whether it’s caused by 
a new or well-known virus1,2,6. This means that early identification of new infections can help scientists to control 
the transmission rates and limit the risks6. Because of the genetic similarities among the viruses, it is challenging to 
identify new infections from others virus strains7. Furthermore, patients suspected of having a new infection may also 
show symptoms similar to other infections1,8. So, it is important to accurately and efficiently identify new infections 
from genome sequences while ensuring proper privacy and security of the patients’ data.

The traditional molecular-based identification (TMID) technique initially failed to identify 35.2% of the 
173 samples, resulting in false-negative results6,9. So, patients with negative results should repeat the test to avoid 
misdiagnosis10,11. Though the TMID technique has a significant risk of false-negative results, it can detect a small 
percentage of other similar types of viruses12. After considering all the performance parameters of TMID techniques, 
the overall unsatisfactory identification rate leads to the search for an alternative way to efficiently and accurately 
identify new infections amongst other viruses from GSs6,7. Also, due to the sensitive nature of medical data, the TMID 
technique of transferring patient data to the central machine or server may create serious privacy and security issues. In 
particular, direct data transfer increases the risk of privacy breaches and unauthorized access, which can compromise 
patient confidentiality13. To address these concerns, our DFL-based approach ensures that sensitive data remains 
on local devices, and only encrypted model updates are transmitted to the central server14. This mitigates privacy 
risks by preventing direct exposure of medical data. However, potential security challenges, such as inference attacks 
or adversarial updates, remain a concern. To safeguard data integrity and confidentiality, secure communication 
protocols and encryption techniques are employed. Furthermore, TMID techniques require high computational 
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capabilities11,12,15. As a result, TMID techniques cannot be directly deployed for lightweight Medicare applications15. 
On the other hand, several machine learning (ML) and deep learning (DL) models have been proposed to identify 
new infections to overcome those issues7. However, most of the proposed ML and DL-based models did not consider 
privacy and security issues related to the patient’s data16,17. Also, most of the previously proposed ML and DL-based 
models did not consider computational complexity and dependability analysis18,19.

To address these challenges, this article proposes a privacy-preserving and dependable identification model 
of new infections amongst other viruses from GSs. Figure 1 shows the motivation on how the proposed model 
can be applied to identify new infections by ensuring proper privacy and security of patients’ data.

The key contributions of this paper are narrated as follows:

•	 In this work, we propose a privacy-preserving and dependable deep-federated learning-based LeCun Net-
work (LeNet) identification model of new infections amongst other viruses from genome sequences.

•	 The performance of the proposed model is evaluated using a real-time genome sequence dataset with a differ-
ent number of clients in terms of the IID distribution of the dataset.

•	 We consider various deep-transfer learning-based models to compare the performance metrics with the pro-
posed model.

•	 We also investigate the dependability performance analysis and computational complexity of the proposed model.
•	 Finally, an overall performance evaluation is considered, where the proposed model is more secure, depend-

able, and outperforms the existing centralized-based models.

The rest of the paper is organized as follows. First of all, the ‘Background and related work’ section discusses 
the overall background and several related works that overlap similar motivations in different ways. In section 
‘Proposed methodology’, we present the proposed model by outlining the complete workflow first, and then the 
structure of the proposed model, followed by the privacy-preserving model. Additionally, the section ‘Model 
implementation and evaluation’ continues with a discussion of environment setup and concludes with an 
overview of the dataset. Evaluation and experimental result analysis are discussed in the ‘Result analysis’ section. 
The ‘Limitations and future directions’ section highlights the study’s constraints and outlines potential areas for 
future research. Finally, the ‘Conclusion’ section summarizes the key contributions and findings of this work.

Background and related work
While investigating the most recent relevant works, we find several works overlap the similar motivation in 
different ways. The following sections illustrate the overview of federated learning before investigating the 
related work in this domain.

Federated learning as a solution
Federated learning (FL) is a distributed ML framework, where multiple devices collaborate to solve traditional 
ML problems under the coordination of the central server without sharing local private data with other 
devices13,14. This mechanism is completely different from the typical ML setting, which is used in large-scale 
artificial intelligence technology, medical technology, internet of things technology, and so on for data privacy 
and security purposes20–23. The Google developer team recommends the FL model to protect the privacy and 
security of the user’s data16,24–26. According to recent studies, the majority of large-scale service providers have 
already incorporated FL technology20–25,27. The number of medical devices is increasing day by day. As a result, 
large amounts of medical data are being generated. Analyzing these large-scale datasets requires extensive 
computing capabilities and processing power. Also, a large number of patients’ confidential data must be kept 

Fig. 1.  The overall scenario of the proposed dependable identification model of new infections from genome 
sequences by ensuring proper privacy and security of patients’ data.
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secure at all times in order to strictly medical laws and regulations (e.g., GDPR sets standards for all sensitive 
personal data, and HIPAA deals with only protected health information)28,29.

So, it is recommended to store data locally and perform the computation mechanism on local devices with 
secure edge computing technology24,27,30. As the storage and processing capabilities of local devices improve 
over time, local devices can be used more efficiently31. In this case, the FL mechanism is more suitable13,23,29. This 
technique also enables private and secure collaborative learning between other organizations, where privacy and 
security of patients’ or others’ data are the main concerns.

Structure of federated learning
Figure 2 illustrates the overall architecture and secure communication process between local devices and the 
central server in a typical FL mechanism. The communication process consists of multiple stages, beginning 
with system initialization and device selection. During this phase, the central aggregation server determines 
specific tasks and configures various learning parameters, such as the number of communication rounds, batch 
size, loss function, and learning rates27. Once the initial setup is complete, the server builds a new global model 
and distributes it to the selected local devices to initiate distributed training32. Each local device then trains the 
model using its private data, calculating updates by minimizing the loss function28. Afterward, the local updates 
are sent back to the central server, which compiles all updates from the devices and resolves the optimization 
problem to create a new global model24,27.

A critical step in this process is weight aggregation, where updates from distributed clients are combined to 
refine the global model. The most commonly used technique is Federated Averaging (FedAvg), which computes 
a weighted average of model updates based on client data sizes and is widely used due to its simplicity and 
effectiveness33. While more advanced methods exist to address challenges like client heterogeneity and non-
IID data—such as FedProx for stabilizing convergence34 or Scaffold for correcting client drift35-FedAvg was 
chosen for its scalability and established performance in distributed learning scenarios. Adaptive optimizers 
like FedAdam and methods such as Clustered Federated Learning and robust techniques like Trimmed Mean 
and Krum are designed for specific challenges, including diverse data distributions and adversarial robustness36. 
However, for our experiments, FedAvg provided an efficient and reliable framework for aggregating updates, 
ensuring a strong foundation for the analysis.

Related works
While investigating the most recent relevant works, we find several works overlap the similar motivation in 
different ways. The following sections discuss the overview of the related works.

Fig. 2.  The structure and the communication procedure between a local and a central server in a typical 
federated learning mechanism.
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ML-based schemes
Randhawa et al.37 proposed an ML-based tool for DNA sequence comparison and analysis. The tool was created 
to address issues related to the alignment of DNA sequences. Zeng et al.38 proposed an alignment-free CNN 
architecture for predicting DNA protein binding. The performance of the proposed method does not increase 
monotonically with the complexity. Zou et al.39 also provided an alignment-free DL-based technique for genome 
analysis, which succeeded in the fields of regulatory genomics, variant calling, and pathogenicity score analysis. 
Furthermore, Seo et al.40 proposed DeepFam, which is also an alignment-free DL-based technique for protein 
prediction and modeling. DeepFam uses a feed-forward CNN model, which improves accuracy and reduces run-
time. Nguyen et al.41 also proposed a DL model for classifying DNA sequences. To represent sequences, they used 
one-hot vectors as input, which preserves the essential position information of each nucleotide in the sequence. 
The proposed model’s performance was evaluated using 12 DNA sequence datasets, and it achieved significant 
improvements in all these datasets. NCNet is a DL model introduced by Zhang et al.42 for predicting the function 
of non-coding DNA sequences. In finding regulatory patterns of motifs, the NCNet model outperforms popular 
ML methods such as support vector machines (SVM) and random forest (RF). Zhang et al.43 proposed DeepSite, 
a combination of bidirectional long-short-term memory (BiLSTM) and convolution neural network (CNN) 
that was proposed to capture long-term dependencies between DNA sequence motifs. Zhou et al.44 proposed a 
model called DeepSEA, which predicts the chromatin effects of sequence modifications with single nucleotide 
sensitivity. Whata et al.6 proposed an alignment-free DL-based model for new genome sequences. The proposed 
CNN-BiLSTM model achieves better performance metrics. Furthermore, Lopez‑Rincon et al.7 also proposed a 
classification and a specific primer design for the accurate detection of new infections using the DL technique. 
The suggested methodology has a significant advantage over existing methods. But most of the above-mentioned 
ML and DL-based techniques did not consider the privacy and security of patients’ sensitive data as well as the 
dependability performance analysis of the model.

DTL-based schemes
A DTL paradigm for wearable healthcare systems was proposed by Chen et al.17. Experiments show that the 
proposed technique outperforms traditional methods for wearable healthcare activity recognition, improving 
accuracy by 5.3%. Hinton et al.45 and Krizhevsky et al.46 suggest that the DTL techniques have recently been 
shown to be superior to the traditional ML and DL techniques, with the majority of applications focusing on 
discovering patterns and developing those models to make predictions. Mehedi et al.19 proposed a dependable 
IDS system for IoT devices based on the DTL approach. Extensive analysis and performance evaluation show that 
the proposed model is robust, more efficient, and has demonstrated better performance, ensuring dependability, 
but they did not consider data privacy and security. Furthermore, the DTL technique has also been used in 
topic categorization, medical systems, and spam detection47–54. But most of the proposed DTL models did not 
consider the privacy and security of data and dependability performance analysis of the proposed models.

FL-based schemes
Recently, Kumar et al.55 proposed a blockchain-based FL structure for new infection image classification. They 
considered the privacy and security of patient’s data, but they did not evaluate the proposed model’s dependability. 
Wu et al.30 have also proposed a personalized FL technique in the healthcare paradigm based on the cloud edge. 
The accuracy of the proposed model is high, and they also consider the privacy and security of patient data but 
not the dependability of the model. Moreover, Roth et al.56 proposed a breast density classification model based 
on the FL technique. The proposed model partially takes into account dependability analysis as well as the privacy 
and security of patient data. Finally, Qayyum et al.57 proposed a collaborative FL technique for new infection 
diagnosis at the edge. The accuracy of the proposed model is very high in comparison with the previously 
proposed model. They considered the privacy and security of the patient’s data but not the dependability analysis 
of the proposed model. A summary of all the existing ML, DL, DTL, and FL mechanisms is given in Table 1. 
The existing identification and classification models have been categorized according to the proposed algorithm, 
models’ accuracy, dependency, identification coverage, privacy and security of patient’s data, and dependability 
analysis of the proposed model.

Proposed methodology
In this section, we elaborate the proposed model by outlining the complete workflow first, and then the structure 
of the proposed model, followed by the privacy-preserving model.

Workflow of the proposed model
The idea of the proposed model is to develop a dependable and privacy-preserving DFL model. The complete 
workflow of the proposed model includes model initialization, local model training by medical clients, model 
parameter encryption by medical clients, model parameter aggregation by the cloud server, and local model 
update by medical clients. Figure 3 shows the overall workflow of the proposed model with two clients and a key 
management authority.

Model initialization

First, a certified trusted authority Ta generates the public key P uK  and private key P rK  pair using the key 
generation method GeK(k), where k is the security parameter. Then, Ta established a secure communica-
tion channel between the server S and each client C . Once a secure communication has been established, S 
initializes the learning rate of the model α, the rate of exponential decay of moment estimator m1, m2 where 
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Fig. 3.  The comprehensive workflow of the proposed model with two client devices, a server, and a key 
management authority.

 

References Algorithm Accuracy Dependency Coverage Privacy and security Dependability performance analysis
37 MLDSP 92.0% Alignment-free DNA sequence comparison ✗ ✗
38 CNN 88.6% Alignment-free Predicting DNA–protein binding ✗ ✗
39 DL N/A Alignment-free Discover DNA binding motifs ✗ ✗
40 DeepFam 97.17% Alignment-based Protein modeling and prediction ✗ ✗
41 CNN 96.23% Alignment-based DNA sequence classification ✗ ◐
42 NCNet 94.89% Alignment-free Predicting of non-coding DNA ✗ ✗
43 DeepSite 89.19% Alignment-free Predicting DNA–protein binding ✗ ✗
44 DeepSEA 95.80% N/A Predicting of non-coding variants ✗ ✗
6 DL 98.70% N/A Genome sequences classification ✗ ◐
7 DL 98.73% Alignment-free Classification of new infection ✗ ◐
55 BFL 98.68% N/A New infection image classification ✓ ✗
30 PFL 95.37% N/A Healthcare paradigm on the cloud ✓ ✗
56 FL N/A N/A Breast density classification ✓ ◐
57 CFL 99.05% N/A New Infection diagnosis at the edge ✓ ✗
Proposed DFL 99.12% Alignment-free Identification of new infection ✓ ✓

Table 1.  An overview of recent research. The symbols ‘✓’, ‘◐’, and ‘✗’ indicate that the topic is covered, 
partially, and not covered, respectively.
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0 ≤ m1, m2 < 1, numerical stabilization γ, loss function of the model , and batch size β. Then, S selects an 
array and set its initial parameters to W 0. Furthermore, each medical client Ck  reports a size Nk  of its person-
al data resource Dk  to the S, where k ∈ K  = {1, 2, 3, 4, ..., K}, and then, S computes each Ck  contribution 
ratio by calculating ηk = Nk/(N1 + N2 + N3 + ... + NK);. Finally, set the index of the first communication 
round r to 1. Algorithm 1 shows the details of the privacy-preserving DFL model.

Algorithm 1.  Privacy-preserving DFL model
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Local model training by medical clients

Each Ck  trains a DL-based model locally, using its own private data resource Dk  after receiving initial model 
parameters w0 as well as α, m1, m2, γ, l, β, W r−1, C, Dk  from S. The training procedure of the local models 
continues until the loss function  converges. First, initialize the first-moment variable m1 and the second-mo-
ment variable m2 by 0. Then, split Dk  into batches with equal size β and set the initial local model parameters 
by W r

k ← W
r−1. Furthermore, for each batch of data resource compute the gradient g, biased first and second 

moment estimate n1, n2, respectively. Also, compute bias-corrected first moment estimate n1, second moment 
estimate n2, and the bias-corrected learning rate α. Finally, update the local model parameter W r

k  and return 
the model parameters. Algorithm 2 summarizes the details of the training procedure of the local model.

Algorithm 2.  Training of the local DL model

Encryption of model parameters by medical clients
When the local model is trained and finally returns the model parameters W r

k , then each Ck  encrypts W r
k  

using the method PE(wr
k,i, P uK), where W r

k  = (wr
k,1, wr

k,2, wr
k,3, ..., wr

K,i) and i ∈ δ = (1, 2, 3, ..., δ). Then, 
the encrypted parameters EP (wr

k,i)|i ∈ δ of the local model are uploaded to the S by each Ck  via the secure 
communication channel, where δ is the total number of parameters in a local model.

Aggregation of model parameters by cloud server
Cloud server S computes each Ck  contribution ratio by calculating ηk = Nk/(N1 + N2 + N3 + .... + NK). 
Then, the contribution ratios ηk  and encrypted parameters EP (wr

k,i)|i ∈ δ from all Ck  are aggregated by S, 
where aggregated parameters AP = PA(wr

1,i, wr
2,i, wr

3,i, ..., wr
K,i, η1, η2, η3, ..., ηK). Finally, S sent back the 

aggregated parameters AP |i ∈ δ to all Ck(k ∈ K) by the secured communication channel.
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Local model updating by medical clients
The encrypted aggregated parameters AP |i ∈ δ are decrypted by using the method PD(AP , P rK). Then, Ck  
updates the local model by the decrypted parameters DP (wr

k,i)|i ∈ δ. After the completion of each successful 
update operation, the index value of r increases one by one, where r = (1, 2, 3, 4, ..., R). Finally, an efficient DL-
based model has been obtained after R rounds of interactions between S and Ck .

Overall computational complexity of the model
For each successful communication round, each Ck  needs to conduct parameter encryption method PE  and 
parameter decryption method DP . So, total requires τ  number of exponentiation operations in Z∗

n2  and a 
line of multiplication operations in Z∗

n2  for each successful communication round. Here, Z∗
n2  is treated as a 

multiplicative group, where Zn2  is the set of integers {0, 1, 2, 3, ..., n − 1} with arithmetic being done modulo 
n2. As a result, the computational complexity of each Ck  is approximately linearly proportional to δ (Ck ∝

∼
δ) 

in a local DL model. Furthermore, S must perform K  times of multiplication operations in Z∗
n2  when Ck  

aggregates all model parameters and contribution rations for each communication round.

Proposed DFL model
In this section, we first discuss the proposed model’s architecture, and then we thoroughly explain the local 
model training procedure.

Model overall architecture
The block diagram of the proposed model is shown in Fig. 4a, which contains two parts: the local part and the 
cloud server part. The local part is further divided into two stages: model training and model validation. After 
preprocessing the raw data, we split the whole dataset into multiple datasets and applied it to the local model 
for training.

The local model is configured with two trainable layers, containing 32 and 64 units, respectively. It uses a batch 
size of 64 and trains over 1000 epochs. The ReLU activation function is employed in the hidden layers, while the 
Softmax function is used in the output layer to ensure probabilistic outputs. To mitigate overfitting, a dropout 
rate of 0.10 is incorporated. Additionally, we used early stopping based on validation loss to monitor the model’s 
performance and halt training when further improvement was minimal. The model is optimized using the Adam 
optimizer with a learning rate of 0.001, and its performance is assessed using the Categorical Crossentropy loss 
function. These hyperparameters were determined empirically through iterative experimentation.

For training, a randomly selected subset of the data is used, while another subset is reserved for validation. 
The process iteratively continues until the loss converges to a minimum threshold, which is determined 
by the reduction in loss between consecutive iterations becoming smaller than a set tolerance level 
(e.g., |li − li−1| < ϵ, where ϵ is a small positive value). If this convergence criterion is not met during 
validation, the local model parameters are back-propagated to the server. The server aggregates and averages 
the parameters from all local models to update the global model. These updated global parameters are then 
redistributed to the local clients, and the training process is repeated. Finally, the global model with the best 
validation performance metrics is selected, ensuring optimal accuracy and reliability.

Internal structure of the local models
The internal structure and the working mechanism of each layer of the client devices have been discussed in this 
section.

•	 Input layer: The local model consists of eight layers, including the input layer, as shown in Fig. 4b. The input 
layer receives preprocessed, encoded DNA data batches Bk ⊆ Dk, where Dk  is the local dataset for client Ck. 
The input is uniformly formatted and passed to the subsequent layers for feature extraction and classification.

	 Xinput = {x1, x2, . . . , xβ}� (1)

where β is the batch size.

•	 Convolution layer: The second layer of the model is the convolution layer, directly connected to the input layer. 
The convolution layer applies a trainable kernel W  to the input sequence to transform it into feature maps58. 
This layer uses a sliding window mechanism to extract local features from the encoded data47.

	
hi,j =

K∑
k=1

Wk · Xinput ,i+k−1 + b� (2)

where Wk  weights of the kernel, b bias, and K  kernel size.

•	 Max pooling layer: The max pooling layer is non-trainable and reduces the size of the feature map by selecting 
the maximum value in a sliding window. This process retains the most relevant features. We used a total of two 
max pooling layers after the convolution layer, which selects the maximum activated value among neurons.
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	 pj = max (hj:j+s)� (3)

where pj  pooled feature, s pool size, and hj:j+s window of feature map values.

•	 Dropout layer: The dropout layer prevents overfitting by randomly deactivating neurons during training19. 
This is controlled by a predefined probability p, known as the dropout rate. In this model, a dropout layer 
with a ratio of 0.10(10%) is applied after the second max pooling layer, ensuring effective regularization and 
enhanced generalization59.

	
y =

{ 0, with probability p
x, with probability 1 − p � (4)

•	 Flatten layer: In order to feed the data into the following layer, it must be flattened or transformed into a 
one-dimensional array. In this layer, the output of the preceding layers is flattened into a single lengthy feature 
vector, which is connected to the next layer19.

	 Xflat = Flatten (P )� (5)

where P  is the pooled feature map.

•	 Dense layer: A dense layer is used to classify infections based on output from previous layers. This layer is 
deeply connected with its preceding layer. This fully connected layer combines features extracted from the 
sequence and identifies high-order patterns. To enhance non-linearity and improve feature representation, 
the ReLU activation function is employed in this layer6.

Fig. 4.  (a) The block diagram of the proposed model with a local client device and a cloud server, and (b) the 
internal structure of the local model including the input layer.
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	 y = ReLU (W · Xflat + b)� (6)

where the ReLU activation function is defined as:

	 ReLU (x) = max (0, x)� (7)

•	 Softmax layer: The final layer of the model is the softmax layer, which is connected to the dense layer. This 
layer computes the probability distribution over the output classes, determining the likelihood of each class or 
label. In this case, it predicts whether the input corresponds to a new infection or not6.

	
softmax (zi) = exp (zi)∑K

j=1 exp (zj)
,� (8)

where zi is the input to the softmax layer, and K  is the number of output classes.

Paillier cryptosystem-based secure communication protocol
In this section, we discussed the Paillier cryptosystem-based secure communication protocol60, including key 
generation, parameter encryption, parameter aggregation, and decryption techniques.

Key generation  The encryption algorithm utilized in this work builds upon principles derived from RSA but 
incorporates key modifications to enhance security and adaptability for distributed learning systems. First of all, 
select two large equal bit-size prime numbers p and q randomly and independently of each other that also satisfy 
the following condition 9.

	 gcd ((p × q), (p − 1)(q − 1)) = 1� (9)

Then, calculate n and λ by the following Eqs. 10 and 11.

	 n = (p × q)� (10)

	 λ = lcm (p − 1, q − 1)� (11)

An integer g is selected randomly, where g ∈ Z∗
n2  and also ensures n divides the order of g by checking the 

existence of the modular multiplicative inverse by the following Eq. 12.

	 µ = (L (gλ mod n2))−1 mod n� (12)

where function L(ϑ) is defined as L(ϑ) = (ϑ − 1)/n, here, ϑ refers to the input to the L function.

Thus, Ta generates the key pair (P uK, P rK) by the method of GeK(k), where security parameter k ∈ Z+. 
The generated keys are P uK = (n, g) and P rK = (λ, µ). Finally, Ta publishes P uK  and distributes P rK  to 
all the Ck  as well as generates a symmetric key si for S asnd each Ci, where i ∈ {1, 2, 3, 4, ..., K} to establish 
a secure channel between S and each Ck .

Inspired by RSA, this algorithm introduces key deviations from traditional implementations by incorporating 
the Carmichael function (λ) instead of Euler’s totient function (ϕ(n)), incorporating the modular multiplicative 
inverse, and utilizing the L function to enhance security for distributed systems. Similar advancements 
have been explored in the literature, such as Jamgekar and Joshi’s secure RSA variant for file encryption and 
decryption61, Thangavel’s Enhanced and Secured RSA Key Generation Scheme (ESRKGS) for improved key 
generation efficiency62, and Balasubramanian’s study on RSA variants and their cryptanalysis63. Building on these 
innovations, this algorithm integrates the Paillier cryptosystem to achieve additive homomorphic properties 
essential for secure aggregation in federated learning frameworks60. The Paillier cryptosystem strikes a balance 
between security and computational efficiency, outperforming fully homomorphic encryption (FHE) schemes 
in real-world applications where latency and resource constraints are critical60,64. Furthermore, its robustness 
has been extensively validated through cryptanalysis in existing literature, making it a reliable and effective 
choice for secure communication in distributed learning environments64.

Parameter encryption  The model parameters wr
k,i are values associated with a specific client k and an index i. 

These parameters are bounded by 0 ≤ wr
k,i < n, where n is the modulus.

To securely encrypt these parameters:

•	 A random number R is chosen such that 0 < R < n or equivalently R ∈ Z∗
n.

•	 A public key P uK  is used to perform the encryption.

The encryption of a model parameter wr
k,i is defined by the Eq. 13:

	 EP

(
wr

k,i

)
= gwr

k,i · Rn mod n2� (13)
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Here, g is the base used for exponentiation, wr
k,i is the model parameter, Rn is a random masking factor to 

ensure security, and n2 is the modulus. This implies that EP

(
wr

k,i

)
 encodes the model parameter wr

k,i as an 
exponent of g, with an additional random factor Rn.

Parameter aggregation  Once encrypted, the parameters are aggregated using weighted contributions from 
multiple clients. Each client Ck  provides a contribution ratio ηk , which represents the importance of the client’s 
data in the aggregation process. The ratios ηk  are scaled by a factor of 103 to ensure they are positive integers, 
resulting in amplified ratios η′

k . Then, the encrypted parameters EP

(
wr

k,i

)
 from all clients are combined using 

the scaled contribution ratios η′
k . The aggregation process is defined by the Eq. 14:

	
ΛP =

K∏
i=1

EP

(
wr

k,i

)η′
i mod n2� (14)

Using Eq. (13), substituting EP

(
wr

k,i

)
= g

(
wr

k,i

)
· Rn mod n2, we have:

	

[
EP

(
wr

k,i

)]η′
i =

[
g

(
wr

k,i

)
· Rn mod n2

]η′
i

Applying the properties of exponents under modular arithmetic:

	

[
EP

(
wr

k,i

)]η′
i = g

(
wr

k,i

)
·η′

i · (Rn)η′
i mod n2

=
(

gwr
k,i

·η′
i · R

nη′
i

i

)
modn2

Now, substituting 
[
EP

(
wr

k,i

)]η′
i =

(
gwr

k,i
·η′

i · R
nη′

i
i

)
mod n2, into Eq. 14 , we have:

	
ΛP =

K∏
i=1

[(
gwr

k,i
·η′

i · R
nη′

i
i

)
mod n2

]
mod n2

The product of terms can be written as a single-modulus operation:

	

AP =
K∏

i=1

[
gwr

k,i
·η′

i · R
nη′

i
i

]
mod n2

=
K∏

i=1

gwr
k,i

·η′
i ·

K∏
i=1

R
nη′

i
i mod n2

Using the property of exponents for products:

	

K∏
i=1

gwr
k,i

·η′
i = g

∑K

i=1
wr

k,i
·η′

i

Substitute the combined terms back into the equation:

	
ΛP =

(
g

∑K

i=1
wr

k,i
·η′

i ·
K∏

i=1

R
nη′

i
i

)
mod n2� (15)

Parameter decryption  When each client Ck  receives the encrypted aggregated model parameter AP ∈ Z∗
n2  

from the server S, the client decrypts the parameter using its private key as follows:

	 DPwr
k,i

= L
(
ΛP modn2)

· µ mod n

where µ = L
(
gλmodn2)−1

mod n, λ is the private key parameter.

Using the definition of ΛP  from Eq. 15:
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DPwr

k,i
= L

(
g

∑K

i=1
wr

k,i
·η′

i ·
K∏

i=1

R
nη′

i
i modn2

)
· µmod n

Using the additive property under modular arithmetic:

	
L

(
ΛP mod n2)

= L

(
g

∑K

i=1
wr

k,i
·η′

i mod n2
)

+ L

(
K∏

i=1

R
nη′

i
i mod n2

)
mod n

We split into terms, and the first term:

	
L

(
g

∑K

i=1
wr

k,i
·η′

i mod n2
)

=
K∑

i=1

wr
k,i · η′

i · L(g)

The second term:

	
L

(
K∏

i=1

R
nη′

i
i mod n2

)
=

K∑
i=1

L
(

R
nη′

i
i

)

Now, substitute these into the equation for DPwr
k,i

:

	
DPwr

k,i
=

(
K∑

i=1

wr
k,i · η′

i · L(g) +
K∑

i=1

L
(

R
nη′

i
i

))
· µ mod n

From the equation 12, µ = L
(
gλmod n2)−1 where L

(
gλ

)
= 1. Thus, the equation simplifies:

	
DPwr

k,i
=

K∑
i=1

wr
k,i · η′

i mod n� (16)

Now, compute the average value and update the local model by the following Eq. 17. Here, 103 is a scalar used to 
transform the contribution ratios to positive integers.

	
DP (wr

k,i) =
DP (wr

k,i)
103

� (17)

Model implementation and evaluation
The section continues with a discussion of environment setup, then an overview of the dataset with the data 
preparation process and concludes with the training and testing process of the selected DTL and DFL models.

Environmental setup
The implementation of the proposed model is carried out using PySyft and PyTorch. PySyft is an open-source 
library that combines different tools for building secure and private machine learning models, especially for 
the FL model65. The main idea behind the PySyft library is to extend the APIs of popular DL mechanisms such 
as PyTorch, Keras, and TensorFlow24. Furthermore, PyTorch is another Python library that provides high-level 
features, including tensor computation (like NumPy) with strong GPU acceleration66.

First, we installed the PySyft and PyTorch libraries along with other necessary libraries. Then, we created 
the virtual client by the VirtualWorker method with the help of the TorchHook mechanism that simulates each 
client. We have also initialized the central server called “secure_worker”. Each client and the central server has a 
unique pointer tensor (e.g., client 1 pointer tensor is 45140214847). Finally, the central server (PT: 61532244495) 
established secure communications among all the clients. After successful secure communication was established 
between client devices and the central server, we stored the data into a tensor and then divided the data into 
features and targets. Furthermore, we calculated the number of samples per client and divided the features and 
targets, and finally sent them to all clients. Next, we created the model and sent a copy of the model to all the 
clients. We have performed the copy() and send() operation by model.copy().send(PT) mechanism. Then the 
model is trained by its own datasets and calculates the performance metrics by 1000 iterations. We defined 
several functions for training the model while keeping track of the training loss and training accuracy for each 
client individually. Each local client model improves a little bit in its own way and calculated the local losses 
and accuracies. If the local loss is not minimized, encrypt the model parameter and send it to the central server 
parallelly by backward() method. The central server calculated the average value of the parameters by the avg_
weight.get() method and distribute them to all the clients. Then, each client decrypted the model parameters, 
updated the local model, and retrained the local model using its private dataset. We performed 8 rounds and 
finally got the final model and computed the testing accuracy with the testing dataset. Therefore, we were able to 
train the client without exposing each training data to others. We were also able to aggregate the updated model 
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parameters from each client by a trusted central server to prevent privacy and security of patients’ private and 
sensitive data.

Dataset description
The dataset has been downloaded from the genes database at the National Center for Biotechnology Information 
(NCBI) which contains 583 sequences6. There were 553 unique sequences after removing all repetitive sequences 
and then performing our next analysis. The coronavirus family contained all of the virus genes. If a gene 
contained the SARS CoV-2 gene, we assigned it a label of 0; otherwise, we assigned it a label of 1. The dataset was 
unbalanced with 16.47% SARS CoV-2 positive samples and 83.53% SARS CoV-2 negative samples.

Data preparation
It is necessary to clean and prepare the raw DNA sequence dataset before applying DTL and DFL methods 
to achieve optimal performance. Data preparation of DNA sequence is normally done by removing duplicate 
samples, converting non-numerical features into numeric features, and dealing with missing values. The DNA 
sequences are made up of consecutive letters (e.g., A, C, G, and T) with no spaces between them. So, the DNA 
sequence does not contain any words. We used a unique representation technique to convert DNA sequences 
into word sequences without losing position information. First, we remove duplicate samples from the dataset 
by applying the unique_everseen() method. Then, we used the lower() method to convert the uppercase sequence 
to the lowercase sequence for further processing. Now translate the lowercase DNA sequences into short 
overlapping k-mers of length 3 using getKmers(sequences, size = 3) method67. Figure  5 shows the process of 
translating the DNA sequence into a sequence of words with window size 3 and slide stride 1.

Figure 6a shows a dictionary with 64 (43, 4 chars = ‘ACGT’ and word size = 3) distinct words, and each word is 
then represented by a one-hot vector of size 64. Then, we set the size of the region and convert the word sequence 
into a one-hot 2D vector. Now, we have a 2D numerical matrix that contains information on the specific position 
of each nucleotide in the sequence. Figure  6b shows a one-hot 2D vector representation of generated DNA 
sequence words with region size 2. This matrix is then used as input for the selected DTL and DFL models for 
further analysis.

Model training and testing
First, the pre-processed DNA sequence dataset has been split into the training (80%) and testing (20%) datasets. 
Then, split the training dataset again into a new training dataset (80%) for training the selected DTL and DFL 
models and a validation dataset (20%) for tuning the hyperparameters. This splitting ratio is considered as an 
optimal ratio to reduce overfitting19,67. For the proposed DFL model, we first considered the number of client 
devices and calculated the total number of samples per client device. Then divided the dataset and sent it to 
all the client devices. We have a total of 553 unique pre-processed DNA sequence datasets and divided them 
into 4, 6, 10, 15, and 20 client devices, where each client device got 138, 92, 53, 37, and 28 pre-processed DNA 
sequence datasets, respectively. Afterward, we selected the final model after a series of operations. We have also 
considered DTL algorithms because some of their variants have been successfully applied to solve classification 
tasks related to DNA sequencing68. The overall performance of the DTL models has been evaluated with a 
wide range of tested hyperparameters. Specifically, we considered five models based on previous performance 
in different datasets—CNN, FCN, IncepNet, ResNet, and LeNet, with varying architectures and configurations. 
These models were tested using different numbers of trainable hidden layers, neuron configurations, activation 
functions, and dropout settings. For instance, CNN has 4 trainable hidden layers (32, 64, 128, 64 neurons), 
while FCN, IncepNet, and ResNet have 3 layers each, with FCN and ResNet using 128, 256, and 128 neurons, 
and IncepNet using 32, 64, and 32 neurons. LeNet has 2 layers (32, 64 neurons). All models use a batch size 
of 64 and the Adam optimizer, with ReLU activation in CNN, ResNet, and LeNet; tanh in FCN; and linear in 
IncepNet. The output layers use sigmoid for CNN and IncepNet, and softmax for FCN, ResNet, and LeNet. 
Dropout layers were applied in CNN at 20%, which is double that of ResNet and LeNet, both set at 10% percent, 
to effectively mitigate overfitting and improve model generalization. This comprehensive evaluation highlights 
the adaptability of DTL models for genome sequence classification tasks.

Result analysis
This section discusses the overall performance of the selected models. We implemented a wide range of analysis 
scenarios using various performance indicators and compared them. We also analyzed the computational 
complexity and dependability performance of the selected models.

Performance indicators
We have used several performance indicators to analyze the results. The following performance indicators were 
used to evaluate the selected models.

•	 True positive (Tpos) refers to the number of new infections that are correctly detected as new infections.
•	 True negative (Tneg) is the number of existing infections that are correctly detected as existing infections.
•	 False positive (Fpos) is the number of existing infections that are incorrectly detected as new infections.
•	 False negative (Fneg) refers to the number of new infections that are incorrectly detected as existing infec-

tions.

The model’s performance across all classes is often measured by its accuracy metric, where higher accuracy 
means better performance19. Equation 18 defines the mathematical representation of accuracy.
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Accuracy = Tpos + Tneg

Tpos + Tneg + Fpos + Fneg
� (18)

The precision shows how accurate the model is in identifying positive samples69. Equation  19 defines the 
mathematical representation of precision.

	
P recision = Tpos

Tpos + Fpos
� (19)

The recall measures the model’s ability to detect positive samples. The higher the recall, the more positive samples 
detected69. Recall can be defined by the Eq. 20.

	
Recall = Tpos

Tpos + Fneg
� (20)

The F1-score computes the harmonic mean of precision and recall, respectively. The F1-score has a range of 0.0–
1.0, with 1.0 denoting model perfection69. Equation 21 defines the mathematical representation of the F1-score.

	
F 1 − Score = 2 × P recision × Recall

P recision + Recall
� (21)

Cohen’s kappa (κ) measures the inter-rater agreement between observed and predicted classifications while 
accounting for the agreement occurring by chance. It provides a range of values between − 1 and 1, where 1 
indicates perfect agreement, 0 represents random chance, and negative values indicate systematic disagreement. 
It is particularly useful for imbalanced datasets, where accuracy might be misleading69. Equation 22 shows the 
mathematical representation of Cohen’s kappa.

	
κ = Po − Pe

1 − Pe
� (22)

where Po is the observed agreement, and Pe is the expected agreement by chance. A detailed evaluation of 
Cohen’s kappa in our model ensures that we assess the reliability of predictions beyond mere accuracy.

The receiver operating characteristic—area under the curve (ROC-AUC) evaluates the trade-off between true 
positive and false positive rates across different thresholds69. A higher ROC-AUC value indicates better model 
performance, as it reflects the probability that a randomly chosen positive instance is ranked higher than a 
randomly chosen negative instance. The ROC curve plots the Recall against the False Positive Rate (FPR). 
Equation 23 shows the mathematical representation of FPR.

	
FPR = Fpos

Fpos + Tneg
� (23)

Fig. 5.  The process of translating the deoxyribonucleic acid sequence into a sequence of words with window 
size = 3 and slide stride = 1.
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AUC values range from 0.5 (random guessing) to 1.0 (perfect classification). ROC-AUC is critical in our 
evaluation as it highlights the model’s ability to handle imbalanced classes effectively.

Fig. 6.  (a) Dictionary representation of the generated word sequence with 64 (43, 4 chars = ‘ACGT’ and word 
size = 3), and (b) One-hot 2D vector representation of the generated distinct word sequence with region 
size = 2.
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DTL metrics analysis
In recent years, DTL models have advanced features, and some of these variants have been effectively applied 
to solve genome sequence classification problems53,69. Therefore, we considered five DTL models (e.g., CNN, 
FCN, IncepNet, LeNet, and ResNet) because of their optimal performance. Table 2 shows the performance 
comparison metrics of the selected DTL models.

In this analysis, we trained all models for 1000 epochs, and the LeNet model demonstrated the best overall 
performance, achieving the highest accuracy of 0.9907, a precision score of 0.9903, recall of 0.9907, F1-score of 
0.9901, and a ROC AUC score of 0.8598. Its metrics highlight its ability to consistently classify new and existing 
infections with high reliability. The CNN model closely followed LeNet, achieving an accuracy score of 0.9906, 
with similar performance across precision, recall, and F1 metrics but slightly lower ROC AUC. The IncepNet 
and ResNet models delivered competitive accuracy scores of 0.9900 each, with nearly identical precision and 
recall values. However, both models achieved a lower ROC AUC score (0.8820 for IncepNet and 0.8430 for 
ResNet), indicating a slightly lower ability in distinguishing between classes compared to the top-performing 
LeNet and CNN models.

In contrast, the FCN model exhibited the lowest performance among all evaluated models. It achieved an 
accuracy of 0.9860, with a precision score of 0.9859, recall of 0.9860, and F1-score of 0.9859. The lower precision 
score suggests that the FCN model had a higher proportion of misclassifications compared to the other models, 
underscoring its relative limitations in this analysis.

Taking into account all performance indicators, the LeNet model emerges as the most effective among the 
selected DTL models, followed closely by CNN. Both models exhibited the best stability in classification tasks. The 
competitive performance of IncepNet and ResNet highlights their potential but shows room for improvement in 
distinguishing class boundaries. On the other hand, the FCN model’s lower performance metrics suggest it may 
not be as robust for genome sequence classification tasks.

DFL metrics analysis
In this section, we have analyzed the DFL models with different numbers of client devices. We have considered 
4, 6, 10, 15, and 20 client devices and 8 rounds for this analysis because the flattening characteristics of the curve 
and the performance metrics were not increasing literally. Table 3 shows the quantitative performance metrics 
summary of the selected DFL models.

First, we analyzed the performance of the model using 4 client devices. Figure 7a shows the classification 
performance of the DFL model under this configuration. The model’s accuracy starts at 0.8350 and increases 
to 0.9869 by round 6, stabilizing through round 8. Similarly, the precision score begins at 0.5350 and gradually 
rises to 0.9785 by round 5, remaining stable until the final round. The recall score of the model increases rapidly 
in round 4, reaching a peak of approximately 0.9191 at round 6, and remains nearly stable up to round 8. The F1 
score starts at its lowest value of 0.2702 in round 1, improves significantly to 0.9189 in round 3, and reaches 0.9393 
in round 6, remaining constant thereafter. Lastly, the ROC AUC score begins at 0.4502, increases gradually with 
each round, reaching 0.9440 by round 5, and remains stable through the final round.

Next, we evaluated the model’s performance with 6 client devices. Figure 7b shows the classification results 
for this configuration. The accuracy starts at 0.8830 and rises to 0.9912 by round 5, stabilizing through round 
8. This demonstrates that the model provides more reliable classification performance than the configuration 
with 4 client devices. The precision score begins at 0.5490 and steadily increases to 0.9823 by round 5, remaining 
constant until the final round. This indicates that the model is more effective at identifying positive samples 
compared to the previous configuration. The recall score jumps rapidly in round 5 and peaks at approximately 
0.9804 in round 6, remaining stable up to round 8. Similarly, the F1 score begins at its lowest value but improves 
significantly, reaching 0.9288 in round 4 and 0.9624 in round 7, and remains constant thereafter, reflecting the 
model’s enhanced performance. Lastly, the ROC AUC score starts at 0.5508, rises consistently with each round, 
reaching 0.9824 by round 5, and remains stable until the final round. These results indicate that the 6-client 
configuration is more reliable, accurate, and efficient than the 4-client configuration.

To further analyze the impact of increasing client devices, we evaluated the model’s performance with 10, 15, 
and 25 client devices. Figure 7c–e show the classification performance under these configurations. The accuracy 
scores were 0.9899, 0.7931, and 0.6646 for 10, 15, and 25 client devices, respectively, highlighting the reduction 
in classification reliability compared to the 4 and 6-client models. Similarly, the precision scores decreased as the 
number of clients increased, further demonstrating reduced accuracy in identifying positive samples.

The recall scores also decreased, with values of 0.8620, 0.7706, and 0.6280 for 10, 15, and 25 client devices, 
respectively. This indicates that these configurations are less effective at detecting positive samples compared 
to the 4 and 6-client models. Furthermore, the F1 scores were the lowest among all configurations, reflecting 

Model Accuracy Precision Recall F1Score ROC

CNN 0.9906 0.9903 0.9907 0.9902 0.8711

FCN 0.9860 0.9859 0.9860 0.9859 0.8687

IncepNet 0.9900 0.9896 0.9900 0.9897 0.8820

LeNet 0.9907 0.9903 0.9907 0.9901 0.8598

ResNet 0.9900 0.9901 0.9903 0.9898 0.8430

Table 2.  Deep transfer learning models’ different performance comparison metrics.

 

Scientific Reports |         (2025) 15:7291 17| https://doi.org/10.1038/s41598-025-89612-x

www.nature.com/scientificreports/

http://www.nature.com/scientificreports


reduced overall performance. Lastly, the ROC AUC scores also decreased with more clients, further emphasizing 
the reduction in reliability and accuracy.

We have also calculated the confusion matrices for the DFL models across different client settings to analyze 
the classification performance in detail. Figure 8 shows the confusion matrices for the DFL models with different 
numbers of clients. The model with K = 6 clients demonstrated the best performance, achieving the highest 
true positives and true negatives, while maintaining minimal false positives and false negatives. In contrast, the 
performance started to decrease as the number of client devices increased. For instance, with K = 10, K = 15, and 
K = 20 clients, false positives and false negatives increased significantly, reducing the model’s reliability. As the 
amount of training data on each local device decreased as the number of client devices increased. Therefore, 
models with 10, 15, and 20 client devices are less reliable, accurate, and efficient compared to those with 4 or 
6-client devices.

Theoretical analysis of accuracy trends
We observe an initial increase in accuracy as the number of clients increases from k = 4 to k = 6. This trend 
suggests that incorporating more clients initially helps the model learn better by providing a more diverse set of 
data points for training, which improves generalization70. However, as the number of clients increases further 
k = 10, 15, 20, accuracy begins to decrease. This can be attributed to two main factors:

•	 Smaller local datasets: As the number of clients increases, the amount of data per client decreases. This re-
duction in local training data may hinder each client’s ability to learn robust representations, leading to less 
effective updates sent to the central server71.

•	 Distributed learning challenges: The aggregation process in distributed learning may fail to preserve certain 
learned patterns when too many clients participate, especially if data distributions are heterogeneous. This 
can result in a loss or superimposition of knowledge during the parameter aggregation process72.

Impact of distributed learnings
Distributed learning can indeed affect learning patterns, especially when clients are provided with smaller 
datasets71. The models trained on limited, possibly biased datasets at each client may fail to capture sufficient 
diversity, leading to suboptimal contributions during the aggregation process. This challenge is amplified in 
cases with a high number of clients and non-IID data, where conflicting updates may reduce the overall model 
performance71.

Performance comparison of the models
We have considered different DTL and DFL models for their optimal performance. First, we applied different 
DTL models and selected the best model based on their performance. But, due to the sensitive nature of the 
patient’s data, the DTL technique of transferring data to the central machine or server may create serious privacy 
and security issues. As a result, to ensure optimal performance, we compared the models across various metrics 
such as accuracy, precision, recall, and F1 score, where the proposed model performed significantly better in 
most cases. The overall result demonstrated that the proposed model has adequate efficiency, scalability, low 
loss, and better classification accuracy than others. Figure 9 shows the comparison of proposed DFL (K = 6) and 
DTL (LeNet) models in terms of (a) classification performance, (b) training time (sec), and (c) testing time (sec).

Model training and testing time analysis
The training and testing time for each DTL and DFL model has been calculated and summarized in Table 4, 
which compares the total number of parameters, training time (in sec), and testing time (in sec) for each model. 
Among the DTL models, the CNN model achieves the minimum training and testing time, requiring 33,869.838 s 
and 2.718 s, respectively. In contrast, the FCN model demonstrates the maximum training and testing time, with 
a total of 265,986 trainable parameters, a training time of 46,756.338 s, and a testing time of 7.722 s. Additionally, 
the IncepNet model shows the second-highest training and testing time, requiring 36,657.213 s for training and 
4.229 s for testing. Meanwhile, the LeNet model has a training time of 38,936.911 s and a testing time of 3.490 s, 
which is the second-longest testing time after the CNN model. Finally, the ResNet model, despite having more 
parameters (506,818), requires a slightly lower training and testing time than the FCN and IncepNet models, 
with 44,401.586 s for training and 4.014 s for testing.

Next, we analyzed the training and testing times of the DFL models, where all models share the same number 
of trainable parameters (350,985) and the same number of communications rounds but differ in the number of 
clients. In this comparison, the DFL model with 4 clients has the smallest training and testing times, requiring 
38,242.180 s and 3.660 s, respectively. In contrast, the highest training and testing times are observed in the DFL 

DFL Model Accuracy Precision Recall F1Score ROC AUC

K = 4 0.9869 0.9785 0.9191 0.9393 0.9440

K = 6 0.9912 0.9823 0.9804 0.9624 0.9824

K = 10 0.9899 0.9808 0.8620 0.8821 0.9422

K = 15 0.7931 0.6783 0.7706 0.7543 0.7365

K = 20 0.6646 0.6071 0.6280 0.6087 0.5692

Table 3.  Deep federated learning models’ performance comparison metrics in terms of client numbers.
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model with 20 clients, where training takes 49,921.078 s, and testing takes 6.940 s. This analysis reveals that 
the training and testing time of DFL models increases with the number of clients, as the communication and 
processing overhead grow. Among the configurations, the proposed DFL model with K = 6 clients achieve the 
best balance between performance and computational efficiency, requiring 41,928.245 s for training and 5.105 s 
for testing.

Fig. 7.  Classification performance metrics comparison of the DFL model using different number of clients.
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Dependability performance analysis
In this section, we analyzed the dependability performance of the proposed model. The model’s efficiency, 
availability, and scalability have been considered in the dependability performance analysis18,19. Figure 10 shows 
the scalability performance of the proposed model.

The proposed model outperforms several models with low training and testing time in terms of performance 
evaluations (e.g., accuracy, precision, recall, etc.), which ensures the efficiency of the model. Additionally, we have 
taken various strategies for choosing important features before implementing the proposed model to correctly 
classify both new and existing infections without experiencing any defects or requiring a repair technique, thus 
maintaining the availability feature of the proposed model. Finally, we observed an increase in the scalability 
properties of the proposed model by dividing the dataset among the different numbers of clients with maximum 
consistency that has been acquired from a wider range of DNA sequence data. As a result, the proposed model’s 
accuracy remained almost the same with an increase in the round number from 3 to 8, which indicates the 
model’s scalability.

Limitations and future directions
While this study presents a privacy-preserving and dependable DFL-based model for identifying new infections 
from genome sequences, several limitations must be acknowledged. The computational overhead of federated 
learning, especially as the number of clients increased from 4 to 20, resulted in higher communication costs 
and longer training and testing times. The current study employs the FedAvg aggregation method, which, 
while effective, may not fully account for data heterogeneity or robustness against noisy updates. Future work 
will explore adaptive aggregation techniques to enhance performance metrics and address these challenges. 
Moreover, the study’s results are based on the available genome sequence datasets, and further validation on 
larger and more diverse datasets will be considered.

Additionally, bounding the weights and operating in finite precision systems introduce further challenges. 
Constraining the range of weights, particularly by enforcing positivity, affects the statistical properties of the 
weight distribution, such as the mean and standard deviation. These constraints could lead to truncation errors, 
reduced model accuracy, or unexpected effects, especially when dealing with diverse datasets or boundary cases. 
Such challenges are particularly relevant in heterogeneous data environments and resource-constrained devices. 
Investigating these boundary scenarios and developing solutions like adaptive range constraints, re-projection 
techniques, or error correction mechanisms will be essential for ensuring robust and accurate aggregation. 
Recent studies have explored various strategies to address these issues. Ouyang et al.73 introduced a dynamic 
weight adjustment mechanism using particle swarm optimization to improve aggregation efficiency and model 

Fig. 8.  Confusion matrices for the DFL models with different numbers of clients.
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accuracy in federated learning systems. Furthermore, studies on model compression and quantization methods, 
such as hierarchical aggregation techniques74, demonstrate promising approaches to mitigating communication 
overhead while maintaining model performance. These findings highlight the importance of designing adaptive 
algorithms for addressing precision-related challenges in federated systems.

Future work will focus on exploring these advanced techniques to enhance the proposed model. In addition to 
validating the framework on larger and more diverse datasets, we plan to implement the model on decentralized 
devices or servers, ensuring proper privacy and security of patient data through advanced techniques like 
differential privacy. By addressing these limitations and incorporating recent insights from the literature, we aim 
to improve the robustness, scalability, and practical applicability of the proposed privacy-preserving federated 
learning model for genome-based infection identification.

Conclusion
In this research, a privacy-preserving and dependable deep-federated learning-based model for identifying new 
infections from genome sequences has been proposed. Our model demonstrates improved performance metrics 
compared to other existing methods. The proposed model has an overall accuracy of 99.12% after distributing the 
dataset independently and equally among six clients. In addition, the proposed model outperforms the existing 
models in terms of other performance metrics for a similar dataset. This elucidates that the proposed model 
can effectively and efficiently classify genome sequences by ensuring dependability, minimum computational 
complexity, and proper privacy and security of patients’ data. The proposed paradigm has also demonstrated 
its potential to protect other critical medical infrastructures where dependable identification models and secure 
data processing are the major challenges. More specifically, the proposed model provides a complete guide for 
future researchers in this domain.

Model Parameter Train time (s) Test time (s)

DTL

 CNN 202,686 33,869.838 2.718

 FCN 265,986 46,756.338 7.722

 IncepNet 233,074 36,657.213 4.229

 LeNet 360,052 38,936.911 3.490

 ResNet 506,818 44,401.586 4.014

DFL

 DFL (K = 4) 350,985 38,242.180 3.660

 DFL (K = 6) 350,985 41,928.245 5.105

 DFL (K = 10) 350,985 42,763.788 5.667

 DFL (K = 15) 350,985 47,921.078 6.140

 DFL (K = 20) 350,985 49,921.078 6.940

Table 4.  Comparison of parameters, training time (sec), testing time (sec) of deep transfer learning and deep 
federated learning model.

 

Fig. 9.  Comparison of proposed deep federated learning (K = 6) and deep transfer learning (LeNet) models in 
terms of (a) classification performance, (b) training time (s), and (c) testing time (s).
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Data availability
The datasets and code generated and/or analysed during the current study are available in the GitHub repository. 
Link: ​h​t​t​p​s​:​​​/​​/​g​i​t​h​u​​b​.​c​o​​m​/​t​a​n​z​​i​r​m​e​h​​e​​d​i​​/​A​​-​P​r​i​v​​a​​c​y​-​P​r​​e​s​e​r​v​​​i​n​g​​-​a​n​​d​-​D​e​p​e​​n​d​​a​b​l​​​e​-​D​F​L​​-​​B​a​s​e​​d​​-​M​o​d​​​e​l​-​f​o​r​​-​I​d​e​n​​t​i​f​y​​
i​n​g​-​N​e​w​-​I​n​​f​e​c​t​i​​o​n​s​-​f​r​o​m​-​G​S.
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