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Data protection during the
coronavirus crisis
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T he SARS-CoV-2 virus has caused a

worldwide pandemic with many

deaths (WHO, 2020b) and healthcare

systems being pushed to their limits. This

makes it all the more important to identify

infected people early on and to ensure that

people comply with public health measures

so as to reduce the spread of the virus. In

contrast to most previous pandemics, we

can now use smartphone and other digital

data. This is not the first case of using smart-

phone data for public health: The WHO’s

go.data initiative successfully used those

technologies to fight Ebola (WHO, 2020a).

Common to all digital tracking methods is

the fact that we deal with different types of

data, such as geo-localization data or, via

Bluetooth, close-contact data, that under

normal circumstances would fall within the

scope of data protection laws. However,

there is growing evidence that governments

that using such technologies in conjunction

with other basic hygiene measures are more

successful in fighting COVID-19 (Ferretti

et al, 2020; Normile, 2020). The question

remains of how data protection regimes

should react to such states of emergency.

Many data protection regulations are

based on individual liberty rights. Legisla-

tion such as the EU’s General Data Protec-

tion Regulation (GDPR) safeguards the

privacy rights of citizens, ensuring that data

are only processed if there are reasonable

grounds for doing so. The GDPR mentions

public health in particular as such a reason,

but the Regulation also ensures that any

processing follows rigorous procedures to

minimize privacy breaches. In times of

pandemic, though, another key value is

saving lives, which can be in tension with

privacy rights and individual autonomy.

Given that people have already sacrificed

their physical liberty by staying at home, we

must consider whether and to which extent

their right to privacy may also have to be

compromised to facilitate the public health

response. As more measures are taken to

restrict liberty in order to protect the popula-

tion, it makes also sense that data protection

should follow this shift and allow govern-

ments or researchers to use smartphone data.

One question raised is whether highly

identifiable geo-localization data are needed

to track people’s movements or whether it is

sufficient to use anonymized proximity data

using Bluetooth to notify those who have

been in contact with someone infected by

the coronavirus. Another important consid-

eration is to use only the minimum amount

of data to achieve effective contact tracing.

Several countries have now launched

tracing apps most of which only acquire

proximity data (Table 1). The data are

encrypted on the phone, and many apps

require user consent to share the data.

Google and Apple have been developing an

API embedded in their operating systems

that enable homogeneity between apps and

countries that rely on the API and its privacy

specifications (https://www.apple.com/covid

19/contacttracing).

The EU parliament stressed that any digi-

tal measures against the pandemic must

conform with current data protection and

privacy legislation. Fundamental principles

include the voluntary use of such apps and

sunset clauses to stop usage of the app once

the pandemic is over (European Commis-

sion, 2020). The legal basis for processing is

in line with the GDPR if the user gives

consent, which “should be ‘freely given’,

‘specific’, ‘explicit’ and ‘informed’ within

the meaning of the GDPR. It should be

expressed through a clear affirmative action

of the individual; this excludes tacit forms of

consent (e.g., silence; inactivity)” (European

Commission, 2020).

In the USA, the CDC developed a guidance

for case identification and contact tracing

plans (US Department of Health and Human

Service C of DC and P, 2020). However, legal

regulation across the USA remains heteroge-

nous, mainly owing to the fact that federal

law in form of the HIPAA safeguards only

applies to covered entities: healthcare provi-

ders, health plans, and healthcare clearing-

houses. Various states such as New York,

New Jersey, and California have therefore set

up their own regulations.

Tracing apps offer benefits on multiple

levels: If they help to avoid exponential

spread, fewer people will die and the econ-

omy will be less affected, thus preventing job

losses. The basic ethical issues remain the

same and have been discussed extensively

for many years (Mittelstadt & Floridi, 2016).

It is essential that as many people as

possible use tracing apps and it is therefore

questionable whether consent on an individ-

ual basis is the right mechanism. Some

governments have claimed the right to

compel people to install the app and see this

as a lower degree of interference with individ-

ual rights than other forms of confinement

that many governments have imposed.

It goes without saying that confidential-

ity, privacy, and transparency are important.

Data should only be used for the defined

purpose of preventing further spread of

SARS-CoV-2. Transparency is key to accep-

tance and use of an app.

Data minimization is one of the funda-

mental principles of data protection. Most of

University of Basel, Institute for Biomedical Ethics, Basel, Switzerland
*Corresponding author. E-mail: christophe.schneble@unibas.ch

DOI 10.15252/embr.202051362 | EMBO Reports (2020) 21: e51362 | Published online 11 August 2020

ª 2020 The Authors EMBO reports 21: e51362 | 2020 1 of 2

https://orcid.org/0000-0003-1967-7129
https://orcid.org/0000-0003-1967-7129
https://orcid.org/0000-0003-1967-7129
https://orcid.org/0000-0002-4249-7399
https://orcid.org/0000-0002-4249-7399
https://orcid.org/0000-0002-4249-7399
https://orcid.org/0000-0001-8180-6927
https://orcid.org/0000-0001-8180-6927
https://orcid.org/0000-0001-8180-6927
https://www.apple.com/covid19/contacttracing
https://www.apple.com/covid19/contacttracing


the current apps adhere to this principle by

collecting only the random key broadcasted

by the API. However, public authorities

might want to access location data to moni-

tor and reconstruct movement patterns. This

could help to prevent a lockdown of smaller

areas as it happened recently in Germany

after infection of meatpackers in a slaughter-

house.

Strongly intertwined with consent to

process individual data is data sharing.

Fighting COVID-19 relies on detecting cases

and informing others about potential expo-

sure. This results in an ethical dilemma:

From a public health perspective, it would

be beneficial to automatically share a posi-

tive result, but this would require identifying

individuals. Balancing the risk of spreading

the virus, it remains questionable why

exposed persons and the authorities are not

automatically notified especially as some

disease prevention laws enable mandatory

quarantine.

Although many people see the use of cell

phone data as the first steps on a slippery

slope toward surveillance of citizens, it can

be argued that the use of these data and the

abandonment of informational self-determi-

nation are justified in view of the public

good. However, data use and access must

remain proportional to the degree of the

emergency and threat of loss of lives. Thus,

the use of such data should only be allowed

under certain conditions delineated in the

following.

First, the government should limit the

timeframe during which data can be used for

monitoring or contact tracing (sunset clause).

Using such an invasive tracing of large

groups must remain an exception and should

not be used to pursue a political agenda.

Therefore, a periodic reevaluation is required

to guarantee the sole use of data for the

specific purpose of monitoring infections.

Second, using identifiable cell phone data

for monitoring without consent should be

limited to governments under the aforemen-

tioned premises, and any such use must be

justified and proportional: The benefits

resulting from tracking individuals must be

significantly greater for society than the

potential loss of privacy. In addition, any

such use of data must not contravene any

national laws.

Third, apps need to implement state-of-

the-art consent mechanisms or have to be

democratically endorsed before implementa-

tion. Uptake and efficiency will highly

depend on transparency and user confi-

dence. Transparency is a key for success;

without it, app penetration will not reach

sufficient numbers to defeat the virus.

Decentralized data excluding geo-localiza-

tion should be used as long as this permits

efficient contact tracing and people comply

with quarantine measures on their own

(Thüsing et al, 2020). Lastly, apps should be

justified by strong scientific arguments. If

any of these conditions are not fulfilled, use

of the app should be terminated. Ethical

digital contact tracing is possible, but certain

standards must be met.
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Table 1. Overview of selected contact tracing apps (Howell et al, 2020).

App (Country) Developer Data collected Data sharing Google/Apple APi

TraceTogether
(Singapore)

Government Agency of Singapore/
Ministry of Health

Proximity Data (Bluetooth) Only possible once exposed to a
case. Sharing data to find others

No

Pan-European
Privacy-Preserving
Proximity Tracing

Scientists/Non-profit Initiative Proximity Data (Bluetooth) Alerts anyone that has been
within s range

No.

Tracking App (Korea) Korea Government Health Monitor Data provided
by the patient

With Government (Self-health
status assessment)

No

Corona-Warn-App
(Germany)

Robert Koch Institute Proximity Data (Bluetooth) Alerts others in contact with
positive Tested Person upon consent

Yes

Swiss Covid
(Switzerland)

Federal Office of Public
Health FOPH

Proximity Data (Bluetooth) Alerts others in contact with
positive Tested Person upon consent

Yes

Stop Covid (France) Gouvernement Francais Proximity Data (Bluetooth) Alerts others in contact with
positive Tested Person upon consent

No

COCOA (Japan) Ministry of Health and
Labour and Welfare

Proximity Data (Bluetooth) Alerts others in contact with
positive Tested Person upon consent

Yes
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