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Abstract
One of the core risk management tasks is to identify hidden high-risk states that may lead to system breakdown, which can 
provide valuable early warning knowledge. However, due to the high dimensionality and nonlinear interactions embedded in large- 
scale complex systems like urban traffic, it remains challenging to identify hidden high-risk states from huge system state space 
where over 99% of possible system states are not yet visited in empirical data. Based on the maximum entropy model, we infer 
the underlying interaction network from complicated dynamical processes of urban traffic and construct the system energy 
landscape. In this way, we can locate hidden high-risk states that may have never been observed from real data. These states can 
serve as risk signals with a high probability of entering hazardous minima in the energy landscape, which lead to huge recovery cost. 
Our findings might provide insights for complex system risk management.
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Introduction
Hidden high-risk states are system states that have not occurred 
yet but are likely to happen in the future, with catastrophic conse
quences. Once these states occur, they may lead to system break
downs (1) in natural, technical, and social systems, such as 
earthquakes (2), tsunamis (3), financial crises (4), blackout (5), ex
treme climate (6), and neuronal avalanches (7). In urban traffic, 
system breakdown is generally understood as conditions in which 
traffic is completely or largely paralyzed, leading to enormous 
damage. For example, on 2012 July 21, Beijing was hit by a violent 
rainstorm that paralyzed the backbone of its road network (8). 
According to an empirical analysis of 2017 data, during peak 
hours, most roads in the San Francisco Road network operated 
at low levels of service, resulting in a significant breakdown in 
traffic flow (9). In future traffic management scenarios, with 

more connected vehicles (10) on the road, cyberattacks against 
smart traffic management systems may lead to widespread traffic 
paralysis (11). To prevent these system breakdowns from occur
ring, the identification of hidden high-risk states is needed. 
However, the state space of an urban traffic system is so huge 
that traditional methods can hardly recognize the small number 
of states that lead to breakdown. One of the essential questions 
is how to effectively identify these hidden high-risk states that 
serve as precursors to system breakdown in urban traffic.

To effectively identify hidden high-risk states that may lead to 
system breakdown, researchers have dedicated extensive efforts. 
There are several traditional methods for identifying system 
breakdown which mainly focus on statistics and indicators, 
such as extreme value theory (12) and large deviation theory 
(13). To further address this challenge, a wide range of advanced 
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methods have been developed, which can be broadly classified 
into data-driven methods or model-driven methods. In the first 
approach, historical spatiotemporal observations are used to de
termine whether and when system breakdown will occur without 
knowing the system dynamic models. Examples include forecast
ing extreme floods using an event synchronization measure (14), 
global seasonal forecasts of marine heatwaves based on 30 years 
of historical observational data (15), system breakdown prediction 
via active learning (16), and deep learning-based methods (17, 18). 
The second approach is based upon identified dynamic models of 
systems to uncover breakdown mechanisms, such as bursting 
phenomena of multiple timescales in deterministic systems (19, 
20), and noise-induced transitions to extreme state attractor in 
nondeterministic systems (21–23). In the above approaches, data- 
driven methods often require extensive sample data, while the 
highly cyclical and repetitive nature of daily traffic patterns (24) 
results in an exceptionally low occurrence of system breakdowns. 
Meanwhile, current model-driven approaches typically face chal
lenges in complex systems like urban traffic, which are controlled 
by a large family of hidden correlated parameters. To overcome 
these issues, we propose a method for identifying hidden high-risk 
states in urban traffic using a pairwise maximum entropy model, 
which captures intricate traffic interactions and reconstructs the 
entire state space.

Pairwise maximum entropy models (25, 26), originally devel
oped in statistical mechanics and information theory, have been 
applied to complex systems to uncover internal interaction rela
tionships, such as finding weak interactions between neurons be
hind strongly collective behavior (27), deducing the network 
structure of brain functional areas (28), and analyzing gene– 
gene interaction networks underlying cell metabolism (29). In 
traffic systems, researchers have also used pairwise maximum 
entropy model to predict local traffic flow (30), but they did not 
consider how interactions between regions could lead to system 
breakdown of urban traffic. In our work, we use spatiotemporal 
data of urban road network to learn the pairwise maximum en
tropy model, inferring the underlying interaction network be
tween local regions. Based on this model, we define hidden 
high-risk states and identify them by constructing system energy 
landscape and analyzing their failure processes. Our proposed 
method can identify hidden high-risk states from routine urban 
traffic, providing a list of potential management targets often 
overlooked in traffic management practices. The identification 
of extreme outliers mentioned here is based on the relatively sta
ble correlation patterns observed in daily data. In addition, the 
model is fitted by considering interactions between local regions 
rather than individual road segments (reducing the system state 
space from 233,000 to 220), which avoids the issue of dimensionality 
explosion. This approach makes it possible to identify hidden 
high-risk states more effectively and analyze their dynamic prop
erties across the entire state space. Our results suggest a new way 
to provide reliable early warning signals for system breakdowns 
and reconstruct critical risk scenarios for traffic management 
practices.

Results
Maximum entropy model for urban traffic
Here, we consider a specific local road network area as a hexagon
al region (see Supplementary Note S1), as shown in Fig. 1a. The 
overall road network states are represented by the binary states 
of 20 regions (i.e. free region or jammed region, see Materials 
and methods), resulting in a total of 220 possible system states. 

As a large-scale and high-dimensional complex system, there 
are a huge number of possible states within the state space of ur
ban traffic. Despite advances in traffic big data technology that en
able real-time monitoring of urban traffic states, the highly 
repetitive nature (24) of daily traffic means that only a small por
tion of the state space can be observed. In real data, we find that 
the observed states (Fig. 1b and c) during rush-hour periods (i.e. 
7:30–8:30 AM) from 1 month of working days are fewer than 103 

(see Materials and methods), which is only 0.1% of the entire state 
space. This implies that over 99% of possible states have not yet 
been visited in empirical data. Therefore, relying solely on real- 
time data makes it nearly impossible to detect all states of the en
tire road network (32), especially when it comes to identifying hid
den high-risk states. To effectively identify these hidden high-risk 
states of urban traffic, a comprehensive understanding of the en
tire state space is required, the core of which is to infer a dynam
ical model capable of capturing complex system interactions.

To address this issue, we use a pairwise maximum entropy 
model to capture the interaction network (Fig. 1d) between differ
ent local road network regions based on real data. The model pa
rameters are determined by maximizing the (Gibbs) entropy H of 
the joint probability distribution, subject to the normalization 
condition and constraints of the first and second moments (see 
Materials and methods for more details):

Max H = −
􏽐

1≤k≤n
p(sk) log p(sk) , (1) 

where sk represents a global road network state, n is the number 
of road network states in the entire state space, and p(sk) is 
the probability of road network state sk. This probability distribu
tion can be obtained by solving the Lagrange function (33) 
(Supplementary Note S2) as:

p(sk) = (1/Z)e

􏽐
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hisi
k+
􏽐

1≤i<j≤m

Jijsi
ksj

k

, (2) 

where m is the number of regions and si
k is the state of region i with 

a value of +1 (i.e. jammed region) or −1 (i.e. free region) when the 
system is in state sk, and Z is the partition function, which equals 

􏽐
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. The pairwise maximum entropy model is 

the least structured model incorporating second-order inter
action terms, which can be mapped onto the Ising model (27). 
The model parameter hi represents the congestion tendency of lo
cal road network region i, while Jij characterizes the interaction be
tween region i and j. Specifically, a positive Jij value indicates a 
positive interaction (27), implying that congestion in one region 
is likely to trigger congestion in the other. Conversely, a negative 
Jij value represents a negative interaction (27), suggesting that 
congestion in one region can alleviate congestion in the other. 
These model parameters (i.e. hi and Jij) can be estimated from 
real data (see Materials and methods and Fig. S1). The input 
data for the model consist of global road network states, aggre
gated from raw road segment-level speed data during a specific 
time period across 17 workdays in October 2015 (see Materials 
and methods). Here, we focus on the rush-hour period (i.e. 7:30– 
8:30 AM) and nonrush-hour period (i.e. 6:00–7:00 AM). We then 
use Jij to infer the underlying interaction network between local 
regions (Fig. 1d), which exhibits high heterogeneity during rush- 
hour periods. For example, region 20 tends to have more positive 
interactions with other regions, while region 15 tends to have 
more negative interactions. The heterogeneity embedded in 
underlying interaction network of urban traffic can lead to highly 
complicated dynamic behavior (34).
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The pairwise maximum entropy model constructed for urban 
traffic has good performance. At the microscopic level, the two- 
moment constraints derived from the model match well with ac
tual data during rush-hour periods (Fig. 1e, with R2 > 0.99) and 
nonrush-hour periods (Fig. S2a, with R2 > 0.99). At the macroscop
ic level, given that the number of observed states is significantly 
smaller than the total state space, directly validating the model 
by comparing the probability of each system state between the 
data and the model is not feasible (26, 27). Instead, previous stud
ies (35) have validated maxent models by examining the consist
ency of key macroscopic property distributions between the 

model and observed data. Here, we select three key macroscopic 
properties of traffic network—traffic functional performance 
(Gfree

region, hereafter referred to as G), congestion concentration de
gree (Gjam

region), and the proportion of jammed region (Fjam
region), with 

their calculation methods detailed in the Materials and methods 
section. As shown in Fig. S3, the distributions of three macroscopic 
properties demonstrate a high degree of consistency between the 
data and the model, with R2 values of 0.949, 0.977, and 0.982 dur
ing rush-hour periods and 0.997, 0.999, and 0.997 during nonrush- 
hour periods. Notably, the model successfully reproduces the 
multimodal characteristic observed in the distribution of traffic 

Fig. 1. Pairwise maximum entropy model for urban traffic. a) Regional modeling of the road network within the Fourth Ring Road of Beijing 
(© OpenStreetMap contributors, https://www.openstreetmap.org/copyright). The entire road network is divided into 20 equal-sized, regular hexagonal 
local regions. The state of each local region can be either free or jammed based on the corresponding local road network (see Materials and methods). 
b) Typical road network states with G ≥ 0.5 observed in real data. Traffic functional performance (G) of road network states is defined as the ratio of the 
largest functional cluster (31) formed by connected free regions to the total number of regions. States with G ≥ 0.5 represent good traffic operational 
connectivity. c) Typical road network states with G < 0.5 observed in real data. These states represent poor traffic operational connectivity. d) Inferred 
interaction network between local regions based on the pairwise maximum entropy model. Model parameters Jij inferred from real data represent 
interactions between local regions. e) Model goodness of fit. The fitting performance of the model to rush-hour data (7:30–8:30 AM) is good (see main text 
for details).
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functional performance (i.e. G) during rush-hour periods (Fig. 1e), 
which indicates the presence of multistable states in the road 
network during rush hours (36). When we change the parameters 
that determine local region states (Fig. S2c), coarse-graining 
methods (Figs. S4–S6), and alternative urban road networks 
(Figs. S10 and S11), the model is still able to capture different dis
tribution patterns of traffic functional performance. Additionally, 
we observe a relatively consistent distribution of traffic functional 
performance for different number of regions (Supplementary 
Note S3 and Fig. S8), indicating the feasibility of the coarse- 
graining approach applied to urban traffic.

Although the pairwise maximum entropy model constrains 
only the first moments (i.e. the average state of each region) and 
second moments (i.e. the average correlation between pairs of 
regions), it successfully reproduces several key macroscopic 
features of the system. This indicates that the pairwise maximum 
entropy model can effectively capture the local interactions 
underlying macroscopic behaviors of urban traffic system. 
Unlike traditional correlation methods including Pearson’s correl
ation coefficient, our pairwise maximum entropy model considers 
global system behavior as a result of the inferred interaction net
work embedded in urban traffic, rather than just linear relation
ships between pairs of regions. This interaction network ensures 
consistency of global system properties (e.g. the distribution of 
traffic functional performance) between the model and actual 
data, thereby better capturing the intrinsic properties of urban 
traffic. Moreover, the interaction pattern between local regions (i.e. 
Jij distributions) inferred by the pairwise maximum entropy model 
is robust across different coarse-graining methods (Fig. S7), numbers 
of regions (Fig. S9), and different samples (Figs. S15 and S23).

Hidden high-risk states defined in system state 
transition network
To clarify the definition of hidden high-risk states, we first con
struct entire system state space of urban traffic, which can be rep
resented by a state transition network. As shown in Fig. 2a, a node 
in the state transition network represents a road network state sk 

(k = 1, 2, 3, …, 220), with edges representing state transitions (i.e. 
one-region-state-flip). According to the traffic functional perform
ance (i.e. G, defined as the ratio of the largest functional cluster 
(31) formed by connected free regions to the total number of re
gions), road network states can be classified as normal states 
with G ≥ 0.5 (e.g. s1, s4, and s5 in Fig. 2a) or hazardous states with 
G < 0.5 (e.g. s2, s3, and s6 in Fig. 2a). Among them, some states 
(e.g. s3, s4, and s5 in Fig. 2a) have never been observed in empirical 
data (i.e. hidden states), making them potential risky states that 
traffic managers may overlook. Here, the observed states are ag
gregated from rush-hour road segment-level data during 17 work
days in October 2015, with the congestion ratio f = 0.25 and 
performance threshold qth = 0.09 (see Materials and methods for 
more details). When urban traffic is in normal states (e.g. s5 in 
Fig. 2a) with also many neighboring normal states, there is a 
high probability that it will remain normal, representing stable 
healthy system operation. In contrast, normal states (e.g. s4 in 
Fig. 2a) surrounded by many hazardous states are highly likely 
to fall into hazardous states, signaling that the system is at risk 
boundary of hazardous states. Regarding hazardous states, those 
like s6 in Fig. 2a with normal neighbors, may spontaneously re
cover to normal, reflecting system resilience. Hazardous states 
(e.g. s3 in Fig. 2a) with neighboring hazardous states are likely to 
remain hazardous states, suggesting relatively stable hazardous 
condition that could lead to significant recovery cost for the 

system. Here, we aim to identify hidden high-risk states that cur
rently appear normal but have a high probability of transitioning 
into relatively stable hazardous states. This dynamic characteris
tic of hidden high-risk states requires early intervention by traffic 
managers or smart control centers to prevent the system from 
persisting in poor traffic operational connectivity. The key ques
tion is how to explore the dynamical transition processes of hid
den high-risk states.

Based on the maximum entropy model of urban traffic, the en
ergy of all road network states can be calculated, which is a crucial 
parameter for describing the system dynamical behavior. Similar 
to the definition of energy in the Ising model, the energy value E(sk) 
of each global road network state sk can be calculated as:

E(sk) = −
􏽘

1≤i≤m

his
i
k −

􏽘

1≤i<j≤m

Jijs
i
ksj

k, (3) 

where hi and Jij are parameters of the pairwise maximum entropy 
model, fitted using data from rush hours (i.e. 7:30∼8:30 AM) of 17 
workdays in October 2015. According to Eq. 2, the energy value 
E(sk) of road network state sk represents its probability of occur
rence p(sk):

p(sk) ∝ e−E(sk ), (4) 

indicating that a road network state with a lower energy value has 
a higher probability of occurrence. It can be seen from Eq. 4 that 
the occurrence probability distribution of road network states fol
lows the same form as the Boltzmann distribution, meaning that 
energy of each road network state can be determined by counting 
its frequency. However, the observed states that account for 
<0.1% are quite sparse, making it impractical to calculate the en
ergy of all road network states directly from the actual data. 
Hence, the fitted pairwise maximum entropy model is necessary 
to estimate the energy of states in the entire state space. More im
portantly, the energy values can be used to describe system tran
sition dynamics, as the system tends to move from higher-energy 
states to lower-energy states, with the energy difference between 
adjacent states determining the transition direction.

To explore the energy characteristics of road network states, 
we analyze the energy distribution across all states within the ur
ban traffic state space and find that there are a huge number of 
hidden states with high energy. This explains the observed rarity 
of these states in real data. As shown in Fig. 2b, the energy of all 
road network states is distributed over a wide range between 
−20 and 30. While a few observed states are concentrated around 
−15, there is still a fraction of hidden states with low energy that 
have never been observed in real data. For example, it is shown in 
Fig. 2b that there are 8,877 road network states with energy values 
below −14, of which only 570 are observed states, indicating that 
over 93% of these low-energy road network states remain unob
served in realistic operation. Compared with hidden states with 
higher energy, hidden states with lower energy have a greater oc
currence probability according to Eq. 4. As a result, we can filter 
hidden high-risk states from low-energy states (i.e. high-p states), 
with energy lower than a certain threshold (Eth).

By combining above the dynamic characteristic with occur
rence probability constraints, hidden high-risk states are defined 
as unobserved normal states with a high likelihood of occurring 
and falling into hazardous states (see Materials and methods). It 
is shown in Fig. 2c that high-p states (i.e. states with a high likeli
hood of occurring) consist of 17,121 road network states, about 
1.6% of the total states, distributed across different values of G. 
Since states tend to move from high to low energy, hidden high- 
risk states will transition into lower-energy states, thus becoming 
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stable in the low-energy zone. Therefore, for simplification, we 
will focus on the transition dynamics of low-energy states (i.e. 
high-p states) rather than all states to further identify hidden 
high-risk states.

Vulnerability origin from system energy 
landscape
To quantify the transition dynamics of road network states, we 
construct the energy landscape of urban traffic, characterized 
by the system state transition network and the energy values of 
road network states (see Materials and methods). The energy 
landscape approach has been successfully used to understand 
the dynamic processes of complex system, such as specific folding 
pathways of proteins (37) and dynamic brain activities during 

bistable perception (38). In our constructed energy landscape, 
states move along energy-decrease paths until they reach local 
minima, corresponding to local lower-energy states in Fig. 3a. 
Such local energy minima are critical in various fields, such as dif
ferentiated cells (39), native state of a protein (37), and stable brain 
states (38), due to their stability during dynamical processes. This 
dynamical stability may be linked to stable hazardous states, 
which generates high risk. For example, if a hazardous state 
(where G is small) in the system state space has strong stability 
and a large basin of attraction, the system is more likely to be 
trapped into dangerous states. To further analyze these local en
ergy minima, we construct a disconnectivity graph (40) (Fig. 3b) 
that illustrates the energy levels of the minima and the energy 
barriers between them (see Materials and methods). We find sev
en local energy minima, representing metastable states of urban 

Fig. 2. State space analysis based on pairwise maximum entropy model. a) System state transition network. Nodes in this network represent the possible 
states of the entire road network, categorized into four classes: hidden hazardous states (e.g. s3), hidden normal states (e.g. s4), observed hazardous states 
(e.g. s2), and observed normal states (e.g. s1). The distance between two states is defined as the number of region-state changes required, e.g. the distance 
between s3 and s1 is 2. b) Energy distribution of states. The energy values of all road network states are distributed over a wide range, from −20 and 30. 
While a few observed states are concentrated around −15, there are still a fraction of hidden states with low energy that have never been observed in real 
data. c) Distribution of states for different G and p. High-p states are defined as those with E < −13.2365 (i.e. p > 1 × 10−5), distributed over different values 
of G. Hidden high-risk states are confined within these high-p and normal states (i.e. G ≥ 0.5).
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traffic (36). This may be attributed to the frustration (41) arising 
from the complex positive and negative interactions between 
local regions.

Among these seven local minima, there are two normal min
ima and five hazardous minima, with three observed and four hid
den. The accessibility of each minimum is analyzed based on its 
basin size, which is the number of states that can reach it along 
energy-decrease paths. Compared with normal minima, hazard
ous minima have relatively higher accessibility. As shown in 
Fig. 3c, the basin sizes of normal minima 3 and 4 are smaller 
than those of hazardous minima 1 and 2, and the basin size of nor
mal minimum 4 is also smaller than that of hazardous minimum 
5. The higher accessibility of hazardous minima indicates great 
vulnerability in the urban traffic. It is worth noting that hazardous 
minimum 5 in Fig. 3c is unobserved but highly accessible, which 
represents a hidden hazardous state that the system is likely to 
fall into, revealing the potential vulnerability of urban traffic. To 
further explore the system intrinsic vulnerability behavior, we 
analyze the transitions between local minima. It is shown in 

Fig. 3d that the distances between hazardous minima 1 and 2, 
as well as between hazardous minima 2 and 5, are relatively short
er compared with other hazardous minima. Specifically, transi
tions between them can be achieved by changing the states of 
only three regions. Due to these shorter distances, hazardous 
minima 1, 2, and 5 in Fig. 3b are likely to form a larger vulnerability 
valley. Once the system enters this vulnerable valley, returning to 
normal requires a high cost, highlighting the significant risk of ur
ban traffic (during rush hours).

Hidden high-risk states identification
Hidden high-risk states are unobserved normal states with a high 
likelihood of occurring and transitioning into hazardous states. 
Given that hidden normal states (Fig. 2a) and high-p states 
(Fig. 2c) have been clarified, the dynamic characteristic is the 
key aspect in identifying hidden high-risk states. Compared with 
states that only reach normal minima (i.e. class 2 in Fig. 4a), states 
that can reach hazardous minima (i.e. class 1 and class 3 in Fig. 4a) 

Fig. 3. System energy landscape. a) Energy landscape formed by high-p states. To highlight local energy minima, the visualization of the energy 
landscape simplifies the dynamical processes of states (see Materials and methods), with the relative positions inside each minimum basin provided only 
for illustration purposes. b) Disconnectivity graph of energy landscape. This graph illustrates the energy levels of local energy minima and the energy 
barriers between them. There are seven energy minima, with energy values ranging between −14 and −19, classified into two types: normal (G ≥ 0.5) and 
hazardous (G < 0.5). c) Accessibility of local energy minima. Compared with normal minima, the basin sizes of hazardous minima are relatively larger. d) 
Distribution of distances between local minima. Compared with distances between other hazardous minima, the distances between minima 1 and 2, as 
well as between minima 2 and 5, are shorter.
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are more likely to fall into hazardous states. Therefore, the dy
namic characteristic of hidden high-risk states is quantified by 
introducing a risk-level indicator (R; see Materials and methods), 
where a high R value indicates a short path length toward hazard
ous minima, suggesting great risk.

It is shown in Fig. 4b that there is a broad distribution of R value 
ranging from 0.01 to 100 for all normal high-p states, indicating 
significant differences in their risk levels. To verify that this pro
posed risk-level indicator can measure the dynamic characteristic 
of system falling into hazardous states, we analyze the actual evo
lution processes of observed high-p states at different R values. 
Compared with small-R (i.e. R < 1), normal high-p states with 
large-R (i.e. R ≥ 10) are more likely to transition into hazardous 

states during real operations. As shown in Fig. 4c, as the time win
dow length increases, the probability of the system transitioning 
into hazardous states from observed normal high-p states with 
large-R increases rapidly, rising from 35% to nearly 60% within 
15 min and reaching 70% within 30 min. Conversely, the likeli
hood of observed normal high-p states with small-R falling into 
hazardous states remains below 45%. This result indicates that 
even though normal high-p states with large-R may appear to 
have good traffic functional connectivity, they tend to fall into 
hazardous states during dynamical processes, thus becoming 
high-risk states. Among these high-risk states, the unobserved 
states are the hidden high-risk states we aim to detect. Traffic 
managers or smart control centers may easily ignore hidden 

Fig. 4. Hidden high-risk states identification. a) High-p states classification based on accessibility to two types of minima. High-p states are classified into 
four categories based on their accessibility to normal minima and hazardous minima: (i) states that can reach both types of minima (class 1), (ii) states 
that can only reach normal minima (class 2), (iii) states that can only reach hazardous minima (class 3), and (iv) states that are inaccessible to either type 
of minima (class 4). b) R distribution for high-p states with G ≥ 0.5. There is a broad distribution of R values ranging from 0.01 to 100 for high-p states with 
G ≥ 0.5. c) Actual dynamical transitions from observed high-p states with G ≥ 0.5. Compared with observed normal (i.e. G ≥ 0.5) high-p states with small-R, 
those with large-R are more likely to transition into hazardous states (i.e. G < 0.5). Error bars represent the SEM proportion of transition into states with G  
< 0.5. d) R distribution for high-p states with G < 0.3. There is a broad distribution of R values ranging from 0.1 to 100 for high-p states with G < 0.3. e) Actual 
dynamical transitions from observed high-p states with G < 0.3. High-p states with G < 0.3 and small-R possess an inherent ability to spontaneously 
escape such states, highlighting system resilience. Conversely, high-p states with G < 0.3 and large-R tend to trap the system in long-time poor traffic 
operational connectivity, which can be regarded as stable hazardous states. Error bars represent the SEM proportion of transition into states with G < 0.3.
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high-risk states because they show good traffic operational con
nectivity and have not been observed in the data yet. However, 
without timely intervention in these high-risk states, the system 
will fall into hazardous states with high probability.

To further clarify the consequence of the system falling into 
hazardous states, we use the risk-level indicator (R) to analyze 
the dynamic characteristic of hazardous high-p states. As shown 
in Fig. 4d, the R values of high-p states with G < 0.3 vary signifi
cantly, ranging from 0.1 to 100. High-p states with G < 0.3 and 
large-R (i.e. R ≥ 10) persist in hazardous states due to their proxim
ity to hazardous minima (Fig. 4e), demonstrating stable hazardous 
dynamics. Conversely, high-p states with G < 0.3 and small-R 
(i.e. R < 1) are closer to normal minima, which can escape from 
such hazardous states spontaneously (Fig. 4e), highlighting sys
tem resilience. Among high-p states with G < 0.3, only 30.4% 
have small-R value (i.e. R < 1), indicating that most high-p states 
with G < 0.3 are unable to recover spontaneously. As a result, 
once the system falls into such hazardous states, it is likely to re
main hazardous, leading to system breakdowns. Therefore, our 
identified hidden high-risk states can offer reliable early warn
ing signals for the system entering potential stable hazardous 
states and enhance the resilience of urban traffic management. 
We further analyze the spatial characteristics of the top 10 hid
den high-risk states with the largest R values (Fig. S14a) and find 
that jammed regions in these states form several larger jam 
clusters, the aggregation of which may trigger global-level fail
ures (42, 43). In contrast, the jammed regions of the top 10 hid
den normal high-p states with the smallest R values (Fig. S14b) 
are relatively dispersed, making it less likely to form a large 
congestion cluster. Therefore, avoiding the concentration of 
congested areas may be a primary goal in managing hidden 
high-risk states.

Discussion
Risk is commonly characterized by the severity of its consequen
ces and associated uncertainties (44). In the transportation 
domain, studies on traffic risk can be broadly categorized into lo
cal perspectives and global perspectives. From the local perspec
tive, traffic risk is often defined as the probability of accidents 
occurring due to specific factors related to drivers, vehicles, or 
road conditions. Examples include risks from drunk driving (45), 
lane-changing behavior (46), and road geometric design (47). 
These studies focus on identifying and mitigating risks at local
ized points or road segments. From the global perspective, traffic 
risk is closely related to transportation system vulnerability (48), 
which describes the loss of functionality in response to external 
disruptions such as extreme weather (49) or natural disasters 
(50). These studies examine how external shocks impact the over
all system performance. While these existing studies provide 
valuable insights, they often overlook the dynamic propagation 
of risks within the road network—how localized risks interact 
and spread across local regions, potentially leading to global con
gestion risks. Addressing this gap is critical for mitigating second
ary impacts of local risks and preventing system breakdowns. In 
our study, hidden high-risk states are defined as system states 
that appear normal under current conditions but have a high 
probability of transitioning into dangerous states due to interre
gional traffic interactions. The pairwise maximum entropy 
model used in our study captures these interregional interactions 
and reveals how risks may dynamically propagate across the net
work. This approach aligns with existing studies on traffic perco
lation (31, 51) and the spatiotemporal propagation of congestion 

(42, 52), which emphasize the importance of understanding 
the dynamic traffic evolution to prevent large-scale breakdowns. 
By integrating dynamic propagation into the risk definition, our 
study moves beyond traditional traffic risk analysis and provides 
a new perspective on predicting large-scale congestion risks.

Our identified dynamical processes of high-risk states transi
tioning from normal to hazardous states are actually phase tran
sitions (53), which are widely found in complex systems. It is 
challenging to discover early warning signals for phase transi
tions. There are efforts including critical slowing down near tip
ping points (6) and changing stability landscapes in stochastic 
systems (54), with relevant metrics such as recovery rate (55) 
and autocorrelation (56) proposed to quantify these dynamics. 
In addition to these time-series-based indicators, researchers 
have also proposed phase transition metrics from a spatial per
spective, such as spatial variance and skewness (57) and spatial 
permutation entropy (PE) (58). Different from these methods 
that consider the spatial and temporal perspectives separately, 
we examine evolutionary paths toward hazardous states to 
identify high-risk states, which could serve as good spatio
temporal signals for phase transition in urban traffic. On this 
basis, resilience regulation of traffic congestion at different tran
sition stages is possible. When the traffic system enters states 
that may fall into hazardous attractors, timely intervention is 
required to avoid greater losses. Together with smart control 
agents for urban traffic (59), it is possible to recover system with 
high resilience.

Our results can also serve for reliability testing scenarios of 
various smart control agents. With the rapid progress of new gen
eration information technologies (e.g. cloud computing, big data, 
and artificial intelligence), smart traffic control agents (e.g. 
Intelligent Transportation Systems (60), City Traffic Brain, and 
Smart Traffic Signal Systems) have been widely applied, aiming 
at efficient, intelligent, and sustainable control over the entire 
road network state. A key challenge for these smart control agents 
is identifying critical scenarios to accelerate large-scale reliability 
testing. Based on our constructed energy landscape, high-risk 
states can be sampled as critical scenarios, which may help accel
erate reliability assessing and testing of various smart control 
agents in urban traffic.

While the model in our study remains relatively stable under 
routine traffic conditions (Figs. S15 and S23), exceptional events 
(e.g. large public events or unusual disruptions) may significantly 
alter the dynamics of traffic flow and the correlation patterns be
tween regions. In real-world complex systems, the interactions 
between system components may evolve over time in response 
to various factors, a phenomenon that has been explored using 
modified kinetic Ising models (61, 62). Therefore, adaptive mod
eling techniques should be incorporated in future work. 
Specifically, machine learning methods such as generative mod
els can be employed to generate dynamics of interactions. These 
methods will allow us to simulate how the system behaves 
under varying traffic conditions and identify the most danger
ous states that emerge in extreme scenarios. Additionally, due 
to the limitations of the available dataset, we are unable to fully 
test the model on unseen critical states under substantial varia
tions in time, space, and entity, especially considering the spars
ity of such critical states. To address this, we plan to explore 
large-scale city simulations, which can generate diverse traffic 
states under varying conditions (63). By integrating such simula
tions with our model, we can test the model under a wider range 
of dynamic conditions, enabling more comprehensive validation 
and optimization.
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Materials and methods
Datasets description
Raw data
Our raw dataset includes real-time velocity records for each road 
segment in the Beijing Road network, covering 00:00 to 24:00 each 
day from 2015 October 1 to 30 with the exception of October 19 due 
to data quality issues. The spatial scope consists of the road net
work within the Fourth Ring Road of Beijing (Fig. S16a and b), com
prising over 18,000 nodes and more than 33,000 edges. The road 
speed data are derived from the global positioning system re
corded by floating cars at 1-min intervals. The spatial distribution 
of the top 20 fastest and bottom 20 slowest road segments at a giv
en time is shown in Fig. S17. The dataset includes speed data from 
17 workdays (i.e. 20151008, 20151009, 20151010, 20151012, 
20151013, 20151014, 20151015, 20151016, 20151020, 20151021, 
20151022, 20151023, 20151026, 20151027, 20151028, 20151029, 
and 20151030) and 12 nonworkdays. Due to the distinct traffic pat
terns observed on workdays and nonworkdays (Figs. S18 and S19), 
the pairwise maximum entropy model is trained using data from a 
specific time period within the 17 workdays of October 2015. Two 
time periods are selected: the rush-hour period (7:30–8:30 AM) and 
the nonrush-hour period (6:00–7:00 AM), as the road speed distri
butions differ significantly between these two periods (Fig. S16c
and d). Furthermore, considering that the road network includes 
different levels of roads, such as national highways, provincial 
roads, and local roads, each with varying speed limits, we use 
the relative velocity (31) to measure the operational condition of 
a road segment at a given time. The relative velocity of a road 
segment is defined as the ratio of its actual speed to its standard 
maximum velocity, which is the 95th percentile speed for that 
segment throughout the day.

Data aggregation
Each global road network state is formed by a 20-dimensional vec
tor, consisting of the region-level binary states at a time point. It is 
shown in Fig. S20 that the global road network state is aggregated 
from road segment-level speeds, as described below. (i) Identify 
congested road segments: At time t, congested road segments are de
termined by the congestion ratio f. The congestion ratio f is an ad
justable parameter used to classify road segments as congested or 
uncongested based on their relative velocities (Figs. S21 and S22), 
with road segments ranked from highest to lowest relative vel
ocity at time t, and the lowest f-percent is classified as congested. 
(ii) Determine region-level binary states: The operational perform
ance qi(t) (i = 1, 2, 3, …, 20) for region i at time t is computed 
(Fig. S20b), which is defined as the maximum size of the connected 
cluster formed by congested road segments within that region. A 
higher value of qi(t) indicates worse operational performance of 
region i, meaning that vehicles in this region are traveling at rela
tively lower speeds. The binary state si(t) (i = 1, 2, 3, …, 20) for re
gion i at time t is assigned based on a performance threshold qth. 
If qi(t) exceeds qth, the state of region i at time t is classified as 
jammed state (i.e. si(t) = 1); otherwise, it is classified as free state 
(i.e. si(t) = −1). (iii) Determine global road network state: Collectively, 
the global road network state at time t is represented as a 
20-dimensional vector of region-level binary states s(t) = {s1(t), 
s2(t), …, si(t), …, s20(t)}, where si (t) ∈ {1, −1}, as shown in 
Fig. S20c. Therefore, the global road network state formed by 
the region-level binary states at a given time point is determined 
by the road segment-level speed data at that time point, along 
with the values of congestion ratio f and the region performance 
threshold qth. Specifically, we set f to 0.25 and qth to 0.09 

(our results hold across a broad range of f and qth; see Fig. S2c) 
and record road network states at 1-min intervals over 17 working 
days in October 2015. According to the count, the number of road 
network states observed in the data during rush hours (7:30–8:30 
AM) is only 910 and during nonrush hours is 362 (6:00–7:00 AM). 
Compared with the entire system space, the number of observed 
road network states in the data is very small.

Pairwise maximum entropy model of urban traffic
Model introduction
The maximum entropy model is a modeling approach that uses 
the maximum entropy principle (25) to find a probability distribu
tion based on given information. If our knowledge of a system is 
limited, we should choose a probability distribution that maxi
mizes system uncertainty under those constraints. This is the 
least structured or most unbiased model among all probability 
distributions satisfying certain given constraints. In this context, 
pairwise maximum entropy model maximizes the entropy of the 
probability distribution under two-moment constraints (i.e. at
tributes of both individual variables and pairwise correlations). 
Pairwise maximum entropy model has been widely applied in 
complex systems to addresses inverse statistical problems (33), 
such as finding weak interactions between neurons behind 
strongly collective behavior of neurons (27), deducing the network 
structure of brain functional areas (28), and analyzing the gene– 
gene interaction network that underlies cell metabolism (29). 
The core of these problems is to infer interaction relationships be
tween local entities from system behavior data while preserving 
some macroscopic behavioral characteristics of the system.

Model definition
A pairwise maximum entropy model is used to estimate the inter
actions between local regions in the road network for a given time 
period. The pairwise maximum entropy model aims to find a prob
ability distribution that maximizes (Gibbs) entropy under the con
straints of the first and second moments.

Max H = −
􏽐

1≤k≤n
p(sk) logp(sk)

s.t.

􏽐

1≤k≤n
p(sk) = 1

􏽐

1≤k≤n
p(sk)si

k =
􏽐

sd∈D
f (sd)si

d, 1 ≤ i ≤ m

􏽐

1≤k≤n
p(sk)si

ksj
k =

􏽐

sd∈D
f (sd)si

dsj
d, 1 ≤ i < j ≤ m

, (5) 

where sk represents a global road network state, n is the number of 
global road network states in the entire state space, m is the num
ber of regions, p(sk) is the probability of global road network state 

sk, and si
k is the state of region i with a value of +1 (i.e. jammed 

region) or −1 (i.e. free region) when the system is in state 

sk. 
􏽐

1≤k≤n
p(sk)si

k is the expected state of region i and 
􏽐

1≤k≤n
p(sk)si

ksj
k 

is the expected pairwise joint state of region i and region j, which 
can be calculated by the estimated probability distribution. The 
sample dataset D consists of global road network states observed 
at all time points within the selected time period across 17 work
days, f (sd) is the occurrence frequency of global road network 

state sd in D, and si
d is the state of region i with a value of +1 (i.e. 

jammed region) or −1 (i.e. free region) when the system is in ob

served global road network state sd. 
􏽐

sd∈D
f (sd)si

d is the average state 

of region i in the empirical data, where a larger value represents 

that the region is more congested. 
􏽐

sd∈D
f (sd)si

dsj
d is the average 
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pairwise joint state of region i and region j in the empirical data, 
where a larger value represents a higher correlation between 
two regions.

The form of this probability distribution can be obtained by 
solving the Lagrange function as:

p(sk) = (1/Z)e

􏽐

1≤i≤m

hisi
k+
􏽐

1≤i<j≤m

Jijsi
ksj

k

, (6) 

where hi represents the congestion tendency of local road network 
region i, Jij characterizes the interaction between region i and j, 
and Z is the partition function ensuring normalization, which 

equals 
􏽐

1≤k≤n
e

􏽐

1≤i≤m

hisi
k+
􏽐

1≤i<j≤m

Jijsi
ksj

k

.

Data input
The data feeding into the model consist of global road network 
states during a specific time period across 17 workdays in 
October 2015. In our study, two time periods are selected: rush 
hour (7:30–8:30 AM) and nonrush hour (6:00–7:00 AM). Each global 
road network state in the data is represented by a 20-dimensional 
vector s(t) = {s1(t), s2(t), …, si(t), …, s20(t)}, where si (t) is the binary 
state of region i at a certain time point t during selected time peri
ods, with si (t) ∈ {1, −1} (1 for jammed, −1 for free). From these glo

bal road network states, the empirical first moments 
􏽐

sd∈D
f (sd)si

d 

(average state of region i) and second moments 
􏽐

sd∈D
f (sd)si

dsj
d (aver

age pairwise joint state of region i and region j) are derived. These 
moments serve as constraints in Eq. 5 for fitting the maximum en
tropy model.

Model algorithm
Model parameters can be inferred by ensuring that Eq. 6 satisfies 
the constraints of the first and second moments obtained from 
data, which is equivalent to minimizing the KL divergence be
tween the model distribution (i.e. Eq. 6) and the empirical data dis
tribution. However, given the large state space of our road 
network (with 20 regions, the total state space is 220), directly com
puting the partition function Z in Eq. 6 is computationally intract
able due to its exponential growth with the number of regions.

To address this, we employ the minimum probability flow 
(MPF) algorithm (64) to estimate the parameters hi and Jij efficient
ly (i.e. coniii (65)). In the MPF algorithm, parameter estimation 
problem is regarded as a dynamical process, where the observed 
data distribution p(0) is treated as the initial state and the model 
distribution p(∞)(θ) is treated as the steady-state equilibrium. 
Here, θ represents model parameters and θ={hi, Jij} in the pairwise 
maximum entropy model. The evolution from p(0) to p(∞)(θ) is de
scribed as a probability flow, driven by the transition rates Γlk, 
which depend on the difference in energy between states. The 
transition rate Γlk between neighboring states sl and sk (differing 
by a single region-state flip) is defined as:

Γlk = glk exp (
1
2

(E(sl) − E(sk))), (7) 

where glk = 1 when sl and sk are neighboring states; otherwise, glk = 0. 
E(sk) represents the energy of state sk, which is calculated using the 
model parameters θ. In the pairwise maximum entropy model,

E(sk) =
􏽘

1≤i≤m

−his
i
k −

􏽘

1≤i<j≤m

Jijs
i
ksj

k. (8) 

The MPF algorithm aims to minimize the probability flow from 
observed states to unobserved states. This is equivalent to 

minimizing the KL divergence between the data distribution and 
the model distribution after an infinitesimal time ϵ. The objective 
function is given by:

K(θ) =
ε
M

􏽘

sl∈D

􏽘

sk∉D

Γlk, (9) 

where M is the total number of observed states in the dataset, ϵ is a 
small time step representing the initial dynamics, and D denotes 
the set of observed data states. By minimizing K(θ), MPF can esti
mate the model parameters θ effectively, avoiding the need to 
compute the partition function Z.

Model fitting performance evaluation
We evaluate the fitting performance of model through two ways: 
(i) by assessing whether the model satisfies the two-moment con
straints at the microscopic level and (ii) by checking whether the 
distribution of macroscopic properties obtained by the model is 
consistent with the data at the macroscopic level. Here, we select 
three macroscopic properties of traffic network: traffic functional 
performance (Gfree

region), congestion concentration degree (Gjam
region), 

and the proportion of jammed region (Fjam
region). The formulas for 

calculating these macroscopic properties are as follows:

Gfree
region =

Cfree
region

Nregion
, (10) 

Gjam
region =

Cjam
region

Nregion
, (11) 

Fjam
region =

Njam
region

Nregion
, (12) 

where Cfree
region is the size of the largest functional cluster (31) 

formed by connected free regions, Cjam
region is the size of the largest 

jam cluster (52) formed by connected jam regions, Njam
region is the 

number of jam regions, and Nregion is the number of regions.

Definition of hidden high-risk states
We define hidden high-risk states as unobserved normal states 
with high likelihood of occurring and falling into hazardous states. 
According to this definition, hidden high-risk states, SHHR, can be 
represented as:

SHHR = SU ∩ SN ∩ SHP ∩ S→SH, (13) 

where SU represents hidden states that have never been observed, 
SN represents normal states (i.e. G ≥ 0.5), and SHP represents low- 
energy states (i.e. high-p states), with energy lower than a certain 
threshold (Eth). Here, we set the energy threshold (Eth) to −13.2365, 
corresponding to low-energy states with a probability of occur
rence exceeding 1 × 10−5. S→SH represents states that are likely to 
fall into hazardous states.

Dynamical processes of road network states
Energy landscape
The energy landscape of urban traffic is characterized by the sys
tem state transition network and the energy values of high-p 
states (Fig. 2c). The dynamics of this energy landscape are defined 
such that states can only transition to neighbors (i.e. those differ
ing by only one region state) with lower energy. Consequently, 
states move along energy-decrease paths in the energy landscape 
until they reach a local minimum. The basin size of each local 
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minimum is determined by the number of states that can reach it 
along energy-decrease paths, thereby representing its accessibil
ity. To highlight these local energy minima, the visualization of 
the energy landscape (Fig. 3a) simplifies the system state dynam
ics, allowing each state to transition only to its lowest energy 
neighbor. This ensures that each state reaches a single local min
imum along the steepest energy-decreasing path. The relative po
sitions within each basin are only for illustration.

Disconnectivity graph
The disconnectivity graph (40) is commonly used to analyze the 
energy landscape of high-dimension complex systems. In such a 
graph, each endpoint on a branch represents a local energy min
imum. The height of these endpoints reflects their energy levels, 
with lower endpoints indicating lower energy. The energy barrier 
is defined as the energy difference that must be overcome for the 
system to transition from one minimum to another, which equals 
the vertical distance from the starting minimum up to the con
necting saddle point (i.e. point where branches intersect between 
these two minima).

Risk-level indicator of system states
To quantify the risk level of system states, we propose an indica
tor, R(sk), based on the relative path length of states transitioning 
toward two types of high-accessibility minima. High-accessibility 
minima are defined as those with large basin sizes, as illustrated 
by minima 1, 2, 3, 4, and 5 in Fig. 3b and c. Among these, minima 
1, 2, and 5 are hazardous high-accessibility minima, while minima 
3 and 4 are normal high-accessibility minima. The indicator R(sk) 
can be denoted as:

R(sk) = l→Normal(sk)/l→Hazardous(sk), (14) 

where l→Normal(sk) represents the shortest path length from 
state sk to the nearest of normal high-accessibility minima and 

l→Hazardous(sk) represents the shortest path length from state sk to 
the nearest of hazardous high-accessibility minima. Considering 
that some states cannot reach either hazardous or normal 
minima (i.e. class 4 in Fig. S12), we set the corresponding value 

of l→Normal(sk) or l→Hazardous(sk) to 100, which is significantly greater 
than any shortest path length toward a specific type of minima 
(Fig. S13). According to this definition, a higher R value indicates 
a shorter path length toward hazardous minima, signifying 
greater risk.
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