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Abstract
Background  Artificial intelligence (AI) offers significant potential to drive advancements in healthcare; however, the 
development and implementation of AI models present complex ethical, legal, social, and technical challenges, as 
data practices often undermine regulatory frameworks in various regions worldwide. This study explores stakeholder 
perspectives on the development and deployment of AI algorithms for diabetic retinopathy (DR) screening, with a 
focus on ethical risks, data practices, governance, and emerging shortcomings in the Global South AI discourse.

Methods  Fifteen semi-structured interviews were conducted with ophthalmologists, program officers, AI developers, 
bioethics experts, and legal professionals. Thematic analysis was guided by OECD principles for responsible AI 
stewardship. Interviews were analyzed using MAXQDA software to identify themes related to AI trustworthiness and 
ethical governance.

Results  Six key themes emerged regarding the perceived trustworthiness of AI: algorithmic effectiveness, 
responsible data collection, ethical approval processes, explainability, implementation challenges, and accountability. 
Participants reported critical shortcomings in AI companies’ data collection practices, including a lack of transparency, 
inadequate consent processes, and limited patient awareness about data ownership. These findings highlight 
how unchecked data collection and curation practices may reinforce data colonialism in low and middle-income 
healthcare systems.

Conclusion  Ensuring trustworthy AI requires transparent and accountable data practices, robust patient consent 
mechanisms, and regulatory frameworks aligned with ethical and privacy standards. Addressing these issues is vital to 
safeguarding patient rights, preventing data misuse, and fostering responsible AI ecosystems in the Global South.
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Introduction
The rapid growth of health data curation, advancements 
in data storage, computational power, and intelligence 
analytics are reshaping healthcare technologies that 
utilize Artificial Intelligence (AI) and Machine Learn-
ing (ML) [1, 2]. With the advent of big data, large-scale 
health data sources, including social media platforms, 
web search engines, online forums, mobile applications, 
and wearable devices, have significantly expanded, pro-
viding more explicit insights into health determinants 
than traditional sources [3, 4]. This large and complex 
data has created new opportunities for AI to improve 
healthcare, including diagnosis, outcomes prediction, 
and patient care management [5, 6]. Rapid advancements 
in AI-based algorithms are already enhancing diagnostic 
accuracy and efficiency across multiple specialties [7]. 
However, AI ethics discussions are primarily led by high-
income countries, with nearly 80% of studies from these 
regions. At the same time, perspectives from the Global 
South, including India, are critically underrepresented [8, 
9]. In recent years, the ophthalmology specialty has lev-
eraged advances in computing and big data to develop 
AI tools that support disease screening, treatment, and 
improve access to care [10, 11]. 

This study presents diabetic retinopathy (DR) as a 
case study, a severe microvascular complication of dia-
betes and a leading cause of preventable blindness glob-
ally [12]. AI algorithms are increasingly deployed for DR 
screening (DRS) to meet the rising demand driven by the 
growing diabetic population worldwide [13, 14]. AI has 
great potential to improve healthcare, but it also raises 
significant ethical and epistemic challenges, including 
data reliability, bias, and opaque decision-making. These 
issues create trust and transparency problems, making AI 
systems more complex to use responsibly [15]. Epistemic 
challenges arise because AI models, particularly deep 
learning models, are often opaque, making it challeng-
ing to ensure explainability and accountability [15–18]. 
Developing these algorithms requires large sets of digital 
fundus images for training and validation [10, 11]. This 
raises privacy concerns about data processing and anony-
mization, and patients perceptions of privacy and secu-
rity in AI systems [19]. 

Recent studies on AI in DRS highlight key bioethical 
concerns, including unclear data ownership, inadequate 
consent processes, biased AI decisions that compromise 
patient autonomy, and a lack of accountability and trans-
parency [20–22]. These issues pose significant risks to 
achieving equitable healthcare outcomes [20–22]. Recent 
research highlights the risk of data colonialism, in which 
tech companies collect data from low and middle-income 
countries (LMIC) without clear applications or benefits 
to the local population [23]. Therefore, as AI technologies 
are increasingly integrated into medical practice, strong 

governance and transparency mechanisms are essential 
due to their wide-ranging ethical, regulatory, and privacy 
impacts. The responsible adoption of AI in healthcare 
has raised concerns among researchers, healthcare prac-
titioners, and regulatory bodies regarding data acquisi-
tion, ethical clearance, and participant consent [22, 24]. 
Well-documented AI training datasets often have small 
sample sizes and biased demographics, resulting in mod-
els that lack generalizability across diverse populations 
[22, 25]. Epistemological concerns arise as many AI mod-
els, particularly deep learning-based systems, function 
as “black boxes” with opaque decision-making processes 
[15]. Establishing regulatory and accreditation systems 
could promote the development of safe and sustainable 
AI models in healthcare [26]. Addressing ethical issues 
like accountability, transparency, fairness, and bias in AI 
requires interdisciplinary collaboration to build legal and 
ethical frameworks that reduce risks and support respon-
sible use [27]. 

While some studies have focused on AI explainability 
and interpretability to improve trustworthiness, the ethi-
cal role of stakeholder involvement in its development 
and deployment remains underexplored [16–18]. Given 
the complexity of AI ethics, applying ethical principles 
throughout the AI lifecycle from design to deployment 
while involving diverse stakeholders, including provid-
ers, industry, and patients, is essential. Such perspec-
tives are crucial for addressing ethical risks, improving 
patient outcomes, and ensuring the equitable, effective, 
and responsible adoption of AI in healthcare [25, 28, 
29]. Despite growing interest, comprehensive studies on 
stakeholders’ concerns, expectations, and insights across 
AI lifecycle stages, particularly within the Indian context, 
remain unexplored. Aligning perspectives from various 
stakeholders is key to successfully integrating AI into 
clinical practice, making implementations more effective 
and inclusive. Diverse perspectives are crucial for uncov-
ering unique challenges, addressing ethical risks, enhanc-
ing patient outcomes, and protecting patient rights [28, 
30]. 

This study synthesizes multifaceted ethical concerns 
and provides empirical evidence to inform the responsi-
ble adoption of AI-driven DRS. Guided by the Trustwor-
thy AI Framework, the study explores how stakeholder 
perspectives on transparency, consent, and privacy 
influence the ethical development and deployment of 
AI-based DRS. It places particular focus on the adop-
tion of these technologies within the Indian healthcare 
landscape.
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Methods
This manuscript has been prepared using the Con-
solidated Criteria for Reporting Qualitative (COREQ) 
Research guideline for qualitative studies [31]. (see 
checklist supplementary file 1: Table 1).

Study design and recruitment
The study was conducted from November 2022 to 
December 2022. The study employed qualitative research 
methods to explore the stakeholders perspectives on AI 
development and deployment, professional decision-
making, policy and legal aspects, and management. We 
prioritized incorporating insights through qualitative, 
in-depth interviews with key stakeholders contemplating 
informational power [32]. 

We conducted 15 in-depth qualitative interviews with 
English-speaking health system stakeholders, includ-
ing ophthalmologists (Opth), retina specialists, program 
officers (PO), legal experts, bioethics experts, and indus-
try partners (AI developers). To gather valuable insights, 
participants were selected using a convenience sampling 
strategy rather than a statistically representative sample 
[33]. The stakeholders involved ophthalmologists and ret-
ina specialists involved in AI deployment for DR screen-
ing and workflow optimization within their medical 
practice; program officers who help to ensure the integra-
tion of AI-enabled screening programs in the health sys-
tem; legal professionals to understand the use of AI tools 
comply with legal and regulatory requirements; bioethics 
experts, role to address concerns about ethical and the 
potential biases inherent in AI systems; AI developers to 
understand the role of designing, developing, and refin-
ing AI algorithms, ensuring the tools are effective and 
meet clinical requirements. The ophthalmologists were 
posted at four district hospitals [34] of Punjab (Mohali, 
Moga, Faridkot, Amritsar), and a retina specialist work-
ing at the Advanced Eye Centre of Postgraduate Institute 
of Medical Education and Research (PGIMER), Chandi-
garh. The PO belonged to the National Program for Con-
trol of Blindness and Visual Impairment (NPCBVI) [35], 
the National Program for Control of Non-Communicable 
Diseases (NP-NCD) [25] at the state National Health 
Mission (NHM), and the Ministry of Health and Fam-
ily Welfare (MoHFW) nationally. The NPNCD program 
officer was included because the program refers diabetic 
patients from diabetes clinics for DR screening. Similarly, 
the NPCBVI program officer was involved because DR 
screening is integrated into the program’s guidelines. The 
industry partners (IP) were associated with commercially 
available DR screening companies with AI-building expe-
rience, legal experts in human rights and digital health, 
bioethics, and an independent bio-design expert.

Data collection
The in-depth interview guide was pilot-tested with five 
researchers (excluding authors) for clarity and length and 
revised accordingly, but the data was not included in the 
analysis. To ensure rich data from a range of participants 
with knowledge and experience of AI, no limitation on 
eligibility was imposed based on demographic charac-
teristics (e.g., gender, age, etc.). We approached six oph-
thalmologists, of whom five participated; four out of five 
program officers were interviewed; two legal experts par-
ticipated; two failed to respond; one bioethics person par-
ticipated out of two; and three of five industry partners 
consented to join. Scheduling appointments and a lack of 
time were the major reasons for non-participation.

The qualitative data were collected using seven face-to-
face and eight online (Zoom) interviews through semi-
structured interviews, using the same interview guide for 
participants in each group. The data were collected at a 
time and place convenient for the participant. The par-
ticipants were led to a quiet corner within the hospital 
and office to conduct the interviews. After explaining 
the study procedures, informed consent was obtained. 
Invited participants were contacted to arrange a time 
to conduct an online interview via the Zoom meeting 
platform (https://app.zoom.us/wc). The participants ​p​r​
o​v​i​d​e​d verbal consent for the interview. The interviews 
lasted, on average, 45 min (50–60 min). The first author 
(AC) conducted all the interviews in English. The open-
ended interview questions (supplementary file 2: A-E) 
encouraged participants to describe their views and share 
practice experiences in their own words. The interviews 
were recorded and transcribed (AC, HR, and GS), and all 
identifying information was removed. No repeat inter-
views were conducted, and the audio recordings were 
destroyed after the analysis.

Research team
AC and DS are research scholars with public and digi-
tal health backgrounds and significant social research 
experience. GS and HR, research associates with public 
health expertise, were also part of the team. The study 
was guided by two senior authors, MD and KA, who have 
extensive experience in responsible AI and digital health, 
offering valuable insights throughout the study’s imple-
mentation and manuscript development.

Data analysis
The interview data were analyzed using inductive the-
matic analysis [33]. We used the MAXQDA Analyt-
ics Pro(24.5.1) Scientific Software Development VERBI 
GmbH (https://www.maxqda.com/) (AI-powered cod-
ing recently available for the software was not used in 
this study) to reflect on views in the interview tran-
scripts to identify, retrieve, and clustering codes in an 

https://app.zoom.us/wc
https://www.maxqda.com/
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iterative three-phase coding procedure. Several coding 
phases [36] combined with constant comparison tech-
niques, embodied two researchers (DS, AC), both PhD 
scholars, who independently read the transcripts and 
reread them several times to foster familiarity with the 
data set, coded interviews, and codes were refined until 
a consensus was reached. The codebook was discussed 
with an expert (research experience over 20 years) for 
input (MD), and new codes were refined. The codes and 
themes were mapped and guided by the Organisation 
for Economic Co-operation and Development (OECD) 
principles for responsible stewardship of trustworthy 
AI, including inclusivity, fairness, privacy, transparency, 
explainability, robustness, security, safety, accountabil-
ity, data governance, sustainability, and inclusivity. These 
principles were selected for their ability to encompass 
both AI actors and stakeholders. AI actors are entities 
directly involved in the AI lifecycle, like those deploying 
or operating AI. Stakeholders include all who are directly 
or indirectly impacted by AI systems. This model was 
selected to comprehensively capture the varied roles and 
impacts within the AI ecosystem [37]. The participants 
are denoted in italics with a unique ID number: Opth 1–5 
(Ophthalmologists); PO 1–4 (Program Officer); LE 1–2 
(Legal experts); IP 1–3 (Industry partner- AI developers); 
BE (Bio-Ethics Design), to preserve anonymity. Quotes 
were edited for readability to retain their original mean-
ing; ellipses (…) show removed text.

Results
The stakeholder group (n = 15) consisted of 9 (60%) males 
and 6 (40%) females, with the majority aged 31–40 years 
(53.3%), followed by 41–50 years (33.3%) and 51–60 years 
(13.3%). The participants had an average professional 
experience of 12.3 ± 5.2 years during the interview. (see 
supplementary file 1: Table 2)

Data from all transcripts were mapped and classi-
fied to generate the final code matrix. An independent 
researcher coded a random number of selected interview 
transcripts to generate an intercoder reliability statistic 
[38]. The percentage agreement of intercoder reliability 
was 96.5. Figure  1 provides insights into the distribu-
tion of codes across different transcripts, and large nodes 
indicate the most frequent code. This highlights key con-
cepts, such as accountability, ethical approval, data pri-
vacy, image quality, and data standardization, that are 
dominant in different parts of the dataset. The codes were 
transformed into themes and sub-themes. The analysis of 
interviews resulted in six theoretical themes: effective-
ness of AI algorithm; responsible AI with data collection, 
quality, annotation, data privacy, and colonialism; ethical 
design and consideration; model training and classifica-
tion; challenges of AI implementation; accountability and 
liability. Stakeholders discussed the situated nature of 

implementing AI tools in DR screening and care. Each 
theme is demonstrated and supported by quote(s) from 
the interviews.

We summarized the main raw quotes from the repre-
sentative transcripts, as illustrated in Tables 1, 2 and 3.

Effectiveness of AI algorithms
All stakeholders felt that AI is critical in screening DR, 
managing up to 80% of cases at the community level, and 
reducing over-referrals, enabling eye specialists to con-
centrate on more severe conditions. However, concerns 
about AI’s diagnostic accuracy persist, with some stake-
holders expressing a preference for care by qualified eye 
surgeons, reflecting resistance to delegating clinical tasks 
to AI or less-trained personnel.

Responsible AI in relation to data
A few key sub-themes emerge to guide responsible AI 
use, particularly across the AI lifecycle from development 
to deployment, offering new perspectives on responsible 
approaches to data handling practices.

Data collection - The industry partners explained that 
data collection for AI development involves aggregat-
ing data from multiple (online and offline) sources. They 
focus on collecting data from clinical settings, partners, 
or community camps. An example of data collection 
involves gathering image data through large-scale screen-
ing efforts, with over 94,000 individuals screened to 
improve the model’s performance. However, it unfolded 
that developers follow conducive and flexible data collec-
tion practices with private clinics’ help. At the same time, 
in the public sector, they must navigate through more 
rigorous checks and balances and a longer approval pro-
cess. The bioethics expert proposed that AI systems must 
transparently convey their functioning, data collection, 
and usage in clear, simple language, ensuring comprehen-
sive understanding for users with varying levels of tech-
nological literacy.

Data privacy - All stakeholders emphasized the impor-
tance of data privacy and ownership in data-driven digital 
health realms surrounding ethical issues. However, the 
understanding of data privacy amongst patients and poli-
cymakers remains meager. The bioethics expert empha-
sized that collecting only necessary data and following 
data anonymization principles and compliance are cru-
cial for protecting people from harm in case of a data 
breach (unauthorized access and misuse). The program 
officer emphasized that in the push to integrate AI into 
public health workflows, the primary concern is ensuring 
data privacy, preventing unauthorized access, obtaining 
informed consent, and maintaining data integrity.

Data anonymity - Data anonymization must be care-
fully considered to protect patient privacy rights. Ano-
nymized data involves removing personally identifiable 
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Fig. 1  Frequency of codes across dataset
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Table 1  Quotes representing the effectiveness of AI algorithms and responsible AI themes
Theme Sub-themes Sample of illustrative quotes
Effectiveness of AI 
algorithms

Efficiency of AI “The primary purpose of AI is its use for screening purposes, and it can cover up to 80% of all commu-
nity diabetic retinopathy-related problems without a needless referral.” Opth − 1

Optimizing specialist 
resources

“If we introduce a person of a lower caliber than an eye surgeon, be it AI, then I will not trust them.” PO 
− 3

Responsible AI in rela-
tion to data

Data collection “We started conducting camps on our own, and during the entire process, we have screened more 
than 94,000 people to date. This helps improve our AI model performance”. IP-1
“AI systems must clearly explain how they work, what data they collect, and how they are used in 
simple, non-technical language. It is essential to present this information in a way that resonates with 
a broad range of users, including those with limited technological literacy.” BE

Data privacy “The meaning of data privacy is unclear to people. If I ask about privacy, they will say, what privacy? 
What will I do with privacy? I just want my good health”. LE − 1
“Doctors say “acha data chahiye de do isme kya hai” (If you need the data, take it; what’s the big deal), 
and they have no issue with their data taken away.” LE − 2

Data anonymity “Purpose limitation and data anonymization act as vital safeguards, ensuring that AI only collects and 
uses essential data and that individuals are protected from harm in the event of data breaches”. BE
“It is very well known that it is not possible to anonymize completely. It is very easy to reidentify and to 
bring it back away from anonymity”. LE − 1

Data colonialism “AI Companies are quickly creating large data sets. They are self-regulating themselves and saying we 
are anonymizing, we are not revealing it into the public domain, so some amount of self-regulation is 
going on such that they don’t get into a lot of trouble”. LE − 1
“Whatever data we could lay our hands on, we wanted to get that machine learning keeps improving. 
Hence, we did not have any exclusion criteria”. IP − 3

AI: Artificial intelligence, BE: Bioethics, IP: Industry partner, LE: Legal expert, Opth: Ophthalmologist, PO: Program officer

Table 2  Quotes representing the ethical consideration and approval and explainability themes
Theme Sub-themes Sample of illustrative quotes
Ethical consideration and 
approval

Scope of AI inclusion 
in medical ethics

“The available ethical framework in India does not impose any compulsion to have any ethics 
clearances for AI training datasets” IP − 2
“There is no need for them to worry about consent for AI development if there is already consent 
from the patient for his diagnosis or treatment.” IP − 2

Ethical literacy “If you have to translate consent into a local language, and many translate the legal language into 
a local language, it becomes even more complicated.” IP − 1
“The developers say that no one understands the language of consent and that consent fatigue is 
present in the patient, so we should not worry about consent.” LE − 2

Explainability Validation process “Classifying an algorithm depends on the problem space you are addressing. For example, an 
algorithm used in critical intensive care must undergo rigorous scrutiny, while one for screening 
purposes will have a different level of scrutiny.” IP − 1
“We use a technique, often called a ‘heat map’ to understand the parameters the AI bases its deci-
sions on. This helps clarify how the algorithm operates and the factors driving its conclusions.” IP − 3

IP: Industry partner, LE: Legal expert

Table 3  Quotes representing the challenges of AI implementation and accountability and liability
Challenges of AI 
implementation

Regulatory 
frameworks

“Currently, there is no ethical or regulatory framework in India for using AI for pure development 
purposes”. IP − 2
“Many digital healthcare platforms operate in undefined regulatory areas. They often piggyback 
on existing laws, which may not fully apply to them, allowing them to bypass rigorous testing 
and legal scrutiny.” LE − 1

Accountability and 
liability

Misdiagnosis 
attribution

“AI is just a tool for clinicians; however, patient safety is the collective responsibility of everyone involved, from 
developers to healthcare providers. We need policies and education on appropriately using AI in practice.” IP − 2
“No one less than an ophthalmologist should be doing the DR grading. First, many people have DM, but very 
few have DR; those requiring intervention are few, and intervention is exact. To understand that interventions 
like laser or anti-VEGF should be prerogatives of eye specialists in tertiary care.” PO − 3

AI: Artificial intelligence, DM: Diabetes mellitus, DR: Diabetic retinopathy, IP: Industry partner, LE: Legal expert, PO: Program officer, VEGF: Vascular endothelial 
growth factor
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information, protecting privacy, and reducing disclosure 
risks during data transfer. The main concern, however, is 
the risk of reidentification when proper anonymization is 
not achieved. Furthermore, AI companies are assertive in 
adhering to standard data collection, anonymization, and 
sharing principles, with a strong focus on ensuring the 
safety of patient data.

Data colonialism - Data colonialism refers to the 
appropriation of data from different sources, often need-
ing adequate benefit or control for the data producers 
[39, 40]. However, a high volume of data sets is required 
and being created at scale to meet the growing need for 
training the machine learning algorithm. Noteworthy is 
the unaccounted accumulation of data without adher-
ing to ethical considerations (ethical approval, patient 
consent).

In this context, the World Health Organization (WHO) 
highlights the necessity for ethical data governance 
frameworks [41] to combat data exploitation in the digi-
tal health sector, which often occurs without the consent 
of data owners [42]. Respondents indicated that AI com-
panies prioritize collecting data from diverse environ-
ments to enhance diagnostic performance.

Ethical consideration and approval
The industry partner pointed out that institutional ethi-
cal approval is essential for research studies but not for 
developing AI algorithms. They noted that collecting 
patient data to develop machine-learning algorithms 
currently falls outside the purview of ethics, arguing 
that ethical boundaries will stifle technological innova-
tion. The ophthalmologists argued that patient consent 
is unnecessary for algorithm development, claiming that 
obtaining consent will slow down the established clinical 
workflow.

Obtaining consent from individuals with low literacy is 
challenging because the language of consent forms often 
uses complex language, and locally translated versions 
can be difficult to understand. Ethical and legal experts 
note that AI developers sometimes bypass the consent 
process, claiming that obtaining multiple consents causes 
patients to experience “consent fatigue”.

Explainability
An industry partner shared insights into the trained 
model’s validation process and asserted the importance 
of retrospective and prospective data for validation. 
Most participants accounted for their mixed viewpoints 
regarding collaboration with clinicians, integration of AI 
in clinical pathways, and explainability of AI decisions. 
The quotes (Table 2) reflect key themes around AI clas-
sification, clinical deployment, and explainability.

Challenges of AI implementation
The current regulatory landscape in India needs to ade-
quately address the specific challenges and considerations 
related to AI applications in the healthcare industry. 
Many digital healthcare platforms function in ambiguous 
regulatory environments, often relying on existing laws 
that only partially pertain to them. This enables them 
to circumvent thorough testing and legal oversight. The 
other respondent acknowledged the importance of work-
ing in the AI regulatory space to ensure performance 
standards. (Table 3)

Accountability and liability
Current accountability and safety practices have yet to 
adapt to the potential patient harm arising from deci-
sions made by AI-based clinical tools [43]. To address the 
theme of accountability and liability, the results pointed 
out that AI developers should not be held accountable 
for misdiagnoses made using their algorithms; instead, 
responsibility should lie with the healthcare provid-
ers using the tools. Additionally, regarding responsibil-
ity, the data inferred that. The program officer did not 
trust the AI-generated diagnosis, as treatment outcomes 
rely heavily on the accuracy of the diagnosis, which they 
questioned. (Table 3)

Discussion
Globally, 80% of AI-related studies, including those on 
stakeholder perspectives, originate from high-income 
countries, with limited contributions from low and mid-
dle-income countries (LMICs), like India, which are now 
emerging in this context [44, 45]. This gap highlights the 
underrepresentation of Global South perspectives in AI 
ethics discourse, despite the rapid adoption of AI in low- 
and middle-income country (LMIC) healthcare settings. 
This is the first study from India to explore stakeholder 
perspectives on the AI life cycle aligned with trustworthy 
AI principles [37]. Participants emphasized the impor-
tance of ethical frameworks, regulatory compliance, and 
transparency in informed consent and data privacy to 
protect personal data [24]. Concerns about image data 
collection and analysis biases highlight the need for 
greater transparency and fairness in AI algorithms to 
ensure equitable and responsible AI deployment [22]. It 
is crucial to protect patient data, address data ownership, 
and reduce bias in training data to safeguard privacy and 
ensure equitable diagnostic performance [22]. 

With the growing adoption of AI in healthcare, there 
is an increasing focus on developing ethical and trust-
worthy systems [46, 47]. While stakeholders acknowl-
edged the importance of trustworthiness in AI design 
and deployment, the definition of ethics in the context 
of AI applications was less clear [46, 47]. Conventional 
informed consent forms were considered insufficient in 
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AI-based health research, as they often fail to capture the 
complexities of data aggregation, algorithmic processing, 
and secondary use focused on AI technologies [2]. Data 
protection, privacy, and unauthorized data sharing have 
become critical concerns in the evolving digital landscape 
[48]. Our study reflects the industry’s prevailing “take 
first, justify later” approach to data collection, where the 
urgency to acquire data often overrides ethical concerns 
as critically articulated by a legal expert: “If you need the 
data, take it; what’s the big deal.” Data anonymization and 
de-identification are recommended to protect individu-
als’ privacy [49]. However, stakeholders highlighted con-
cerns about inadequate data anonymization practices, 
where retina fundus images could be easily re-identified 
by linking them with metadata, posing risks of privacy 
infringements. The stakeholders highlighted the need for 
clear responsibility in AI integration in healthcare, with 
defined moral accountability to ensure ethical deploy-
ment [50]. 

Institutional review boards should align their ethical 
evaluations to address AI-specific challenges, such as 
algorithmic bias and opacity. The processes for adverse 
event reporting, accountability, transparency in data 
collection, and effective risk management in health data 
research must be embedded in the ethical evaluations 
[51]. Stakeholders raised concerns about unscrupulous 
data collection practices in AI development, with one 
industry partner stating, “We started conducting camps 
on our own,” and “We collect the data first and see what 
can be done with it.” This approach, often called as data 
colonialism, prioritizes technological advancement with-
out clear applications and heightens the risk of data pri-
vacy breaches and the exploitation of personal data [52, 
53]. However, many ophthalmologists, program officers, 
industry experts, and patients in our study were unaware 
of data ownership, resulting in a limited understand-
ing of the data fiduciary and principal obligations out-
lined in the Digital Personal Data Protection Act (DPDP) 
2023 [54]. This Act in India establishes rules for handling 
digital personal data, aiming to strike a balance between 
individuals’ right to privacy and the need to use data for 
lawful and legitimate purposes [54]. 

Respondents unanimously acknowledged the impor-
tance of ethical considerations in AI development. 
However, the lack of a common ethical approach led to 
differing views with ophthalmologists and industry part-
ners perceiving it as unnecessary due to “consent fatigue,” 
and “We cannot have separate consent for AI.” Legal and 
ethical experts regarded ethics as the cornerstone of the 
AI life cycle. Failing to inform patients about using their 
data and technology in care can undermine their auton-
omy, which depends on having sufficient information to 
make informed decisions [21, 50]. Empowering individu-
als to control their data requires supportive regulations, 

advanced technological standards, and public-private 
collaboration [48, 55]. Meanwhile, the industry partner 
stated, “Do not stifle innovation with ethics,” emphasizing 
the need for flexible ethical standards and an adaptable 
framework to keep pace with the evolving AI landscape.

The current AI ethics landscape shows a limited under-
standing of trustworthiness and should be validated 
through robustness and expert evaluation, despite [56]. 
Consistent with our findings, another study highlights 
uncertainty about trust in AI developers or deployment 
agencies. It also stresses that trustworthiness is often 
overused and lacks a clear and universally accepted defi-
nition [57]. Our study found that the lack of clear expla-
nations for AI decisions is a key challenge. Although AI 
models demonstrate high accuracy in laboratory settings, 
they struggle in clinical settings due to limited real-world 
validation, biased training data, and opaque algorithms 
[58]. A clearly outlined framework should define respon-
sibilities among developers, healthcare providers, regu-
latory authorities, and other stakeholders in designing, 
deploying, and using AI-powered tools [59]. 

A critical aspect of clinical application involves con-
cerns about responsibility, accountability, and liability 
in the event of AI-induced diagnostic errors [20, 21, 58]. 
Stakeholders expressed mixed views on the account-
ability of AI in misdiagnosis. Industry partners held 
physicians responsible, while ophthalmologists placed 
the blame on developers. In contrast, legal and ethical 
experts advocated for a shared responsibility between 
clinicians and developers in the use of unvalidated AI 
systems. This aligns with the view expressed by one par-
ticipant, who was skeptical about using AI for diagnosis: 
“No one less than an ophthalmologist should be doing the 
DR grading.” Despite persistent fears that AI will replace 
doctors, its primary role is to augment and assist, rather 
than substitute for, clinical judgment [60–62]. Limited 
AI experience and understanding hinder its adoption in 
healthcare, emphasizing the need for contextual aware-
ness and continuous learning before deployment in 
highly specialized, patient-centric settings [44, 63]. 

Regulatory concerns persist around the safety and effi-
cacy of AI algorithms, especially when they do not align 
with existing care models [64]. Participants noted that 
“Currently, no ethical or regulatory framework” allows 
them to “bypass rigorous testing and legal scrutiny.” Global 
AI governance initiatives emphasize the ethical adoption 
of AI, as outlined in frameworks established by the UN, 
OECD, and G20 [65, 66]. India’s AI for India-specific 
regulatory framework fosters inclusive governance, while 
DEPA and NAIRP enhance data accessibility and collabo-
ration [48, 67]. NITI Aayog’s Responsible AI Guidelines 
(2020) further advocate for transparency, accountability, 
and fairness in the development and deployment of AI 
within the healthcare sector [68].
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This article provides a comprehensive overview of the 
various issues, gaps, and challenges associated with the 
development and deployment of AI. However, it lacks an 
exploration of the social implications of AI in diagnosis 
and treatment, and the inclusion of only one ethics expert 
may have limited bioethics perspectives. Patient perspec-
tives were not included, which limits the understanding 
of patient-centric ethical concerns. Future research with 
a larger and more diverse sample could facilitate the 
extrapolation of this theme.

Conclusion
The study appraised contributes a comprehensive under-
standing of potential challenges for AI development and 
deployment in healthcare. The most prominent themes 
that emerge are those of trust, privacy, consent, and 
data quality, each highlighting very complex problems. 
From this qualitative analysis, several concerns have 
been raised by stakeholders, primarily regarding the 
practicality of the data collection process and its quality, 
as well as the regulatory implications at multiple levels. 
This complexity surrounding trust, patient privacy and 
consent, ethics, and data integration presents avenues 
for further research. There is no question that AI holds 
great promise for improving healthcare outcomes. How-
ever, the integration of AI into healthcare systems is also 
loaded with trustworthiness and ethical considerations 
challenges. The findings of the study underscore the 
need to formulate strategies for the implementation of 
AI in healthcare to effectively harness AI’s potential. For 
responsible adoption of AI technologies in the health-
care sector of India, the effort should involve reviewing 
and updating current organizational data and analyt-
ics governance and infrastructure, adequate training of 
healthcare providers in AI and data science, and fostering 
strategic collaborative partnerships to create an ethical 
AI ecosystem in the Indian healthcare sector. Besides the 
concentration of AI algorithms development for clinical 
diagnostics, there is a need for exploration of the ethical, 
legal, and governance dimensions. By embracing diverse 
perspectives, we can advance the development of trust-
worthy AI that upholds ethical principles and benefits 
society.
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