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ABSTRACT Undergraduate students in the biomedical sciences are mostly unaware 
of how clinical microbiology laboratories handle suspected agents of bioterrorism or 
emerging infectious diseases. The Public Health Security Bioterrorism Preparedness and 
Response Act of 2002 requires the US Department of Health and Human Services (HHS) 
to maintain a list of microbes that pose serious biological threats to human health 
and safety, including Tier 1 agents with the potential for use in bioterrorism. The 
Laboratory Response Network (LRN), founded by the Centers for Disease Control and 
Prevention, the Federal Bureau of Investigation, and the Association of Public Health 
Laboratories, coordinates the response of sentinel, reference, and national laboratories 
to these biothreats. The sentinel laboratories, which comprise most hospital-based and 
commercial laboratories, are the first to encounter a suspicious agent. For this reason, 
the LRN has published a series of testing guidelines to assist the sentinel laboratories 
in deciding whether a microbial isolate should be considered potentially hazardous and 
thus sent to a reference or national laboratory for further characterization. Here, we 
describe a simple laboratory exercise that teaches sentinel-level testing requirements in 
the context of an applied setting of a potential outbreak of anthrax that would require a 
sentinel laboratory to recognize a potential threat, attempt to rule it out, and refer to a 
national laboratory for identification.
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A lthough students in undergraduate microbiology courses are familiar with what 
bioterrorism means, they are less familiar with the role of diagnostic microbiol­

ogy laboratories in the protection against deliberate acts of bioterrorism or emerging 
infectious diseases. The Public Health Security Bioterrorism Preparedness and Response 
Act of 2002 was enacted to require the US Department of Health and Human Services 
(HHS) to assemble a list of those bacteria, viruses, fungi, and toxins that pose an elevated 
risk to human health and public safety (1). Within this list of “select biological agents and 
toxins” is the subcategory of “Tier 1 select agents,” comprising organisms with intrinsic 
characteristics that make them particularly amenable to exploitation for bioterrorism, 
such as ease of aerosol transmission, a low infective dose, and the ability to cause a high 
rate of morbidity and mortality (2).

Clinical microbiology laboratories are on the front lines for detection of biothreat 
(BT) agents or emerging infectious diseases. The Laboratory Response Network (LRN) 
was established in 1999 by the Centers for Disease Control and Prevention (CDC), the 
Federal Bureau of Investigation (FBI), and the Association of Public Health Laboratories 
(APHL), to integrate the response of clinical laboratories to these high priority threats 
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(3). The network consists of a three-tiered system encompassing sentinel, reference, and 
national laboratories. The sentinel laboratories, which include most hospital-based and 
commercial laboratories, are responsible for applying simple phenotypic tests to attempt 
to rule out the possibility that a suspicious microbial isolate is a BT agent, focusing 
on a limited number of easily accomplished procedures that minimize the expansion 
of potentially hazardous subcultures. If the sentinel laboratory is unable to rule out an 
isolate as a BT agent, the organism is submitted to State Department health laboratories 
for additional testing and, if necessary, large national laboratories such as the CDC.

Bacillus anthracis, the causative agent of anthrax, is considered a Tier 1 select agent 
because of its potential for causing a mass casualty event and its prior history of 
intentional use in bioterrorism (4, 5). Infections with B. anthracis are primarily zoonotic, 
affecting herbivores that encounter B. anthracis spores in contaminated soil (6). Humans 
may then become infected from direct exposure to livestock, or to contaminated animal 
products such as homemade cowhide drums that contain the bacterium or its spores. 
Infection can occur in one of three forms: gastrointestinal (GI), inhalational, or cutaneous 
disease. GI anthrax arises following ingestion of meat that is contaminated with B. 
anthracis spores, whereas the inhalational form is caused by spore inhalation. In either 
case, the germinating spores release exotoxins into the surrounding tissue, resulting in 
extensive tissue damage that is life-threatening. The majority (>95%) of human anthrax 
cases are the cutaneous form (7). Cutaneous anthrax is acquired when the spores enter 
through breaks in the skin and release at least two exotoxins as they germinate, resulting 
in a fluid-filled vesicle that ulcerates and develops a black necrotic center (eschar); 
edema factor toxin triggers pronounced edema and lethal factor toxin is responsible 
for the death of surrounding tissues (6). The LRN has established sentinel-level clinical 
laboratory guidelines to rule out the possibility that an isolate could be B. anthracis, 
regardless of which clinical form it was cultured from (8). The guidelines are based on the 
fact that B. anthracis can be differentiated from other Bacillus species using a panel of 
straightforward first-line laboratory tests. Following these guidelines, we have designed 
a simple laboratory exercise that teaches these basic microbiological tests in the context 
of an applied setting that would require a sentinel laboratory to recognize the threat, 
attempt to rule it out, and refer for identification.

FIG 1 Surrogate materials to teach the role of sentinel-level laboratories in BT threat identification. (A) Marshmallow peeps prepared to display a fluid-filled 

“cutaneous ulcer” containing the suspect agent. The peep on the right is uninoculated. (B) A 24-h culture of B. amyloliquefaciens on a blood agar plate at 30°C, 

revealed a similar colony morphology to that of B. anthracis. For comparison to B. anthracis, the reader is directed to images held at the Public Health Image 

Library (PHIL) of the CDC (https://phil.cdc.gov/ImageidSearch.aspx). For example, image ID# 11752.
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PROCEDURE

Intended audience

The exercise was designed for undergraduate college students in years 2–4 of a medical 
sciences program. It has been implemented over the past 4 years as an applied exercise 
within a larger laboratory component of an elective microbiology course that teaches 
other microbiological principles and techniques.

Safety considerations

The course follows comprehensive Guidelines for Biosafety in Teaching Laboratories 
established by the American Society for Microbiology (ASM), using organisms that 
require Biosafety Level-1 (BSL-1) practices. However, BSL-2 guidelines are routinely 
followed to propagate a culture of laboratory safety (see supplementary materials for 
details). A discussion of these practices is also covered in a course lecture prior to the 
start of the laboratory.

Materials and methods

Automated identification systems such as Matrix-assisted laser desorption/ionization 
time-of-flight mass spectrometry (MALDI-TOF) mass spectrometry are contraindicated 
for potential BT agents because of the hazards associated with specimen manipulation, 
combined with the possibility for misidentification (1). This exercise is designed to 
illustrate the approaches taken by a sentinel laboratory when an isolate, usually a Bacillus 
species, has a similar morphology to B. anthracis. There are 10 steps to the procedure:

• Step 1. Working in pairs, students are presented with a clinical scenario in which 
there is an outbreak of suspected cutaneous anthrax. Taking inspiration from 
a publication by Dahl and Gatlin (9), the “infected animal” is simulated by a 
marshmallow peep that is prepared in advance to reveal an edematous, fluid-filled 
vesicle consistent with cutaneous anthrax (Fig. 1). The vesicle has been previously 
inoculated with a culture of Bacillus amyloliquefaciens, representing a species that 
shares characteristics with B. anthracis. Students are instructed to streak the fluid 
for isolation onto a blood agar plate.

• Step 2. Rule-out criterion: colony morphology. B. anthracis colonies are described 
as non-hemolytic, forming large (2–5 µm), flat, off-white/gray colonies with a 
rough/ground glass surface and irregular borders (10, 11). Since these features 
are similar to B. amyloliquefaciens, and students are provided with control bacteria 
that form colonies that clearly differ from this description (see Table S1, supple­
mentary materials), undergraduate students are unable to rule out B. anthracis at 
this point.

• Step 3. Rule-out criterion: Gram morphology. Students are instructed to Gram stain 
their isolate as part of a larger class exercise on Gram stain identification. Both B. 
anthracis and B. amyloliquefaciens form large, Gram-positive rods, often in chains, 
preventing rule out.

• Step 4. Rule-out criterion: catalase activity. Students are instructed to evaluate 
their isolate for catalase activity, using control strains that give positive and 
negative reactions for comparison. Although this is performed on the bench, 
students are informed that this, and other high-risk steps, would be performed 
in a biosafety cabinet to ensure the safety of laboratory personnel. Both Bacillus 
species are catalase positive, preventing a rule out.
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• Step 5: Rule-out criterion: differential and selective media. Students are instruc­
ted to test their suspect isolate for growth on MacConkey agar as part of a 
laboratory exercise exploring the utility of differential and selective media, using 
other organisms as controls. Neither B. anthracis nor B. amyloliquefaciens grow on 
MacConkey agar, preventing a rule out.

• Step 6: Rule-out criterion: Antibiotic susceptibility testing. Students are instructed 
to examine their suspected isolate for susceptibility to penicillin G as part of a 
more comprehensive laboratory exercise on antibiotic susceptibility profiling. Both 
B. anthracis and B. amyloliquefaciens are sensitive to penicillin G, preventing a rule 
out.

• Step 7: Rule-out criterion: Phage typing. Since the specificity of gamma phage for 
B. anthracis is very high (>95%), susceptibility to the lytic action of this phage can 
be exploited as a diagnostic method for B. anthracis (12). The technique involves 
the spotting of a solution of gamma phage onto a lawn of the suspect bacteria. 
If the bacteria are susceptible, a zone of clearance will appear in the spotted area 
due to the lytic action of the phage on susceptible bacteria. Since phage typing 
is not available in some undergraduate laboratories, we took inspiration from a 
surrogate phage typing exercise designed by Khan and Read in which a lawn of 
bacteria is spotted with an alternative compound that kills the bacteria in the 
spotted area, creating a zone of inhibition similar to what is observed with lytic 
phage (13). After spotting the surrogate “phage” (a solution of ampicillin) onto the 
surface of a lawn of B. amyloliquefaciens and incubating overnight, a clear zone 
is evident around the spotted area that is morphologically indistinguishable from 
the effects of a lytic phage, thereby demonstrating the principle of gamma phage 
susceptibility and eliminating a rule out.

• Step 8. Rule-out criterion: Motility testing. Students are instructed to evaluate their 
isolate for motility as part of a class exercise on microbial motility, using motile and 
non-motile bacteria as controls. B. amyloliquefaciens is motile, whereas B. anthracis 
is not, allowing the students to finally eliminate the possibility that their isolate 
is B. anthracis. From the perspective of the clinical laboratory, this point of the 
analysis would remove any concern that the agent is B. anthracis, allowing them to 
proceed with further identification procedures if needed.

• Step 9: MALDI-TOF mass spectrometry in diagnosis. In addition to monitoring for 
BT agents, sentinel laboratories are charged with identifying emerging infectious 
diseases. Although the suspected isolate in this exercise was phenotypically ruled 
out as B. anthracis, its association with the cutaneous lesion outbreak in step 
1 makes it a potential source of an emerging infectious disease. MALDI-TOF 
is increasingly used to identify microbial pathogens in the clinical diagnostic 
laboratory (14). In this technique, a microbial colony is embedded within a matrix 
and a laser is used to ionize the sample, resulting in particles that can be separated 
according to their mass-to-charge ratio and measured by the time it takes for 
those ions to travel to a detector at the end of a time-of-flight tube. The result­
ing spectral output is then matched to spectra from known microbes, and the 
machine uses an algorithm to indicate the level of confidence in the identification. 
After anthrax is ruled out by the application of the simple laboratory tests outlined 
in this exercise, clinical laboratories that are equipped with a MALDI-TOF mass 
spectrometer would proceed with this technology to identify the unknown isolate, 
or to refer to an outside laboratory that is capable of doing so. For step 9 in 
this exercise, students are told that the peep microbe has been submitted for 
MALDI-TOF analysis, and they are provided with the output from a B. amyloliquefa­
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ciens MALDI-TOF analysis (Fig. S2). The result was unable to identify the species 
beyond a Bacillus group identification, which is a well-known limitation of this 
technology for highly related species (15).

• Step 10: sequencing in diagnosis. Since MALDI identification was not successful, 
the organism was submitted for rDNA sequencing. Students are provided with the 
output of a 16S rDNA sequence from B. amyloliquefaciens and challenged to use a 
BLAST search at the National Center of Biotechnology Information to identify the 
organism.

Assessment

At the conclusion of each of the first eight steps, students are directed to complete an 
online quiz that asks two questions:

1. Were you able to rule out the possibility that the suspected agent is B. anthracis 
based on the result of your test?

2. Explain your answer to question (1) and upload a photograph of your data to back 
up your conclusion.

For step 9 (MALDI-TOF mass spectrometry) and step 10 (rDNA sequencing), the 
students are challenged to use the literature to answer the following questions:

• How does MALDI-TOF identify microbes?

• Why was MALDI able to identify the Bacillus group, but not the species?

• What do the E-value and % identity values represent in the BLAST search results?

• What is the organism identification?

• Is the identified organism a common human pathogen? Where is it found in 
nature?

• How is the PCR technique able to amplify 16S rDNA from all species within a 
genus, yet still able to discriminate between species using the amplified product?

Potential modifications

Potential modifications include the following:

1. The exercise was designed to be an applied exercise within a laboratory sequence 
that complements a course in medical microbiology. The modular nature of the 
exercise’s content allows for flexibility in terms of spreading out the procedures 
across multiple weeks, as we have done, or by combining the various tests into 
fewer laboratory sessions.

2. For microbiology majors, add a level of complexity by beginning with a polymi­
crobial infection, and/or adding a rule-out criterion exercise based on the APHL 
guidelines for Gram-negative bacilli/coccobacilli with biothreat potential (8).

3. At the conclusion of step 10, challenge the students to design an experiment 
using Koch’s postulates to determine whether the organism is the causative agent 
of the cutaneous lesion outbreak, following the educational exercise developed by 
Dahl and Gatlin (9).
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4. If an instructor wishes to build upon the theory and application of mass spectro­
scopy, the section on MALDI can be expanded, following a published educational 
exercise on MALDI-based microbial identification (16).

CONCLUSION

This exercise consists of a series of low-risk, inexpensive laboratory tests designed to raise 
student awareness of the central role of sentinel laboratories in biothreat protection, 
as well as to reinforce key principles in clinical microbiology such as colony morphol­
ogy, hemolysin production, differential and selective media, catalase production, gram 
morphology, antibiotic susceptibility, phage typing, motility, MALDI-TOF mass spectrom­
etry, and rDNA sequencing.
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