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The pandemic of Covid-19, an epidemic outbreak created many challenges and increased the demand for
medical equipments, medicines, and related accessories and most of them had to be imported from
abroad. The advanced information technology (Industry 4.0) was considered imperative to track and
monitor the spread of the SARS-2 Virus that is Covid-19. A detailed review of literature is done to under-
stand the challenges and the remedial action taken so far during the Covid-19 epidemic outbreak had
been gone through using appropriate search engines and databases like Google-search, Science Direct,
Scopus, Research Gate, and relevant blogs. The case reports were also considered in this study. We have
found ten significant challenges (barriers) and identified several useful technology of industry 4.0 to con-
trol and manage the Covid-19 pandemic. This research paper is an attempt to examine and discuss the
application of 4.0 technologies in containing the pandemic outbreak. Ten challenges were identified
and those could be overcome by promptly applying appropriate technologies of industry 4.0 to control
the spread of virus. These technologies help to educate and communicate the public and make them
aware of the hazardous attack of Covid-19 virus when properly used.
� 2022 Elsevier Ltd. All rights reserved.
Selection and peer-review under responsibility of the scientific committee of the International Confer-
ence on Advanced Materials and Modern Manufacturing
1. Introduction

Covid-19 is caused by SARS-Cov-2 Virus and intensively affects
the respiratory system of human being with multiple damages to
the lungs. If we move, virus will move. When the veracity of the
virus grows up, other important systems of a body are largely
affected beyond recovery. This disease is called in medical term
as Acute Respiratory Syndrome (ARS). Covid’19 was reported as a
global health crisis and became as a major health hazards and chal-
lenge to health sector as well as to the medical industry. This
necessitated new technologies to control and prevent the pan-
demic spread of Covid’19. Many scientists and Researchers are
involved in the task of manufacturing devices and kits to control
disease spread, to improve monitoring system, to invent vaccine
etc. Acute respiratory syndrome became a tremendous chaos
around the world affecting people’s lives and causing a large num-
ber of deaths [1]. The very first infected case was detected in
Wuhan, China in December’19 and now it has been spread to
almost every country. World Health Organization(WHO) declared
the outbreak of Covid-19 as Public Health Emergency of Interna-
tional Concern(PHEIC) on January 30, 2020 and announced it as
pandemic on March 11.2020 [2]. It predominantly affected every
country without sparing a single country and the countries were
pushed to a precarious situation and became helpless. It could
affect any person who comes in proximity to any COVID’19 posi-
tive individuals, to which even healthy persons are not spared.
The efforts to cure the disease are being taken relentlessly; some-
times this too became futile due to non availability of suitable and
appropriate medicines. Still the medical world is testing with var-
ious types of medical therapies and could not find a suitable med-
icine to cure the ARS. Prevention is better than cure; therefore,
prevention measures are given top priority at present and are on
anvil. Greater efforts are towed up by a number of scientific labo-
ratories around the world to invent a vaccine for prevention of this
pandemic. The global initiation by proposing in the form of policies
and measures to contain the pandemic are still on the way. The
mortality rate in India is greater than that of any other Asian
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Countries. For example, the mortality rate of Pakistan is 43 per mil-
lion, Srilanka is 8 per million and India is 145 per million. Compar-
ing to the world mortality rate, India stands less than the global
mortality rate [3]. The reason behind the high rate of spread may
be that the researches belong to Biotechnology, Biomedical, Bio-
chemistry, immunology and Virology was not given much impor-
tance by Indian Government. Meanwhile, few of the European
and Asian countries are in the doldrums of second or the third
wave. Science and technology have a significant and major contri-
bution to bring down the pandemic to considerable level and in
due course it could be completely break down the chain. The coun-
tries strictly followed the preventive rules were less affected.

World Health Organization (WHO) took a lot of efforts to edu-
cate people of their responsibility to coordinate with governments
in the prevention effort on this line of activities, lockdowns were
announced and people were advised about keeping social distanc-
ing, washing hands often with soap or sanitizer and importantly to
wear mask [4]. Many novel inventions of Science and technology
have done enormous contribution in this pandemic such as robots
were involved to serve patients in the Covid-19 clinics. Drones
were and still are used for sanitizing the public places including
the areas prone to Covid-19 spread. Virtual classrooms were setup
to provide to teach lessons on line for students of all kinds. The lat-
est Information Technology facilitated the business people to con-
duct business through ‘online’ meetings and conferences using
popular information Apps. These latest technological applications
are considered as a boon to business at this lock out times. The
Covid-19 pandemic has destroyed the, world economy to unex-
pected and unimaginable low level and dipped to a larger extent
beyond recovery and has seen a downturn of economic develop-
ment all over the world. However, it was prevented from further
loss and kept continue to some extent possibly through the Virtual
technological developments. Thus, in this worldwide health crisis,
the medical industry is looking for new technologies to monitor
and control the spread of COVID’19 pandemic. Due to the recent
Fig. 1. Proposed road Map for implementation of In
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massive growth in the Industry 4.0 technologies, it provides
immense opportunity for sustainable manufacturing of health care
product to fight against the COVID’19.

Industry 4.0 is commonly known as Fourth Industrial Revolu-
tion featured by innovative technologies and greater involvement
of digital technologies which primarily aims to establish a digitized
smart industry. These technologies, has been widely applied in
numerous ways in our day to day life. This clinical manifestation
has created huge demand for world healthcare equipment’s and
help from digital technologies to contain its spread [5]. Thus, the
numerous technologies embedded with Industry4.0 can be very
much helpful in diagnosis of COVID’19. Moreover, with the aid of
these technologies all the polices and preventative measures taken
by countries throughout the world such as Lock – down, maintain-
ing Social distance and quarantine to control the spread of the
Virus can be monitored managed and could be overcome to a
greater extent. The unprecedented situation caused by the attack
of COVID’19 and the recent development of the virus necessitated
applications of industry 4.0.

The tremendous increase in the use of industry 4.0 technologies
has a greater impact in healthcare and medical field. Industry 4.0
technologies consist of wireless technology and wearable sensors,
Artificial Intelligence, Big Data,3D Image / Scanning,3D Printing,
Wireless Communication4G/5G Technologies, Tele –Robot, Wear-
able Technology,Cloud computing, IOT [6,7].

Hence, significant role of Industry 4.0 technology in the battle
against COVID’19 are multi directional and multi usable. Few of
the benefits of Industry 4.0 in are as follows:

� Disease forecasting
� Social control
� Disease Diagnosis & treatment
� Patient tracking
� Disease Control
dustry 4.0 technology for COVID-19 Challenge.



K.P. Paranitharan, G. Ebenezer, V. Balaji et al. Materials Today: Proceedings 68 (2022) 1225–1232
This research paper includes few following important
objectives.

i) To present a comprehensive survey of various Industry 4.0
technologies in healthcare those are useful to reduce and
handle the impacts of the COVID’19 outbreaks.

ii) To identify the healthcare challenges on managing
COVID’19crisis especially in the Indian context.

iii) To proposed the significant benefits of Industry4.0 technolo-
gies to combat against the COVID’19 pandemic.

2. Literature review

Today technology in healthcare offers a greater promise for
enhancing quality of care and improved access to the user. The
unexpected and the sudden outbreak of pandemic have been
threatening the human race with dare consequence of leading to
a larger mortality. New ways of fighting and managing the disease
caused by the unknown deathly virus prompted to look for
advanced technology in Industry 4.0 and has high challenges and
cost in implementation to manage the pandemic [8]. Though, there
are a number of articles published in journals and daily news
papers regarding eruption of COVID’19, the possible ways for con-
taining it by application of 4.0 technologies in the containment
process seemed to be less. The dearth of availability of literature
on application of 4.0 technologies in containing COVID’19 process
prompted the researchers to pursue this study. This research study
primarily focuses on the use of 4.0 technologies in managing and
controlling the disease to ramping up it completely.
2.1. Epidemic outbreak and technology impact

Apart from human lives, the global economy and the business
enterprises had to intensively react to the Covid-19 pandemic
and are becoming increasingly reliant on technologies to support
the people and workforce to mitigate the spread of virus. Brag-
azzi,[8] pointed out that the first epicentre and initial outbreak in
Wuhan, becoming a global pandemic with high mortality rate.
The ministry of industry and information technology had inclina-
tion to prevent the pandemic with the support of Industry 4.0 tech-
nologies and t with various measures. The application of industry
4.0 technology includes, monitoring, tracking and prevention of
virus spread using internet of things, big data, cloud computing,
artificial intelligence and 5G network for medical treatment to
patients in cities and home. The sophisticated 4.0 technologies
help individuals by providing with health QR codes in order to col-
lect the data during their presence in public places [9]. India is the
second most populated country in the world. The first COVID’19
case in India was reported in the state of Kerala on the 30th Jan-
uary 2020 and by March 16th, 114 confirmed cases were reported
in the country and after the steady rise of cases could not be
stopped [10]. India has adopted various public health measures
to battle against the spread of the disease. The Government of India
constituted a number of committees with members picked from
across various departments like, ministries of home and health
affairs for screening and surveillances on virus spread of patient.
The Non-Governmental Service Organizations (NGOs) were also
pumped into the service. The passengers from other Countries
and across the Nation, the movement of people from State to State,
and District to District was also restricted. 4.0 technologies largely
helped to identify the travellers from outside and the keep them
under 14 days quarantine. Non-contact type IR Thermometers
are under use [11]. Non-contact automatic sanitizer’s sprayers
have been developed with IOT sensors and are used in public
places for frequent hand washes was advised to avoid disinfection
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from the infected areas [12]. The ZOOM app, Google meet, Skype
and etc were used to monitor, and track the pandemic spread in
order to contain the spread using the patients’ data already stored.
The above apps are more helpful in analysing the information and
to share the resources for consultation in different state in India
during epidemic situation. The ‘Cloud Computing’ helped to anal-
yse the information already shared [7]. Inter communication was
possible with API (developed by Apple & Google) based on IOS
and Android phone via Blue tooth largely helped to collect the indi-
vidual health data to assess the pandemic spread. Due to growing
concerns about the privacy infringements of personal data by Apps
of this kind, the privacy-preserving proximity tracing app has been
designed. For example, the Apps like Arogya Setu and Sahyog were
developed by Indian government for preventive measures and con-
sultation about the spread of COVID19 Virus which help the
healthcare researchers [13] and also help to identify the data
points of diseases spread and real time diseases surveillance of
individuals and to identify the early sign of disease cluster in epi-
demic and predict the forecast of spread to become pandemic.

2.2. Technology impact and pandemic

The infectious disease caused by severe acute respiratory syn-
drome called COVID’19 was spread at faster rate and it is declared
as pandemic byWHO on 11 march 2019. As of 05 July 2020 in India
more than 648,300 positive cases have been reported and declared
as pandemic. India faced severe threat due to COVID’19 outbreak
and thought that it would lead to severe consequences due to large
population. Many countries experienced the surging in demand for
the essential healthcare equipments, medicines and longing for
new technologies to stop the spread. Ko, [14] explored the role of
China using a powerful technological armoury to combat the
deadly pandemic and the government facilitate mass surveillance
outlast in pandemic to save the lives. The digital technology which
had already been leveraged by China helped to accelerate, and
optimize health care service even before the outbreak. Similarly,
digital health technology has been deployed to address the most
urgent needs during the pandemic to track the immediate out-
break response and later mitigate the impact [15]. Today several
affected countries severely and truly followed Chinese model for
the best use of technology to fight against COVID’19 pandemic to
save their population. The positioning technologies are used to
pin point the risky area for rehabilitation efforts. BeiDou-enabled
drones, image satellite and robots are used to transport medicine
and locate the site for hospital construction [16]. TFSTAR and
ADA-Space are powerful processing analytics that create health
visualization of people and geographical reach of virus and find
the distance between them and active infection. The countries like
USA, Singapore, Poland, Israel and South Korea mostly use smart
phone tracking for collecting data about the location and clusters
of spread. Ghosh, [17]discussed the management of diabetic and
other chronic patients in India using Telemedicine during
restricted mobility during COVID-19 lockdown and it helped to
analyse more data in quicker time at convenient place without
spread of virus. The three dimensional printing technology is
highly supported to manufacture the mask, gloves and ventilators
in lesser time during pandemic in India [10,18–20] have high-
lighted the use of network based drones useful for thermal imag-
ing, sanitization, record-keeping processes and patient
identification in the north central region of India during indoor
and outdoor healthcare operations. The industry 4.0 digitalized
technologies support to combat the spread using internet of things
to tracing the origin of outbreak and provide relief to medical staff
during home monitoring of inpatients, Big data are used to forecast
the veracity of spread of COVID’19 virus among people and was
very helpful in decision making to fight against corona [13,21].
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The application of technology namely cloud computing, virtual
reality and artificial intelligence were used to predict the spread
of virus infection and eliminate face to face interaction, upgrade
the working in a group, reduce the travel costs, improves effi-
ciency, reduce the absenteeism and lower the impact of the envi-
ronment [7]. The use of smart manufacturing in industry 4.0
helped manufacture medical disposables and equipment during
COVID’19 pandemic which the patient benefitted on time [22].
Industry 4.0 factories have machines with wireless compatibility
and sensors. The biosensors are used in clinical analysis and diag-
nosis of the disease in the present time of pandemic COVID’19. The
Industry 4.0 technologies are more sensitive, easy to employ, cost-
saving and can provide high accuracy for monitoring and early
detection of COVID-19 virus symptoms. The technologies of Indus-
try 4.0 with multiple source and digital solution are helpful to
share relevant information during the emerging of COVID-19 pan-
demic [7].
2.3. Ramification of COVID’19 and its significance

The COVID’19 virus ramifies into various types by adapting
changes to its basic form. Scientists put hard efforts to identify
exactly the ever changing virus in order to develop suitable vacci-
nation and medicines to cure the affected persons. So far, the virus
has mutated 22 times. ‘‘Survival to the fittest” and ‘‘Struggle to
Live” is seemed to be the character of the virus. The daily news
paper ‘The Hindu” dated 22.12.2020 & 24.12.2020 by Genomics
UK Consortium reported that a new variant VUI-202012/01 of
the SARS-Cov-2 Virus (COVID’19) with multiple spike protein
mutations have been observed in the UK on the 21st September
2020 [24,25]. This is the 23rd mutation in all. Preliminary mod-
elling results suggest that the variant is significantly more trans-
missible than previously circulating variants, with an estimated
increase in reproductive number (R) by 0.4 or greater with an esti-
mated increased transmissibility of up to 70%. The new strain of
the virus is known to have 13 mutations in the spike protein of
which N501Y mutation is responsible for spreading 70% faster than
the earlier variant of virus. The cases of new strain of SARS-Cov-2
linked to South Africa. The emergence of the new variant underli-
nes the compulsion to undertake surveillance following vaccina-
tion to track vaccine effectiveness and to look for the appearance
Table 1
List of Challenges and its components reported during Epidemic and Pandemic.

Sl.
No

Challenges Components

1 Lack of flexibility (C1) Delay in health care delivery, Increased th
2 Lack of social control (C2) Poor knowledge on self-hygiene among pe

social media, guidelines of disease spread,
tradition.

3 Lack of disease forecasting &
Surveillance (C3)

Health data points, government policy, Poo
about the consequence and rate of increas
Attendance.
Infectious disease, Country of disease origi

4 Lack of government support (C4) Incentives (to frontline workers and clinica
status.

5 Lack of communication (C5) Miscommunication between central, state
government bodies, Guidelines for infectio
Creating awareness to common people abo

6 Lack of Disease Diagnosis &
treatment (C6)

Clinical symptoms, complexity & education

7 Lack of supply chain (C7) Reduction in supply, increase in demand, d
8 Lack of infrastructure (C8) Testing centres, Non-flexible storage, capac

(Inadequate training to Health experts/pro
measures)

9 Shortage of man power (C9) Doctors and medical worker shortage, givi
comorbidities)

10 Patient tracking (C10) Ethical & privacy concern, safety, Avoid Spr
persons with disabilities and & Location.
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of vaccine-escape mutants. The compatibility and feasibility to
combat the newly mutated virus by the newly developed vaccina-
tions have to be examined using the industry 4.0 technologies.
With regard to the above two newly found variants, a question
has to be raised. Whether, the already developed vaccines would
be enough for those two newly found viruses. Few scientists say
that the already developed vaccine would act. Some of scientists
say that by making minor tweaking in the development then could
be used. However, there are four proven ways of containment or
prevention of the virus. The first step is the immunization pro-
gramme (immunizing with vaccination), the second step is to
increase medical facilities in nook and corner of the country to pro-
vide best care to the virus affected patients. The third and fourth
steps are the non-pharmaceutical intervention which is considered
to be the main for prevention of virus, that are; creating awareness
about the virus and ways of prevention without going for medical
therapy, and clamping lock down in the country. Besides the above,
the world economywas vandalized by the pandemic and the global
efforts to revitalize the economy still faces many challenges since
the pandemic is yet to be cleared off. These situations underline
the importance of industry 4.0 technologies in the prevention
efforts of Covid’19 virus.
3. Challenges affecting the Industry 4.0 technology during
Covid-19 outbreak

The experience of COVID’19 across the world financial and busi-
ness system will survive the pandemic and it will take long term to
emerge from the current major economic downturn [26]. During
the crisis, larger efforts were taken to use technologies in various
sectors like healthcare, education, manufacturing and other service
sectors. Among which, the healthcare technology management
was considered to be the highly essential one to monitor, track
and diagnosis COVID’19 spread during epidemic. Few of the health
care operations have been listed in Table.1. The literature related to
application of industry 4.0 technologies in preventing the pan-
demic outbreak of Covid-19 is very limited. This research paper
may add one more in the literature part since, no earlier studies
were found regarding the challenges faced in the Covid-19 preven-
tion process along with the components related to challenges and
the corresponding technologies to meet out the challenges. There
roughput time, slow response of disease test result
ople, Poor adherence to SOPs issued by government, Misleading information by
co-ordination and intervention, Country’s Population, Cultural sensitivity and

r transparency in documenting and sharing the pandemic data to alert public
e about spread, Number of emergency department visit, Daily Admission and

n, Testing for the disease, Contact tracing & Notified disease
l staff and doctors), cost-sharing treaty, monetary support to public, economical

governments and local bodies, Information exchange between organization and
n spread,
ut the disease.
on disease management, Preparedness to face pandemic situation by the world.

iscovery of drugs & delay in supply, on time delivery of products and medicine
ity constraints of beds and medical equipment, preventing fatality due to disease,
fessionals on how to deal with pandemic situation and taking precautionary

ng treatment at appropriate time, preventing death due to disease (and other

ead of Disease, Population group (Age),. Inadequate data on geriatric persons and
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are 10 challenges listed in this article in healthcare operation dur-
ing COVID-19 pandemic especially in Indian context. Apart from
various challenges reported worldwide in Covid-19 preventive
operations, the lack of expertise, education level among the work-
force and cultural practice of people are considered to be
important.

3.1. Industry 4.0 technology & its application in healthcare

Industry 4.0 technologies have high proficiency in offering bet-
ter digital health solution for day to today lives during the crisis
[27,28]. Few important advantages of Industry 4.0 technology in
mitigating the effect of COVID-19 pandemic have been presented
here under:

� Managing the COVID �19 related activities.
� Preventing risk and providing better experience among the
health workers.

� Manufacturing of personnel protective equipment frontline
health workers.

� Supply chain distribution to match the demand and supply dur-
ing the crisis.

� Robots are involved in treating infected patients without risk
� Virtual reality and cloud computing are used to train the doc-
tors, nurses and other healthcare operators in managing the
COVID.

� Risk assessments of public emergency on virus are evaluated to
reduce mortality.

� Several innovations are developed on healthcare and related
practices in application with digital technology solution.

� Social distancing is maintained between people in public places
using wireless technology and drones.

� Covid-19 Patient tracking are established using mobile applica-
tions and drones scanners.

Furthermore, Vasanth & Josephine [29] in the daily newspaper
‘‘The Hindu” dated 25.12.2020 reported the statement given by
the Directorate of Public Health and Preventive Medicine, Govern-
ment of Tamil Nadu. It was experienced by the Health Department
that the Covid-19 has given plenty of knowledge in handling any
pandemic and helped the State Government to improve the health
infrastructure in the areas of setting up clinics inclusive for treat-
ment of Corona patients, and multi-tasked trained manpower. Sero
surveillance was conducted in 888 Covid-19 (Corona) clusters so
far in the State of Tamil Nadu and the results are being analysed
with the help of industry 4.0 technologies and is going to be pub-
lished soon. Further, the State has planned to set up 2000 mini clin-
ics and the locations have been identified using the above
technologies. The above technologies helped the State government
to identify 5 lakh workers to train and implied in the vaccination
programme. Identification of individuals who are to be given prior-
ity in vaccination programme is also done through the above tech-
nologies. The Health department had now identified 21000-odd
vaccinators and 46,000 points for vaccination in the first phase of
the programme. All the apparatuses used to diagnose the attack
of Covid-19 are very much based on the industry 4.0 technologies.
All the Covid-19 preventive activities of the State and the Central
Governments are also very much based on the industry4.0
technologies.

3.2. Proposed challenges of COVID 19 & scope of industry 4.0
technology

The present research work aimed to identify the challenges
faced by healthcare operation during Covid-19 crisis under
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epidemic and explicitly for the pandemic. In this section, the
author has identified few obstacles which have been listed in
Table.1. The basic components (C) have been identified and consid-
ered as challenges in this study. The proposed list of components,
have been matched with the research scope which is discussed
along with technologies related to Industry 4.0 shown in Fig. 1).
4. Research scope of Industry 4.0 for COVID 19 challenges

This paper describes the scope of research on Covid-19 chal-
lenges which gave been listed in Table.2. Industry 4.0 creates
advanced manufacturing facilities and information technology to
fulfil the customer requirement of different areas of human beings
in lesser time [7]. Industry 4.0 is a smart system supported by
wireless connectivity, sensors, IOT, AI, CC, CPSs and other digital
technologies by enhancing the automation for flexible production
lines with own decision making [7,16,30]. Industry 4.0 are helpful
and well connected to other sectors like manufacturing, healthcare
service, agriculture, food and transportation. This interconnectivity
helps accrue mutual benefits of the connected sectors. This paper
presents the details of Industry 4.0 technology in meeting Covid-
19 pandemic.

It is imperative and paramount responsibility of Central and the
State governments to provide information about the recent devel-
opments and changes occurred in the Covid’19 virus to health care
providers and to the society at large. In this study Lack of flexibility
(C1) as an important challenge in healthcare and improving flexi-
bility in healthcare consumes usually a lot of efforts due to increase
in lead time and delay in test report and uncertain environment.
Healthcare flexibility in terms of operational challenges seems to
be limited during pandemic. Application of Industry 4.0 technology
namely Big data and Cloud computing are integrated to deal with
uncertain situation to achieve higher flexibility [16]. The Covid’19
pandemic has created a threat to socio dynamics among the vul-
nerable groups (Aged, young, poverty, foster care, and Incarcera-
tion and marginal identities) due to lack of social control (C2) in
public health system. Social psychology plays a major role in
understanding and analysing the change in socio-dynamics caused
by Covid-19. Various components like people containment, co-
ordination and intervention, cultural sensitivity and tradition,
country population made impact on the social existence. The wire-
less technology, drones and mobile technology are used to main-
tain the social control among the people and to have sustainable
solution in controlling the current pandemic [23].

The various aspects of disease identification, assessment, and
modelling and data analysis are essential components of disease
forecasting [44]. The forecasting technique helps in assisting in
designing better strategies and productive decision making. The
components namely environmental factor, incubation period, age,
gender and quarantine, etc., are the essential parameters of disease
forecasting (C3). The parameters namely, infectious disease, con-
tact tracing and notified disease and testing help and support the
surveillance of disease. Application of IOT, CPSs, Big data, machine
learning and mathematical modelling help to forecast accurately
the mortality and spread rate and the time horizon. The technolo-
gies namely, IOT, Mobile Technology, Drones and Wearable Sensor
Gadgets are more helpful in monitoring and tracking the disease in
fast and accurately [13,16].

Lack of government initiatives (C4) for providing incentives to
health staff, cost sharing among the notified private hospitals to
manage the present pandemic. Monetary supports to economical
deprived people are identified through digital technology.The
development of IOT and Block chain enabled integrated framework
helps the government to distribute financial assistance to people
and incentives to healthcare workers [45]. The techniques of Indus-



Table 2
Challenges faced in the medical field during the pandemic outbreak and the technologies to overcome the challenges.

S.
No

Technology Description of Technology How it Helpful

1 IOT & AI � IOT is an automated sensor based technology with the components for data collection,
storage and processing of data. Moreover, by using the AI algorithms the data are analysed
and patterns are studied to arrive at an inference.

� IOT integrated to physical devices to track the health status [16].Developed an IOT based
system (nCapp)
diagnose Covid’19 earlier [31].
Smart helmet-mounted thermal imaging system identifying infected among the crowd
[11].

2 5G/4G Wireless
Technology, Robots &
Drones

� Telecommunication network has been used widely in our daily lives in numerous ways
with vast number successful stories. Throughout the world the number of people benefited
by the telecommunication and mobile technology enabled with internet is tremendously
increasing.
Telecommunication technology based applications are providing versatile services in var-
ious domains such as health care, education and disaster management. Now, telecommu-
nication technology has contributing vast services to humankind in facing and dealing
with COVID’19 pandemic.

� Drone based COVID-19 health and respiratory platform is used in Australia for monitoring
the detection of infectious and health conditions like monitoring temperatures, heart and
respiratory rates [32].
Indian Robotic Solution used to collect and share the data’s using secure tunnel with hos-
pital and government [20].
Drones are used to alarming the people if the inter-personnel distance become less and
without mask [33].

3 Artificial Intelligence,
Machine learning,
Deep learning

� AI techniques are widely used in numerous applications in our day to day life. Artificial
Intelligence (AI) is defined as booming and successful technology with wider applications
such as Industry automation, cyber security, Tele –medicine, Disease diagnosis and treat-
ment. Artificial Intelligence (AI) holds two major approaches namely Machine Learning
(ML) and Deep Learning (DL). Thus AI along with Machine Learning (ML) and Deep Learn-
ing (DL) in general defined to be the process to training and learning the extract pattern
from the available data.

� AI plays a vital and powerful tool to in the battle against fight of COVID- 19 pandemic in the
domain of medical image data processing, data mining, and text mining data analytics in
the direction to address the difficulties such as disease diagnosis, prevent spread of virus
and treatment [7,34].

4 Big Data � Big data is a digital technology to store massive amount of data, it includes technology to
process those stored data and infer a decision on the processed data.

� The AI with big data is considered as powerful and versatile tool to handle the current glo-
bal deadly health issue [35,36].

5 Wearable Sensor &
Telemedicine

� Wearable device play a predominant role in detecting the disease infected person by con-
sidering the clinical symptoms, to enhance the remote testing and to prevent the spread of
the disease.

� Wearable sensors and devices are used in health care system with an objective for periodic
monitoring of the patient to keep in track of the health condition of the person and for the
remote diagnosis of COVID �19 and other pandemic disease [23]. Thus, Wearable sensors
devices go hands along with Tele –medicine technology to cope various health issue and
concern raised by pandemic condition. Moreover, many M�Health app are developed with
an objective for remote patient monitoring and diagnosis of infective patient, monitoring
the quarantine people to prevent the spread of disease, monitoring the patient after dis-
charge [37].

6 Block Chain & Cloud
Computing

� Blockchain and IOT technologies are integrated for providing data security, speed and Qos
in health data point.

� The integration of Block chain technology with IOT, Cloud computing helps in fast decision
making to process large data when drone device of scarcity of resource is limited [38].
Digital application like ZOOM video, Microsoft Azure and google cloud are helpful in fight
against COVID-19 pandemic at the time of social isolation [7].

7 Virtual Reality � Virtual reality is a digital technology that provides a simulated experience those benefits of
great comfort, creativity and productivity.

� Virtual reality technology offer a great option of video calls for communicating and collab-
oration. It reduces travel cost, absents and lowers the impact of environment in the time of
Covid-19 disease [39].

8 3D Printing &
Scanning

� 3D printing and scanning is used to convert CAD digital data to physical part and vice
versa. 3D printing is used to manufacture the physical product at faster rate. 3D scanning
output is used to analysis of real world object for collecting about its shape and
appearance.

� 3D scanning is a non-contact technique which helps the thoracic chest scanning for Covid-
19 virus [19].
The integration of 3D Scanning and virtual reality is a used full tool offer higher efficiency
during pandemic [40].

9 Biosensor � Biosensor is a device used to convert biological signals to electrical signals. This technology
of biosensor is entirely new to market and it is effectively used in an environment of multi-
patient hospital when it connected to wireless device.

� Biosensor IOT enabled patches are used to monitor temperature, ECG trace, respiration rate
in real time environment of Covid-19 pandemic [41].
Glucose monitors biosensor which used for clinical diagnosis and disease treatment of dia-
betics during Covid-19 crisis [42].

10 Holography � Holography is 3D device to view with changing perspective. it helps to reconstruct the
object accurately with original object using hologram.

� The digital technology of holography helps in reducing the exposure of COVID-19 to the
peoples. This technology is become rapidly acceptable in COVID-19 outbreak [43].
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try associated with internet of things [16,46] provide an excellent
commitment to meet the communication related issues (C5). The
diagnosis of disease and treatment (C6) is one of the challenges
and its components are; clinical symptoms, complexity, education
on disease and pandemic preparedness is found challenging in
managing Covid-19. The technology like 3D scanner, robots, tele-
medicine and video conferencing has capability to reduce the work
load of doctors and hospital manager during the crisis [47]. The
industry 4.0 technologies help to improve working efficiency of a
healthcare professional and provide better solution [41,48-53].
The industry 4.0 technologies like block chain technology, IOT
and drones are suggested to trace and transport the essential sup-
plies and relocating the inventory in a supply chain (C7) to infected
area during the epidemic outbreak.

The lack of infrastructure (C8), results non flexible storage,
capacity constraints of bed, medical equipment, advanced medical
devices. The lack of such infrastructure found to be biggest chal-
lenge in managing the pandemic. Utilisation of cloud computing
and AI solution Infrastructure for the storage and analytics of such
huge data for further processing needs to be developed in an effi-
cient and cost-effective manner [54]. Image satellite and BeiDou-
enabled drones are used to locate the geographical position for
quick construction of hospitals. The shortage of manpower (C9)
is a one of the main challenge which includes lack of health
experts, questionable job security, and shortage of knowledgeable
and devoted medical workers. The training and education on pan-
demic crisis could be imparted using cloud based system to combat
effectively the epidemic and the pandemic situation.

The challenge, Patient tracking (C10) by healthcare providers to
track and monitor the patient during quarantine and further
spread of virus infection to other areas or the clusters [55]. Remote
patient monitoring system helps facing challenges in locating the
Covid-19 affected patients in remote areas. Several challenges like
ethical and privacy, safety by avoiding spread of disease, higher
cost of device, and different population groups have to be given
importance. The patient fitted with smart technology Bluetooth,
WBANs, GPRS, Drones, wearable sensors & RFID technologies suc-
cessfully meet the requirement and create paradigm shift in tradi-
tional healthcare delivery [56,57].
5. Conclusion

Industry 4.0 technologies offer automated solution to tradi-
tional manufacturing company and other related practice. The dig-
ital information technology help to collect, transfer, store, analyse
and information system in manufacturing practice. The identical
application of digital technology is an innovative method to
healthcare operation especially in the event of preventing Covid-
19 pandemic. This study is an unique one in the following aspects;
10 important and the practical challenges in the prevention pro-
cess of Covid’19 have been identified along with the related com-
ponents to each challenge with suitable industry 4.0
technologies. This technology of Industry 4.0 helps to isolate the
Covid-19 infected patients to reduce the high risk of death, speed
up the discovery of drug manufacturing, timely treatment and care
to patient. This smart technology of industry 4.0 has capability of
operating remotely, discovering new culture, work from home,
video conferencing consulting, telemedicine which are helpful to
track, record the patient health points during Covid-19 outbreak.
In addition, it helps to maintain patient care, social control, and
safety and transport management for public to prevent the spread
of virus.
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