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a b s t r a c t 

Following the advent of the novel Coronavirus, the governments and authorities introduced various mobile ap- 

plications in the fight against COVID-19. However, these are either restricted by the developer country or not 

comprised of certain key features, due to which, a vast population from the low- or middle-income country, 

remains underprivileged from associated benefits. The purpose of this study is to explore and demonstrate how 

to build a comprehensive and easy-to-use application for mobile health service delivery especially fabricated 

to fight communicable diseases like COVID-19. Mostly open-source technologies are used to build a distributed 

scalable client-server application. Then the application is evaluated with the stress-test and usability-test. Besides 

COVID-19 advisories and guidelines, the study demonstrates complete conceptualization and development of an 

IoT-based mobile application. It comprises three key features that bring comprehensiveness. One is the ‘contact 

logger & tracer’ that enables users to maintain a list of contacts who get notified if any of them reported COVID-19 

positive in the last 14 days. Two is the ‘self-assessment’ which helps users to predict the chances of COVID-19 

infection using a scientific rationale. Three is the ‘infection tracker’ that guides users to identify infected hotspots 

to plan the route accordingly. The usability-test affirmed that the application is easy-to-use. Further, this study 

demonstrates how to construct such an easy-to-use application mostly with open-source resources. It can help the 

needy authorities or groups from resource-constrained countries to adopt and develop such applications quickly. 

Further research on the post-implementation effect will add value to this study. 
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. Introduction 

.1. Literature study 

The pandemic COVID-19 has shaken the world as it claimed mil-

ions of lives so far ( Battineni et al., 2020 ) and it has surpassed most

f the predictions. The international authorities and the national gov-

rnments across the world have initiated or adopted several measures

o deal with the COVID-19 and associated issues. As the internet plays

n important role in the modern world, the adoption of internet-based

eb/mobile applications became one of the major equipment for the

anaging authorities in providing efficient medical assistance or health

ervices ( Brownstein et al., 2009 ; Yusif et al., 2020 ). There are many

pps developed by various nations for mass surveillance and epidemic
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constrained nations in the fight against communicable disease like the coron

j.techum.2022.05.002 
r pandemic control ( Calvo et al., 2020 ). For example- the ‘Hamagen’

 Winer, 2020 ) app by the Israeli Government alerts and advises users

or self-quarantine if they have crossed an infected person’s path. In

hina, an app is made with which authorities may decide someone’s ac-

ess to public space by collecting their health status and location data

 Mozur et al., 2020 ). ‘Clearview AI’- the startup in the USA was built to

onitor infected people and enforce isolation ( Grind et al., 2020 ). De-

pite so many apps developed by various nations or authorities or agen-

ies, there are two major problems that were observed- accessibility and

ack of comprehensiveness. Accessibility means the unavailability of a

OVID-related app to various nations other than the nation which de-

eloped that particular app, due to the policy by the ‘Google Play Store’

r ‘Apple App Store’. Comprehensiveness means the lack of all the neces-

ary features in one single app. The combination of both these problems

esults in a limited or a lack of mobile health services and advisories to

he public. This is further limited by ‘Google Play Store’ or ‘Apple App

tore’ policy, as it doesn’t allow hosting COVID-apps from various de-

elopers other than the apps backed by the corresponding Governments
022 
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Fig. 1. System design. 
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ollowing authenticity and restricting the flooding of apps. As a result,

here is a chance that many comprehensive apps are unable to reach the

sers. 

After careful scrutiny, it is found that most of the apps mostly focus

n the COVID-19 advisories and guidelines, and either these apps have

ot considered comprehensive contact tracing or haven’t considered it

t all. Contact tracing is essential to monitor and contain the spread of

 communicable disease or pandemic such as COVID-19 and it is also

ecessary to get a complete list of the identity of the people who came in

ontact with someone who just got infected without a moment of delay.

ome of the apps are used to track the spread of coronavirus and collect

elf-reported information ( Mayor, 2020 ), but the conceptualization of

etting chances of COVID from those self-reported responses, are found

ither not inclusive or not backed by the proper literature/research. An-

ther paucity is found in the visualization of information. For example,

ne can be cautious or may find an alternate route while traveling to-

ards the destination just by keeping an eye on a map-based visual-

zation tool. These are the crucial limitations observed that might im-

rove mobile health services. However, it must respect users’ privacy

 Cho et al., 2020 ; Owoh & Singh, 2020 ). 

.2. Purpose 

The purpose of the study is to explore how to build a comprehensive

nd easy-to-use application for mobile health service delivery especially

abricated to fight communicable diseases like COVID-19. 

. System design 

As the mobile application aims to protect us from communicable

iseases like COVID-19, it has been named as “Rakshak ”, which is basi-

ally a Sanskrit or Hindi word that means ‘The Protector’. A user of Rak-

hak accesses the system using a mobile application that is developed

n Flutter. Flutter ( Napoli, 2019 ) is a reactive cross-platform application

evelopment framework developed by Google. It considerably reduces

ime ( Olsson, 2020 ) to develop apps that are User Interface (UI) based

nd don’t require heavy on-device processing or use hardware such as

luetooth or Accelerometer. If still required the native features can be

rogrammed using the platform channels feature. 

The system design is demonstrated in Fig. 1 . The app utilizes some

evice Application Program Interfaces (APIs), the Rakshak ReST API,

nd third-party APIs from Google like Maps, Places Autocomplete,
 a

2 
irebase Cloud Messaging ( Moroney, 2017 ), and Firebase analytics

 Moroney & Anglin, 2017 ) to implement features like choropleth maps,

ddress search, reverse geocoding, notifications, and analytics. A REST-

ul API or ReST API ( Fielding & Taylor, 2002 ) is an application pro-

ramming interface (API) that uses HTTP verbs to perform operations

n data. Rakshak ReST API is implemented using Django ReST Frame-

ork. Caching with and without the support of the Rakshak backend is

everaged to reduce network bandwidth and battery consumption. 

The Django ( Forcier et al., 2008 ; Holovaty & Kaplan-Moss, 2009 )

ackend relies on PostGreSQL ( Drake & Worsley, 2002 ) and its exten-

ion PostGIS ( Strobl, 2008 ) for storing and querying the data. It uses a

edicated image server to transfer images of optimum quality and size.

MS service of AWS was used to send OTP, FCM to deliver cloud notifica-

ions and in Contact Tracer implementation. Memcached ( Nishtala et al.,

013 ) is used as the in-memory database which is an open-source, high

erformance, distributed memory object caching database which makes

se of the LRU replacement policy by default, making it extremely suit-

ble for our use case. 

.1. Mobile app architecture 

Clean Architecture ( Boukhary & Colmenares, 2019 ) was adopted

o build the mobile app as it enables separation of business logic

nd UI, and provides flexibility in the long run. Dependency injec-

ion ( Prasanna, 2009 ) was done using get_it ( Burkhart, 2021 ), an open-

ource service locator library. The architecture contains 4-5 layers each

ealing with a different aspect of the application. 

Fig. 2 demonstrates the various layers of mobile app architecture-

1) Presentation layer that is responsible for the UI of the application,

2) Domain layer that includes the business logic of the application and

rovides the services to the presentation layer, (3) Data layer that com-

unicates with on-device databases and/or with backend servers and

rovides services the domain layer, (4) Core, which consists of Classes

hat are useful to any application in general such as data validation,

aching, cloud messaging (notification service), HTTP implementations,

tc., and (5) External, which are 3 rd party implementations, used to im-

lement an abstract class or interface in Core so that the external library

an be changed without changing code that depends on it. 

.2. Requirements 

The self-explanatory Table 1 briefly explains about the functional

nd non-functional requirements. 
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Fig. 2. Layers of mobile-app architecture. 

Table 1 

Functional and non-functional requirements. 

Type Feature Explanation 

Functional Login OTP based login using a phone number 

Health Status A simple questionnaire which a user answers to update his/her health status. 

Self-Assessment A series of questions to assess possibility of getting infected by COVID-19 

Contact logger A form-based contact logger that lets a user add details of a person who he/she has come in contact with. The receiver gets an 

SMS or a notification when they are added by someone and they can approve or deny the association. 

Contact Tracer Contact tracer notifies every contact of a person who identifies himself as COVID positive or symptomatic through our Health 

Status questionnaire. 

Choropleth Map Choropleth Map enables users to easily visualize complex data on Map. 

Non-functional Security A user can be added to the contact logger without revealing his contact information using QR Code. 

Caching The system uses Memcached as the backend for its caching mechanism to improve response time of the system. 

Ease of use The application UI is easy to use, evident from the system usability test. Specially designed widgets are used to reduce a user’s 

effort such as selecting a user from phone contacts, auto-complete addresses, pin location on maps, and OTP features to add a 

new contact. 

Fig. 3. Flowchart for login. 

3

3

 

t  

t  

t  

w  

i  

O  

b  

i  

o  

S  

e  

c  

fi  

l  

n

3

3

 

t  

i  

p  

m  

a  

t  

s

 

. Functionalities 

.1. Login 

In order to log in to the application ( Fig. 3 ), the user is required

o enter their phone number. If the phone number entered is correct,

hen an OTP request is sent to the user for authentication. The user

hen enters the OTP in the OTP field provided. The server then checks

hether the OTP submitted is correct or not. In case there is a mismatch

n the OTP submitted by the user, then the user can ask for a different

TP or if the user wants to change the phone number then they can go

ack and change it. After successful OTP verification, the server checks

f the verified phone number is already registered earlier to the database

r not. If it is already registered, then the user is redirected to the Home

creen and can start using the application. If not, then the user has to

nter basic information such as first and last name so that a new account

an be created for the user on the backend server. Once the details are
3 
lled by the user and the account set up is completed, the user gets

ogged in to the application and is directed to the Home Screen and

ow can access all the features of the application. 

.2. Contact logger & tracer 

.2.1. Contact logger 

Contact logger is a feature implemented where a user A adds a con-

act and logs information about user B when they come in contact tak-

ng minimal information of user B, thereby keeping in mind the data

rivacy. The contact logger form is designed in such a way that asks for

inimum data as possible. The contact logger form fields (mandatory

nd optional) can be seen in Fig. 4 . A user can be added in the logs by

wo different ways, i.e, by manually filling the contact logger form or

canning the QR code of the contacted user. 

• Manual: User ‘A’ manually enters the contact information of contact

‘B’ such as Name and contact number. 
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Fig. 4. Contact logger and tracer. 
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c  
• QR: User ‘A’ can scan the unique QR code of user ‘B’ containing

the encrypted name and contact information of the other user while

keeping the personal details unrevealed. 

The date of contact can be selected by the date picker dialog box.

he place of contact is dynamically filled as the real-time location of

he users which can be precisely altered (if required) by moving the

in/marker on google maps. Additional fields like attaching an image,

 note, email id is optional. An added contact person receives a notifica-

ion/SMS. Once the person accepts the request confirming the requested

ser has met him/her recently, the contact is added with a verified to-

en. 

.2.2. Contact tracer 

The user needs to take a health assessment test every 14 days since

t may take 2-14 days ( CDC, 2021 ) to appear symptoms after exposure

o virus or when they’ve come in contact with someone who’s already

ested positive for the virus. If a user is found to be infected, all the

eople added by them to their contact log within the last 14 days ( Fig. 4 )

ill be sent a push notification and would be prompted to retake the

ealth test. SMS about coming in contact with an infected person is sent

o people not registered on the app. 

.3. Health status 

The ‘health status’ feature allows users to quickly tag themselves to-

ards an indicative health condition by answering a few questions. The

asis behind this feature lies in whether a person has COVID-19 symp-

oms or not. For having any COVID-19 symptom, the person will be

iagnosed with a set of 1-6 “Yes/No ” questions to be tagged as either

f ‘Infected’, ‘Suspected’, ‘Symptomatic’, ‘quarantined’ and ‘Cured’ fol-

owing the logic demonstrated in the Fig. 5 . The person will be tagged

s “Asymptomatic or Low chance of COVID ” if no symptom is observed.

ig. 6 shows some of the screenshots of this feature. In such a case,

he person may traverse through ‘self-assessment’ features (discussed in

he next section) in-depth assessment for chances of getting infected by

OVID-19. 

.4. Self-assessment 

A person can take self-assessment test before opting for a physical

edical check-up if that person is not sure about own health status or
4 
nable to determine the same in absence of any COVID-19 symptom.

his self-assessment test comprises a series of questions composed of

 set of parameters, and their corresponding attributes ( Biswas et al.,

021 a), found from the available literature and guidelines provided by

orld Health Organizations (WHO) and the Center for Disease Control

CDC). An expert opinion survey was conducted with a structured ques-

ionnaire, to determine the weight distribution among the components

parameters and attributes) of the self-assessment test, so that the sys-

em can generate a percentage or chance of getting infected by COVID-

9 once a person takes the self-assessment test and provide inputs or

nswers to it. Here, the experts are the general physicians or special-

st doctors who are practicing mostly pulmonary or respiratory illness

ince long time, and actively looking after COVID-19 patients. The com-

onents of the self-assessment test comprising 12 parameters and their

orresponding attributes are shown in the Fig. 7 . 

.5. Map-enabled infection tracker 

This section discusses an important set of features for users to easily

isualize complex data on Map. The working of this feature is demon-

trated in Fig. 8 . 

A user can view the state-level or a district level choropleth map

 Fig. 9 ) showing COVID statistics fetched from the server. The user can

witch to a “hotspot map ” to visualize if there is any hotspot in the place

earby. A search with autocomplete option is provided so that a user can

earch a place by its name and view the hotspots there. This has been

one using Google Maps API for Places Autocomplete ( Google, 2020a ).

nother feature allows users to commute from a source location to des-

ination location choosing the path with the least number of hotspots.

his is done using Google Maps API for roads, directions, and distance

atrix ( Google, 2020d , 2020b , 2020c ) and experience is similar to using

oogle Maps. 

. Evaluation 

.1. Stress testing 

Stress test on the API was performed using Apache Jmeter

 Halili, 2008 ). The test server configuration consisted of a core i5 pro-

essor, 2GB RAM running ubuntu server 20.04 with python application
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Fig. 5. Working algorithm for health status. 

Fig. 6. Sample screens of health status. 
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d  
erved through gunicorn running 8 workers. The test was performed un-

er 2 conditions, one while using cache (Memcached) and one without

ache. The following observations were recorded on GET requests on

he me/ endpoint which is the most frequented. 

From the observations mentioned in the Table 2 , it is inferred that

riting a custom serializer with ReadOnlyField provided average re-

ponse time gains of 227% compared to ModelSerializer. In the test, it

s also inferred that using a cold cache improved average response time

y 683% compared to not using a cache 

.2. Usability testing 

.2.1. Testing procedure 

System Usability Scale (SUS) is one of the highly reliable, robust,

nd versatile tools used to measure users’ satisfaction with system us-

bility ( Brooke, 1996 ). This is also being used in testing mobile apps
5 
 Biswas et al., 2021 b). The SUS is adopted for our study as part of the

valuation, where users or participants are asked to rate 10 statements

five positive and five negative) on a 5-point Likert Scale, after per-

orming certain tasks on the system or mobile application. Literature

uggests to have at least 20 users or participants to identify 95% of the

sability ( Faulkner, 2003 ). In this study, a total of 41 evaluators took

art. They were asked to perform certain tasks in the application such

s registration, health-status reporting, map-visualization, etc., before

hey provide responses for SUS statements. Finally, the usability-score

s estimated from the recorded responses following the SUS calculation

ules. 

.2.2. Usability analysis 

The overall rating provided by the evaluators, along with the SUS

core estimated from their recorded response at the individual level, are

emonstrated in the Fig. 10 . The aggregated SUS score for our mobile
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Fig. 7. Components of self-assessment- parameters and attributes. 

Fig. 8. Working of infection tracker. 

Table 2 

Outcome of stress test. 

Custom Serializer with read-only fields ModelSerializer in Django Rest Framework 

Without Using Cache Using Cache Using Cache 

Number of Users 1000 1000 20000 20000 

Ramp-up Time 10 10 10 10 

Average Requests 99.5 99.6 749.7 717.8 

Response Time (ms) Average 82 12 203 462 

Minimum 5 3 2 2 

Maximum 657 165 1079 1815 

Errors 0 0 0 0 

6 



O. Manjrekar, R. Biswas, A. Agrawal et al. New Techno-Humanities xxx (xxxx) xxx 

ARTICLE IN PRESS 

JID: TECHUM [m5GeSdc; May 25, 2022;20:20 ] 

Fig. 9. Choropleth map at the state and district level. 

Fig. 10. System usability score in comparison with overall rating. 
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pplication is 79.26 on a scale of 100. As per the literature, our applica-

ion can be classified as ‘Good’ as per ( Bangor et al., 2009 ) and ‘Grade

’ as per ( Sauro, 2011 ). This testing asserts that the application is useful

nd ready to use. 

. Discussion 

.1. Comprehensiveness, usefulness & applicability 

The application ‘Rakshak’ is developed not only to provide the

OVID-19 advisories and guidelines but also to embed the necessary key

eatures in one place that makes it comprehensive- (1) Contact logger &

racer, (2) Self-assessment, and (3) Infection tracker. ‘Contact logger &

racer’ helps to get the complete list of the identity of the people with-

ut a moment of delay, who came in contact with an infected person in

he last 14 days. Users add details of the contacted user in the app in

ultiple ways. The app then sends a request to the contacted user via

otification/sms for verification. On verification, the contacts in this

ist are notified if the user reports themselves as positive in the ‘health

tatus’ questionnaire. ‘Self-assessment’ helps individuals to know their

hances of getting COVID-19 from their self-reported responses. These

esponses are collected against a set of questions consisting of a num-

er of criteria and their corresponding attributes, composed from the

vailable scientific literature and recommendations by the national and

nternational authorities. ‘Infection tracker’ using google map API helps

eople to track infected-zones nearby so that they may opt for an al-

ernate route while traveling towards the destination, just by keeping

n eye on a map-based visualization-tool. While the stress-test demon-

trates the system’s capability of handling user requests, the usability-

est further confirms that the application is easy-to-use. 

The proposed system is not capable to combat any generic commu-

icable diseases. It only aims to fight the communicable diseases, which

ave similar kind of properties like COVID-19, such as common cold,

ore throat, etc. Health assessment, contact tracing and map-enabled in-

ection tracking are among the key instruments to fight communicable

iseases like COVID-19 at large scale. The present study demonstrated

ow those instruments can be bind together to make a comprehensive

pp fighting other communicable diseases like COVID-19. However, cer-

ain specific requirements need to be especially articulated for particular

isease. For example, common cold and sore throat are communicable

iseases, which properties are somewhat similar to COVID-19. If the ap-

lication needs to be modified for common cold, then contact-tracing

or the last 14-days might not be required. 

.2. Practical implications 

Due to the nation-specific privacy and google restriction policies,

any of the resource-constrained countries are unable to get the bene-

t of having an easy-to-use comprehensive mobile-application that can

elp in managing communicable diseases like COVID-19. The present

tudy explores how to build a comprehensive and easy-to-use appli-

ation for mobile health service delivery especially fabricated to fight

ommunicable diseases. This will help the needy authorities from those

esource-constrained nations to develop an app using open-source re-

ources. This dynamic nature of the app is the main advantage. As the

ovid-19 is a novel virus, attributes, parameters may change over time

cross nations, the authorities should be flexible enough to add or mod-

fy those details according to the need. In this way, the authorities can

rovide a human-centric technological solution to their marginalized

eople. The people will have a handy tool with which they can find

heir chances of getting infected and point out if there is any infected

rea on their travel path so that they can avoid/re-route. The applica-

ion can also help an infected person to warn those who came in contact

n the last four days. 
8 
.3. Privacy & security 

The application gives extreme importance to user privacy and se-

urity. The application uses HTTPS protocol to communicate with the

ackend which in turn enforces HSTS ( Hodges et al., 2012 ) for an added

ayer of security. The application provides One Time Password (OTP)

ased login with focus on minimizing the attack vectors by invalidating

he OTPs based on time and by enforcing limits on API calls. The appli-

ation also minimizes the risk of remote code execution and injection

y sanitizing all user queries. The application also enforces object-level

ccess permissions ( Armando et al., 2014 ) across the system to mitigate

he risk of Broken Access Control ( OWASP, 2017 ). The contact logger

unctionality provides a feature to anonymously add contacts with a QR

ode which is encrypted with AES 256 encryption to protect user iden-

ity. The user location history is stored without any reference to the

ser by using an SHA 256 hash which is used to verify a user’s claim

o update the location history object in the future. The system enforces

 strict tamper resist mechanism on the questionnaire to prevent users

rom arbitrarily updating their health status. This is done by providing

 single endpoint to fetch and update answers, thereby minimizing the

ttack surface. 

. Conclusion & future scope 

After the emergence of the novel Coronavirus, several national and

nternational authorities launched various mobile applications as one

f the measures to fight the COVID-19. While COVID-19 advisories and

uidelines are the most common services that are taken into considera-

ion, many of these available and accessible apps are not comprehensive

nough in absence of some key features. In this study, a comprehensive

nd easy-to-use application is conceptualized and developed towards

obile health service delivery, especially fabricated to fight commu-

icable diseases like COVID-19. It comprises of three major functional

apabilities- ‘contact logger & tracer’ to get the list of contacts for the

ast 14 days of a very new COVID-patient, scientific rational based ‘self-

ssessment’ to know the chances of getting COVID-19 at the individ-

al level, and ‘infection tracker’ to visualize infected zone for alternate

oute-planning. Other than its functional capabilities, the stress test and

sability test further affirm that the app is useful and ready-to-use. This

ill assist the managing authorities of resource-strapped nations in pro-

iding a human-centric technical solution to their marginalized citizens

o fight against communicable diseases. Further studies on exploring

ther key features and post-implementation impact can be carried out

o add value to this study. 
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