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Abstract

Research on cybercrime victimization is relatively diversified; however, no biblio-
metric study has been found to introduce the panorama of this subject. The current
study aims to address this research gap by performing a bibliometric analysis of 387
Social Science Citation Index articles relevant to cybercrime victimization from
Web of Science database during the period of 2010-2020. The purpose of the article
is to examine the research trend and distribution of publications by five main fields,
including time, productive authors, prominent sources, active institutions, and lead-
ing countries/regions. Furthermore, this study aims to determine the global collabo-
rations and current gaps in research of cybercrime victimization. Findings indicated
the decidedly upward trend of publications in the given period. The USA and its
authors and institutions were likely to connect widely and took a crucial position
in research of cybercrime victimization. Cyberbullying was identified as the most
concerned issue over the years and cyber interpersonal crimes had the large number
of research comparing to cyber-dependent crimes. Future research is suggested to
concern more about sample of the elder and collect data in different countries which
are not only European countries or the USA. Cross-nation research in less popu-
lar continents in research map was recommended to be conducted more. This paper
contributed an overview of scholarly status of cybercrime victimization through
statistical evidence and visual findings; assisted researchers to optimize their own
research direction; and supported authors and institutions to build strategies for
research collaboration.
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Introduction

To date, the debate of cybercrime definition has been controversial which is con-
sidered as one of the five areas of cyber criminology (Ngo and Jaishankar 2017;
Drew 2020).! Several terms are used to illustrate ‘cybercrime’, such as ‘high-tech
crime’ (Insa 2007), ‘computer crime’ (Choi 2008; Skinner and Fream 1997), ‘digital
crime’ (Gogolin 2010), or ‘virtual crime’ (Brenner 2001). ‘Cybercrime’, however,
has been the most popular in the public parlance (Wall 2004). A propensity con-
siders crime directly against computer as cybercrime, while other tendency asserts
that any crime committed via internet or related to a computer is cybercrime (Marsh
and Melville 2008; Wall 2004). Hence, there is a distinction between ‘true cyber-
crime’ or ‘high-tech’ cybercrime and ‘low-tech’ cybercrime (Wagen and Pieters
2020). Council of Europe defines ‘any criminal offense committed against or with
the help of a computer network’ as cybercrime (Abdullah and Jahan 2020, p. 90).
Despite different approaches, cybercrime generally includes not only new types of
crimes which have just occurred after the invention of computer and internet (Holt
and Bossler 2014; Drew 2020) but also traditional types of crimes which took the
advantages of information communication technology (ICT) as vehicle for illegal
behaviors (Luong 2021; Nguyen and Luong 2020; Luong et al. 2019). Two main
cybercrime categories identified, respectively, are cyber-dependent crime (hacking,
malware, denial of service attacks) and cyber-enable crime (phishing, identity theft,
cyber romance scam, online shopping fraud). Nevertheless, there are several dif-
ferent classifications of cybercrime such as cybercrime against certain individuals,
groups of individuals, computer networks, computer users, critical infrastructures,
virtual entities (Wagen and Pieters 2020); cyber-trespass, cyber-deceptions, cyber-
pornography, and cyber-violence (Wall 2001).

Due to the common prevalence of cybercrime, the increasing threats of cyber-
crime victimization are obviously serious. Cybercrime victimization has become a
crucial research subfield in recent years (Wagen and Pieters 2020). It is difficult to
differ “forms of online victimization” and ‘“‘acts that actually constitute a crime”,
then it is usual for researchers to focus less on perspective of criminal law and con-
sider any negative experiences online as cybercrime (Nisi et al. 2015, p. 2). It was
likely to lead to practical gaps between theory and practice in terms of investigating
the nexus of offender and victims on cyberspace. In the light of literature review,
numerous specific aspects of cybercrime victimization were investigated by ques-
tionnaire surveys or interview survey such as the prevalence of cybercrime vic-
timization (Nasi et al. 2015; Whitty and Buchanan 2012); causes and predictors of
cybercrime victimization (Abdullah and Jahan 2020; Algarni et al. 2017; Ilievski
2016; Jahankhani 2013; Kirwan et al. 2018; Nisi et al. 2015; Reyns et al. 2019; Saad

! In the ‘commemorating a decade in existence of the International Journal of Cyber Criminoogy’, Ngo
and Jaishankar (2017) called for further research with focusing on five main areas in the Cyber Crimini-
ology, including (1) defining and classifying cybercrime, (2) assessing the prevalence, nature, and trends
of cybercrime, (3) advancing the field of cyber criminology, (4) documenting best practices in combating
and preventing cybercrime, and (5) cybercrime and privacy issues.
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et al. 2018); and the relationship between social networking sites (SNS) and cyber-
crime victimization (Das and Sahoo 2011; Algarni et al. 2017; Benson et al. 2015;
Seng et al. 2018). To some extent, therefore, the current study examines cybercrime
victimization in the large scale, referring to any negative experiences on cyberspace
or computer systems. Nevertheless, no bibliometric analysis was found to show the
research trend and general landscape of this domain.

Bibliometric is a kind of statistical analysis which uses information in a database
to provide the depth insight into the development of a specified area (Leung et al.
2017). The present study aims to address this research gap by providing a biblio-
metric review of the relevant SSCI articles in WoS database during the period of
2010-2020. The pattern of publications, the productivity of main elements (authors,
journals, institutions, and countries/regions), statistic of citations, classification of
key terms, research gaps, and other collaborations will be presented and discussed
in section four and five after reviewing literatures and presenting our methods con-
ducted. This article contributes an overview of research achievements pertaining to
cybercrime victimization in the given period through statistical evidence and visual
findings; assists researchers to perceive clearly about the key positions in research
maps of this field, and obtain more suggestions to develop their own research
direction.

Literature review
Cybercrime victimization

Cybercrime victimization may exist in two levels including institutional and indi-
vidual level (Nisi et al. 2015). For the former, victim is governments, institutions,
or corporations, whereas for the latter, victim is a specific individual (N&si et al.
2015). A wide range of previous studies concerned about individual level of vic-
tim and applied Lifestyle Exposure Theory (LET), Routine Activity Theory (RAT)
and General Theory of Crime to explain cybercrime victimization (Choi 2008; Holt
and Bossler 2009; Ngo and Paternoster 2011). Basing on these theories, situational
and individual factors were supposed to play an important role in understand-
ing cybercrime victimization (Choi 2008; Van Wilsem 2013). However, there was
another argument that situational and individual factors did not predict cybercrime
victimization (Ngo and Paternoster 2011; Wagen and Pieters 2020). Overall, most
of those studies just focused only one distinctive kind of cybercrime such as com-
puter viruses, malware infection, phishing, cyberbullying, online harassment, online
defamation, identity theft, cyberstalking, online sexual solicitation, cyber romance
scams or online consumer fraud. Referring to results of the prior research, some
supported for the applicability of mentioned theories but other did not share the
same viewpoint (Leukfeldt and Yar 2016). It was hard to evaluate the effect of LET
or RAT for explanation of cybercrime victimization because the nature of examined
cybercrime were different (Leukfeldt and Holt 2020; Leukfeldt and Yar 2016).
Previous research determined that cybercrime victimization was more common in
younger group compared to older group because the young is the most active online

SN Social Sciences
A SPRINGERNATURE journal



4 Page 4 of 32 SN Soc Sci (2022) 2:4

user (Nisi et al. 2015; Oksanen and Keipi 2013) and males tended to become victims
of cybercrime more than females in general (Nisi et al. 2015). However, findings
might be different in research which concerned specific types of cybercrime. Women
were more likely to be victims of the online romance scam (Whitty and Buchanan
2012) and sexual harassment (Nisi et al. 2015), while men recorded higher rate of
victimization of cyber-violence and defamation. Other demographic factors were
also examined such as living areas (Nési et al. 2015), education (Oksanen and Keipi
2013; Saad et al. 2018) and economic status (Oksanen and Keipi 2013; Saad et al.
2018). Furthermore, several prior studies focus on the association of psychological
factors and cybercrime victimization, including awareness and perception (Ariola
et al. 2018; Saridakis et al. 2016), personality (Kirwan et al. 2018; Orchard et al.
2014; Parrish et al. 2009), self-control (Ilievski 2016; Ngo and Paternoster 2011;
Reyns et al. 2019), fear of cybercrime (Lee et al. 2019), online behaviors (Al-Nem-
rat and Benzaid 2015; Saridakis et al. 2016). Psychological factors were assumed to
have effects on cybercrime victimization at distinctive levels.

Another perspective which was much concerned by researchers was the relation-
ship between cybercrime victimization and SNS. SNS has been a fertile land for
cybercriminals due to the plenty of personal information shared, lack of guard, the
availability of communication channels (Seng et al. 2018), and the networked nature
of social media (Vishwanath 2015). When users disclosed their personal informa-
tion, they turned themselves into prey for predators in cyberspace. Seng et al. (2018)
did research to understand impact factors on user’s decision to react and click on
suspicious posts or links on Facebook. The findings indicated that participants’
interactions with shared contents on SNS were affected by their relationship with
author of those contents; they often ignored the location of shared posts; several
warning signals of suspicious posts were not concerned. Additionally, Vishwanath
(2015) indicated factors that led users to fall victims on the SNS; Algarni et al.
(2017) investigated users’ susceptibility to social engineering victimization on Face-
book; and Kirwan et al. (2018) determined risk factors resulting in falling victims of
SNS scam.

Bibliometric of cybercrime victimization

“Bibliometric” is a term which was coined by Pritchard in 1969 and a useful method
which structures, quantifies bibliometric information to indicate the factors consti-
tuting the scientific research within a specific field (Serafin et al. 2019). Bibliometric
method relies on some basic types of analysis, namely co-authorship, co-occurrence,
citation, co-citation, and bibliographic coupling. This method was employed to vari-
ous research domains such as criminology (Alalehto and Persson 2013), criminal
law (Jamshed et al. 2020), marketing communication (Kim et al. 2019), social media
(Chen et al. 2019; Gan and Wang 2014; Leung et al. 2017; Li et al. 2017; You et al.
2014; Zyoud et al. 2018), communication (Feeley 2008), advertising (Pasadeos
1985), education (Marti-Parreiio et al. 2016).

Also, there are more and more scholars preferring to use bibliometric analysis on
cyberspace-related subject such as: cyber behaviors (Serafin et al. 2019), cybersecurity
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(Cojocaru and Cojocaru 2019), cyber parental control (Altarturi et al. 2020). Serafin
et al. (2019) accessed the Scopus database to perform a bibliometric analysis of cyber
behavior. All documents were published by four journals: Cyberpsychology, Behav-
ior and Social Networking (ISSN: 21522723), Cyberpsychology and Behavior (ISSN:
10949313), Computers in Human Behavior (ISSN: 07475632) and Human—Computer
Interaction (ISSN: 07370024), in duration of 2000-2018. Findings indicated the use of
Facebook and other social media was the most common in research during this period,
while psychological matters were less concerned (Serafin et al. 2019). Cojocaru and
Cojocaru (2019) examined the research status of cybersecurity in the Republic of Mol-
davo, then made a comparison with the Eastern Europe countries’ status. This study
employed bibliometric analysis of publications from three data sources: National Bib-
liometric Instrument (database from Republic of Moldavo), Scopus Elsevier and WoS.
The Republic of Moldavo had the moderate number of scientific publications on cyber-
security; Russian Federation, Poland, Romania, Czech Republic, and Ukraine were the
leading countries in Eastern Europe area (Cojocaru and Cojocaru 2019). Altarturi et al.
(2020) was interested in bibliometric analysis of cyber parental control, basing on pub-
lications between 2000 and 2019 in Scopus and WoS. This research identified some
most used keywords including ‘cyberbullying’, ‘bullying’, ‘adolescents’ and ‘adoles-
cence’, showing their crucial position in the domain of cyber parental control (Altarturi
et al. 2020). ‘Cyber victimization’ and ‘victimization’ were also mentioned as the com-
mon keywords by Altarturi et al. (2020). Prior research much focus on how to protect
children from cyberbullying. Besides, four online threats for children were determined:
content, contact, conduct and commercial threats (Altarturi et al. 2020).

Generally, it has been recorded several published bibliometric analyses of cyber-
related issues but remained a lack of bibliometric research targeting cybercrime vic-
timization. Thus, the present study attempts to fill this gap, reviewing the achievements
of existed publications as well as updating the research trend in this field.

In detail, our current study aims to address four research questions (RQs):

RQ1 What is overall distribution of publication based on year, institutions and coun-
tries, sources, and authors in cybercrime victimization?

RQ2 Which are the topmost cited publications in terms of cybercrime victimization?

RQ3 Who are the top co-authorships among authors, institutions, and countries in
research cybercrime victimization?

RQ4 What are top keywords, co-occurrences and research gaps in the field of cyber-
crime victimization?
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Table 1 Criteria for automatic

filter Criteria
Timespan 2010-2020
Document types Article (Exclude early access)
Language English
Research areas Psychology; Criminology penology
‘WoS index Social Sciences Citation Index (SSCI)
Methods

Data collection procedure

Currently, among specific approaches in cybercrime’s fileds, WoS is “one of the
largest and comprehensive bibliographic data covering multidisciplinary areas”
(Zyoud et al. 2018, p. 2). This paper retrieved data from the SSCI by searching pub-
lications of cybercrime victimization on WoS database to examine the growth of
publication; top keywords; popular topics; research gaps; and top influential authors,
institutions, countries, and journals in the academic community.

This paper employed Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) for data collection procedure. For timeline, we preferred
to search between 2010 and 2020 on the WoS system with two main reasons. First,
when the official update of the 2009 PRISMA Statement had ready upgraded with
the specific guidelines and stable techniques, we consider beginning since 2010 that
is timely to test. Secondly, although there are several publications from the early of
2021 to collect by the WoS, its updated articles will be continued until the end of the
year. Therefore, we only searched until the end of 2020 to ensure the full updates.

To identify publications on cybercrime victimization, the study accessed WoS
and used two keywords for searching: ‘cybercrime victimization’ or ‘cyber victimi-
zation’ after testing and looking for some terminology-related topics. Accordingly,
the paper applied a combination of many other searching terms besides two selected

EEINNT3 LEINNT3

words such as “online victimization”, “victim of cybercrime”, “phishing victimiza-
tion”, “online romance victimization”, “cyberstalking victim”, “interpersonal cyber-
crime victimization”, or “sexting victimization”, the results, however, were not really
appropriate. A lot of papers did not contain search keywords in their titles, abstracts,
keywords and were not relavant to study topic. After searching with many different
terms and comparing the results, the current study selected the two search terms for
the most appropriate articles. The query result consisted of 962 documents. Basing
on the result from preliminary searching, retrieved publications were refined auto-
matically on WoS by criteria of timespan, document types, language, research areas,
and WoS Index as presented in Table 1. Accordingly, the criteria for automatic filter
process were basic information of an articles and classified clearly in WoS system so
the results reached high accuracy. The refined results are 473 articles.

After automatic filters, file of data was converted to Microsoft Excel 2016 for
screening. The present study examined titles and abstracts of 473 articles to assess
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the eligibility of each publication according to the relevance with given topic. There
are 387 articles are eligible,while 86 irrelevant publications were excluded.

Data analysis

Prior to data analysis, the raw data were cleaned in Microsoft Excel 2016. Different
forms of the same author’s name were corrected for consistency, for example “Zhou,
Zong-Kui” and “Zhou Zongkui”, “Van Cleemput, Katrien” and “Van Cleemput, K.”,
“Williams, Matthew L.” and “Williams, Matthew”. Similarly, different keywords
(single/plural or synonyms) used for the same concept were identified and standard-

9,

ized such as “victimization” and ‘“victimisation’; “adolescent” and ‘“‘adolescents”;
“cyber bullying”, “cyber-bullying” and “cyberbullying”; “routine activity theory”
and “routine activities theory”.

The data were processed by Microsoft Excel 2016 and VOS Viewer version
1.6.16; then it was analyzed according to three main aspects. First, descriptive sta-
tistic provided evidence for yearly distribution and growth trend of publications, fre-
quency counts of citations, the influential authors, the predominant journals, the top
institutions and countries/territories, most-cited publications. Second, co-authorship
and co-occurrence analysis were constructed and visualized by VOS Viewer version
1.6.16 to explore the network collaborations. Finally, the current study also investi-
gated research topics through content analysis of keywords. The authors’ keywords
were classified into 15 themes, including: #1 cybercrime; #2 sample and demo-
graphic factors; #3 location; #4 theory; #5 methodology; #6 technology, platforms
and related others; #7 psychology and mental health; #8 physical health; #9 family;
#10 school; #11 society; #12 crimes and deviant behaviors; #13 victim; #14 preven-
tion and intervention; and #15 others. Besides, the study also added other keywords
from titles and abstracts basing on these themes, then indicated aspects examined in
previous research.

Results

In this section, all findings corresponding with four research questions identified at
the ouset of this study would be illustrated (Fig. 1).

Distribution of publication
Distribution by year, institutions and countries

Basing on retrieved data, it was witnessed an increasing trend of articles relevant
to cybercrime victimization in SSCI list during the time of 2010-2020 but it had
slight fluctuations in each year as shown in Fig. 2. The total number of articles over
this time was 387 items, which were broken into two sub-periods: 2010-2014 and
2015-2020. It is evident that the latter period demonstrated the superiority of the
rate of articles (79.33%) compared to the previous period (20.67%). The yearly
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Table2 Top contributing institutions based on total publications

Institutions Countries TP TC AC
Masaryk University Czech Republic 17 191 11.24
Michigan State University USA 16 290 18.13
University of Antwerp Belgium 13 285 21.92
Weber State University USA 10 265 26.50
Pennsylvania State University USA 9 83 9.22
Democritus University of Thrace Greece 8 214 26.75
University of Cordoba Spain 8 484 60.50
University of Vienna Austria 8 109 13.63
Edith Cowan University Australia 7 256 36.57
University of Cincinnati USA 7 254 36.29
University of Seville Spain 7 495 70.71
University of Victoria Australia 7 188 26.86

TP total publications, TC total citations for the publications reviewed, AC average citations per document

quantity of publications in this research subject was fewer than forty before 2015.
Research of cybercrime victimization reached a noticeable development in 2016
with over fifty publications, remained the large number of publications in the fol-
lowing years and peaked at 60 items in 2018.

Distribution by institutions and countries

Table 2 shows the top contributing institutions according to the quantity of publica-
tions related to cybercrime victimization. Of the top institutions, four universities
were from the USA, two ones were from Spain, two institutions were from Australia
and the rest ones were from Czech Republic, Belgium, Greece, and Austria. Spe-
cifically, Masaryk University (17 documents) became the most productive publish-
ing institution, closely followed by Michigan State University (16 documents). The
third and fourth places were University of Antwerp (13 documents) and Weber State
University (10 documents). Accordingly, the institutions from The USA and Europe
occupied the vast majority.

In Table 2, University of Seville (total citations: 495, average citations: 70.71)
ranked first and University of Cordoba (total citations: 484, average citations: 60.50)
stayed at the second place in both total citations and average citations.

Referring to distribution of publications by countries, there were 45 countries
in database contributing to the literature of cybercrime victimization. The USA
recorded the highest quantity of papers, creating an overwhelming difference from
other countries (159 documents) as illustrated in Fig. 3. Of the top productive coun-
tries, eight European countries which achieved total of 173 publications were Eng-
land (39 documents), Spain (34 documents), Germany (22 documents), Netherlands
(18 documents), Italy (17 documents) and Czech Republic (17 documents), Bel-
gium (14 documents), Greece (12 documents). Australia ranked the fourth point (32
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Fig.3 Top productive countries based on the number of publications
Table 3 Top leading journals based on the quantity of publications
Journal Titles TP TC AC SPY
Computers in Human Behavior 56 2055 36.70 1985
Cyberpsychology, Behavior and Social Networking 24 554 23.08 1999
Journal of Youth and Adolescence 19 1285 67.63 1972
Aggressive Behavior 15 661 44.07 1974
Journal of Interpersonal Violence 14 370 26.43 1986
Cyberpsychology: Journal of Psychosocial Research on 13 73 5.62 2007
Cyberspace
Journal of Adolescence 12 538 4483 1978
Journal of School Violence 12 302 25.17 2002
Frontiers in Psychology 11 85 7.73 2010
School Psychology International 9 531 59.00 1979

SPY Started Publication Year

documents), followed by Canada (30 documents). One Asian country which came
out seventh place, at the same position with Netherlands was China (18 documents).

Distribution by sources

Table 3 enumerates the top leading journals in the number of publications rel-
evant to cybercrime victimization. The total publications of the first ranking
journal—Computers in Human Behavior were 56, over twice as higher as the
second raking journal—Cyberpsychology, Behavior and Social Networking (24
articles). Most of these journals have had long publishing history, starting their
publications before 2000. Only three journals launched after 2000, consisting of
Journal of School Violence (2002), Cyberpsychology: Journal of Psychosocial
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Table 4 Top productive authors

based on article count Authors ™ e AC
Wright, Michelle F 20 315 15.75
Holt, Thomas J 10 250 25.00
Reyns, Bradford W 10 265 26.50
Holfeld, Brett 8 110 13.75
Kokkinos, Constantinos M 8 214 26.75
Ortega-Ruiz, Rosario 8 483 60.38
Vandebosch, Heidi 8 185 23.13
Yanagida, Takuya 8 78 9.75
Leukfeldt, Rutger 7 165 23.57
Spiel, Christiane 7 107 15.29

Research on Cyberspace (2007) and Frontiers in Psychology (2010). Besides, it
is remarked that one third of the top journals focuses on youth related issues:
Journal of Youth and Adolescence, Journal of Adolescence, School Psychology
International and Journal of School Violence.

In Table 3, relating to total citations, Computers in Human Behavior remained
the first position with 2055 citations. Journal of Youth and Adolescence had total
1285 citations, ranked second and followed by Aggressive Behavior with 661
citations. In terms of average citations per documents, an article of Journal of
Youth and Adolescence was cited 67.63 times in average, much higher than aver-
age citations of one in Computers in Human Behavior (36.70 times). The other
journals which achieved the high number of average citations per document were
School Psychology International (59.00 times), Journal of Adolescence (44.83
times) and Aggressive Behavior (44.07 times).

Distribution by authors

Table 4 displays ten productive authors based on article count; total citations of
each author and their average citations per document are also included. Michelle
F. Wright from Pennsylvania State University ranked first with twenty publica-
tions, twice as higher as the second positions, Thomas J. Holt (10 articles) from
Michigan State University and Bradford W. Reyns (10 articles) from Weber State
University. Rosario Ortega-Ruiz from University of Cordoba stayed at the third
place in terms of total publications but the first place in aspect of total citations
(483 citations) and the average citations (60.38 times).

Of the most productive authors based on total publications, there were three
authors from universities in the USA; one from the university in Canada (Brett
Holfeld); the others were from institutions in Euro, including Spain (Rosario
Ortega-Ruiz), Greece (Constantinos M. Kokkinos) and Belgium (Heidi Vande-
bosch), Netherlands (Rutger Leukfeldt) and Austria (Takuya Yanagida and Chris-
tiane Spiel).
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Most-cited publications

The most-cited literature items are displayed in Table 5. The article which
recorded the highest number of citations was ‘Psychological, Physical, and Aca-
demic Correlates of Cyberbullying and Traditional Bullying’ (442 citations) by
Robin M. Kowalski et al. published in Journal of Adolescent Health, 2013. Seven
of ten most-cited articles were about cyberbullying; focused on youth popula-
tion; made comparisons between cyberbullying and traditional bullying; analyzed
the impact of several factors such as psychological, physical, academic factors or
use of Internet; discussed on preventing strategies. The other publications stud-
ied victimization of cyberstalking and cyber dating abuse. All most-cited articles
were from 2015 and earlier.

Of the top productive authors, only Bradford W. Reyns had an article appeared
in the group of most-cited publications. His article ‘Being Pursued Online:
Applying Cyberlifestyle-Routine Activities Theory to Cyberstalking Victimiza-
tion’ (2011) was cited 172 times.

Co-authorship analysis

“Scientific collaboration is a complex social phenomenon in research” (Glidn-
zel and Schubert 2006, p. 257) and becomes the increasing trend in individual,
institutional and national levels. In bibliometric analysis, it is common to assess
the productivity and international collaboration of research; identify key leading
researchers, institutions, or countries (E Fonseca et al. 2016) as well as potential
collaborators in a specific scientific area (Romero and Portillo-Salido 2019) by
co-authorship analysis which constructs networks of authors and countries (Eck
and Waltman 2020).

This section analyses international collaboration relevant to research of cyber-
crime victimization among authors, institutions, and countries during 2010-2020
through visualization of VOS Viewer software.

Collaboration between authors

Referring to the threshold of choose in this analysis, minimum number of doc-
uments of author is three and there were 80 authors for final results. Figure 4
illustrates the relationships between 80 scientists who study in subject of cyber-
crime victimization during 2010-2020. It shows several big groups of researchers
(Wright’s group, Vandebosch’s group, or Holt’s group), while numerous authors
had limited or no connections to others (Sheri Bauman, Michelle K. Demaray or
Jennifer D. Shapka).

Figure 5 displayed a significant network containing 23 authors who were active
in collaboration in detail. The displayed items in Fig. 5 are divided into five clus-
ters coded with distinctive colors, including red, green, blue, yellow, and purple.
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Fig.4 Collaboration among authors via network visualization (threshold three articles for an author, dis-
played 80 authors)
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Fig.5 Collaboration among authors via network visualization (threshold three articles for an author, dis-
played 23 authors)

Each author item was represented by their label and a circle; the size of label and
circle are depended on the weight of the item, measured by the total publications
(Eck and Waltman 2020). The thickness of lines depends on the strength of col-
laboration (Eck and Waltman 2020).
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Fig.6 Collaboration among institutions via network visualization (threshold two articles for an institu-
tion, 156 institutions were displayed)

The most significant cluster was red one which is comprised of six research-
ers: Michelle F. Wright, Sebastian Wachs, Yan Li, Anke Gorzig, Manuel Gamez-
Guadix and Esther Calvete. The remarked author for the red cluster was Michelle
F. Wright whose value of total link strength is 24. She had the strongest links with
Sebastian Wachs; closely link with Yan Li, Anke Gorzig, Manuel Gamez-Guadix
and collaborated with authors of yellow cluster, including Shanmukh V. Kamble,
Li Lei, Hana Machackova, Shruti Soudi as well as Takuya Yanagida of blue clus-
ter. Michelle F. Wright who obtained the largest number of published articles based
on criteria of this study made various connections with other scholars who were
from many different institutions in the world. This is also an effective way to achieve
more publications.

Takuya Yanagida was the biggest node for the blue cluster including Petra
Gradinger, Daniel Graf, Christiane Spiel, Dagmar Strohmeier. Total link strength for
Takuya Yanagida was 28; twelve connections. It is observed that Takuya Yanagida’
s research collaboration is definitely active. Besides, other research groups showed
limited collaborations comparing with the red and blue ones.

Collaboration between institutions
The connections among 156 institutions which published at least two documents per
one are shown in Fig. 6. Interestingly, there is obvious connections among several

distinctive clusters which were coded in color of light steel blue, orange, purple,
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Fig.7 Collaboration among countries via overlay visualization

steel blue, green, red, yellow, light red, dark turquoise, light blue, brown and light
green. These clusters created a big chain of connected institutions and were in the
center of the figure, while other smaller clusters or unlinked bubbles (gray color)
were distributed in two sides. The biggest chain consisted of most of productive
institutions such as Masaryk University, Michigan State University, University of
Antwerp, Weber State University, University of Cordoba, Edith Cowan University,
University of Cincinnati, University of Victoria, University of Vienna, and Univer-
sity of Seville.

Light steel blue and orange clusters presented connections among organizations
from Australia. Light green included institutions from Netherland, while turquoise
and light blue consisted of institutions from the USA. Yellow cluster was remarked
by the various collaborations among institutions from China and Hong Kong Spe-
cial Administrative Region (Renmin University of China and South China Normal
University, University of Hong Kong, the Hong Kong Polytechnic University and
the Chinese University of Hong Kong), the USA (University of Virginia), Cyprus
(Eastern Mediterranean University), Japan (Shizuoka University), India (Karnataka
University) and Austria (University Applied Sciences Upper Austria). Central China
Normal University is another Chinese institution which appeared in Fig. 5, linking
with Ministry of Education of the People’s Republic of China, Suny Stony Brook
and University of Memphis from the USA.

Masaryk University and Michigan State University demonstrated their productiv-
ity in both the quantity of publications and the collaboration network. They were
active in research collaboration, reaching twelve and eleven links, respectively, with
different institutions, but focused much on networking with institutions in the USA
and Europe.

Collaboration between countries

The collaboration among 45 countries which published at least one SSCI docu-
ments of cybercrime victimization during the given period was examined in VOS
Viewer but just 42 items were displayed via overlay visualization. Figure 7 depicts
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the international collaborations among significant countries. The USA is the big-
gest bubble due to its biggest number of documents and shows connections with 26
countries/regions in Euro, Asia, Australia, Middle East. Excepting European coun-
tries, England collaborate with the USA, Australia, South Korea, Japan, Thailand,
Singapore, Sri Lanka, and Colombia. Spain and Germany almost focus on research
network within Euro. China has the strongest tie with the USA, link with Australia,
Germany, Czech Republic, Austria, Cyprus and Turkey, Japan, Indian, Vietnam.

Color bar in Fig. 7 is determined by the average publication year of each coun-
try and the color of circles based on it. It is unsurprised that the USA, Australia,
England, or Spain shows much research experience in this field and maintain the
large number of publications steadily. Interestingly, although the average publication
year of South Korea or Cyprus was earlier than other countries (purple color), their
quantities of documents were moderate. The new nodes (yellow circles) in the map
included Vietnam, Norway, Pakistan, Ireland, Scotland, Switzerland.

Keywords and co-occurrence

The present paper examined the related themes and contents in research of cyber-
crime victimization during 2010-2020 through collecting author keywords, add-
ing several keywords from tiles and abstracts. Besides, this study also conducted
co-occurrence analysis of author keywords to show the relationships among these
keywords.

The keywords were collected and categorized into 15 themes in Table 6, includ-
ing cybercrime; sample and demographic factors; location; theory; methodology;
technology, platform, and related others; psychology and mental health; physical
health; family; school; society; crimes and other deviant behaviors; victim; preven-
tion and intervention; and others.

In the theme of cybercrime, there were numerous types of cybercrimes such as
cyberbullying, cyber aggression, cyberstalking, cyber harassment, sextortion and
other cyber dating crimes, cyber fraud, identity theft, phishing, hacking, malware, or
ransomware. Generally, the frequency of interpersonal cybercrimes or cyber-enable
crimes was much higher than cyber-dependent crimes. Cyberbullying was the most
common cybercrime in research.

Relating to sample and demographic factors, there were sample of children,
adolescent, adults, and the elder who were divided into more detail levels in each
research; however, adolescent was the most significant sample. Besides, demo-
graphic factor of gender received a remarked concern from scholars.

It is usual that most of the research were carried out in one country, in popular it
was the USA, Spain, Germany, England, Australia, Canada or Netherland but some-
times the new ones were published such as Chile, Vietnam, Thailand or Singapore.
It was witnessed that some studies showed data collected from a group of countries
such as two countries (Canada and the United State), three countries (Israel, Litva,
Luxembourg), four countries (the USA, the UK, Germany, and Finland), or six
Europe countries (Spain, Germany, Italy, Poland, the United Kingdom and Greece).
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Fig.8 Co-occurrence between author keywords via network visualization (the minimum number of
occurrences per word is seven, 36 keywords were displayed)

A wide range of theories were applied in this research focusing on criminological
and psychological theories such as Routine Activities Theory, Lifestyle—Routine
Activities Theory, General Strain Theory, the Theory of Reasoned Action or Self-
control Theory.

Table 6 indicated a lot of different research methods covering various perspec-
tive of cybercrime victimization: systematic review, questionnaire survey, interview,
experiment, mix method, longitudinal study, or cross-national research; many kinds
of analysis such as meta-analysis, social network analysis, latent class analysis,
confirmatory factor analysis; and a wide range of measurement scales which were
appropriate for each variable.

Topic of cybercrime victimization had connections with some main aspects of
technology (information and communication technologies, internet, social media or
technology related activities), psychology (self-esteem, fear, attitude, personality,
psychological problems, empathy, perceptions or emotion), physical health, family
(parents), school (peers, school climate), society (norms, culture, social bonds), vic-
tim, other crimes (violence, substance use), prevention and intervention.

Co-occurrence analysis was performed with keywords suggested by authors and
the minimum number of occurrences per word is seven. The result showed 36 fre-
quent keywords which clustered into five clusters as illustrated in Fig. 8.

Figure 8 illustrates some main issues which were concerned in subject of cyber-
crime victimization, as well as the relationship among them. Fifteen most frequent
keywords were presented by big bubbles, including: ‘cyberbullying’ (174 times),
‘cyber victimization’ (90 times), ‘adolescent’ (79 times), ‘bullying’ (66 times),
‘victimization’ (56 times), ‘cybercrime’ (40 times), ‘cyber aggression’ (37 times),
‘depression’ (23 times), ‘aggression’ (14 times), ‘routine activities theory’ (13
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times), ‘cyberstalking’ (11 times), ‘gender’ (11 times), ‘longitudinal’ (10 times),
‘peer victimization’ (10 times) and ‘self-esteem’ (10 times).

‘Cyberbullying’ linked with many other keywords, demonstrating the various
perspectives in research of this topic. The thick lines which linked ‘cyberbullying’
and ‘bullying’, ‘adolescent’, ‘cyber victimization’, ‘victimization’ showed the strong
connections between them; there were close relationship between ‘cyber aggres-
sion’, ‘bystander”, ‘self-esteem’ or ‘moral disengagement’ and ‘cyberbullying’.

‘Cybercrime’ had strong links with ‘victimization’, ‘routine activities theory’. In
Fig. 8, the types of cybercrime which occurred at least seven times were: cyberbul-
lying, cyber aggression, hacking, cyberstalking, and cyber dating abuse.

Discussion

The increasing trend over the years reveals the increasing concern of scholarly com-
munity on this field, especially in the boom of information technology and other
communication devices and the upward trend in research of cyberspace-related
issues (Altarturi et al. 2020; Leung et al. 2017; Serafin et al. 2019). It predicts the
growth of cybercrime victimization research in future.

Psychology was the more popular research areas in database, defeating criminol-
ogy penology. As part of the ‘human factors of cybercrime’, human decision-making
based on their psychological perspectives plays as a hot topic in cyber criminology
(Leukfeldt and Holt 2020). Then, it is observed that journals in psychology field was
more prevalent in top of productive sources. Besides, journal Computers in Human
Behavior ranked first in total publications, but Journal of Youth and Adolescence
ranked higher place in the average citations per document. Generally, top ten jour-
nals having highest number of publications on cybercrime victimization are highly
qualified ones and at least 10 years in publishing industry.

The USA demonstrated its leading position in the studied domain in terms of
total publications as well as the various collaborations with other countries. The
publications of the USA occupied much higher than the second and third countries:
England and Spain. It is not difficult to explain for this fact due to the impressive
productivity of institutions and authors from the USA. A third of top twelve produc-
tive institutions were from the USA. Three leading positions of top ten productive
authors based on document count were from institutions of the USA, number one
was Michelle F. Wright; others were Thomas J. Holt and Bradford W. Reyns.

Furthermore, these authors also participated in significant research groups and
become the important nodes in those clusters. The most noticeable authors in co-
authors network were Michelle F. Wright. The US institutions also had strong links
in research network. The USA was likely to be open in collaboration with numer-
ous countries from different continents in the world. It was assessed to be a crucial
partner for others in the international co-publication network (Glidnzel and Schubert
2006).

As opposed to the USA, most of European countries prefer developing research
network within Europe and had a limited collaboration with other areas. Australia,
the USA, or Japan was in a small group of countries which had connections with
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European ones. Nevertheless, European countries still showed great contributions
for research of cybercrime victimization and remained stable links in international
collaboration. The prominent authors from Euro are Rosario Ortega-Ruiz, Constan-
tinos M. Kokkinos or Rutger Leukfeldt.

It is obvious that the limited number of publications from Asia, Middle East,
Africa, or other areas resulted in the uncomprehensive picture of studied sub-
ject. For example, in the Southeast Asia, Malaysia and Vietnam lacked the lead-
ing authors with their empirical studies to review and examine the nature of cyber-
crimes, though they are facing to practical challenges and potential threats in the
cyberspace (Lusthaus 2020a, b). The present study indicated that Vietnam, Ireland,
or Norway was the new nodes and links in research network.

Several nations which had a small number of publications such as Vietnam,
Thailand, Sri Lanka, or Chile started their journey of international publications. It
is undeniable that globalization and the context of global village (McLuhan 1992)
requires more understanding about the whole nations and areas. Conversely, each
country or area also desires to engage in international publications. Therefore, new
nodes and clusters are expected to increase and expand.

The findings indicated that cyberbullying was the most popular topic on research
of cybercrime victimization over the given period. Over a half of most-cited publi-
cations was focus on cyberbullying. Additionally, ‘cyberbullying’ was the most fre-
quent author keyword which co-occurred widely with distinctive keywords such as
‘victimization’, ‘adolescents’, ‘bullying’, ‘social media’, ‘internet’, ‘peer victimiza-
tion’ or ‘anxiety’.

By reviewing keywords, several research gaps were indicated. Research samples
were lack of population of the children and elders, while adolescent and youth were
frequent samples of numerous studies. Although young people are most active in
cyberspace, it is still necessary to understand other populations. Meanwhile, the
elderly was assumed to use information and communication technologies to improve
their quality of life (Tsai et al. 2015), their vulnerability to the risk of cybercrime
victimization did not reduce. Those older women were most vulnerable to phish-
ing attacks (Lin et al. 2019; Oliveira et al. 2017). Similarly, the population of chil-
dren with distinctive attributes has become a suitable target for cybercriminals, par-
ticularly given the context of increasing online learning due to Covid-19 pandemic
impacts. These practical gaps should be prioritized to focus on research for looking
the suitable solutions in the future. Besides, a vast majority of research were con-
ducted in the scope of one country; some studies collected cross-national data, but
the number of these studies were moderate and focused much on developed coun-
tries. There are rooms for studies to cover several countries in Southeast Asia or
South Africa.

Furthermore, although victims may be both individuals and organizations, most
of research concentrated much more on individuals rather than organizations or
companies. Wagen and Pieters (2020) indicated that victims include both human and
non-human. They conducted research covering cases of ransomware victimization,
Bonet victimization and high-tech virtual theft victimization and applying Actor-
Network Theory to provide new aspect which did not aim to individual victims. The
number of this kind of research, however, was very limited. Additionally, excepting
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cyberbullying and cyber aggression were occupied the outstanding quantity of
research, other types of cybercrime, especially, e-whoring, or social media-related
cybercrime should still be studied more in the future.

Another interesting topic is the impact of family on cybercrime victimization. By
reviewing keyword, it is clear that the previous studies aimed to sample of adoles-
cent, hence, there are many keywords linking with parents such as ‘parent-adoles-
cent communication’, ‘parent-adolescent information sharing’, ‘parental mediation’,
‘parental monitoring of cyber behavior’, ‘parental style’. As mentioned above, it is
necessary to research more on sample of the elder, then, it is also essential to find
out how family members affect the elder’s cybercrime victimization.

Conclusion

It is a big challenge to deal with problems of cybercrime victimization because
cybercrime forms become different daily (Nasi et al. 2015). Numerous researchers
engage in understanding this phenomenon from various angles. The current bib-
liometric study assessed the scholarly status on cybercrime victimization during
2010-2020 by retrieving SSCI articles from WoS database. There is no study that
applied bibliometric method to research on the examined subject. Hence, this paper
firstly contributed statistical evidence and visualized findings to literature of cyber-
crime victimization.

Statistical description was applied to measure the productive authors, institutions,
countries/regions, sources, and most-cited documents, mainly based on publication
and citation count. The international collaborations among authors, institutions, and
countries were assessed by co-authors, while the network of author keywords was
created by co-occurrence analysis. The overall scholarly status of cybercrime vic-
timization research was drawn clearly and objectively. The research trend, popular
issues and current gaps were reviewed, providing numerous suggestions for poli-
cymakers, scholars, and practitioners about cyber-related victimization (Pickering
and Byrne 2014). Accordingly, the paper indicated the most prevalent authors,
most-cited papers but also made summary of contributions of previous research as
well as identified research gaps. First, this article supports for PhD candidates or
early-career researchers concerning about cybercrime victimization. Identifying the
leading authors, remarked journals, or influencing articles, gaps related to a specific
research topic is important and useful task for new researchers to start their aca-
demic journey. Although this information is relatively simple, it takes time and is
not easy for newcomers to find out, especially for ones in poor or developing areas
which have limited conditions and opportunities to access international academic
sources. Thus, the findings in the current paper provided for them basic but neces-
sary answers to conduct the first step in research. Secondly, by indicating research
gaps in relevance to sample, narrow topics or scope of country, the paper suggests
future study fulfilling them to complete the field of cybercrime victimization, espe-
cial calling for publications from countries which has had a modest position in
global research map. Science requires the balance and diversity, not just focusing on
a few developed countries or areas. Finally, the present study assists researchers and
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institutions to determined strategy and potential partners for their development of
research collaborations. It not only improve productivity of publication but also cre-
ate an open and dynamic environment for the development of academic field.

Despite mentioned contributions, this study still has unavoidable limitations. The
present paper just focused on SSCI articles from WoS database during 2010-2020.
It did not cover other sources of databases that are known such as Scopus, Science-
Direct, or Springer; other types of documents; the whole time; or articles in other
languages excepting English. Hence it may not cover all data of examined subject in
fact. Moreover, this bibliometric study just performed co-authorship and co-occur-
rence analysis. The rest of analysis such as citation, co-citation and bibliographic
coupling have not been conducted. Research in the future is recommended to per-
form these kinds of assessment to fill this gap. To visualize the collaboration among
authors, institutions, countries, or network of keywords, this study used VOS Viewer
software and saved the screenshots as illustrations. Therefore, not all items were dis-
played in the screenshot figures.

Data availability The datasets generated during and/or analyzed during the current study are available
from the corresponding author on reasonable request.
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