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weakness called slide property of WG-5 which has not been discovered in previous works is for
the first time explored and analyzed. The result shows that the probability that two related key-
IV pairs of WG-5 generate the shifted keystreams can be up to 272°, which is significantly high
compared with an ideal stream cipher that generates the random keystreams. The correctness
and accuracy of this theoretical probability is confirmed experimentally. Based on the slide
property of WG-5, some key recovery attacks on WG-5 in the related key setting are proposed.
The cryptanalytic result shows that the 80-bit secret key of WG-5 can be recovered with a time
complexity of 22015 requiring 6 related keys and 80 keystream bits for each of 2435 chosen IVs.
The experimental result validates our attack and shows that WG-5 can be broken within about
92.054 seconds on a common PC in the related key setting. These results imply that the design
of WG-5 is far from optimal and needs to be strengthened to provide enough security for the
lightweight constrained applications.

1. Introduction

In nowadays, the deployment of the resource-constrained devices, e.g., contactless smart cards, sensors, RFID tags, industrial
controllers and health-care devices, is becoming more and more popular. However, the majority of the conventional cryptographic
algorithms were designed for desktop and server environments with sufficient resources, which makes them difficult or impossible to
be implemented in the resource-constrained devices. Lightweight cryptography, a subfield of cryptography, is a form of encryption
algorithms designed for the resource-constrained devices. Unlike the conventional cryptographic algorithms, lightweight encryption
algorithms aim at using less memory, fewer computing resources, and a smaller amount of power to provide secure solutions for the
resource-constrained devices. Now, lightweight cryptographic techniques are widely recognized to be the most appropriate solution
to provide security and privacy for resource-constrained IoT networks. For the most current state-of-the-art researches in lightweight
cryptography, we refer the reader to some literature reviews [1,2] in this field.

WG-5 is a lightweight stream cipher proposed in 2013 by Aagaard, Gong and Mota [3], and is expected to provide a target
security level of 80 bits. It is a lightweight version of the well-known Welch-Gong (WG) family of stream ciphers. The original WG
is a synchronous stream cipher developed by Nawaz and Gong [4], and was submitted to the eSTREAM project [5] in 2005. In
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Table 1
The comparisons of our cryptanalytic results with the previous attacks on WG-5.
Time complexity Keystream required Total data Number of required Ref.
for one key-1V pair complexity related keys
033 915 915 ; [20]
27681 80 12.644 ) [21]
270 80 226322 1 Sect. 4.1
225815 80 230907 6 Sect. 4.2

the following years, the designers had tried to enrich their design and proposed several new variants of WG, e.g., WG-5 [3], WG-7
[6], WG-8 [7], WG-16 [8] and WG-29 [9]. The WG family of stream ciphers uses the same structure, which is mainly made up of
a linear feedback shift registers (LFSR) and a Welch-Gong filtering transformation. As shown in [10], the keystream generated by
the filtering transformation is theoretically proven to provide random properties. Besides, based on this filtering transformation, a
new lightweight sponge-based authenticated cipher called WAGE was proposed in [11]. It was submitted to the NIST lightweight
cryptography standardization competition [12] and became one of 32 Round 2 candidates of this competition. Due to the novelty
in design, the WG family of stream ciphers has attracted a lot of attention in recent years, and several attacks on them have been
proposed in [13-19].

Related works. To the best of our knowledge, there have been two published attacks on WG-5 up to now. In [20], Rgnjom presented
an algebraic attack on WG-5, which recovers the 80-bit secret key of WG-5 with a time complexity of 233 and requires about 23
keystream bits. However, in lightweight constrained applications, the available online data for a given key that may be queried by an
adversary is usually limited by the running protocol, thus large amount of data is generally hard to collect. In [21], Rohit, AlTawy,
and Gong proposed a MILP-based cube attack on the reduced-round WG-5. Their result shows that the secret key of WG-5 after 24
(out of 64) rounds of initialization can be recovered with a time complexity of 27681 gince there are five cubes are used in this attack
and each cube has a size of 4, thus this attack requires a total of 5 x 2% x 80 = 21264 keystream bits. Note that only 80 keystream bits
are required for each key-IV pair in this cube attack. They claimed that their cube attack is a more realistic attack, since it requires
significantly less keystream bits for one key-IV pair than the algebraic attack presented in [20]. However, the time complexity is
extremely high, which makes their cube attack unpractical. Since the full initialization process of WG-5 consists of 64 rounds, WG-5
has sufficient resistance against cube attacks, according to the cryptanalytic result in [21].

Our contributions. A weakness called slide property of the lightweight WG-5 stream cipher that has not been discovered in previous
works is explored and analyzed in this paper. As results, some key recovery attacks on WG-5 in the related key setting are proposed.
The comparisons of our cryptanalytic results with the previous attacks are given in Table 1. The contributions of this paper can be
summarized as follows.

— This paper for the first time discovers the slide property of the lightweight WG-5 stream cipher. The result shows that the
probability that two related key-IV pairs of WG-5 generate the shifted keystreams can be up to 2729, which is significantly high
compared with an ideal stream cipher that generates the random keystreams. The correctness and accuracy of this theoretical
probability is confirmed experimentally. The weakness indicates that the keystreams generated by WG-5 are far from random.

- Based on the slide property of WG-5, a simple key recovery attack on WG-5 using one related key is proposed. The attack recovers
the 80-bit key of WG-5 with a time complexity of 27 and a success probability of 0.632. It requires a total of 220 x 80 = 226322
keystream bits, as 80 keystream bits are needed for each of 220 chosen IVs.

— To reduce the time complexity of the simple attack on WG-5 above, a more practical key recovery attack on WG-5 using more
related keys is proposed. In this attack, the 80-bit key of WG-5 can be recovered with a time complexity of 223613 requiring
6 related keys and 80 keystream bits for each of 22485 chosen IVs. Thus, the attack requires a total of 224585 x 80 = 230907
keystream bits, and has a success probability of 0.897. We have validated this cryptanalytic result by simulating the whole
process of the attack. The experimental result shows that WG-5 can be broken within about 92.054 seconds on a common PC in
the related key setting. These results imply that the design of WG-5 is far from optimal and needs to be strengthened to provide
enough security for the lightweight constrained applications.

— Compared with the existing attacks on WG-5, there are some obvious advantages in our attack. On the one hand, our attack
requires only 80 keystream bits for one key-IV pair, which is much less than the algebraic attack on WG-5 in [20]. On the other
hand, our attack can recover the 80-bit key of full WG-5 with a time practical complexity of 22513, while the cube attack on
WG-5 proposed in [21] can only threaten the security of reduced-round WG-5 (i.e., 24 out of 64 rounds of initialization) and
has a time complexity of 27¢8! which is obviously unrealistic to be performed on a common PC.

Outline. The rest of this paper is structured as follows. A brief description of WG-5 is given in Section 2. In Section 3, the slide
property of WG-5 is discovered and analyzed. Based on the slide property of WG-5, some key recovery attacks on WG-5 are proposed
in Section 4. The paper is concluded in Section 5.
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Fig. 1. An overview of the WG-5 stream cipher.

2. A brief description of WG-5

WG-5 is a lightweight variant of the well-known WG stream cipher. It supports an 80-bit secret key and an 80-bit initialization
vector (IV). As depicted in Fig. 1 [3], the WG-5 stream cipher consists of a 32-stage linear feedback shift register (LFSR) and Welch-
Gong filtering transformation. The LFSR is defined over the extension field F,s with the primitive feedback polynomial X2 4%+
x0+x* +x3 +x2 4y, where y = a* + a® + a?> + @+ 1 and « is a root of the polynomial x> + x* + x? + x + 1. It operates in two processes,
i.e., an initialization process and a keystream generation process.

2.1. Initialization process of WG-5

The WG-5 stream cipher takes an 80-bit key and an 80-bit IV as input. Denote by K = (K [0], -+, K [15]) = (ko, ,k79) and IV =
v 0l,--,1V [15]) = (ivy, -+ ,ivyg) the 80-bit key and 80-bit IV of WG-5, respectively, where K [i] = (ks;, ks;y 1, ksi40. k5143, K5i44)

and TV [i] = (ivs;, i0s;41,1U5;42, 10543, i0s144) for 0 <i < 15. Let SO = (Sg),-n ,S;'l)) denote the 160-bit state of WG-5 at time ¢,
5i775i+17 T 5i427 T 5i+37 T 5i+4

the LFSR as follows.
For0<j <15,

where Sl.(’) = (s(r) sO 00 0 ) for 0 <i < 31. At the beginning of initialization of WG-5, the key and IV are loaded into

S = K]

0 _ ;
S5 j+l Vil
After loading the Key and IV, the initialization process runs for 64 rounds with the output of WG-permutation feedback into the
LFSR. The internal state update function of WG-5 is given as follows.
For 0 <t <63,

SV =50 0<i<30

1
3
=+ _, ¢® 0] () 0 ) (1) ()
st =ysPesVesV e s’ os" @5 ewer <(S31> >
where WGP (xg) denotes the nonlinear WG-permutation with decimation d =3 and can be simply considered as a 5-bit S-box.
2.2. Keystream generation process of WG-5

After the 64 initialization rounds, the WG-5 stream cipher is ready to generate keystream bits. During the keystream generation
process, one keystream bit per clock is generated.
For t > 64,

e =Tr (WGP <(S§’f)3>>

where T'r(-) denotes the trace function. To remove any possible ambiguity, the Algebraic Normal Form (ANF) of this keystream
generation function is given as follows.

_ 0 o O o o (0 o o (0 ®» o 0
Zi—64 = 15551565157 D 515551575158 D 515551575150 D 515551585150

o o (0 @ 0 @ (0 o O o ©
B515651575158 D 515651585150 P 51555156 P 51555157 D 51555159

@ (® @ 0 (1) () (1) () (1)
B51565158 D 51565150 P 5155 D 5156 D 5157 B 5155 B 5159

3
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Table 2
The concrete relation of sz) and .S’ 50) for 0 <i <31 to form a 2-slide pair.

Key-IV pair  Internal state i=0 i=1 i=2 =3 e i=29 i=30 i=31

(K, IV) SO K[0] Vo] K1 V] e V4]  K[15] 1V [15)
SO v  Kl[1] v K[2] e K [15] 1V [15] s‘i)
S K1 V[l KI[2] IV[2] e wnsy o s§ sy

(K", 1V") 'O K'[0] IV'[0] K'[1]  IV'[1] e IvV'[14]  K'[15] IV'[15]

In the keystream generation process, the internal state update function is given as follows. It should be noted that unlike the
initialization process, the non-linear feedback is not used to update the leftmost register of the LFSR during the keystream generation
process.

For t > 64,

STV =59 0<i<30
i+1
S =150 050 050 0.5 0.5 0.5

3. Slide property of WG-5

In this section, the slide property of the WG-5 stream cipher will be explored and analyzed. The slide property focuses on
describing the structural self-similarity of a symmetric cipher, and has been successfully applied in cryptanalysis of many well-
known stream ciphers, e.g., Trivium [22], Salsa20 [22], Grain family of stream ciphers [23-25], Decim v2 [26], SNOW 2.0 [27],
SNOW 3G [27], GEA-1 [28] and GEA-2 [28].

Let (K, IV) and (K’,IV") be two different key-IV pairs of WG-5, and denote by S = (S(()t), ,S;’l)) and S'0 = (S’g), . S’(;l))
the internal states of WG-5 at time ¢ generated by (K,IV) and (K',IV'), respectively. For convenience, a definition is given as
follows.

Definition 1. Two different key-IV pairs (K, V) and (K’, IV") are called a 2-slide pair for WG-5, if S@ =5’ © holds.

Clearly, there are 32 equations that have to be satisfied to form a 2-slide pair, i.e., S(z) N @ 0 <i<3l. The concrete relation

of S,,(z) and S’ 50) for 0 <i <31 to form a 2-slide pair is shown in Table 2.
As depicted in Table 2, to form a 2-slide pair, the following 32 equations should be satisfied.

K[i+1]=K'[](0<i<14)
- IV[i+1]1=1V'[i](0<i<14)
_ S(l) K/[ls]

- S<2) 1V'[15]

where
3
5V =150 05005”05085 00 e WG P( S(O)) >
=yK[0O]®K[11BIV[1I® KI2| D K[3]| D IV[3]® WGP ((IV[15])3)

3
s2=ysVesVesesVesesewar < s9) >
=rsVesVesesPosVesewep ( S“) >

—yIV[O]eaIV[l]eaK[z]eBIV[z]@IV[3]®K[4]®WGP(( “)) )

It is easy to see that the first 15 equations, i.e., K [i + 1] = K’ [i](0 < i < 14), can be directly satisfied in the related key setting.
Similarly, the next 15 equations, i.e., IV [i + 1]= IV’ [i](0 < i < 14), can be directly satisfied in the chosen IV setting. Now, we can
define a relationship called R1 between the key-IV pair (K, I'V) and its related key-IV pair (K’, IV") as follows.

K' =K <<<5
IV =1V <<<5

where <<< 5 denotes the rotation operation by 5 bits to the left.
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It is easy to see that the first 30 equations above are directly satisfied under the relationship R1. Now, we consider the last
two equations, i.e., S;ll) = K’[15] and S;zl) = IV'[15]. As depicted above, it is clear to see that there are 30 IV bits totally (i.e.,
IV[0], IV[1],1V[2],I1V[3],IV[15], IV'[15]) involved in the last two equations. More specifically, the 5-bit vector IV [2] only ap-
pears in the equation S;zl) = IV’ [15], and the 5-bit vector 1V [3] appears in both of these two equations. Thus, the probability that
the last two equations hold simultaneously is 27> x 275 = 2710, and if all of 2!° possible values of (IV[2], IV [3]) are exhausted, there
must be one value of (IV[2], IV[3]) such that the last two equations hold simultaneously. Thus, an observation can be obtained as
follows.

Observation 1. Under the relationship R1, two different key-IV pairs (K, IV) and (K’,IV') of WG-5 form a 2-slide pair with a
probability of 210,

When S = 5’ holds, then S@+2 =5/ holds directly for 1 <t < 62. However, it is not necessarily that §©3 = 5’63 holds,
since S© is obtained from S©®* in the keystream generation process, while 8’3 is obtained from .S’©? in the initialization
process. The only difference between the keystream generation process and the initialization process of WG-5 is the usage of the

3
nonlinear WG-permutation’s output. Thus, S©% = §/®3 holds if and only if WGP <(S§?4)> ) =0 holds. Similarly, it has that

3
560 = §"9 holds if and only if WGP <<s§‘;5>) > =0 holds. When §©® = 5"©% holds, then §¢+? = §'® always holds for ¢ > 65,

which implies that z,,, = z, always holds for 7 > 0. In other words, the related pair (K’, V') generates a 2-bit shifted keystream
with respect to (K, I'V). Thus, based on the above analysis, a new observation can be obtained as follows.

Observation 2. Under the relationship R1, the related pair (K’, IV') generates a 2-bit shifted keystream with respect to (K, IV),
when the following conditions are satisfied simultaneously.

- S =K'[15]=K[0]
SO =1v'[151=1V(0]

- WGP ((S§?4))3> =0
WGP ((Sg(f))%) =0

According to Observation 2, it is easy to see that the related pair (K’, V') generates a 2-bit shifted keystream with respect
to (K, IV) with a probability of 27> x 27> x 275 x 275 = 2720, This is a high probability compared with an ideal stream cipher that
generates random keystreams. To validate this theoretical probability, we have made an experiment. In this experiment, we randomly
choose 100 keys and 223 different IVs for each key. The experimental result shows that, there are 7.93 2-slide pairs on average found
per key, which leads to an experimental probability of 7.93/2%3 ~2-20013_ Clearly, the experimental probability is quite close to the
theoretical probability 2=20, which confirms the correctness of the calculated theoretical probability.

It should be noted that there are other slide pairs for longer shifts, e.g., 4-slide pair and 6-slide pair, but the probability that two
different key-IV pairs generate the shifted keystreams will become much smaller than 2729, Therefore, we no longer consider the
slide properties of WG-5 with longer shifts.

4. Key recovery attacks on WG-5 based on the slide property of WG-5

Based on the slide property of WG-5 discovered in the above section, this section aims at presenting some key recovery attacks
on the lightweight WG-5 stream cipher in the related key setting. As pointed by Biham and Dunkelman in [29], related key setting
is a standard attack scenario in cryptanalysis of symmetric cryptosystems and has been applied in breaking some well-known stream
ciphers. For instance, related-key weaknesses of the stream cipher RC4 led to a practical attack on the WEP protocol [30]. Generally
speaking, in the related key setting [31], the attacker is assumed to obtain enough keystream bits generated by two different keys
that have a known relationship, while their values are unknown to the attacker. Thus, the relationship R1 defined above is reasonable
and acceptable in the related key chosen IV setting.

4.1. A simple key recovery attack on WG-5 using one related key

After discovering the slide property of WG-5, we are ready to present our key recovery attacks on the cipher. First, a simple key
recovery attack on WG-5 using one related key is proposed in this subsection.

To recover the 80-bit key of WG-5, the attacker has to find at least one 2-slide pair, which can be done by the following algorithm
called Algorithm 1. In this algorithm, a total of N (2 220) chosen IVs are required, since the related pair (K’, IV') generates a 2-bit
shifted keystream with respect to (K, IV') with a probability of 2720 In these N chosen IVs, the value of (IV[2], IV[3]) should be
exhausted and the remaining 70 bits of IV can be randomly chosen.
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Algorithm 1 Finding 2-slide pairs of WG-5.

Input: the fixed and unknown 80-bit key K, and N chosen IVs IV}, -, IV
Output: 2-slide pairs of WG-5

1. For h from 1 to N, do the following:
— Generate a keystream Z by the key-IV pair (K v Vh);
- Generate a keystream Z’ by the related key-IV pair (K’, IV’h);

— Check if Z and Z' are 2-bit shifted keystreams, if yes, a 2-slide pair is found and go to Step 2; otherwise, return to Step 1 and try the next chosen IV.

2. Output the found 2-slide pairs of WG-5.

As shown in Algorithm 1, for each of N chosen IVs, Algorithm 1 should generate two keystreams. Thus, the algorithm has a time
complexity of 2N. Since the related pair (K’, IV") generates a 2-bit shifted keystream with respect to (K, IV') with a probability of
2720 it is easy to know that Algorithm 1 succeeds finding at least one 2-slide pair with a probability of p=1— (1 - 2_20) N, Clearly,
N =22 is a reasonable choice, and then the success probability p ~ 0.632 holds. As shown in Algorithm 1, since we only utilize the
generated keystreams to make a check, the required length of the keystream generated by one key-IV pair is quite small. Since WG-5
has a key size of 80 bits, thus the required length of the keystream generated by one key-IV pair is chosen to be 80, which is large
enough to uniquely determine the secret key.

Once the 2-slide pair of WG-5 is found, the attacker can recover some key bits of WG-5. More specifically, for the found 2-slide pair,
the first two conditions in Observation 2, i.e., S;ll) = K [0] and Sézl) = IV[0], are satisfied simultaneously. In these two equations,
there are 25 key bits involved, i.e., K[0], K[1], K[2], K[3], K[4]. When the attacker makes an exhaustive search of (K[0], K[1], K[2]),
the remaining 10 key bits (K[3], K[4]) can be determined directly as follows.

K[31=K[0]®yK[0]® K[11® IV[11® K21 IV[3]® WGP (IVII5])’)

K41 =1V01@yIVIOI® IVII®K[21@ IV[21® IV[3]® WGP ((K[0])°)

After recovering the 10 key bits (K[3], K[4]), the attacker can make an exhaustive search of the remaining 55 key bits, i.e.,
K[5], -+, K[15], to recover the 80-bit key of WG-5. Thus, the key recovery process has a time complexity of 215 %255 =270 since the
attacker has to make an exhaustive search of 70 key bits totally. Considering the time cost of finding a 2-slide pair, the key recovery
attack on WG-5 has a total time complexity of 22! +270 ~ 270, requiring one related key and 80 keystream bits for each of 22° chosen
IVs. The success probability of this attack is about 0.632, which mainly depends on the success probability of Algorithm 1. It should
be noted that the success probability of the attack can be easily improved when more than 220 chosen IVs are used in Algorithm 1.

22
Assume that 2?2 chosen IVs are used in Algorithm 1, the success probability of the attack will become p=1— (1 — 2‘20)2 ~0.982.
Now, the attack has a time complexity of 222 x 2 4+ 279 ~ 270, requiring one related key and 80 keystream bits for each of 222 chosen
IVs.

4.2. A practical key recovery attack on WG-5 using more related keys

In the simple key recovery attack on WG-5 above, the attacker can recover the 80-bit key of WG-5 with a time complexity of 270,
which is too high that makes the attack unpractical on a common PC. In fact, if more related keys are available to the attacker, the
time complexity can be reduced significantly. In this subsection, a practical key recovery attack on WG-5 using more related keys is
proposed.

There are 7 keys K|, ---, K¢ used in this practical key recovery attack, and the relation between these keys is defined as follows.

K, 1=K;<<<10

where K, = K. The process of recovering the 80-bit key K of WG-5 consists of 7 steps, which is described as follows in details.

— In the first step, the attacker utilizes the keys K, and K; and implements Algorithm 1 once to find a 2-slide pair. After that, the
attacker guesses the value of 15 key bits K[0], K[1], K[2], and determines the value of 10 key bits K[3], K[4] using the guessed
key bits.

- In the second step, the attacker utilizes the keys K, and K, and implements Algorithm 1 once to find a 2-slide pair. Since the
15 key bits K[2], K[3], K[4] have been determined in the first step, the attacker does not need to guess more key bits and can
directly determine the 10 key bits K[5], K[6].

- In the third step, the attacker utilizes the keys K, and K3 and implements Algorithm 1 once to find a 2-slide pair. Since the
15 key bits K[4], K[5], K[6] have been determined in the front steps, the attacker does not need to guess more key bits and can
directly determine the 10 key bits K[7], K[8].

— In the fourth step, the attacker utilizes the keys K3 and K, and implements Algorithm 1 once to find a 2-slide pair. Since the
15 key bits K[6], K[7], K[8] have been determined in the front steps, the attacker does not need to guess more key bits and can
directly determine the 10 key bits K[9], K[10].
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— In the fifth step, the attacker utilizes the keys K, and K5 and implements Algorithm 1 once to find a 2-slide pair. Since the 15
key bits K[8], K[9], K[10] have been determined in the front steps, the attacker does not need to guess more key bits and can
directly determine the 10 key bits K[11], K[12].

- In the sixth step, the attacker utilizes the keys K5 and K¢ and implements Algorithm 1 once to find a 2-slide pair. Since the 15
key bits K[10], K[11], K[12] have been determined in the front steps, the attacker does not need to guess more key bits and can
directly determine the 10 key bits K[13], K[14].

— In the last step, the remaining 5 key bits K[15] can be recovered by making an exhaustive search.

In the seven steps above, the attacker has to implement Algorithm 1 six times, which leads to a time complexity of 223 x 6 ~ 225385,
It should be noted that to achieve a high success probability, 22> chosen IVs are used in Algorithm 1 in this attack, which implies that
the time complexity of Algorithm 1 is 223 here. In the whole process, only 20 key bits have to be guessed, i.e., K[0], K[1], K[2], K[15],
which leads to a time complexity of 220. Thus, the attack has a total time complexity of 223385 4220 % 223615 requiring 6 related keys
and 222 x 6 ~ 224385 chosen IVs. Note that only 80 keystream bits are required for each key-IV pair in this attack. Since Algorithm 1
is implemented six times, the success probability of the attack can be calculated as p® = 0.982° = 0.897. To validate this cryptanalytic
result, we have simulated the whole process of the attack above. In this simulation, we randomly choose 10 keys and execute
the whole attack process for each key. The simulation results show that it takes about 90.175 seconds on average to implement
Algorithm 1 six times, and the key recovery process can be done within 1.879 seconds on average. The simulation was implemented
on a common PC with 2.5 GHz Intel Pentium 4 processor. The experimental results corroborate our assertion that WG-5 can be
broken within about 92.054 seconds on a common PC in the related key setting.

5. Conclusions

In this paper, a weakness called slide property of WG-5 is for the first time discovered. That is, the probability that two related
key-IV pairs of WG-5 generate the shifted keystreams can be up to 2729, which is a significantly high probability compared to an
ideal stream cipher that generates random keystreams. The correctness of this probability is confirmed experimentally. Based on
this weakness, a practical key recovery attack on WG-5 is proposed. In this attack, the 80-bit key of WG-5 can be recovered with a
time complexity of 2213, requiring 6 related keys and 80 keystream bits for each of 224385 chosen IVs. The attack has a success
probability of 0.897. We have validated this cryptanalytic result by simulating the whole process of the attack. The experimental
results show that WG-5 can be broken within about 92.054 seconds on a PC in the related key setting. These results imply that
the design of WG-5 is far from optimal and needs to be strengthened to provide enough security for the lightweight constrained
applications. It should be noted that the attack on WG-5 proposed in this paper is in the related key setting, which is more stringent
than the single key setting. It is an interesting task to propose an efficient key recovery attack on full WG-5 in the single key setting.
We leave it as a future work.
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