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Summary

Introduction: This article is part of the Focus
Theme of Methods of Information in Medi-
cine on the German Medical Informatics Initi-
ative. HiGHmed brings together 24 partners
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from academia and industry, aiming at im-
provements in care provision, biomedical re-
search and epidemiology. By establishing a
shared information governance framework,
data integration centers and an open plat-
form architecture in cooperation with inde-
pendent healthcare providers, the meaningful
reuse of data will be facilitated. Complement-
ary, HiGHmed integrates a total of seven
Medical Informatics curricula to develop col-
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laborative structures and processes to train
medical informatics professionals, physicians
and researchers in new forms of data ana-
lytics.

Governance and policies: We describe gov-
ernance structures and policies that have
proven effective during the conceptual phase.
These were further adapted to take into ac-
count the specific needs of the development
and networking phase, such as roll-out, care-
related aspects and our focus on curricula de-
velopment in Medical Informatics.
Architectural framework and methodol-
ogy: To address the challenges of organiz-
ational, technical and semantic interop-
erability, a concept for a scalable platform
architecture, the HiGHmed Platform, was de-
veloped. We outline the basic principles and
design goals of the open platform approach
as well as the roles of standards and specifi-
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cations such as IHE XDS, openEHR, SNOMED
CT and HL7 FHIR. A shared governance
framework provides the semantic artifacts
which are needed to establish semantic inter-
operability.

Use cases: Three use cases in the fields of on-
cology, cardiology and infection control will
demonstrate the capabilities of the HiGHmed
approach. Each of the use cases entails di-

1. Introduction

The need to use the wealth of data residing
in electronic health records for research
and improvement of care for the individual
is widely acknowledged [1, 2, 3, 4]. Yet, the
vast amount of contemporary hospital in-
formation systems is shaped by disparate
and proprietary application systems and
databases. As these systems frequently lack
standardized data definitions and openly
accessible messaging interfaces, acquiring
routine and research data from these “data
silos” in a timely fashion and with suffi-
cient data quality is challenging [5, 6]. To
overcome these barriers, clinical data ware-
houses have been established within many
organizations [7, 8, 9]. However, the push
towards precision medicine, systems medi-
cine and the emerging paradigm of learn-
ing healthcare systems, requires a holistic
approach that allows to utilize data collec-
tions spread across multiple healthcare
providers [10, 11].

To give an example, molecular stratifi-
cation sub-divides cancer entities into in-
creasingly smaller subgroups, making it
difficult even for larger cancer centers to
recruit enough patients into stratified clini-
cal trials. This applies even more to trans-
lational research on cancer subgroups,
which also requires that data is linked to
powerful biobanks of tumor samples. Thus,
combining information on prevalence of
stratifying biomarkers and on their predic-
tive power with respect to different therapy
options makes cross-center, national or
even international data access a bare
necessity [12].

As a prerequisite to facilitate the reuse of
once collected data effectively for the bene-
fit of patients and the wider population,
hospitals need to join forces and transform

verse challenges in terms of data protection,
privacy and security, including clinical use of
genome sequencing data (oncology), con-
tinuous longitudinal monitoring of physical
activity (cardiology) and cross-site analysis of
patient movement data (infection control).

Discussion: Besides the need for a shared
governance framework and a technical infra-
structure, backing from clinical leaders is a

their sociotechnical infrastructures from
an isolated and function-based approach to
a collaborative and data-driven way of

Table 1 HiGHmed partners.

Core Heidelberg University Hospital/
Partners Medical Faculty (UKL-HD)

University Medical Center
Goettingen (UMG)

Hannover Medical School
(MHH)

German Cancer Research
Center (DKFZ)

Hasso Plattner Institute, Pots-
dam (HPI)

HAWK Hochschule Hildesheim/
Holzminden/Goettingen
(HAWK-HHG)

Heidelberg University (UHD)
Heilbronn University (HHN)

Helmholtz Center for Infection
Research (HZI)

Hochschule Hannover (HSH)
Robert-Koch-Institut (RKI)

TU Braunschweig (TU-BS)

TU Darmstadt (TUD)

Ada Health GmbH
InterComponentWare AG (ICW)

Project
Partners
Academia

Private Pro-
ject and

Networking
Partners NEC

SAP
Siemens Healthcare GmbH
German Heart Foundation

Heidelberger Selbsthilfebiiro
(self-help organization)

Associate
Partners

openEHR Foundation
HL7 Deutschland e. V.
DellEMC
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crucial factor. Moreover, firm and sustainable
commitment by participating organizations
to collaborate in further development of their
information system architectures is needed.
Other challenges including topics such as
data quality, privacy regulations, and patient
consent will be addressed throughout the
project.

thinking. While a main aspect for the para-
digm shift lies in the successful cultural
change to establish trustful collaboration
and sharing of data between organizations,
an underlying technical framework needs
to be carefully engineered to support the
richness and complexity of clinical data,
workflows, analysis methods, data privacy
and security considerations, and access
policies.

The HiGHmed core consortium brings
together three university hospitals — Hei-
delberg University Hospital (UKL-HD),
University Medical Center Goettingen
(UMG), and Hannover Medical School
(MHH) - along with a further research in-
stitution, the German Cancer Research
Center (DKFZ). The consortium is com-
plemented by a line-up of 20 partners, in-
cluding research institutions, industry and
other associated partners (»> Table 1).

By establishing a shared information
governance structure between all partici-
pating clinical sites in accordance with the
FAIR principles of data reuse [13], and by
iteratively introducing an extensible and
scalable software architecture, the trans-
lation between care provision and bio-
medical research will be enhanced. Newly
founded and dedicated organizational
units called Medical Data Integration
Centers (MeDICs) and the Omics Data In-
tegration Center (Omics DIC) at DKFZ
will hold the competencies and resources
needed to implement the HIGHmed con-
cepts and to manage, integrate and provide
clinical and research data. To demonstrate
the capability of the technical design and
the organizational structure, the MeDICs
take over the responsibility to demonstrate
the suitability of the HiGHmed approach
by supporting three medical use cases in
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the domains of oncology, cardiology and
infection control.

Apart from the technical, methodologi-
cal and organizational infrastructure for
sharing, re-using and analyzing data, a
strong focus will be put on educational ad-
vancement. Clinical personnel, researchers
and Medical Informatics professionals
need continuous education on decision
support, data-driven research and health
data management. Hence, seven edu-
cational and two industry partners have
combined forces, and have committed
themselves to strengthen existing Medical
Informatics curricula, and to develop and
implement new forms of education for
computer scientists, researchers, phys-
icians, nurses and other health profes-
sionals.

2. Governance and Policies

2.1 HiGHmed Governance
Structure

The consortium is directed by a HIGHmed
coordinator and two appointed deputies,
and is based on the following bodies that
govern the consortium (see also P> Figure

1):

2.1.1 Executive Board

HiGHmeds major management body is
the Executive Board (EB), which bears fi-
duciary responsibility for overall oper-
ations within HiGHmed as well as budget-
ary responsibility. The EB is comprised of
the HiGHmed coordinator and its dep-
uties, speakers of the local MeDICs, speak-
ers of HIGHmed’s clinical use cases oncol-
ogy, cardiology and infection control, the
teaching program coordinator, and an
ethics and stakeholder representative. EB’s
major tasks are progress monitoring of the
project, quality assurance and risk manage-
ment, conflict resolution and interaction
with all HIGHmed bodies and stakeholders
involved, expansion and strengthening of
partnerships, collaboration with the Medi-
cal Informatics Initiative coordination of-
fice and the National Steering Committee,
and planning and implementing measures
for sustainability. The EB establishes and

© Georg Thieme Verlag KG 2018

Figure 1

dissolves additional working groups and
positions based on organizational needs.

2.1.2 Supervisory Board

HiGHmed’s Supervisory Board supervises
the policy pursued by the EB and its mana-
gerial duties. The Supervisory Board con-
sists of representatives of the management
boards of HIGHmed’ participating univer-
sity medical centers, including scientific
and administrative executives. In the case
of non-unanimous decisions, each core
university medical center will have one
vote. All fundamental decisions regarding
the progress of HiGHmed, the role of
partners and the acceptance of new partner
hospitals, will be prepared in the EB and
decided in the Supervisory Board. Both,
the Supervisory Board and External Advis-
ory Board provide important strategic
counsel to HiGHmed’s EB, taking into ac-
count the interests of all HIGHmed stake-
holders.

2.1.3 Technical Coordination Board

The Technical Coordination Board sup-
ports the EB in all technical aspects and
coordinates the technical part of the
HiGHmed project. The Technical Coordi-
nation Board consists of representatives of

Overview of the HiGHmed governance structure.

technical executives of HiIGHmed’s partici-
pating university medical centers as well as
representatives from academic and indus-
trial partners. One member of the project
management team will support the work of
the Technical Coordination Board. The
Technical Coordination Board reports to
the EB.

2.1.4 Project Management

To support the HiGHmed management
structure, a project management office
under the supervision of the HIGHmed co-
ordinator, interfaces with local project
management in the MeDICs. Additionally,
the project management office will coordi-
nate support in communication, marketing
and reporting activities.

2.1.5 Curricular Board

For the design and implementation of a
HiGHmed Educational Concept and its
alignment with HiGHmed’s other activ-
ities, a curricular board will develop teach-
ing formats usable at different sites and for
different target groups addressing major is-
sues in precision medicine. The Curricular
Board reports to the EB.
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2.1.6 Use and Access Committee

To guarantee timely, legitimate and secure
provision of data to researchers in accord-
ance to all HIGHmed and national policies,
each university medical center operates a
Use and Access Committee (UAC). Sup-
ported by service-oriented Data Transfer
Units, selected representatives from
multiple stakeholder groups, including
physicians, researchers and data protection
commissioners, decide transparently and
objectively on data access applications
from internal and external requestors. The
Use and Access Committee will seek regular
consultancy by patient representatives to
safeguard patients’ interests in its govern-
ance.

2.1.7 Ethics Working Group

HiGHmeds leading experts for practice-
oriented ethics and governance research
with manifold experiences in empirical
stakeholder research (social, political, cul-
tural sciences), philosophy, and meta-re-
search undertake interdisciplinary research
on ethical, policy and social issues with re-
gard to the collection, linking, and use of
patient data in medical research and health
care. A central aim is the evidence-based
development of practice-oriented frame-
works and recommendations for govern-
ance solutions, with immediate relevance
for the consortium as well as for the on-
going national and international debates in
the field. The Ethics Working Group re-
ports to the EB.

2.1.8 External Advisory Board

The External Advisory Board (EAB) en-
sures both alignment of the HiGHmed
concept with international activities and
compliance with international standards. It
advises the EB regarding HiGHmed’s pro-
ject progress and continuation. The Exter-
nal Advisory Board consists of inter-
national experts in the field of Medical
Informatics, who will be supported by rep-
resentatives from patient organizations to
receive feedback about patient partici-
pation in research and the quality of ser-
vice the patients have received. Therefore,
the board will also provide a basis to moni-

tor the progress of HiGHmed’s core prin-
ciple ‘patients first.

2.1.9 General Assembly

In order to maximize the impact of the
broad expertise provided by HiGHmed’s
project and associated partners, and to in-
clude all stakeholders in the development
of HiGHmed, representatives of all
HiGHmed partners meet annually in the
General Assembly. During the General As-
sembly, the partners are informed about
the activities within the HiGHmed consor-
tium and the progress of the HiGHmed
project and jointly discuss the options for
the future of the HIGHmed partnership.
The General Assembly contains a public
part, to which external academic and in-
dustrial experts and stakeholders are in-
vited.

2.2 Integration of Further Clinical
Sites and Partners

The HiGHmed concept is designed as an
open platform and HiGHmed will actively
recruit new partners for the implemen-
tation of HiGHmed’s technology platform.
Following the integration of further univer-
sity medical centers to the HiGHmed con-
sortium, representatives of these sites will
join the respective governing bodies,
namely the Executive Board and Supervis-
ory Board.

HiGHmed’s teaching program is specifi-
cally designed to integrate with other cur-
ricula in the context of the national digital
agenda of the Federal Ministry of Edu-
cation and Research (BMBF)!, so that a
swift integration of other university medi-
cal centers into our curricula development
program is envisioned.

2.3 Interaction with the National
Steering Committee

Technical and management representatives
of HiGHmed’s governance bodies closely
interact with the national Medical In-
formatics coordination office, the National
Steering Committee (NSG), to support

1 https://www.bmbf.de/en/index.html
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joint collaboration of the consortia within
the Medical Informatics Initiative. The
National Steering Committee plays a key
role regarding aspects of semantic and syn-
tactic interoperability. Besides a strong
contribution of HIGHmed’s representatives
to all National Steering Committee work-
ing groups, HiGHmed will assist in the es-
tablishment of a strategy and implemen-
tation process to enable consortia partners
to use SNOMED CT in Germany.

3. Architectural Framework
and Methodology

To support data management and data
sharing in the context of patient care, re-
search and knowledge management on an
institutional, regional, national and inter-
national scale alike, a diverse set of techni-
cal and non-technical requirements needs
to be addressed by the MeDICs. This hol-

istic view on care and research demands a

multi-layered architecture to build an inte-

grated platform that supports current and
future use cases including recent develop-
ments within omics technologies.

Based on a common understanding of
the pressing challenges and needs for a col-
laborative information and knowledge
sharing, we have defined core principles to
guide our considerations for the technical
and organizational design of a shared
socio-technical process, hereinafter re-
ferred to as the HiGHmed Platform:

1. Patients first: All activities in
HiGHmed are centered on the question
what benefits patients most. Therefore,
in addition to fine-grained use-and-ac-
cess control, patients will be able to view
and obtain their health data through
user-friendly tools (e.g. mobile apps, pa-
tient portals) similar to the Personal
Electronic Health Record (PEHR) ap-
proach [14, 15]. By unlocking health
data for patients, potential barriers in
the patient-caregiver relationship may
be reduced. Gaining better insights into
their own health situation results in
better health literacy, which might have
positive effects on health care quality
and outcome [16]. In close cooperation
with patient organizations, a human-
centered design approach and investi-
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gations into how health data could be
best visualized and presented to em-
power patients, will be implemented.

. Data Safety and Privacy: Each step in
planning the HiGHmed Platform has
been undertaken by considering the
highest level of data safety and data pri-
vacy including the patients right of in-
formational self-determination. Medical
data may only be processed for research
purposes after a patient has given his or
her informed consent. Based on a fine-
grained use-and-access control mech-
anism, usage of medical data by indi-
viduals and organizations is strictly
controlled, documented and requires
authorization through the patient’s con-
sent. Patients have the right to revoke
their consent at any time.

. Clinical Relevance: All components of
the HiGHmed Platform are defined
along the needs of healthcare profes-
sionals and clinical researchers. Clinical
relevance, not mere technical feasibility,
is the driver for our clinical use cases
and design choices. Data management
and semantic interoperability have been
given the priority.

. Clinically-led Data Modeling: It is
widely accepted that interoperability is
not only a technical challenge. Interop-
erability must be negotiated between
stakeholders. For this reason, healthcare
professionals and researchers alike need
to be engaged actively to establish sem-
antic interoperability. This creates a new
clinico-technical role, the so-called data
stewards. Data stewardship implies the
professional long-term care of data from
design to processing and sharing data
for the different purposes (e.g. research,
training). Consequently, semantic inter-
operability needs to be tackled from a
domain specialists’ view by separating
technical implementation aspects from
the activity of domain modeling. In par-
ticular, we focus on practice-proven,
technology-independent ~ formalisms
based on open international standards
with established tool-support, elabor-
ated artifact versioning, and model life-
cycle management.

. Semantic Traceability: Semantic mod-
els need to be computable and should
not be created for specific messaging or

© Georg Thieme Verlag KG 2018

document standards, but serve as de-
finitive models of semantics that can be
used to generate downstream artifacts
for different purposes such as the defini-
tion of user entry forms, XML schemas,
data validation schemas, REST APIs,
database queries etc. [17]. We consider
data steward-supported single-source
modeling as a mandatory precondition
in a distributed environment to enforce
semantic traceability through all system
layers at all sites, thus avoiding errors in
the local implementation of semantic
artifacts.

. Proven Technology: To meet the ambi-

tious goals of HiGHmed, we prefer ro-
bust and practice-approved technology
supported by industry and solidly
funded open source projects over re-
search prototypes and proof-of-con-
cepts. Practice-approved to us means
wide adaption and incorporation of the
technology by regional and national
eHealth programs, hospitals and health
trusts.

. Scalability: While a technical solution

needs to be optimized to handle high
volumes of complex as well as con-
stantly changing information and clini-
cal workflows, a good balance between
technical standardization on the one
hand, and flexibility regarding the or-
ganization and configuration of each
particular MeDIC on the other hand, is
needed. For example, automated provi-
sion of data to researchers in terms of
export formats should be highly flexible
in each MeDIC: from export to well-
known analytics tools to contemporary
data persistence technologies such as
graph databases, semantic triple stores,
column-based databases, map-reduce
frameworks etc. At the same time, we
seek to minimize the requirements
needed to connect to the HiGHmed
Platform.

. Sustainability: It is certain that the

underlying technology of the platform
will be affected by progress and changes
in information technologies. While, for
example, REST interfaces are the state of
the art for many application scenarios in
web-based environments, it is not poss-
ible to foresee the development of tech-
nology within the next ten years. In ad-

dition, new developments in database
technologies need to be incorporated
seamlessly without introducing new
technological dependencies. Therefore,
we seek to externalize knowledge arti-
facts as clinical content models, termi-
nologies, guidelines, algorithms, queries
etc. by expressing them in technology-
neutral and open formats, allowing the
data and their definitions to migrate
from one technology stack to another
efficiently.

. Decentralization: Patient data will

reside at each site. Until access is needed
by a network participant and patient
consent has been given, no data is trans-
ferred to another (partner’s) data reposi-
tory of any kind. Furthermore, we see
vast potential in privacy-preserving
methodologies and approaches transfer-
ring analysis algorithms towards data
instead of vice versa.

10.Enable Innovation: Finally, a technical

infrastructure that shall serve a great
variety of use cases at the intersection of
care provision and research needs to be
highly extensible. Therefore, we only
consider technologies as appropriate
that facilitates the development of new
clinical applications, mobile apps and
analytics. Omics technologies and sen-
sor data of patient medical devices are
already part of new clinical processes.
Within HiGHmed, we will incorporate
ongoing progress of leading biomedical
research in the omics field and health-
enabling technologies.

3.1 Open Health Platform
Architecture

Based on these core principles, we defined
an interoperable, open health data plat-
form, the HiGHmed Platform. In accord-
ance with the definition provided by Beale
[18], the HIGHmed Platform is designed as
a coordinated process that steers the iter-
ative definition of open service interfaces,
open system specifications, operating pro-
cedures and open clinical information
models. Consequently, the following char-
acteristics are essential:

1. Open Service Models: all specifi-

cations of the provided application pro-
gramming interfaces (APIs) are openly
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accessible to everybody. Specifications
include data security and privacy, elec-
tronic health record (EHR) manage-
ment and database queries.

2. Open Information Models: All clinical
models are well defined based on estab-
lished open standards. Data based on
these models can be reliably processed
and computed in local and distributed
environments. In addition, all models
defined and reused in HiGHmed are
made openly available to the commu-
nity.

3. Open System Specifications: All sys-
tem components and protocols are
openly specified using licenses feasible
for commercial and non-commercial
use, so that every component in the sys-
tem can be replaced by software from
multiple vendors or open source com-
munities.

By providing an open platform architec-
ture, HIGHmed aims to avoid any manda-
tory procurement of proprietary solutions
that would cause vendor lock-in. Instead,
participants in HiGHmed are able to ac-
quire relevant components from different
vendors, open source initiatives or by self-
development. This architecture aims to
foster an ecosystem based on open service
interfaces and clinical models. To a large
extent, this approach follows the “Connect-
ing Health and Care for the Nation: A
Shared Nationwide Interoperability Road-
map” by the US healthit.gov2 Developers
will be readily engaged in the development
of software applications based on clinical
and research data, fulfilling the require-
ments of patients, caregivers and re-
searchers alike.

» Figure 2 provides a high-level view of
the platform components and the local in-
formation systems on the examples of the
MeDICs of Heidelberg and Goettingen. As
a basic principle, the HIGHmed approach
aims for a careful balance between site-spe-
cific configuration of the MeDICs and
necessary standardization.

While the hospital information system
environment will be the main source for

2 https://www.healthit.gov/sites/default/files/hie-in
teroperability/nationwide-interoperability-road-
map-final-version-1.0.pdf

data, relevant information from different
healthcare sectors is integrated and made
available via the respective regional PEHR
based on IHE Cross-Enterprise Document
Sharing (Imaging) (XDS-(I)) infrastruc-
tures. Local integration layers are built
autonomously, due to heterogeneous indi-
vidual hospital information system land-
scapes, to optimally address site-specific
needs and to ensure provision of data to
the HiGHmed Platform in time and with
high data quality. Most commonly, this is
achieved by establishing extract, transform,
load (ETL) processes and by utilizing a
communication server. Furthermore, other
cross-sectional and longitudinal data sets
from registries, clinical trials and net-
worked research projects will be of high
relevance. To meet local data analysis
requirements, extensions of the HIGHmed
Platform, such as adding a data lake to the
ETL processes, are possible.

The HiGHmed Platform consists of an
IHE XDS Affinity Domain combined with
an openEHR clinical data repository. IHE
XDS-I and Cross-Enterprise Document
Reliable Interchange (XDR) profiles form a
coarse-grained and scalable distribution
service. Fine-grained APIs for data provi-
sion and access will be established by
openEHR through the Archetype Query
Language (AQL) and a REST API based on
SMART on FHIR. By using this combi-
nation, imaging data as well as (semi-)
structured and unstructured data can be
managed, distributed and provided within
an organization based on shared inform-
ation models. This way, the HiGHmed
Platform provides means to develop a wide
range of applications, ranging from small
decision support apps, clinical registries
and research databases to comprehensive
electronic health record components. To
support the HHGHmed use cases, new clini-
cal application systems and data analysis
apps will be directly developed against the
HiGHmed Platform and deployed within
the clinical care environment.

To complement the information man-
agement capabilities of the platform,
knowledge services are connected to the
MeDICs to provide external information
sources, such as literature and biomedical
databases. These are essential to improve
clinical care and research activities. Gather-

License terms: CC-BY-NC-ND (https://creativecommons.org/licenses/by-nc-nd/4.0)

ing medical information from different
databases usually is a time-consuming
manual task and needs extensive domain
knowledge. A central knowledge connector
component for the consortium will act as a
“one-stop-shop” for information for users
(via graphical user interface) and machines
(via API), granting access to commercial
and open databases by own API-based ser-
vices.

To provide data to partners in
HiGHmed, data needs to be de-identified
and made accessible through a data feder-
ation service. On request for a certain
research project and based on a patient’s
consent, his or her data is automatically
pseudonymized by a trusted third party
(GECKO Institute at Heilbronn University)
and afterwards either transferred to the re-
questing partner or made available in a
XDS-based research data mart. Patients
will have access to their healthcare in-
formation and control access to this by
healthcare providers. Exchange of record-
level data is implemented based on IHE
Cross-Community Document Reliable In-
terchange (XCDR). IHE Cross-Commu-
nity Access (XCA) is implemented to ac-
cess data in XDS-based research data
marts.

While in general, de-centralization of
components is a leading principle, some
services need to be implemented inter-or-
ganizationally. These services cover in-
formation model governance, terminology
servers, de-identification, privacy-preserv-
ing record linkage, services to involve ex-
ternal parties and more. Since automated
anonymization of free-text currently does
not achieve 100% sensitivity [19], natural
language processing and information re-
trieval have to be performed within the
MeDICs. Thus, free-text data is never pro-
cessed outside the MeDICs or even ex-
changed between the MeDICs. If possible,
algorithms instead of data are to be ex-
changed, bringing algorithms to data not
vice versa, to prevent massive data transfers
for imaging and omics data.

In the long term, we consider the need
of data mappings to cause lasting expenses.
Therefore, based on the introduction of
a collaborative information and knowl-
edge governance process, participants in
HiGHmed will have the capability and
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Figure 2

High level view of the
HiGHmed technical
infrastructure on the
example of the medi-
cal universities of
Heidelberg and Goet-
tingen. Blue depicts
the existing infra-
structure of the
partners; yellow de-
picts the MeDICs;
purple depicts inter-
organizational com-
ponents.

tooling to iteratively harmonize their data
semantics within clinical application sys-
tems and research databases. In doing so,
newly developed and existing applications
can increasingly produce data that can be
directly loaded into the clinical data reposi-
tories of the MeDIC without laborious
ETL-processes and extensive mappings
that are costly and semantically lossy. This
approach promises to greatly facilitate and
streamline the provision of data within
HiGHmed and to ensure sustainability.

3.2 Semantic Modeling

To achieve the ambitious goals of
HiGHmed, we consider semantic modeling
as one of the most critical parts as this ac-
tivity will generate the necessary knowl-
edge to safely access data in a cross-enter-

© Georg Thieme Verlag KG 2018

prise environment with high precision and
recall. As eHealth standards and systems
will continue to evolve over time, semantic
domain models should be built as com-
pletely independent entities, separated
from specific software products, solutions,
or technologies, run by and for domain ex-
perts. Thus, we incorporate a multi-level
modeling methodology that clearly separ-
ates domain knowledge from aspects of
technical implementation. As introduced
by the openEHR specifications, multi-level
modeling uses a concept (called archetypes)
that allows defining rich and computable
metadata models of clinical information by
applying constraints on a reference model
[20]. An archetype defines the set of in-
formation and data structures related to a
particular clinical concept. Importantly, the
underlying formalism, the Archetype Defi-

nition Language (ADL) provides compre-
hensive modeling capabilities such as
specialization/inheritance, nesting, termi-
nology bindings, version tracking, lifecycle
states etc. [21]. Archetypes follow a formal
syntax to support the exchange and sem-
antic interoperability of these concepts, but
at the same time, they are very close to the
mindset of clinicians, being easily edited
and interpreted without deep knowledge of
technical details. This allows to drive the
development of standards by the real-world
needs of physicians and to capture their
exact clinical needs for complex use cases,
which can be represented by arranging and
further constraining archetypes within so
called templates [22].

Archetypes have been adopted by the
CEN/ISO 13606 standard and by the HL7
Clinical Information Modeling Initiative
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(CIMI) [23, 24, 25]. Implying a separation
between the software and database repre-
sentation of data on the one side and the
computable and sharable definition of in-
formation models and metadata models on
the other side, the problem of representing
complex and ever changing clinical data in
software systems is simplified as changes in
the domain layer can be more easily
adapted in the software layer [26]. Once
archetypes are defined, they represent defi-
nite models of semantics that can be used
for multiple purposes, including the gener-
ation of data capture forms in EHRs, data-
base schemas, transformations, messages,
data validation algorithms, data querying,
etc. In HiGHmed, we directly deploy
archetypes and templates to openEHR re-
positories to guarantee semantic traceabil-
ity throughout all sites. Above-mentioned
software artifacts are thus automatically
and directly created from the experts’ do-
main understanding without the need
for manual transformations. As a conse-
quence, all agreed-upon semantics are en-
forced and guaranteed through all software
layers at the vendor-independent data re-
positories of all network participants.

3.3 Information Governance Model

We adapted and adjusted the approach that
is used by the national archetype govern-
ance model of Norway (Nasjonal IKT) to
serve as a starting point for the information
governance processes within HiGHmed
[27, 28]. »>Figure 3 shows an overview of
the HiGHmed governance process for
identifying or defining clinical information
models.

The first step is the identification of a
need to standardize data items. In the early
phase of HIGHmed, these needs will be de-
termined by the selected use cases and by
the input of stakeholders like researchers,
clinicians and industry partners. At each
site, the data stewards of the particular
clinical domain take responsibility to
gather local needs and to communicate
with the superordinate HiGHmed Modeling
Group, which is responsible for the organ-
ization of the cross-enterprise data model-
ing activities. Upon approval by the Model-
ing Group, the local data stewards investi-
gate if an archetype is readily available
from the international Clinical Knowledge
Manager of the openEHR Foundation® If
not, a first draft archetype is created from
scratch. HiGHmed intends to reuse as
many archetypes as possible. This will
allow to map data on models that have
been internationally agreed upon and that
are already in practice in several countries.
Named reuse will save resources, as many
archetypes have been created considering
the input of several hundred clinical ex-
perts from around the world [29]. Before
an archetype is incorporated, data stewards
and other domain experts like physicians
or researchers will discuss and contribute
their local requirements. Additionally, after
a technical and functional review, arche-
types are approved by all participants and
are ready for use in production. By con-
tributing newly developed archetypes to
the international community, domain ex-
perts and those from different disciplines
can be involved in the development of glo-

3 https://www.openehr.org/ckm/

bal standards. As openEHR archetypes are
routinely inspected by other standard-
ization development organizations like
HL7 to define message formats, this will
also help to align our data model with
newly emerging messaging standards as
HL7 FHIR [30].

3.4 Terminologies

Besides the use of a reference model and
domain models, terminologies (including
ontologies) are the third pillar to achieve
semantic interoperability [31]. They are
useful to express unambiguous and com-
putable statements about patients and
health-related objects, to query clinical
data repositories, to combine EHR data
with external sources, and to connect
structured EHR data with concepts ob-
tained from free-text using natural lan-
guage processing (NLP) methods [32].
They also help to express local differences
in the levels of data granularity by defining
site-specific value sets, which are incorpor-
ated within templates.

In HiGHmed, we strive to encode data
using terminology standards, such as
ICD-10, LOINC, and SNOMED CT, where
applicable. Due to its comprehensiveness
and its progressing development towards
an ontology based on formal description
logics, we regard SNOMED CT as the
core reference terminology for HIGHmed.
However, since SNOMED CT cannot cover
all aspects of healthcare and already estab-
lished terminologies have to be considered
as well, a coordinated approach on a
national and international level is required.
Regarding the integration of terminologies
within clinical information models, the

Figure 3 Governance process for archetype creation and approval.
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HiGHmed Platform uses formally express-
ible binding mechanisms called Terminol-
ogy Bindings, which are defined by the
Archetype Definition Language. Thus,
clinical information models and ter-
minologies can complement each other to
support data retrieval and querying, data
capture and semantic interoperability be-
tween disparate sites [21, 33].

Regarding the development, adminis-
tration, maintenance and distribution of
terminologies between different sites, we
will start with a setup that relies on the
availability of a FHIR Terminology Service
interface [34]. While this interface has been
defined considering the Common Termi-
nology Services 2 (CTS2) standard of the
Object Management Group, it also offers
flexibility to interface to other technologies.
It provides a simple, yet powerful REST in-
terface to search/query code systems and
defined value sets as well as to conduct
some basic management functions. To sup-
port the use of SNOMED CT, it provides
functions to enable subsumption testing,
testing for subset membership and subset
expansions. Thereby, queries on concepts
and value sets will be defined and com-
bined with queries on the data level. If
further features or harmonization with a
national terminology service is needed at a
later stage, the FHIR terminology service
could be seamlessly integrated with CTS2
standard (as e.g. incorporated within the
Austrian ELGA project [35]). In addition
to standard terminologies, there will be a
real-world need for HIGHmed-specific ter-
minologies, code lists and value sets. These
aspects will need to be coordinated within
the Technical Coordination Board of
HiGHmed in accordance with national
standards.

3.5 Data Provision and
Distribution Services

To optimally support health information
exchange scenarios with a broad range of
participants, it is required that each MeDIC
implements an IHE XDS infrastructure in-
cluding THE Patient Identifier Cross-refer-
encing (PIX) by providing an individual
Master Patient Index (MPI) [36]. Access
rights and patient consents require each
MeDIC to provide an THE Healthcare Pro-

© Georg Thieme Verlag KG 2018

vider Directory (HPD) and consent man-
agement based on IHE Advanced Patient
Privacy Consents (APPC). Directed com-
munication will be possible via IHE XDR, a
profile for supporting peer-to-peer com-
munication of medical content [37]. Since
IHE XD* defines documents as content-ag-
nostic containers, arbitrary content can be
sent using IHE XDR. HiGHmed will use
IHE XDR for responding to queries by pro-
viding one document per patient. The
querying site implements a Document
Consumer Actor, and the responding site
implements a Document Source Actor.
Large amounts of data are not supposed to
be sent to the requestor, but instead the al-
gorithms are sent to the data (e.g. omics
pipelines in each MeDIC). This approach
reduces the amount of data sent, and the
requestor will only receive the analysis re-
sults.

To realize the workflows of cross-enter-
prise data federation within the consor-
tium for the technical IHE-based solution,
processes like anonymization, pseudonym-
ization, consent management, use and
access management (i.e. storing the user
request, the integrated data and their
analysis results) will be implemented. Not
all processes are currently supported by
IHE profiles. Hence, new profiles will be
developed and ideally agreed upon nation-
ally before proposing them to THE Inter-
national (either the IT Infrastructure (ITT)
or Quality, Research and Public Health
(QRPH) Domain).

3.6 Data Validation and
Persistence

To load data into the XDS repository and,
thereby, make them available to the
HiGHmed Platform, each document is
submitted using IHE ITI-41 (IT Infrastruc-
ture) messages. As the IHE XDS Registry
Actor only accepts metadata for known pa-
tients, only data of patients that are already
registered at the MPI can be loaded suc-
cessfully. Each THE ITI-41 message con-
tains a metadata set that is necessary to
create an entry in the XDS Registry. Each
openEHR composition submitted to the
openEHR repository is formally checked
for compliance with the constraints defined
in its associated template. This mechanism

is completely automated, meaning that all
constraints set in the template will be
checked for correctness on each data item.
In case of a constraint violation, a report is
created and sent back to the providing sys-
tem, giving detailed information about the
path of the data element and the type of
failure. By using this validation approach,
constraint checking does not have to be de-
fined in the ETL-process, but is done auto-
matically from the constraints that domain
experts, researchers and clinicians have
agreed upon beforehand. This approach fa-
cilitates the standardization of data vali-
dation in cross-enterprise environments.
The Guideline Definition Language (GDL)
[38] will complement these constraints by
allowing the expression and processing of
complex business rules directly referencing
archetypes and templates. After successful
validation, the data is finally stored in the
clinical data repository. As the use of the
openEHR Reference Model and templates
allows for a fully generic persistence of
data, there is no need to make changes to
the underlying database. Consequently,
newly added data can be queried immedi-
ately using the Archetype Query Language
or be accessed using the REST interface.

3.7 Pipelining Data Analytics

The representation of data in a canonical
and standard-based format not only allows
for distributed querying and access via
APIs, but facilitates transformations and
provision of data in the format that is most
suitable for particular data analytics and
data mining applications. From the local
data repository, all structured data can be
(semi-)automatically transformed to a var-
iety of formats. For example, the auto-
mated creation of tranSMART and i2b2
data marts is feasible [39]. This is a benefit
of using archetypes, which allow to flexibly
change clinical models while the trans-
formation algorithms rely on the stable
openEHR Reference Model. Thereby, ac-
cess to a clearly defined and limited set of
detailed patient data can be provided
timely and without rewriting ETL-pro-
cesses whenever new data definitions are
added to the HiGHmed Platform. Anal-
ogously, arbitrary structured EHR data can
be automatically transformed to the Web
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Ontology Language (OWL). This allows
for easy linkage of data with other sources
that are readily available in OWL/RDF
formats [40]. This also permits to use the
full capability of ontologies of SNOMED
CT for reasoning and semantic queries.
Apart from of these advanced approaches,
automated data exports to relational data-
base tables and interfaces to a range of ana-
lytics tools including R, Apache Spark,
Apache Drill and Power BI will be sup-
ported eventually. The HiGHmed Platform
will combine these transformations along
with virtual images for the on-demand cre-
ation and provision of dedicated data
marts for researchers at the local sites,
HiGHmed and external partners alike.
These data marts will also be stored in an
archive.

3.8 Querying

By using openEHR and IHE XD*, we are
able to establish data provision and access
at different levels of detail. While THE XD*
offers a very high-level access to document
metadata, openEHR enhances the pro-
vision services of IHE XDS by offering
the possibility to create fine-grained data
queries on structured data sets via the
Archetype Query Language (AQL) [33].
»Figure 4 shows an exemplary AQL
query. AQL directly references openEHR
archetypes and terminologies to establish a
semantically enabled, model-based ap-
proach to data querying. As AQL state-
ments are defined at the clinical inform-
ation model level, the execution of the
queries is independent of the physical rep-
resentation of the clinical data in the data-
base layer. Thereby, queries and analytics
scripts can be reliably shared between soft-
ware systems from different vendors and
dissimilar MeDICs, which nevertheless in-
corporate the same set of archetypes. For
the HiGHmed Platform, this introduces a
way to query data, and deploy algorithms
and clinical decision support systems in a
highly-distributed environment. By de-
coupling queries and algorithms from the
physical representation of the data, it ap-
pears possible to migrate to high-perform-
ance databases (incorporating ‘big data’
technology such as in-memory databases,
map reduce frameworks) without the need

to rewrite any queries or adjust connected
decision support systems.

3.9 Application Programming
Interfaces

The HiGHmed Platform offers an open
and standardized REST API based on
openEHR that is flexible enough to imple-
ment small apps as well as full-blown EHR
systems [41]. Applications in HiGHmed
can directly query the MeDIC data reposi-
tories or dedicated data marts for analytical
queries along with an operational system to
collect and manage data. As all underlying
implementations of the openEHR standard
share the same information models, a
seamless exchange between all systems will
be possible. To complement openEHR, we
will use HL7 FHIR to provide further inter-
faces for application developers and data
exchange [42]. FHIR will be implemented
in combination with SMART interface,
which has already led to a multitude of use-
ful health applications that aim to access
data in a standardized way [43].

3.10 Use and Access Management

> Figure 5 depicts a basic workflow for use
and access management. Based on the
shared metadata model, AQL queries are
directly defined by the requestor via a drag
and drop user interface. These queries are
distributed to all relevant sites to provide
counts of matching patients. Eventually,
the requestor receives aggregated counts
grouped by sites. Next, to access the rec-
ord-level data for statistical analysis, the re-
search project is proposed to all relevant
institutional review boards (IRB). After ap-
proval, the requestor sends a data access

request via the local Data Transfer Unit
(DTU) to the local Use & Access Commit-
tee (UAC). After a positive vote, the DTU
uses the information from the data access
request form to obtain a list of eligible
patients. Afterwards, an IHE Document
Consumer Actor uses this list along with
optional constraints on document types
and temporal constraints to query the IHE
XDS Registry Actor. Based on the particu-
lar requestor, all access rules defined by the
patients HiGHmed consent documents are
checked based on IHE APPC. Then, using
an THE ITI-43 transaction (Retrieve Docu-
ment Set), all applicable documents and
data sets are retrieved by the Data Mart
Manager and automatically loaded into an
instance of the openEHR repository data
mart which can be accessed by the reques-
tor.

4. Use Cases

HiGHmed’s three prototypical clinical use
cases were chosen deliberately, reflecting
typical, frequently occurring, yet quite di-
verse research questions and care scenarios
that require seamless data sharing and inte-
gration. The three use cases entail diverse
challenges in terms of data protection and
privacy, including clinical use of genome
sequencing data (oncology), continuous
longitudinal monitoring of physical activity
(cardiology), and cross-site analysis of pa-
tient movement data (infection control).
While the use cases will demonstrate the
capabilities of the HiGHmed Platform to
serve as foundation for diverse and com-
plex clinical and research application sys-
tems, they are also designed to deliver im-
mediate added value for clinical care and

SELECT

EHR e

diagnosis.vl] WHERE
c/name/value="Current Problems*

e/ehr_status/subject/external_ref/id/value,
diagnosis/data/items[at0002.1]/value FROM

CONTAINS Composition c[openEHR-EHR-COMPOSITION.problem_list.v1]
CONTAINS Evaluation diagnosis[openEHR-EHR-EVALUATION.problem-

AND diagnosis/data/items[at0002.1]/value/defining_code matches {
terminology://SnomedCT/hierarchy?rootConceptld=50043002 }

Figure 4  This sample AQL query shows the capability of AQL to incorporate terminologies within
queries: an URI directs to the SNOMED-CT terminology and additionally states an instruction to apply a
“hierarchy” function call to retrieve all descendants of the given concept.
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Figure 5

Basic technology-
supported workflow
of the use and access

management.

all involved stakeholders. Patient partici-
pation is given highest priority, and, thus,
each of the medical uses cases is tightly
intertwined with ethical research and con-
siderations. Our use cases will provide
practical case studies and training ground
for the educational activities.

4.1 Oncology

Cancer diseases of the liver, pancreas and
the bile duct system are collectively classi-
fied as carcinomas of the hepato-pancre-
ato-biliary (HPB) tract. HPB cancers are
among the most challenging malignancies
that patients and oncologists face. The per-
sonalization of diagnosis and treatment of
HPB cancer diseases is an emerging ap-
proach that requires highly complex meth-
ods such as multi-modal imaging, individ-
ualized radiotherapy planning, germline
and cancer genome sequencing. Moreover,
many recent scientific reports emphasize
the power of molecular stratification and

© Georg Thieme Verlag KG 2018

imaging biomarkers, indicating that spe-
cific (germline and somatic) genomic,
radiomic, radiogenomic, epigenetic, or
gene expression alterations and pathway
dysregulations not only define cancer de-
velopment and progression, but also me-
diate therapeutic resistance [44]. However,
to what extent individual molecular signa-
tures correlate with certain patient charac-
teristics (e.g. with clinical presentation at
onset or with metastatic pattern), or with
specific phenotypic features on radiological
imaging or histology, is largely unknown
[45].

For this reason, the overall aim of the
use case oncology is to establish a func-
tional infrastructure based on the
HiGHmed Platform, which supports pa-
tients and clinical research as well as col-
laborative decision making by providing
historical patient and study data from par-
ticipating sites as well as external back-
ground knowledge to retrieve and provide

the most relevant information for each in-
dividual case at the decision point.

To meet these complex requirements,
we will iteratively establish an integrated
application system called virtual oncology
center (VOC). The VOC will be built upon
the APIs of the HiGHmed Platform and
provide a technical and organizational in-
frastructure to be used for consultation,
second opinion, tumor boards, informed
treatment decisions, decision support, and
knowledge discovery not only between the
participating centers, but also with refer-
ring doctors and hospitals, and with pa-
tients. Besides features to support typical
workflows to establish cross-enterprise
tumor boards (request management, sche-
duling, preparation, meeting, finalization),
the VOC will enable the iterative develop-
ment and deployment of applications that
will allow sharing and visualization of de-
tailed information about a patient’s course
of treatment and that will help to identify
similar cases and provide knowledge in
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order to support collaborative decision
making for selected patients. For data shar-
ing and visualization, the VOC will use the
capability of the HiGHmed Platform to
store structured as well as unstructured
data of patients in a coherent, longitudinal
clinical data repository based on IHE
XDS(-I) and openEHR. This includes clini-
cal, pathologic, genetic and genomic, radi-
ologic and radiotherapy data. While THE
XDS will provide a consistent description
of document types and well-defined data
access mechanisms, openEHR (combined
with terminologies and nomenclatures in-
cluding LOINC, UCUM, SNOMED CT,
ICD, ICD-O and OPS) will enable mean-
ingful processing and visualization of par-
ticular clinical observations and precondi-
tions. This way, the course of treatment can
be provided to all participants to support
the preparation of a cross-organizational
tumor board. Based on structured and har-
monized data, similar patients will be
searched for and identified across all sites.
The data of similar patients can then be
used to discuss treatment options and an-
ticipated outcome. While such an approach
will firstly need to rely on pre-defined and
parameterized AQL queries providing an
unsorted result set, semantic similarity
measures based on machine learning and
ontologies will be introduced in the mid-
term to allow “querying by example” and to
provide a meaningful ranking of similar
patient profiles.

4.2 Cardiology

Heart failure still represents one of the
most common reasons for hospitalization
worldwide. Morbidity and mortality re-
main high: 5-year survival for patients with
decompensated heart failure is 40 % [46]
despite advances in drug and device ther-
apy. Importantly, prognosis and quality of
life of heart failure patients markedly
worsens with every hospitalization due to
deterioration of heart failure. Therefore, it
is crucial to identify patients at high risk for
heart failure hospitalizations to intensify
or innovate current treatment strategies,
hence avoid heart failure hospitalizations
and improve prognosis as well as quality of
life of these patients.

The use case aims to identify disease/
data patterns in heart failure patients indi-
cating an increased risk for future heart
failure hospitalizations by integration of
different data sources to tailor personalized
treatment strategies improving prognosis,
morbidity and quality of life. High quality
and harmonization of data will be crucial
to ensure valid results gained by data inte-
gration and development of algorithms for
high-risk patient identification. As non-
parametric, clinical patient data obtained
from hospital information systems (e.g.,
patient history and clinical examination
documented in patient records) regularly
are of low or non- sufficient quality, first, a
standardized set of validated and high
quality clinical data is collected. This is an
important requirement to ensure proper
development of algorithms identifying
high-risk patients, which have to be suc-
cessfully applied also on non-validated,
lower quality health care and patient data
in the long term. Also, standardized and
harmonized parametric analytical data
(e.g. clinical chemistry, ECG, echocardio-
graphy) will be integrated. In addition, new
sensor technologies will be applied to inte-
grate longitudinal data such as heart rate,
physical activity as well as subjective pa-
tient-related outcomes (mobile patient
app). Harmonized and integrated data will
be correlated to events of heart failure hos-
pitalizations longitudinally collected by
telephone questionnaires conducted by a
heart failure nurse. Finally, the therapeutic
value of disease/data patterns obtained by
data integration indicating high-risk for
heart failure hospitalizations will be pros-
pectively validated in a clinical intervention
trial.

The HiGHmed Platform will allow to
analyze and later treat many more patients
than each center could realize alone. With a
standardized infrastructure, this may easily
be extended to other centers. Thereby, it
provides a solid foundation to move for-
ward into personalized medicine. In addi-
tion, the quality and reliability of data cap-
ture will be substantially improved because
of binding rules for all centers for the data
sets. Furthermore, the cardiology depart-
ments in Heidelberg, Goettingen, and
Hannover can link their own high quality
cross-sectional and longitudinal datasets
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(registries, cohorts, HIS, clinical trials) with
the MeDIC data.

4.3 Infection Control

This use case was chosen to demonstrate
the HiGHmed Platform’s capabilities for
the detection of complex, multi-case inter-
relations in a data-rich, highly relevant
environment with heterogeneous data
sources. While infection surveillance is al-
ready in place in hospitals as well as on a
national scale, it frequently suffers from a
lack of data standardization and, conse-
quently, from limited data integration, and
limited and timely availability of relevant
data. Actual infection outbreaks are rare
events, stressing the need for hospitals to
join forces and their data to uncover trans-
mission mechanisms and evaluate preven-
tion measures.

Multidrug-resistant organisms (MDRO)
and their outbreaks are a major challenge
nowadays for healthcare systems all over
the world. Hospitals represent settings in
which MDRO often occur in both a single
patient and in a group of patients repre-
senting clusters and outbreaks. Healthcare-
associated infections (HAI) are a major
cause of excess patient morbidity and mor-
tality, and cause significant added expenses
for hospitals. The cumulative burden of the
six most frequent HAIs was higher than the
total burden of all other 32 communicable
diseases in a recent study in the EU [47].

Failures in early recognition of trans-
missions and clusters result in large out-
breaks that are difficult to contain. Clusters
can remain undetected since transfers of
patients between wards or institutions
occur frequently, and microbiological de-
tection of phenotypically similar pathogens
at different spatiotemporal scales might not
be considered as epidemiologically con-
nected. Current human-based integration
of information is error-prone and time
consuming. The primary aim of this use
case is to integrate all necessary pathogen-
related data to establish a smart infection
control system (SmICS). This will support
interactive visualization of aggregated pa-
tient and pathogen movement data for the
identification of crossing points, the explo-
ration of transmissions, clusters and out-
breaks and for deriving hypotheses about
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new transmission pathways. In a second
step, algorithmic detection of clusters and
genuine outbreaks will be introduced. Our
long-term aims include (1) setting up evi-
dence for the adequate time point and
mode of infection control measures, (2)
supporting differentiation between colon-
ization and infection, and (3) finally har-
monizing infection control policies based
on evidence-based standards.

SmiCS will be implemented as a
HiGHmed Platform application on the
basis of generic APIs, using shared sem-
antic models for multiple clinical and or-
ganizational data sources, and therefore
will be transferable across sites. With re-
gard to new, non-standardized data
sources, e.g., patient movement data or or-
ganizational data, which exist on different
levels of detail at each of the partner sites,
we expect particular benefits from
HiGHmed’s flexible, multi-level cross-en-
terprise modeling approach as well as from
its scalability to facilitate roll-out. As a
starting point, a minimal data set (MDS)
has been defined, comprising of the follow-
ing essential elements: basic patient and
case data including demographics, diag-
noses and procedures along with specific
data relating to infectious diseases; micro-
biological, clinical chemistry and hematol-
ogy lab data, e.g. microbiological culture
results, including resistance patterns and
molecular test results; movement data, in-
cluding the allocation to a ward or a single
room, bed occupancy.

5. Educational Concept

HiGHmed addresses the urgent needs to
adapt the teaching systems in health and
Medical Informatics to new didactic op-
tions based on digital learning and teach-
ing formats. The teaching and training
module of HiGHmed tries to address three
major goals, all of which need new techni-
cal solutions to become operational in Ger-
many:
1. Install interoperable teaching platforms
for digital media in various curricula,
2. Develop a technical toolbox for the pro-
duction of media for the platform, and
3. Demonstrate functional operation and
evaluate acceptance.

© Georg Thieme Verlag KG 2018

To achieve these goals, a kernel of seven
different curricula collaborates, reflecting
the results of a two-year analysis regarding
utilization of digital teaching formats in
German curricula and how to speed up
their use by the Federal Ministry of Edu-
cation and Research. The group is open for
additional partners.

Germany has a highly developed teach-
ing system, which is strongly regulated.
Therefore, it is a great challenge to adapt to
the digital transformation of educational
processes in science and economy despite
many problems already published. One
example is the curricular field, which
brings together informatics, engineering,
and health. Not only have the existing BSc
and MSc curricula to be adapted - also
new formats for lifelong learning and ad-
vanced training have to be set up for all le-
vels of professional performance in medical
informatics as well as other fields of health
care or research. This process of change has
three major dimensions: (1) develop new
digital curricular formats, which can be
used in different teaching and training
scenarios, (2) update training methods, en-
vironments, and teachers based on current
concepts of digitalization in higher edu-
cation, (3) adapt the examination schemes
and certification procedures accordingly.

The HiGHmed curricular project will
build on existing e-learning platforms like
the open source learning management sys-
tems ILIAS* or Moodle®, which are oper-
ated in many universities and universities
of applied sciences and arts in Germany.
However, the local platforms are typically
integrated into the operational teaching
processes according to the local set ups.
Apart from mapping modular learning
content, external learning modules can also
be integrated into the HiGHmed e-learn-
ing platform. This makes it possible to
share learning modules across locations as
well as to integrate innovative learning ap-
plications. Furthermore, e-learning plat-
forms enable the implementation of vari-
ous didactic learning concepts such as
blended learning, instructional as well as
self-directed or collaborative learning.

4 https://wwwi.ilias.de/
5 https://moodle.org/

Following a competency-based ap-
proach, education and training offerings
are designed to provide students in Medical
Informatics and medicine as well as MI-
professionals, physicians and other health
professionals and clinical researchers with
key competencies in data-management,
analysis, and decision-support procedures
in clinical care and clinical research.

Therefore, each participating curricu-
lum prepares one teaching subject to be
usable and evaluable at different other
universities, addressing different aspects of
the overall competency-based approach. To
update the group on international develop-
ments and experience, annual workshops
with leading methodologists will be ar-
ranged. To utilize industrial developments,
a close collaboration has been started with
industrial partners like Siemens Healthi-
neers and Ada Health.

The evaluation process will be set up in
a standardized way for all participating
universities to allow transparency of pro-
ject progress to international evaluators.

The educational project was prepared in
several national meetings in 2017. It was
decided to set up the following thematic
framework as it addresses those aspects of
health, where the digital transformation
will push major changes and causes major
needs for educational updates (responsible
teaching groups named in brackets):

1. Medical Imaging Technologies and

Data (HAWK-HHG)

2. Health-Enabling Technologies and Data

(TU-BS)

3. Image- and Signal-Based Assistance

Systems (HHN)

4. Advanced Concepts of Data Analytics
and Curation (HSH)
5. Reliable Use of Data in Research and

Care (MHH)

6. Citizen Centered Medical Information

Management (UKL-HD)

7. Decision Support in Medical Care

(UMG)

At the beginning of the main HiGHmed
funding phase in 2018 six separate working
streams have been started: (1) an internal
skill update of international experiences in
new digital teaching concepts, (2) setting
up of a team of experts representing each
site and working together, (3) developing
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the technical basis for nationwide usable
teaching units, (4) building up the special-
ized content in relation to targeted groups,
(5) designing a set of workshops for deci-
sion makers of how they can make use of
the new modules, and (6) adapting the
regulatory system to the new formats de-
veloped.

It is expected that the project will raise
major interest from many sides in the Ger-
man teaching system. The years until 2020
will be used to become operational, so that
evaluators can check innovation and readi-
ness for everyday use and whether the
above-mentioned aims were reached. The
years after 2020 will focus on daily oper-
ations, new content, and quality manage-
ment by user evaluation.

The ambitious project can only be suc-
cessful if it is possible to map international
theoretical and practical experience into
the highly regulated German environment
and to provide and maintain a digital edu-
cation infrastructure, which allows to run
digital Medical Informatics teaching units
continuously for many years. If successful,
the project will be a milestone in German
educational development under the digital
change [48, 49, 50].

6. Discussion

During the planning phase and, more re-
cently, during the start of the implemen-
tation phase of HiGHmed, the anticipated
need for a shared information governance
between all sites has already been notice-
able. Bringing together clinical stake-
holders from several university hospitals
revealed that data integration approaches
can only be the starting point for long-term
collaboration. For example, no technologi-
cal or human intervention can realistically
compensate missing or incomplete data
that can occur due to variances in the treat-
ment processes and the associated medical
documentation. Another challenge is the
tension between the need for structured
and highly standardized data for reliable
computability, analytics and decision sup-
port and the freedom of expression and ef-
ficiency of free-text documentation. While
within HiGHmed, we will incorporate con-
temporary natural language processing

technologies, we also need to investigate
advanced methods to better combine these
two documentation approaches to equally
address the needs of caregivers and re-
searchers.

Moreover, while we seek to address the
vast technological challenges of secondary
use in the healthcare domain by specifying
a scalable and open platform architecture,
we consider the need to drive a cultural
change as critical to achieve the ambitious
goals of HIGHmed. For this reason, being
able to build a strong coalition with se-
lected clinical experts from all participating
sites that are well-known as innovators and
opinion leaders in their field, has already
been regarded a key accomplishment. Sen-
ior clinical leaders have been involved early
on in the definition of the use cases and the
design of the HiGHmed Platform. Being
able to provide real-world success stories
will help to establish needed trust towards
the MeDICs and the HiGHmed consor-
tium. Meanwhile, these clinicians and re-
searchers will also function as hubs to
motivate peers to participate in forthcom-
ing projects. This way, we intend to bridge
potential chasms between early adopters
and the majority group of users, demon-
strating mutual benefits. The above meas-
ures will be accompanied by an introduc-
tion of HiGHmed concepts into curricula
for medical students and medical inform-
ation specialists alike, and into the continu-
ing education of physicians and researchers
in biomedical science.

By introducing an open platform ap-
proach to all participating hospitals and the
DKFZ, HiGHmed pushes for a paradigm
shift that provides means to center future
clinical application systems around pa-
tients” data, and not vice versa. In so doing,
the vast amount of patient data could fin-
ally be able to outlive the ephemeral soft-
ware systems they were recorded with.
Only the use of harmonized information
models, syntax and terminologies right
from the beginning of the data lifecycle will
ensure semantic scalability and cost effec-
tiveness in the long run. By introducing a
shared information governance between
disparate organizations and by introducing
the capability to build comprehensive EHR
applications grounded on a shared sem-
antic layer, reuse of data will be highly fa-
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cilitated. By supporting a broad set of
emerging standards, including ITHE XDS,
openEHR and HL7 FHIR, and through the
provision of an open system specification
of the platform architecture, we seek to
foster the establishment of an application
ecosystem. In this regard, a clear commit-
ment of the mandating hospitals will be
needed to establish confidence on the in-
dustry side to develop applications based
on the platform.

However, before a sufficient level of in-
teroperability can be achieved ‘by design,
the HiGHmed Platform will need to deal
with challenges of today’s hospital in-
formation systems in terms of heteroge-
neity, data quality issues, consistency and
more. Hence, the incorporation of data
stewards is a bare necessity to ensure the
enforcement of the FAIR principles and a
sufficient level of data quality.

Furthermore, to reach its full potential,
several legal and ethical challenges need to
be addressed within HiGHmed and on a
national level. For example, the definition
of a national patient consent model is a
highly complex task, which is beyond the
scope of the HiGHmed project. Therefore,
working with interim solutions will likely
be needed to be able to include patients
and, thereby, demonstrate the additional
value of the HiIGHmed Platform within the
selected use cases. Another example for ex-
ternal dependencies is the establishment of
SNOMED CT within HiGHmed and on a
national level. Although the HiGHmed
Platform is technically ready to leverage
this terminology, a nationally coordinated
effort is needed to provide localization and
maintenance.

Within HiGHmed, we contemplated
lessons learned from comparable projects.
Collaborative infrastructures for increasing
case numbers for certain diseases have
been developed at National Institutes of
Health (NIH) and within National Library
of Medicine (NLM) funding activities for
many years. As a result, tools like SHRINE
[51, 52],i2b2 [53, 54] and tranSMART [55]
have been implemented. The Shared
Health Research Information Network
(SHRINE) relies on a proprietary data
model for mapping locally collected data to
a head node, enabling all data to be kept
locally (according to US HIPPAA rules),
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while at the same time making metadata
accessible to external partners. However,
data sharing on patient record-level is not
yet commonly done. SHRINE participants
compose their queries in i2b2 and receive
aggregated results. tranSMART - a
“cousin” of i2b2 sharing its data model -
represents a modern data integration plat-
form with the ability to flexibly include
new analytics features for both high and
low dimensional data via a plugin concept
for R scripts. i2b2 and tranSMART fall
short to address challenges regarding sem-
antic interoperability and standardized in-
terfaces to decision support systems. Euro-
pean initiatives include Electronic Health
Records for Clinical Research (EHR4CR)
[56], using i2b2 and standardized termi-
nologies to leverage de-identified data
from multiple sites to streamline feasibility
assessment and recruitment of clinical
trials. Finally, the SHARP consortium,
which involved institutions such as Mayo
Clinic, Intermountain Healthcare and MIT
[57] investigated the establishment of
large-scale health record data sharing in-
cluding normalization using clinical in-
formation models (Clinical Element Mod-
els), natural language processing, and high-
throughput phenotyping. This approach
did not introduce the iterative development
of an open platform that could be used to
develop applications within the care provi-
sion based on a standard-based EHR archi-
tecture and shared semantics.

During the iterative development of the
platform, we expect further challenges to
occur. Questions regarding intellectual
property, new (European) data privacy
regulations (i.e. EU General Data Protec-
tion Regulation [58]), data sharing policies,
the optimal inclusion of the patients and
more will require an agile and explorative
approach to develop a technical and organ-
izational framework that is scalable on a
national or even international level.
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