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ABSTRACT

Cybercrime incidents continue to plague economic development in the African region. Prior research
indicates that millions of dollars are lost annually due to this menace. The prospects of Digital Forensics
Investigation (DFI) as evident in developed countries provide hope for defeating cybercriminals. The
paper assesses the effectiveness of legal infrastructure, technical mechanisms, the availability of capacity
building programs, organisational infrastructure as well as the existence of cooperation mechanisms
among relevant institutions in Ghana. The paper contends to the existence of legislation and mandated
institutions. It concludes that, though the sector has recorded advancements over the years, the progress
has been very slow leaving DFI still at an infant stage. Existing legislations are scattered and cumbersome
whereas mandated institutions lack the requisite capacity. There is a need to streamline existing laws
into a comprehensively harmonized legal framework. Furthermore, heavy investments must be deployed
to boost the capacities of relevant institutions.

© 2020 The Author(s). Published by Elsevier B.V. This is an open access article under the CC BY-NC-ND

Ghana

license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Digital Forensic Investigation (DFI) has become a recognised
profession and research field, due to the continuous and increased
proliferation of cyber and digital crimes across the globe [2]. Whilst
the field of digital forensics is now well established, its research
community can be considered relatively emerging in comparison to
the associated areas of traditional forensic and computer sciences
[3]. DFI comprises different digital investigation processes, including
identification, preservation, analyses, documentation and presenta-
tion of digital evidence [4]. These processes must be conducted in a
robust and legally accepted manner in order to stand the test of legal
scrutiny in the courts of law. Globally, many institutions are relying
on digital media for the storage of information [5]. Information is
now being processed, stored and exchanged through these media. As
the use of digital media for information storage expands rapidly,
there is a corresponding growth in computer crimes and cyber fraud
[6]. This growth has compounded the challenges faced by law
enforcement organizations and security forces across the world.

DFI is defined as the use of scientifically proven methods to
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obtain digital evidence from digital media sources like a computer,
mobile phone, server, or network which can be used by the court of
law [7]. These processes are often for the facilitation of or in
furtherance of reconstructing events found to be criminal or
anticipating unauthorised actions perceived to be disruptive to
planned operations. It is, therefore, a broad concept encompassing
many computer activities. This suggests that DFI is not limited to
personal computers but other digital devices such as cell phones,
Personal Digital Assistants (PDAs), network traffics, among many
others. The various types of digital forensics include disk forensics,
network forensics, wireless forensics, server forensics, database
forensics, malware forensics, email forensics, memory forensics,
mobile phone forensics [8] and more recently dashboard camera
(dashcam) forensics [9]. Digital forensics aims to establish
comprehensive knowledge and develop appropriate methodolo-
gies that can be adopted to defeat digital criminals and cyber
fraudsters.

Due to the advantages it enables, DFI continues to gain
tremendous recognition as an academic and professional discipline
in many developed countries such as the United Kingdom (UK) and
United States of America (USA) [4,10]. Indeed, there is evidence of
abundant higher educational courses in these areas. For instance, in
the UK and USA, digital forensic degree programs or forensic sci-
ence and cyber security degree programs with concentration in
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digital forensic have become ubiquitous [11]. In addition, well
defined, well-structured and accepted professional digital forensic
infrastructure that support cybercrime and computer fraud in-
vestigations by law enforcement agencies as well as the private
sector, are readily available [12]. The UK National Cyber Security
Centre (NCSC) hosted by the Government Communication Head-
quarters (GCHQ), the Computer Emergency Response Team (CERT)
run by the US Department of Homeland Security, Computer Anal-
ysis and Response Team (CART) of the Federal Bureau of In-
vestigations (FBI) and the National Computer Forensics Institute
(NCFI) to mention a few, are well-established institutions equipped
and mandated with relevant legislation to deal with computer
crimes [13]. This presupposes that digital forensic processes are
well-grounded in these countries, making the investigation and
prosecution of cybercriminals an established procedure with well-
defined approaches.

Yet issues regarding DFIs are rarely given attention in devel-
oping communities particularly, Africa [14]. in a review of relevant
literature contends that scholarly works in the area of DFI pre-
dominantly originate from developed countries. In Ghana, reliable
information on the state of digital forensics is very limited. This
leads [11] to question the capacity of forensic science institutions in
Ghana. Cybercrime issues across many economies are increasing at
a faster rate [15]. The rapid diffusion and penetration of the
internet, as well as the processes of digitisation of economic ac-
tivities, have been the major catalyst [16]. However, cybercrime
issues in Africa seem to be worse [17,18]. Amidst the staggering
activities such as human trafficking, financing of terrorism, money
laundering, incidents such as credit card fraud, SIM-box fraud and
false identification have surged considerably [6].

In 2018, the Bank of Ghana banking cyber fraud report revealed
that cyber fraudsters steal or attempted to steal 325.9 million
Ghana Cedis (61.5 million US Dollars) from financial institutions
operating in the country [1]. Cybercrime, therefore, hinders the
smooth development of the country’s economy [16]. This study is
aimed at exploring the digital forensic investigation infrastructure
of Ghana, with the view of identifying legal, technical, organisa-
tional, capacity building and international collaborative structures
available for digital investigation. There is presently little or no
studies that have previously investigated the digital forensic
investigation infrastructure. The study will provide the academic
community with the opportunity to develop higher education
courses in cyber security and digital forensics as well encourage
researchers in US, UK and other developed countries to strengthen
research collaboration with overseas institutions such as those in
Ghana. For industry practitioners, it offers the opportunity to foster
stronger international partnership in fighting against borderless
cyber fraud activities. The paper also provides an empirical foun-
dation for policy decision-makers in Ghana to develop appropriate
comprehensive structures for digital forensics investigation. In
summary, the study will explore areas of digital forensics investi-
gation infrastructure of Ghana such as legislation, institutional ca-
pacity, research and development, mechanisms, and technical
capabilities to deal with cybercrime investigation. The study
adopted archival research method (secondary data analysis). The
main sources of data for the study were government reports, pre-
vious studies, reports by international and local institutions on
digital crime and digital forensics in Ghana as well as presentations
by governmental organizations. The next section discusses the
digital forensic infrastructure through the lens of the International
Telecommunication Union framework for cyber security
preparedness.
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2. Conceptual framework

The investigation of the digital forensic infrastructure of Ghana
will be done around five main pillars. The pillars are adopted from
the International Telecommunication Union’s framework for multi-
stakeholder cooperation in cybersecurity to build synergies be-
tween current and future initiatives as contained in the 2018 Global
Cybersecurity Index [20]. These pillars are legal infrastructures,
technical infrastructures, organisational, capacity building and
cooperation. These five pillars form the basis of the investigation
because they shape the inherent building blocks of digital investi-
gation in every country. Digital forensics cut across almost all in-
dustries and sectors. Fig. 1 shows detailed information of the five
pillars of the digital forensic investigation infrastructure.

To ensure that digital forensic capabilities and capacities are
developed at the national level, efforts have to be put in place by
political, economic and social forces within the country’s admin-
istrative landscape. This could be broadly achieved through justice
and judicial mechanisms, law enforcement, academic institutions,
Ministries, Departments and Agencies (MDAs), technology de-
velopers, operators of the private sector, building Public-Private
Partnerships (PPAs), intra-state cooperation and inter-agency
cooperation with the aim of increasing efforts to adopt and

LEGAL MECHANISMS
Digital Forensic/Cybercrime Legislation
Digital Forensic Regulation/ Governance Framework

TECHNICAL MEASURES
Computer Emergency Response Team (CERT)
National Cyber Security Centre (NCSC)
Standardisation Body
Digital Forensic Implementation Framework

SR

ORGANISATIONAL MEASURES

o Responsible Agency . .
o Law Enforcement Institutions Digital _Fnre'nslc
o Prosecuting and Judicial Authorities Investigation
' Infrastructure

National Cybersecurity/digital investigation strategy

CAPACITY BUILDING MEASURES
o Higher Education Courses and Training
+  Professional and Training Courses in Digital Forensic
o Guidelines, Certification and Accreditation for Digital
Forensic Professionals
+  Digital Forensic Research and Development

SR,

COOPERATIVE MECHNISMS
Bilateral/Multilateral Agreements
Participation in International Fora/Associations
Public-Private Partnership
Inter-Agency/Intra-Agency Cooperation
Adoption of International Best Practices

Fig. 1. Digital forensic investigation infrastructure source: Authors’ construct, 2020.
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integrate digital forensic on a large scale. Each pillar adopted in this
study will focus on a specific sector of the digital infrastructure
needs. Pillar one will deal with legal issues taking into account the
existence of legal frameworks and institutions to deal with digital
forensic investigation and cybercrime. Pillar two which focuses on
the technical aspect will examine the availability of technical in-
stitutions, including standardization bodies to deal with digital
forensics. Pillar three considers the organisational measures for
policy coordination and development of digital forensics strategies
at the national level. Pillar four tackles capacity building including
educational degree courses, research and development as well as
professional development certifications. Finally, pillar five covers
the measures that are in existence to foster international cooper-
ation and partnership for continuous advancement of digital fo-
rensics in Ghana.

3. Existing legal infrastructure

Legal frameworks, thus legislation and regulations provide
authorisation to the nation to set up the necessary response
mechanisms through investigation and prosecution of cybercrimes.
The primary objective is to have adequate legislation to deal with
the evolution of cybercrimes.

3.1. Legislation

The use of digital forensic evidence is recognised and accepted
by the justice system of Ghana. Like in many countries, law
enforcement agencies draw their investigative and intelligence
function from the existence of legislation mandating their work. In
Ghana, the 1992 Constitution of the Republic of Ghana is consid-
ered the supreme and the fundamental law from which all other
laws originate [11]. For instance, Article (19) of Ghana’s constitution
provides law enforcement agencies with the authority for the
management and disclosure of evidence during trial of criminal
cases. What this means is that the collection, preservation and
presentation of evidence, including digital evidence must be legal,
and transparent in a manner that does not cause miscarriage of
justice.

Apart from the constitution, specific laws are also in existence
to provide the law enforcement agencies additional powers to
gather evidence and present the evidence in a way that is ad-
missible in court. One of such laws for the arrest, detention and
treatment of suspected individuals is the Criminal Offenses Act
(Criminal Code) 1960, known as Act 29 (Act 29, 1960). Aside the
1992 constitution of Ghana, which serves as primary reference for
criminal and civil prosecution, the Act 29 is the most compre-
hensive law which contains criminal offenses envisaged by the
Act. Offenses listed in the Act include attempt to commit criminal
offence, abetment and conspiracy, criminal harm to a person,
sexual assault, libel, unlawful entry, forgery, counterfeit, obscenity
among many others. In 2012, Act 29 was amended to include more
offenses which have become prevalent such as organised crime
groups and racketeering. The coverage of Act 29, therefore, pre-
supposes that it is used in the prosecution of all manner of of-
fenses including digital crimes.

There is also the Criminal and Other Offenses (Procedure) [21];
known as Act 30 (Act 30, 1960). The Act mandates law enforcement
agencies to search and seize evidence where necessary, including
digital evidence for investigation and prosecution of an offence.
Section 121 of Act 30 gives specification on the evidence that may
be admitted in court, which includes scientific reports. However,
the Act only allows the court to admit reports from scientific ana-
lysts recognised by the Ministry of Justice, in which information of
these analysts are supposed to be published in the Gazette.
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The Evidence Act 1975 is another important legislation for the
investigation and prosecution of offenses. sections 51 and 52 of the
Evidence Act 1975 gives the court discretion to accept evidence
including digital evidence in prosecution. For instance, section
51(2) of the Evidence Act says that all pieces of evidence are ad-
missible except otherwise provided by law. The Evidence Act,
specifically, sections 67, and 112-155, also makes provision for a
court expert to be called upon to provide expert opinion on matters
within their expertise. The expert witness is to assist the court to
determine the authenticity of evidence when it lacks the technical
expertise. This practice is common and consistent with other ju-
risdictions such as England and Wales, where the common law of
assistance is used [22]. In purely technical fields there are always
challenges regarding the understanding of the evidence before the
courts [23], hence expert witnesses are key in this regard. As per
the Evidence Act, an expert does not need to declare the basis of his
opinion, neither must his expert opinion be necessarily admissible
in court. This provision, however, is a contradiction of the impar-
tiality and evidentiary reliability in the common law assistance of
England and Wales [24].

Another crucial Act, perhaps most related to the investigation
and prosecution of digital crime is the Electronic Transaction [25];
Act 772. Section 98 of Act 772 creates what is known as “Cyber
Inspectors”. The section empowers the law enforcement officers to
arrest suspected cybercriminals, search and seize evidence in
accordance with the law. The Act basically brings to fore the
criminalisation of cyber offenses, admissibility of electronic evi-
dence and provide an avenue for promoting legal certainty within
the cyber ecosystem of Ghana [26]. The Act categorically mentions
certain materials that may be seized as part of the investigation of
digital or cybercrime [27]. Section 98(2) states that a law enforce-
ment officer may seize any computer, electronic record, program,
information, document, or a thing in the execution of a warrant if
the officer believes reasonably that an offence under the act is
committed or may be committed [25]). Also, sections 107-140 list
all offenses that are considered cybercrime under Act 772. Example
of these offenses includes electronic trafficking, denial of service,
child pornography among others. For instance, section 136 (1c)
states: “a person who intentionally possesses child pornography in a
computer system or on a computer or electronic record storage me-
dium commits an offence and is liable on summary conviction to a fine
of not more than five thousand penalty units or a term of imprison-
ment of not more than ten years or to both”.

The Electronic Communication Act, 2008 known as Act 775 [28]
also mandates law enforcement agencies to arrest and prosecute
individuals who commit offenses related to the electronic media.
Section 73 of Act 775 specifically spells out the offenses that may
call for digital investigation and evidence. The offenses include
giving false information on electronic platforms, damaging elec-
tronic equipment including computers and network devices,
confidentiality and disclosure of personal information on electronic
medium, re-programming mobile phones and possession or supply
of device for the re-programming purposes. For instance, section 77
(b) of Act 775 states: “a person who recklessly, intentionally or
negligently interferes with, causes damage to, or accesses without
authorisation a computer, switch or other facility used in connection
with the operation or provision of electronic communications network
or service, commits an offence, and is liable on summary conviction to
a fine of not more than three thousand penalty units or to a term of
imprisonment of not more than five years or both”. This Act is,
therefore, relevant in the prosecution of digital crimes committed
on the electronic medium including social networking sites (SNS)
like Facebook, Twitter and Instagram.

Furthermore, the Data Protection Act, 2012 known as Act 843
[29] is legislation created for the protection of individual data and
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privacy and prescribes punishment for offenders. Just like the
coming into force of General Data Protection Regulations (GDPR)
for countries of the European Union (EU) in 2018, the Data Pro-
tection Act of Ghana provides mechanism to safeguard individuals’
privacy, risk and security and further protect them from unlawful
usage of their private data. Act 843 has brought strict controls and
compliance to privacy measures and institutions that fail to comply
are faced with prospects of heavy fines and sanctions. The Act also
establishes the Data Protection Commission (DPC) charged with the
responsibility to protect the privacy of the individual and personal
data by regulating the processing of personal information, to pro-
vide the process to obtain, hold, use or disclose personal informa-
tion and for related matters. The role of the DPC is, therefore,
paramount in protecting individuals against digital crimes. The
concept of the DPC in Ghana is similar to the Information Com-
missioner’s Office (ICO) in UK, which ensures that companies and
individual comply with the GDPR and the UK data protection laws.

In addition to these laws and acts mentioned, other Acts that
also provide legislation backing for the investigation and prosecu-
tion of cyber offenses leading to the gathering of digital evidence
include Mutual Legal Assistance [30] (Act 807) and Criminal Of-
fenses (Amendment) [31] (Act 849). Although there appears to be a
robust legislative framework in place to deal with cyber offenses,
the various provisions are scattered in many legislations making it
difficult to have a one-stop-shop for all cyber offenses and prose-
cution. There is presently no legislation or law in Ghana, that spe-
cifically deals with cybercrime and its associated DFI. There is the
need to harmonise all existing legislation into a comprehensive
digital forensic legal framework to aid in the investigation and
prosecution of cyber offenses. Table 1 shows a summary of existing
legislation for digital forensics investigation arranged in chrono-
logical order.

3.2. Regulation/governance framework

Presently, there is no regulation of digital forensic investigation
in Ghana. Even though digital evidence is admissible within the
courts of Ghana as per the legislations mentioned, the conduct of
digital forensic investigation is not formally regulated by anybody.
In Ghana, the Cyber Crime Unit of the Criminal Investigations
Department (CID)-Ghana Police Service (GPS), is the major provider
of digital forensic evidence in the law courts. As the forensic
investigation profession is not well-grounded in the country, the
participation of the private sector in forensic investigation is very
limited. The E-Crime Bureau is a private entity that performs some

Table 1
Summary of existing legislations.
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private digital forensic investigation [34]. There is no specific
regulation or policy framework from the Ministry of Justice that
regulates the Ghana Police Service regarding the conduct of digital
forensic investigations in order to produce digital evidence that
could be relied upon in the court. It could, therefore, be said that the
entire DFI of the country is a police-led system. This situation raises
prosecution bias and may cause greater adverse effects on the
application of digital forensic evidence in the criminal justice sys-
tem [35].

Internationally, objectivity of digital forensic evidence has been
recognised as a key component in DFI [36]. In most jurisdictions,
there is a separate authority for regulating forensic investigation,
different from the body responsible for prosecution using forensic
evidence thereby ensuring autonomy and independence of digital
evidence [37]. The UK for example provides a clear governance
framework for forensic investigation and regulation [38]. The As-
sociation of Chief Police Officers (ACPO) ‘Good Practice Guide for
Computer-Based Electronic Evidence’ guidelines (referred to here-
on simply as ‘the ACPO guidelines’ or ‘the ACPO principles’) is a
framework which ensures that digital forensic report in the UK
conforms to international standard of digital forensics investiga-
tion, industry standard tools, techniques and procedures for evi-
dence acquisition, processing, and analysis of exhibit retrieved [39].
The ACPO guidelines consist of a set of four principles and then the
detailed guidelines, they are aimed specifically at ‘police officers,
police staff, and private sector investigators working in conjunction
with law enforcement’ [39]. The ACPO guidelines is considered the
standard principles for UK based digital investigation [38]. Ac-
cording [40]; ACPO offers a means of ensuring the investigation is
conducted in a professionally accepted manner. In Scotland, the
Scottish Police Authority is an independent state regulator of fo-
rensics, which is different from the Scottish Police Service (Scottish
Police Authority, 2018). This practice results in a DFI that is more
independent and impartial [41]. A similar system also exists in
England and Wales. There exists an independent forensic science
regulator in England and Wales that provide some level of trans-
parency and independence and also provide guidelines on quality
forensic services [42]. Even though the DFI landscape in England
and Wales are mixed with both the public and private sector, the
Forensic Science Regulators try to ensure consistency in service and
provision of high level digital forensic evidence [43]. Perhaps, a
similar system and governance framework should suffice for
Ghana, which will take the biases likely to arise from a police
forensic investigation and prosecution. Already, there is a high level
of mistrust between the Ghana Police Service and the public [44],

No Legislation/Law Summary

1 Criminal Offenses [32] (Act 29, 1960)

procedure
2 (Criminal and Other Offenses (Procedure) 1960 (Act 30,
1960)
3 The Evidence Act 1975 [33]
expertise.
4 The 1992 Constitution of Republic of Ghana (Ghana

Republican Constitution, 1992)
5 Electronic Transaction [25] (Act 772, 2008)

accordance with law.

6 Electronic Communication [28] (Act 775, 2008)
electronic media
7 Mutual Legal Assistance [30] (Act 807, 2010)
an offence.
8 Data Protection [29] (Act 843, 2012)
9 (Criminal Offenses (Amendment) [31] (Act 849, 2012)

An act that empowers law enforcement agencies to arrest and prosecute individuals as per laid down
Mandates law enforcement agencies to search and seize evidence where necessary, including digital
evidence for investigation and prosecution of an offence.

Makes provision for a court expert to be called upon to provide expert opinion on matters within their
Provides law enforcement agencies with the authority to manage evidence during trial of criminal cases.
Creates “Cyber Inspectors and empowers law enforcement officers to arrest, search and seize evidence in
Mandates law enforcement agencies to arrest and prosecute individuals who commit offenses related to the

Allows Ghana to provide assistance to external entities to locate and identify persons who have committed

Legislation created for the protection of individual data and privacy and prescribes punishment for offenders
Criminalises the participation in organised crime groups, racketeering and other related crimes

Source: Authors’ Compilation, 2020.
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primarily due to the public perception that the police are a corrupt
institution. An independent public body could be established to
regulate digital forensic investigation in Ghana.

It is also recommended to the Government of Ghana to establish
and set up National Computer Forensic Institute under the National
Security Council Secretariat. This institute when established could
help standardise, provide relevant digital forensic investigation
guidelines, and regulate provision of digital forensic services. The
institute could also provide state and local law enforcement, legal
and judicial professionals a free, comprehensive education on
current cybercrime trends, investigative methods, and prosecuto-
rial and judicial challenges. Additionally, the institute could also
provide training and capacity building programmes for both private
and public digital forensic services providers. The US has a national
computer forensic institute (NCFI). The US NCFI is a federally fun-
ded training centre dedicated to instructing state and local officials
in digital evidence and cybercrime investigations. The modus
operandi could be adopted and modified to suit Ghana’s proposed
institute.

4. Technical infrastructure

Key to the successful implementation of DFI infrastructure will
be the ability of the nation to rapidly respond to cyber threats and
provide mitigation response to avoid loss of property. The primary
frontier for defence against cyber threat is technology (Interna-
tional Telecommunication Union (ITU), 2018). In order to properly
defend against cyber threats, there should be in existence computer
emergency or incident response teams, technical mechanisms and
capabilities deployed for the investigation and detection of digital
fraud. It is also imperative to put in place frameworks for the
effective coordination of technical incidence response [45]. A
country that has no suitable technical skills to detect and respond
to cyber-attacks will continue to remain vulnerable to cybercrimi-
nals. There should be in existence a national body responsible for
cyber incident response to effectively prevent the occurrence of
digital fraud.

At present, Ghana has no national Computer Analysis Response
Team (CART) to deal decisively with the technical detection and
investigation of potential digital fraud. This has resulted in many
state organizations that maintain critical national cyber-physical
infrastructure to rely on internal IT teams to protect their assets.
For instance, following the increase in cybercrime activities in the
financial sector, the Bank of Ghana set up an internal cyber
response team to monitor and reduce the incidence of cyber-fraud
[1]. In 2017, the President of Ghana, H.E. Nana Addo Danquah
Akufo-Addo announced the intention of the government to estab-
lish a National Cybersecurity Centre to be charged with the re-
sponsibility of drafting and implementing national cybersecurity
strategy with relevant security institutions [46]. It must be noted
that, Ghana drafted its first National Cyber Security Policy and
Strategy in 2014 and made provisions for the establishment of
National Cyber Security Centre to deal decisively with cyber secu-
rity issues and policy directions. The National Cyber Security Centre
was also to have a Computer Emergency Response Team (CERT) to
deal with cyber-related crimes. Subsequently, the Government of
Ghana established the National Cyber Security Centre (NCSC) in
2018 [47]), and appointed Dr Albert Antwi-Boasiako, a cyberse-
curity expert of the Council of Europe’s Global Action on Cyber-
crime Extended to be in charge of the centre [48]. The NCSC
established under the Ministry of Communications is responsible
for Ghana's cybersecurity development including cybersecurity
incidents response coordination within government and with the
private sector. The NCSC is responsible for Awareness Creation &
Capacity Building, Cybersecurity Incident Coordination & Response
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(CIRT), Critical National Information Infrastructure Protection
(CNIIP), Child Online Protection (COP) and International Coopera-
tion, among others. The NCSC is also responsible for the develop-
ment and implementation of Ghana’s National Cybersecurity Policy
& Strategy. The NCSC works closely with the National Cyber Secu-
rity Technical Working Group (NCSTWG) in the implementation of
cybersecurity initiatives across government and non-governmental
sectors [47]).

The concept of the NCSC of Ghana is similar to the GCHQ’s NCSC
of UK, the US Department of Homeland Security’s CERT and the
CART established by the FBI in the US. The GCHQ, the US’s CERT and
the FBI's CART have remained strategic and prevented many cyber-
attacks, assisted police institutions to trace and track criminal el-
ements who perpetrated crime though the internet. The capability
of Ghana’s NCSC to have an appropriate CERT with the requisite
knowledge and technical skills to prevent cyber fraud and assist
law enforcement organizations will be crucial. Prior to the estab-
lishment of Ghana’s NCSC in 2018, the Ghana National Computer
Emergency Response Team was formed by the Ministry of
Communication in 2014 [47]). More recently, sectoral CERTs have
been established at the National Communications Authority (NCA),
Central Bank of Ghana (BoG) and the Ghana Police Service (GPS).
These are to help deal with digital crimes at the specific mentioned
sectors, since they maintain critical national information infra-
structure. At present, it thus appears Ghana’s NCSC lacks the
necessary capabilities to carry out these works as compared to its
counterparts in the US and UK. As part of measures to adequately
resource the NCSC to have the necessary technical, financial and
human resources to conduct, investigate and assist in digital
forensic investigation, the Ministry of Communication of Ghana
increased its Communication Service Tax to fund the activities of
the NCSC [49]. It is aimed that this measure will improve the NCSC's
capacity to effectively deliver on its mandates.

There is the need to consider rearrangement, realignment and
restructuring of Ghana’s NCSC. Crimes committed in the digital
space is a national security issue. In these days, cyber security has
become a national security concern, because it is about protecting
the sovereignty of the nation in the cyber space. The location of the
NCSC at the Ministry of Communication presents issues of policy
incoherence. The NCSC does not have prosecutorial or investigative
power. Digital Forensic investigation and prosecution are done by
the security agencies. Therefore, locating the NCSC at the national
security secretariat will be more appropriate in line with interna-
tional best practice. The structuring of the UK GCHQ, UK NCSC, the
US FBI CART and the US Homeland security CERT could serve as a
guide.

5. Organisational infrastructure/responsible agency

Organisational Infrastructures are measures put in place for the
investigation of digital forensic cases. These include agencies
responsible for the investigation of cybercrimes as well as national
bodies responsible for prosecuting offenders of cyber and computer
crimes. Without a clear national strategy and supervisory bodies,
efforts in different agencies and departments become conflicted
thereby preventing effective harmonization of digital forensic
investigation processes [50]. The organisational infrastructures are
discussed based on the existence of institutions involved in digital
forensic investigation and prosecution at the national level.

5.1. Law enforcement institutions
At the national level, four national agencies are mandated with

the investigation of cybercrimes leading to the prosecution of of-
fenses. The Criminal Investigation Department (CID) of the Ghana
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Police Service, Economic and Organized Crime Office (EOCO), Bu-
reau of National Investigation (BNI) and the National Security
Council Secretariat (NSCS). These institutions are charged with the
requisite legal mandate of investigating offenses relating to digital
and computer fraud. The CID of the Ghana Police Service has a
cybercrime unit responsible for forensic investigation including
digital forensics. Through their activities, the cybercrime unit of the
CID has become the largest provider of forensic investigation ser-
vices in Ghana. The forensic science lab of the cybercrime unit of
the CID was established in 1948 [51]. Over the years of its existence,
the cybercrime unit has grown in both infrastructure and capabil-
ities offering forensic investigation in areas such as chemistry and
drug analysis, ballistics and firearms, document examination,
photography and DNA analysis [11]. If properly resourced, the
forensic lab of the CID’S cybercrime unit will become a centre of
excellence for digital forensic investigation with the capacity to
provide quality forensic services for Ghanaian public and private
institutions as well as other countries in Africa. Over the years,
many organizations both home and abroad have contributed to the
resourcing of the cyber forensic lab of the Ghana Police Service. For
instance, the European Union in 2011, provided 3 million euros for
the refurbishment of the forensic lab under international cooper-
ation agreement [34]. However, more needs to be done to elevate
the status of the lab to internationally acceptable standard. Gov-
ernment should make a conscious effort towards the provision of
appropriate resources to enable the lab function adequately.

The Bureau of National Investigation (BNI) is the internal intel-
ligence agency of Ghana. The BNI is a creature of the Security and
Intelligence Agencies [52] (Act 526). Its equivalent is the Federal
Bureau of Investigation (FBI) in the US and MI5 of the UK. The set-
up of the BNI makes it an integral part of the National Security
Council of Ghana with the responsibility of overseeing counterin-
telligence and internal security of Ghana. The BNI has investigative
powers and authority to arrest and interrogate on a wide range of
criminal offenses [53]. The BNI however, require cybersecurity and
digital forensic capacity and capability to be effective in investi-
gating cyber and digital crimes.

The Economic and Organized Crime Office was established by
Act 804 in 2010 [54]. The EOCO is a reengineering of the former
office called Serious Crime Office [55]. Like the BNI, EOCO requires
capacity in cybersecurity and digital forensics to effectively inves-
tigate cyber related crimes. Finally, the National Security Council
Secretariat as a national body for the coordination of security
matters of Ghana has established various units to deal with specific
matters of national interest [56]. Following the proliferation of
cybercrimes in Ghana, the secretariat has become active in cyber
and digital investigation in support of other security agencies such
as the CID, BNI and EOCO. It must be indicated that, all responsible
law enforcement institutions need cyber intelligence operation and
cybercrime investigation capacity to effectively respond to the
threats posed by cybercriminals. The ability of law enforcement
institutions to trace the source of internet crimes in order to arrest
and prosecute has always been indicated as a challenge confronting
the fight against cybercrime in Ghana [57], as the capacity to do so
is limited.

5.2. Prosecuting and judicial authorities

In Ghana, the prosecutorial powers of the country are vested in
the Attorney General [58]. This is an office established under the
1992 constitution of Ghana. The Attorney General (AG) prosecutes
all crime offenders on behalf of the Republic. Practically, the pros-
ecution division of the Ministry of Justice and Attorney General’s
Department has been charged with the responsibility of prose-
cuting offenders [59]. All investigations by the various law
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enforcement agencies, thus CID, BNI, EOCO ends up with the At-
torney General who offers legal advice on the next step to take. Due
to the volume of work, some of the law enforcement agencies have
been given fiats and powers to prosecute if they reasonably believe
a prima facie case is established. This means that evidence per-
taining to offenses, including digital evidence arising out of DFIs
will be handed over to the AG. EOCO is such an agency that has a fiat
to prosecute. The Ghana Police Service prosecutors are also trained
to prosecute cases at the circuit courts. In terms of the judiciary,
under the supervision of the Chief Justice, all cyber-related crimes
can be prosecuted at the high courts and the lower courts. The Chief
Justice of Ghana has set up a financial division of the high court to
adjudicate cybercrime cases. The court is manned by judges that
have been trained on the admissibility of electronic and digital
evidence. Capacity building of judges and lawyers to fully under-
stand the scope of digital forensic investigation and evidence will
facilitate cybercrime offence prosecution. Table 2 provides a sum-
mary of the responsible agencies in charge of cybercrime investi-
gation and prosecution.

It is important to recognize that digital crimes are often complex
and sophisticated, thereby requiring tact and capacity to investi-
gate and prosecute. Considering the upsurge in digital crimes and
the paucity of police digital forensic investigators in Ghana, there is
the urgent need to build the capacity of law enforcement agencies,
particularly the Ghana Police Service, BNI, EOCO and National Se-
curity operatives. The police administration could identify police
officers with requisite technical and computer crime knowledge to
undergo digital forensic investigation training. This will help build
the capability of the police service in conducting effective digital
forensic investigation. The central government could also make
scholarship schemes available to the security agencies to take up
academic degree courses in countries where digital forensic
investigation and cyber security are well grounded. State prose-
cutors and judges must continually be trained on how to effectively
adjudicate cases involving digital evidence. In this case also, there
could be a collaborative program among commonwealth countries
on capacity building that provides judges the opportunity to effi-
ciently understand the crimes committed in the cyber space and
how to effectively adjudicate same to avoid miscarriage of justice.

6. Capacity building infrastructure

Although investigations into cybercrime are tackled from a
technological perspective, there exist numerous socio-economic
and political implications. To this end, building institutional and
human capacity to effectively carry out DFI is crucial in promoting
the development of qualified digital forensics professionals. Ca-
pacity building, therefore, takes a look at the existence of avail-
ability of guideline to guide digital forensic investigators, the
existence of certification and accreditation of digital forensic pro-
fessionals, professional training courses in digital forensics,
educational programs or academic curricula and the opportunity
for research and development [60]. These are critical in effectively
producing the necessary manpower required for digital forensic
investigation at all level of the national development.

6.1. Higher education courses and training

Ghana practices a complex educational system as compared to
that of the US and UK. The National Council for Tertiary Education
(NCTE) is responsible for ensuring the standard and quality of all
tertiary education in Ghana, both public and private. Whiles, the
NTCE is responsible for the administration of tertiary education, the
National Accreditation Board (NAB) grants accreditation to all ter-
tiary institutions to run higher education courses. Therefore, the
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Table 2
Responsible national agencies.
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No Agency Responsibility

1 Criminal Investigations Department,
Ghana Police Service

2 Economic and Organized Crime Office
(Act 804, 2010)
3 Bureau of National Investigation
offenders (Act 526, 1996)
4 National Security Council Secretariat
Constitution, 1992)
5 Prosecution Division, Attorney General'’s
Department (Ghana Republican Constitution, 1992).
6 The Judiciary (lower and high courts)

Conducts criminal investigation and prosecutes offenders. Has established forensic science lab under its cybercrime unit
(Ghana Republican Constitution, 1992).
Investigates criminal offenses particularly those relating to organized crimes including cyber fraud and money laundering
An internal intelligence agency that gathers intelligence information for the investigation, arrest, and prosecution of

Has established a special unit that assists various security agencies in investigating various crimes (Ghana Republican

In charge of prosecuting all categories of offenders in Ghana. Issues fiats to allow other security agencies prosecute offenders

Have the adjudicating powers over all matters brought before it by law enforcement and prosecuting authorities. Has also

set up specialized courts and trained judges to deal with cybercrimes issues (Ghana Republican Constitution, 1992)

Source: Authors’ Compilation, 2020.

inspection of quality of academic faculty, infrastructure and the
supervision of quality academic degree courses are the re-
sponsibilities of the NAB [61]. Public institutions are educational
institutions that receive funding from the central government,
whereas private universities are privately funded. Unlike the UK
where there is the existence of Universities and College Admission
Service (UCAS) that facilitates a centralized admission system, in
which courses of universities could be searched and identified
online, the same system is not practiced in Ghana. Each university
in Ghana, both public and private advertises and publishes degree
courses information on their website. A thorough search and re-
view was conducted on the internet of universities to review their
courses.

Forensic science education has become common in the educa-
tional system of most countries [62]. For instance, there are
currently over 150 universities in the USA that run over 417 forensic
science courses [63]), over 68 accredited institutions in the UK run
over 337 forensic science courses (UCAS, 2020), whereas Australia
has accredited over 17 Universities [64] that run over 43 forensic
science courses [65]). Forensic Science Infrastructure under the
Ghana police service has existed since 1948 [11]. Although the
Ghana Police Service forensic lab has existed for a very long time,
the concept of digital forensic is not very well established in Ghana.
Perhaps, this is a reflection of a few prominent universities running
higher education courses in forensic science.

At present, there are only five forensic/digital forensic and
cybersecurity degree courses accredited by the NAB and run in
Ghana. One course at the undergraduate level and four courses at
the postgraduate level. In Ghana, the University of Cape-Coast is the
only accredited university offering an undergraduate degree course
in forensic science in the Department of Forensic Science [66]. In
fact, in the whole of the West African sub-region (comprising Benin,
Burkina Faso, Cape Verde, Cote D’lvoire, Gambia, Ghana, Guinea,
Guinea-Bissau, Liberia, Mali, Niger, Nigeria, Senegal, Sierra Leone
and Togo), it is the only undergraduate degree course in forensic
science [11]. In 2013, the university received accreditation and
begun enrolment in the 2015/2016 academic year. Also, all four
postgraduate level courses in forensic/cybersecurity are run at the
Kwame Nkrumah University of Science and Technology (KNUST).
These courses are MPhil/PhD Human Anatomy and Forensic Science
at the School of Medical Sciences (SMS), MPhil/MSc Forensic Sci-
ence at the Department of Biochemistry, MPhil/MSc Cyber Security
and Digital Forensic at the Department of Computer Science, and
MSc Cyber Security Intelligence and Management at the Institute of
Distance Learning [67]. Whilst forensic science and human anat-
omy began around 2013, the cybersecurity and digital forensic and
cybersecurity intelligence and management all enrolled their first
students in September 2018. Although, there are opportunities for
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employment of graduates of these courses, the existence of infra-
structure for these courses are limited. The key focus of every
university degree programme is not only for competence or
expertise. Availability of jobs for graduate of university pro-
grammes are also crucial. In the case of digital forensic, many or-
ganizations including the Ghana Police Service, Ghana National Fire
Service, the Military Intelligence as well as other security agencies
have all expressed the need for forensic/digital forensic experts and
cyber security professionals. The limited infrastructure will hamper
effective training and prevent many students from pursuing
forensic/digital forensics courses and those that will have the op-
portunity will not be adequately trained to meet the demand of the
job market. Whilst the KNUST rely on the existing central forensic
lab and recently established digital forensic lab in collaboration
with the Ghana Police Service, the UCC is at the stage of building a
multi-purpose forensic lab for its degree program and currently
relies on the faculty of agriculture and natural resources lab. Fig. 2
compares forensic courses in Ghana with other countries.

6.2. Professional and training courses in digital forensics

Just like the higher educational courses, the existence of ca-
pacity building digital forensic courses for professionals is limited.
The complexities and technical nature of DFI and prosecution de-
mand professional training courses. In this regard, law enforcement
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Fig. 2. Forensic science courses.
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agencies, political decision-makers, the judiciary and practicing
digital forensic professionals require regular training programs in
digital forensics to be abreast with the happenings in the discipline.
Although the police and other law enforcement agencies have
received training in cybercrime investigations from the UN and
Interpol in the past, such courses are often limited in Ghana. Oc-
casionally, the Kofi Annan International Peacekeeping Training
Centre (KAIPTC) in collaboration with E-Crime Bureau, a private
cybersecurity company run certificate course in Cyber Security for
the law enforcement agencies, researchers, lawmakers, in-
vestigators and digital forensic professionals [68]. The Advanced
Information Technology Institute - Ghana India Kofi Annan Centre
of Excellence in ICT (AITI-KACE) also runs a one-month certificate
course in Cyber Security for working professionals [69]. The Na-
tional Institute of Information Technology (NIIT), an Indian based IT
firm accredited in Ghana offers a certificate course in Cyber Security
[70]. As part of efforts to raise awareness of cybersecurity in Ghana,
the National Cyber Security Centre under the auspices of the
Ministry of Communication on regular basis organize refresher
courses for the law enforcement, journalists and other security
professionals. Table 3 summarizes both academic and professional
courses.

6.3. Guidelines, certification and accreditation for digital forensic
professionals

It must be recognised that the courts in which forensic evidence
is presented for the successful prosecution of digital crimes have
zero-tolerance for the least error since such error can results in
miscarriage of justice [72]. Any errors in digital forensic investiga-
tion leading to the wrongful prosecution of a person can cause
public mistrust of the concept. As such, there is the need for
guideline, accreditation, and standardization of digital forensic
procedure in order to guarantee quality of forensic services. In the
UK and the US, the ACPO and the National Institute of Standards
and Technology (NIST) principles form the basis of digital forensic
investigation respectively [38]. Ghana has no equivalent of such
guidelines. This means that the cybercrime unit of the Ghana Police
service, which provide most of the forensic services has no devel-
oped guidelines. As already mentioned, the various legislations
mandate law enforcement to search and seize electronic equipment
to aid in investigations. Without proper guidelines and principles to
guide such investigation, there will be inconsistencies in DFIs
across the country. Given that, the ACPO guidelines is robust and
well accepted as the framework for digital forensic investigation in
the UK, the Ghana Police Service, National Security Council Secre-
tariat, Economic and Organized Crime Office and the Bureau of
National Investigation could collaboratively adopt and modify the
ACPO guidelines for digital forensic investigation in Ghana. This
help provide standard and serve as professional guidelines for both
public and private digital forensic practitioners. There is also no
accreditation procedure for the establishment of digital forensic

Table 3
Forensics science, digital forensics and cybersecurity courses available in Ghana.
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labs for both public and private organizations offering forensic
services. Similarly, the NIST which is the standard framework
cybersecurity protection also provide guidelines on how to retrieve,
process, analyze and present digital evidence. The law enforcement
agencies could engage the services of experts to comprehensively
examine the NIST, and possibly adopt it to investigate cyber and
digital crimes in Ghana. There should be in existence a national
body charged with the responsibility of accrediting digital forensic
labs. In the interim, the Ghana Standard Authority can play this role.
Certification of digital forensic professionals is another issue that
deserves mention. There is the need for the certification of all
persons providing digital forensic services to ensure quality of
standard and service. At present, there exists an informal Associa-
tion of Cyber Security Practitioners (ACSP) and Forensic Science
Society of Ghana (FSSGH). However, all these bodies exist as
informal without any certification. The Information Technology
Association of Ghana (ITAG) was formed by the National Informa-
tion Technology Authority (NITA), the regulator of information
technology services and ICT policy unit of the government. Perhaps,
the NITA could begin formalizing the existing association and come
up with professional certification for Cyber Security and Digital
Forensic Experts as the GCHQ does for cybersecurity practitioners
in the UK.

6.4. Research and development

In most developed countries, particularly, the US and the UK,
many of the national scientific decisions are often backed by
research and empirical study. These have made academic in-
stitutions and research organizations very relevant in the discourse
of national debate. In Ghana, research and development, both in
academia and industry on the development of DFIs are very limited.
Evidence has shown that there is a gap in research on technological
development, foundation and leadership and oversight functions
[73]). Even in the UK, where forensic science has existed for long,
demand for research aimed at improving the quality of the services
has heightened [74]. While this paper elucidates and highlights the
research gap in digital forensic investigation in Ghana, it calls for
the urgent need to have a concerted effort towards DFI research to
aid in the numerous prosecutions of cybercrimes in the courts of
Ghana. Often, national policy decisions on cyber security and digital
forensics have been based on anecdotal evidences rather than
empirical proofs. Research forms the building block of scientific
decision making, as such its importance in the planning of DFI in
Ghana cannot be over-emphasized. In general, unlike many
developed nations, funding allocations for research and develop-
ment in Ghana is woefully inadequate. At present, research in
higher institutions forms only 0.3% of the country’s GDP, although
there is a proposal for this to be increased to 1% of GDP [75]. For
instance, in 2017, the total research and development expenditure
of the UK stood at 1.69% of GDP [76]. Similarly, in the US, France and
Germany research and development expenditure as a percentage of

No Institution Course Type Course Name

1 KNUST MPhil/PhD Human Anatomy and Forensic Science [67]

2 KNUST MPhil/MSc Forensic Science [67]

3 KNUST MPhil/MSc Cyber Security and Digital Forensics [67]

4 KNUST MPhil/MSc Cyber Security Intelligence and Management [67]
5 ucc BSc Forensic Science [71]

6 KAIPTC, NIIT, AITI-KACE Certificate Cyber Security [68]

7 National Cyber Security Centre Professional Development Course Cyber Security Awareness [47])

Source: Authors’ Compilation, 2020.
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GPD in 2017 stood at 2.79%, 2.19% and 3.02% respectively [77]. In
addition to creating National CERT at the NCSC, there is the need to
consider establishing a national research centre at the NCSC for
digital forensics and cyber security cutting edge innovations. Fig. 3
demonstrates research and development of expenditure of some
selected developed countries as a percentage of GDP.

7. Existence of cooperative mechanisms

Cybercrime has become a global issue and is not restricted to
national borders or any sectoral distinctions [20]. This presupposes
that DFI aimed at tackling cybercrime requires concerted stake-
holders’ approach. All sectors and disciplines must be involved in
the issues of digital forensic investigation of crimes perpetrated in
the virtual space. This could be achieved through participation in
international forums and associations, inter-state cooperation,
inter-agency cooperation, bilateral and multilateral agreements,
public-private partnership as well as learning of best practices from
those advanced in the digital forensics. The existence of cooperative
mechanisms will facilitate the building of stronger digital forensics
capabilities in order to curtail persistent online attacks and enable
better investigation, apprehension and prosecution of malicious
agents. In evaluating national and international cooperative
mechanisms, there is the need to reemphasise partnerships,
cooperative framework and information sharing channels.

Internationally, Ghana has been very active in the issues of
cybersecurity and the need to make the internet safe for its citizens.
As part of these efforts, Ghana is a signatory to a number of inter-
national conventions that seek to bring the problem of cybercrime
to its minimum level. In 2018, the Government of Ghana signed the
Budapest Convention, becoming the third African country to have
signed the convention since its adoption by the United Nations [78].
The signing of the Budapest convention on cybercrime affords the
country the opportunity to pursue a common criminal policy aimed
at protecting the Ghanaian society against the threats of cybercrime
and also facilitates the adoption of appropriate legislation and
foster international cooperation. In the same year, Ghana also
signed the African Union Convention on Cyber Security and Per-
sonal Data Protection that was adopted by the Assembly in 2014 in
Malabo, Equatorial Guinea. The convention is also aimed at
providing inter-state cooperation among Africa states. Ghana is a
member of the International Telecommunication Union and has
oftentimes participated in the union’s cybersecurity forums and
conferences.

Many other international, continental and regional institutions
have cooperated, or partnered with the government of Ghana for
capacity building programs. The World Bank, European Union, the

307

Forensic Science International: Synergy 2 (2020) 299—309

United Nations Office of Drug and Crime (UNODC) are all in-
stitutions that have either funded or provided training for gov-
ernment and law enforcement officers on cybercrime investigation.
The Economic Community of West African States (ECOWAS), the
Inter-Governmental Action Group Against Money Laundering in
West Africa and other ECOWAS member states have also collabo-
rated with Ghana to organize sub-regional capacity building in the
fight against cross-border cybercrimes. Whilst these cooperation’s
have been mainly executed at the national level, the higher
educational institutions have also enjoyed significant cooperation
from the international academic community. The Gujarat Forensic
Science University of India, The University of Lincoln of the UK and
the University of Cordoba of Spain have all provided support to the
Forensic Science Department of UCC to ensure students are trained
in forensic science to meet international standard [11]. Internally,
both the UCC and KNUST have been granted access to the Forensic
Science Lab of the Ghana Police Services for student learning ac-
tivities. Law enforcement institutions within the country, however,
have to improve on their inter-agency cooperation to avoid dupli-
cation of digital forensic investigation and prosecutions. Univer-
sities and Institutions within the country could also collaborate in
sharing resources including manpower and equipment to help train
expertise for Ghana on multiple fronts.

8. Conclusion and recommendation

Digital Forensic Investigation (DFI) has become an emerging
technology and research issue due to the rise in cybercrime activ-
ities globally. Although Ghana faces cyber threats from multiple
fronts, the development of DFI infrastructure is at its infancy. The
paper examined the various aspects of digital forensic investigation
in Ghana. Areas of infrastructure covered in this study include the
existence of legal infrastructure, the availability of technical
mechanisms and capacity, organisational infrastructure and
responsible national agencies, capacity building programs and
cooperation mechanism. The overarching aim of the study was to
identify key sectors of the digital forensic landscape in the country,
with a view of identifying policy issues and proffer recommenda-
tions based on international best practices and principles. Key is-
sues identified in the study and the corresponding policy
recommendations are provided to guide digital forensics in Ghana.
Recommendations are as follows:

Legal Infrastructure: Although there is a plethora of legislation
on cybercrime investigation and prosecution of cyber offenses,
these legislations are scattered in various acts and laws making its
cumbersome for law enforcement agencies to apply during digital
forensic investigation. Harmonization of the existing legislation
into one-stop-shop comprehensive law for digital forensic inves-
tigation and prosecution of cybercrime is therefore advocated. The
Government of Ghana should set up a Cyber Law Review Com-
mittee to bring all stakeholders together in order to identify issues
in the cyber landscape and propose a comprehensive legal frame-
work that deals specifically on cyber related crime and prosecution.

Effective governance structure is crucial in ensuring the sus-
tainability of digital forensics and cyber security activities. Gov-
ernment should therefore set up cyber security institutions and
also put in place the necessary governance structure for existing
agencies including National Cyber Security Council, National Cyber
Security Centre, National Computer Security Incidence Response
Team, and National Cyber Security Policy Working Group as
envisaged by the 2014 National Cyber Security Policy and Strategy.

Technical Infrastructure: The National Computer Emergency
and Response Team (CERT) established under the newly launched
National Cyber Security Centre is at its capacity development stage.
As such Ghana lacks the effective capability and capacity to respond
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appropriately to cybercrime incidents. Building the necessary
requisite cyber security capacity is essential to safeguard Ghana’s
cyber space. Therefore, the Government through the Ministry of
Communication should increase resource allocations to the coun-
try’s CERT and NCSC to set up the needed infrastructure to mitigate
the increasing cyber threats. Also, due to the fact that crime
perpetrated on the internet are borderless, advanced countries
with superior technology could assist Ghana build its expertise to
investigate crime. The National Cyber Security Centre of the GCHQ
UK, the CERT of US Department of Homeland Security and the
Computer Analysis and Response Team (CART) of the FBI US may
assist Ghana in this regard bearing in mind the borderless nature of
cybercrimes.

Organisational Infrastructure/Responsible Agency: The
investigative role of the law enforcement institutions appears to be
overlapping. Appropriate mapping and assessing of the capacity of
each law enforcement institution will help avoid duplications of
roles. Effective mobilisation of resources for these agencies are
more crucial now than before. The capacity of the Cyber Crime
Unit’s Forensic Lab of the Ghana Police Service must be efficiently
resourced. More digital forensic investigation laboratories equip-
ped with the necessary tools must be vigorously pursued by state
authorities.

Capacity Building: There is the need for the redevelopment of
the national agencies responsible for digital forensic investigation
and prosecution. Unlike the UK and the US where ACPO and NIST
provide a comprehensive guideline for investigators respectively,
Ghana lacks such guidelines. The ACPO and the NIST could be
adopted and modified to suit Ghana’s legal regime in order to serve
as a guideline on digital forensic investigation for both public and
private digital forensics providers. The capacity of digital forensic
law enforcement investigators needs to be appropriately enhanced.
The lack of existence of regulation, accreditation and certification of
digital forensic services in Ghana is a major concern. This could
potentially lead to miscarriage of justice as results of low-quality
forensic services. The proposal to establish a National Cyber Secu-
rity Council charged with the responsibility of overseeing all issues
of cybersecurity, cybercrime and digital forensic investigation and
regulations is therefore laudable and must be quickened.

In the interim, the Ghana Standard Authority (GSA) and the
National Information Technology Authority could be asked to pro-
vide oversight responsibility and supervision of digital forensic
investigations to avoid the provision of quackery services. In times
of escalating cybercrime activities, the government must increase
its research funding to higher educational institutions to provide
cutting edge research that could lead to the formulation of national
policy on digital forensics and cybersecurity.

Cooperative Mechanism: Finally, there is an opportunity for
increased collaboration between the international community
particularly the UK, US and other countries with advanced digital
forensics investigation infrastructure to help develop and
strengthen digital forensic in Ghana. Academic institutions and
research professionals could also enhance research collaborations
and exchange of ideas on digital forensic technologies. Universities
that run digital forensics courses could also begin an exchange
program with oversee institutions aimed at facilitating learning
opportunities for students. This will go a long way to contribute
significantly to training of students.
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