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The rapid development of social networking platforms has accelerated the spread of false information.
Effective source location methods are essential to control the spread of false information. Most
existing methods fail to make full use of the infection of neighborhood information in nodes, resulting
in a poor source localization effect. In addition, most existing methods ignore the existence of
multiple source nodes in the infected cluster and hard to identify the source nodes comprehensively.
To solve these problems, we propose a new method about the multiple sources location with the
neighborhood entropy. The method first defines the two kinds of entropy, i.e. infection adjacency
entropy and infection intensity entropy, depending on whether neighbor nodes are infected or

not. Then, the possibility of a node is evaluated by the neighborhood entropy. To locate the source
nodes comprehensively, we propose a source location algorithm with the infected clusters. Other
unrecognized source nodes in the infection cluster are identified by the cohesion of nodes, which can
deal with the situation in the multiple source nodes in an infected cluster. We conduct experiments on
various network topologies. Experimental results show that the two proposed algorithms outperform
the existing methods.

The rapid popularity of social media enables people to obtain some information easily and quickly from social
networks'. The development of social platforms and internet technology have brought some issues while making
our lives more convenient. For example, unverified content in social networks can spread rapidly in the network?.
This affects people’s lives and brings great losses to society. The propagation of infectious® and computer viruses
on the internet? can also be led to millions of destructive events. It is crucial to identify the diffusion source to
control the spread of this negative information. Locating and tracking the sources is helpful to control the dis-
semination of information from the source. It can reduce the harm of rumor by controlling the source, cutting
off the critical path of rumor propagation.

In recent years, researchers have conducted a series of works on source detection in social networks and
proposed a large number of source location methods. Some current methods assume that there is only one
source node in the network. For example, Shah et al.’studied the problem of source detection earlier and pro-
posed the rumor center method. Some studies have adopted centrality measures for source location, such as
distance center®, betweenness center’, Jordan center®’, degree center'® and so on. Recently, some researchers
have studied some central metrics in the network, such as Meghanathan et al."! proposed a computationally light
neighborhood-based bridge node centrality tuple to identify the bridge nodes of a network. Rajeh et al.'? devel-
oped a community-aware centrality metric by exploiting the community structure features of the network. Other
methods proposed for a single source location, such as back propagation'®, maximum likelihood estimation'* etc.
However, due to the complexity of the network structure and the randomness of information diffusion, there may
be multiple source nodes in the network. The diffusion process of different sources usually interacts with each
other, which produces uncertainty in the propagation. The single source detection algorithm cannot be applied in
the multi-source diffusion network. It faces great challenges to find out the tools to identify the diffusion source.

For the multiple sources location, the main research methods focus on network partition®'>!¢ and ranking'”-"°.
In addition to the two methods, other works also propose a new way to solve the multi-source location, such as
approximation-based methods?*?!, and heuristic methods**?*. To handle the problem in multi-source localiza-
tion, we propose two algorithms to make full use of the infected neighborhood information of nodes. The first
is neighborhood entropy. This method locates the core source node through the neighborhood information of
the node. According to the core source nodes, the infection network is divided into multiple infection clusters.
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In each infection cluster, the source nodes are located according to the cohesion of nodes. This method solves
the single source node problem in a network partition. The main contributions of this paper are as follows:

® We define the neighborhood entropy of a node. The infected adjacency entropy of a node is calculated accord-
ing to the infection possibility of the node to the neighborhood nodes. The infection intensity entropy relates
to the impact of the uninfected neighbors. The core source nodes depend on the neighborhood entropy
relationship between the nodes.

® We propose a multi-source location algorithm based on infection cluster. With the core source nodes in
our hands, we secondly study a two-stage infection cluster partition algorithm. In each infection cluster, the
condensation node can find with the cohesion of the node. This further improves the accuracy of multiple
source location.

® We compare the proposed methods with the state-of-the-art models on several synthetic and real networks.
Experimental results show the effectiveness of the proposed methods.

Related work
The main research methods of multi-source detection include network partition, ranking, and approximation.
Here, we mainly introduce the research status of multi-source localization methods in social networks.

The partition-based methods transform the problem about multi-source location into a single source location.
Generally, the network is partitioned in some way that the single source location method can be used to identify
in each partition. Zang et al."” proposed a community division method to identify multiple sources in each com-
munity. They also studied the multi-source localization problem by approximating the multiple independent
single-source localization'®. This adopted the divide-and-conquer strategy to solve the multi-source detection
problem in the SIR model. Jiang et al.® proposed the K-center method to identify a single source node. This con-
verts the original diffusion probability network into a distance network. It is difficult to apply in the real world
with the assumption that the infection probability is known. Zhu et al.'” proposed the optimal Jordan coverage
algorithm. Syed shafat et al.'® proposed a source detection algorithm with the age exemption and prominence
(EPA). They calculated the age of nodes by considering the prominence of nodes in their neighbors. Wang et al."®
proposed the method of overlapping community detection with the topological potential and infection neighbor
bias for source localization. The partition-based methods need to select the initial partition center, it will affect
the final source location effect.

The ranking-based methods estimate the value of each node and then select the first k nodes with a higher
value as the source node. This kind of method requires that the k value is given in advance, which is difficult to
obtain in real situations. Nguyen et al.?’ proposed an algorithm in reverse diffusion. They apply ranking and opti-
mization to find the largest k suspicious nodes in the network. Fiorti et al.?! proposed a dynamic age approach.
The spectrum technology is used to identify the source by calculating the reduction of the maximum eigenvalue
of the adjacency matrix after removing the node. This method can identify the source node well when the graph
is similar to the tree, but it is not suitable for large-scale networks. The approximation method can find the
approximate solution for source localization by minimizing and maximizing the proposed objective function.
Prakash et al.?? constructed the NTSLEUTH model to search multiple source nodes, which uses the principle
of minimum description length to generate a set of source nodes. Zhang et al.>* considered detecting multiple
rumor sources from the perspective of certainty. They modeled as an analytic set (SRS) problem and proposed
a polynomial-time greedy algorithm for finding the minimum SRS in general networks.

The source location problem is similar to the influence maximization problem?*-*” and the super spreader
problem?® of finding nodes, but these problems have certain differences. Firstly, they have different goals. The
influence maximization problem and super spreader problem are to select K nodes in the network under a given
budget condition K, to maximize the influence expansion of these K nodes. The source location problem is to
identify single or multiple sources of information dissemination according to the network topology and the infec-
tion of nodes in a given dissemination network. However, the source location problem needs to accurately locate
source nodes, and the number of source nodes also needs to be determined. Secondly, the evaluation criteria are
different. In the influence maximization problem and super spreader problem, the number of affected nodes is
the most important standard to measure this kind of problem, while in the source location problem, the recall
and precision of source nodes are the standards to measure the source location algorithm.

Methods

Information propagation model. Given an undirected network G = (V, E), V is the set of nodes, E is
the set of edges, and each edge is (4, v), where u,v € V. We assume that information diffusion follows the dif-
fusion dynamics in the classical SI model®. The SI model is widely used because of its simple model and can
well simulate the dynamic characteristics of information diffusion. However, under the condition of complete
observation, other models can still be applied, such as SIR model. This paper only gives the diffusion dynamics
and experimental display of SI model. In this model, each node u € V has two possible states at discrete time ¢:
susceptible state (S) and infected state (I). At the time slot, each infected node will try to independently infect its
neighbor node with probability P,,, where P, represents the infection probability from node u to node v. If a
node is infected, it will remain in the state all the time. Then it spreads the information to its susceptible neighbor
nodes and continues to propagate in the new network topology at the next time. The probability A(v, t) is defined

as the node v infected by the infected neighbor node at time ¢, A(v,¢) = 1 — HueNv(t_l) [1 =Py - Pr(u,t —1)],

where N, (t — 1) represents the set of neighbor nodes of node v at time ¢ — 1. The probability that node v is in the
infected state at time ¢ can be expressed as P;(v,t) = A(v,t) - Ps(v,t — 1) 4+ Pr(v,t — 1).
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Notation Description

N(i) Neighbor node set of node i

P, Infection probability from node u to node v
Av,t) Probability of node v being infected by neighbor nodes at time ¢
Vr All infected nodes

L,U; Infected (Uninfected) neighbor nodes of node i
& Infection intensity of node i

ni Infection degree of node i

¥i () Contribution of node j to node i

IE; Infection intensity entropy of node i

AE; Infection adjacency entropy of node i

NE; Neighborhood entropy of node i

Cs Core convex set

Sim(ny,nz) The similarity between node njand node n,

8; Cohesion strength of node i

S Predicted source nodes

Table 1. Notations.

Problem definition. 'This paper assumes that information generates from m nodes. We represent the source
node set as S = {s1, 52, ...,5m}, where m is a constant and satisfies m << N, S C G. The source node set S starts
the diffusion based on the SI model at an unknown time slot t. After a certain period, we can observe Ny infected
nodes, where [N;| 3> |S|. These infected nodes form the infected subgraph snapshot O C G. The task of this
paper is to locate the source node set S C V of the initial diffusion with the infected subgraph O and the original
network structure G. Table 1 provides a brief description of the notations used in this paper.

Multi-source location with neighborhood entropy. In this section, we propose a multi-source loca-
tion algorithm with neighborhood entropy. The possibility of a node is the source node measured by the neigh-
borhood entropy. The greater the neighborhood entropy, the more infection information the node carries in the
diffusion network. If a node carries the information larger than the neighbors, it is more likely to be the source.
In an infection subgraph, a node will be affected by two factors. One is the infected neighbor nodes, the other is
those uninfected neighbor nodes which has a certain weakening effect.

Infection intensity entropy. In a network, the information spreads from infected nodes to uninfected neighbors.
The earlier a node is infected, the longer it takes to infect its neighbor nodes. This generates more of the number
of infected neighbors and provides a higher probability to be a propagation source. In other words, if two nodes
have the same number of infected neighbors, the node with more uninfected neighbors is less likely to be the
source node. We use the infection intensity to define the influence of uninfected nodes, as shown in Definition 1.

Definition 1 (Infection intensity) The infection intensity of a node is used to measure the effect of uninfected
neighbors on the node. The smaller the proportion of uninfected nodes, the higher value of the infection inten-
sity, as shown below
IN()| — Uil 1
&= - X NG
ING)| 1+ e INOI

(1)

where |U;| represents the number of uninfected neighbor nodes of node i, N(i) represents the number of all
neighbor nodes of node i. The second part m is to eliminate the influence of the node degree.

Definition 2 (Infection intensity entropy) The infection intensity entropy is defined by the logarithm of the infec-
tion intensity. It is used to measure the impact of the node’s uninfected neighbors on the node, as shown below

IE; = —&logr&;. ()

Infection adjacency entropy. In an infected network, we can measure the infection information carried by the
neighbor nodes. The longer the diffusion time, the more nodes will be infected in the neighborhood. For a node,
the probability of the node infecting its neighbors can be measured by its neighborhood, which is the infection
degree as shown in Definition 3.

Definition 3 (Infection degree) The infection degree of a node is determined by its neighbor nodes, indicating
the possibility of the node is the parent of all neighbors. Here, the infection degree of node j is given as
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Figure 1. Diffusion network. Red node 1 represents the source node, blue node is the domain node of node 1,
and each dotted box represents the domain of the blue node.

1
W= X N ®

teN(j)

where N(j) represents the neighbor set of node j. For example, in Fig. 1, the neighbor node of node 2 is node {1,
5, 9}, so the infection degree of node 2 isn, = m E+ m E5 4 W =15+ 1 &+l 6

In the process of information diffusion, the source nodes will infect their neighbors with a probability. Each
infected neighbor will make certain contributions to the target node. We define the contribution degree, as
shown in Definition 4.

Definition 4 (Contribution degree) The contribution degree is used to measure the probability that node i is
regarded as the parent of its neighbors. The more contribution makes to its neighbor node, the higher likelihood
the node to be the source. The contribution of node i to node j can be expressed as

1

() = N1 "
Vi) ” (4)

Definition 5 (Infection adjacency entropy) The infection adjacency entropy of a node is determined by the
contribution to its neighbor nodes, as shown below

AE; ==Y i(Dlogavi())- (5)

JEN()

Definition 6 (Node neighborhood entropy) The neighborhood entropy of a node is composed of infection neigh-
borhood entropy and infection intensity entropy. To reduce the information carried by uninfected neighbor
nodes, the infection intensity entropy is subtracted from the infection adjacency entropy to obtain the node
neighborhood entropy, which can be expressed as

NE; = AE; — o x IE;, (6)

where o represents the weight factor of infection intensity entropy. Through experiments, we find that when
o = 4, the source location effect is the best, so this paper sets o to 4.

The greater the neighborhood entropy of a node, the more infection information will carry. Based on this
idea, if the neighborhood entropy of a node is greater than that of all neighbor nodes, it is a core convex node.
All core convex nodes form the core convex set as expressed as

Co = |J {NE > Maxjen) NE;}.
€N

(7)

Following the above concepts, the specific process of source localization with neighborhood entropy (SLBNE)
can be achieved in Algorithm 1. The time complexity of SLBNE relates to the number of nodes and the number of
neighbors, which is O(ND), where D is the degree of the largest degree node and N is the number of all infected
nodes in the network.
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Algorithm 1 SLBNE

Input: The infected network G; = (V;, E;), the original network G = (V,E)
Output: Core convex set Cy

1: for each node iin V; do

2: ni=0

3 for each node ¢ in N(i) do
4 &i = \N(&\m\‘w X T
5 ni+ t x &

6: end for

7: end for

8: for each node iin V; do

9 IE; = —&iloga&;

10: AE; =0

11 for each node j in N(i) do
= wa=hg

13: AEi— = y;(j)logawi(j)
14: end for

15: NE; =AE; — o X IE;

16: end for

17: Cy = {}

18: for each original infected node j do
19: if NE; > all /'s neighbores' NE ; then

20: Cy = C,U{i}
21: end if
22: end for

23: return C;

Multi-source location with infection cluster. SLBNE can locate the source node with low computa-
tional complexity. However, with the increase in the number of source nodes, SLBNE may cause the incomplete
location of source nodes. SLBNE locates the source node by comparing the neighborhood entropy of the node
and its neighbor nodes according to entropy convex. If two source nodes are neighbors, one of the two nodes
cannot be located using SLBNE. Therefore, based on SLBNE, by dividing the network, we use node cohesion to
locate other undetected source nodes. Compared with SLBNE, SLBIC increases the computational complexity,
but the corresponding source localization recall has been improved, which is suitable for the scene with location
recall as the main target when there are a large number of source nodes.

Infection cluster division. A core convex set containing r convex nodes is obtained by neighborhood entropy.
Here we take the node as the center in the core convex set and divide all non-core nodes into r infection clusters.
The partition includes two steps. The first step is to divide the direct neighbors of the core node. We calculate the
similarity between direct neighbors and each core node in Eq. (8). The node will be divided into a cluster with
the most similar core node.

. Com(ny, ny) Com(i, ])
S , _ AT
) = N ) UN ) %% INGOUNGI ®

where Com(n, ny) represents the number of common neighbors of nodes n; and n. N (1)) represents the number
of neighbor nodes of node ;.

The second step is to divide all nodes that have not yet entered the infection cluster. According to the edge
connection between the node and all infection clusters, the node will be divided into infection clusters with more
edges. If a node has the same number of connecting edges with multiple infection clusters, the node belongs to
infection clusters by considering the overlapping situation of infection clusters.

Algorithm 2 describes the specific process of infection cluster division (ICD). The time complexity for simi-
larity calculation is O(DD), and for cluster division is O(rN). The total time complexity for ICD is O(DD + rN),
where D is the degree of the maximum degree node. N denotes the number of all infected nodes, and r represents
the size of the core convex set.
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Algorithm 2 ICD

Input: The Core convex set Cy
Output: The cluster of G; : Clu*

1: Initialize r cluster: Clu; = Cyy,--- ,Clu, = C.

2: one_hop_neighbors = {}

3: already_divided_set = Cy

4: for node i in Cy do

5: if i not in one_hop_neighbors then

6: one_hop_neighbors = one_hop_neighbors| )i
7: end if

8: end for

9: for node v; in one_hop_neighbors do
10: for node Cy; in C do
11 Sim(Cy,v;) + the value in Eq. 8
12: end for
13: Cyi = argmaxc, ec,Sim(Cy,v;)
14: already_divided_set = already_divided_set|Jv;
15: put node v; into cluster Cy;
16: end for
17: for node v; in V; \ already_divided_set do

18: for node Cy; in C; do

19: cal Conedge_count(Cy,v;)

20: end for

21: Cyi = argmaxc, cc,Conedge_count(Cy,v;)

22: put node v; into cluster Cg;

23: end for

24: return a partitioned cluster of G;: Clu* = {Ji_, Clu;

Source location. In real situations, there are multiple source nodes in an infection cluster. We propose a multi-
source localization algorithm with the infection cluster. We calculate the cohesion of nodes in each infection
cluster and select the node with the largest cohesion.

The cohesion of a node measures the centrality in the infected cluster. The sum of the path distance between
anode and others in the infected cluster with the neighborhood entropy is the cohesion of the node. Firstly, we
compute the shortest path distance between node i and all other nodes in the infected cluster. Then it is divided
into different sets according to the length of paths. path_dic; = {dis;; : count; }, where dis;; represents the distance
length, count; is the number of paths with a distance equal to dis;; in the infected cluster where node i is resides.
Then the cohesion of node i can be given by

Z Mujs + 1 — disjj y count;

5' =
! My +1 APN

x 0.5 4+ NE; x 0.5, (9)
jepath_dic.keys

where M;; represents the longest distance between node i and all nodes in the infected cluster, APN represents
the number of all possible path lengths. We define the node with the largest cohesion in the infected cluster as
the condensed node, which is CN; = Max,,cc,; 8. We can get a set of condensed nodes, expressed as Cs1.
. . . . J .
Finally, The predicted source nodes is the union of condensed nodes and core source nodes, which can be
expressed as

S= CSUCSI- (10)

According to the above description, the specific process of source localization based on infection cluster
(SLBIC) is described in Algorithm 3. The time complexity of SLBIC is O(ND + rN).
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Algorithm 3 SLBIC

Input: The infected network G; = (V;, E), the original network G = (V,E)
Output: The Predicted source node set S

1: C; = SLBNE (G;,G)
2. Clu* = ICD (Cy)
3 Cg1 = {}
4: for each cluster Clu; in Clu* do
5: for node v; in Clu; do
6: 0y; < the value in Eq. 9
7: end for
8  CN;=Max,cciu; 6y,
9: Cs1 = Cs1 UCN;
10: end for
11: §=C,JCy1
12: return A set of estimated sources $ = {S1,-*Sm}
DataSet I\ |E| <d> <k> ©
Karate 34 78 241 4.60 0.570
Dolphin 62 159 336 513 0259
Celegans 453 2025 2.66 8.94 0.646
Facebook 4039 88,234 3.69 43.69 0.606
Git 37,700 289,003 325 1533 0.168
Gowalla 196,591 950,327 4627 9.668 0237

Table 2. The topology properties of networks. |V| and |E| denote the number of nodes and edges in the
network, respectively. < d > denotes the average length of all shortest paths. < k > denotes the network
average. ¢ denotes the average clustering coeflicient of the network.

Experimental evaluation
To evaluate the performance of two proposed algorithms, we compare to the NETSLEUTH??, K-CENTERS®, TP"
and PCL* on six data sets.

Experimentsettings. Datasets. We firstly introduce real networks, that is, Karate®!, Dolphin®, Celegans™,
Facebook™, Git*® and Gowalla*, and several synthetic networks, that is, ER and BA, as the experimental data.
What is more, all real datasets are available online (http://networkrepository.com/networks.php, http://snap.
stanford.edu/data/index.html). The topological properties of these networks are shown in Table 2.

Parameter settings. 'To make a more comprehensive comparison, we select a different number of source nodes
to compare. For small infection graph sizes, such as Karate, Dolphin and Celegans, the source numbers k are 2,
3, 5, respectively. For the larger data, such as Facebook, Git and Gowalla, the source numbers k are 3, 5, 8 in each
case. All the experimental results run 100 independent times to ensure credibility. All infections are independent
of each other. The diffusion will stop when over 30% (as the same in*’) nodes are infected. We assume that P
obeys uniformly distributed over (0, 1).

Efficiency measures. We use two measures to evaluate the performance of the proposed methods, namely
F-score and average error distance. Consistent with previous work®, we choose F-score as one of the evalua-
tion metrics. We treat the precision and recall equally and set 8 to 1. Average error distance is a frequently used
criterion for evaluating source location®'*?. The average error distance is the average of all error distance over
100 independent runs. The distance between the estimated source and the real source is called the error distance,
which can be expressed as A = ﬁ(minjegdis(i,j) + p|Ns+ — Ng|) where $* = {s1,52,..., 5y} represents the
real source nodes, S is the estimated source nodes, Ng+and Nj represent the actual and the estimated number of
source nodes respectively, dis(i, j) represents the shortest path length between node i and j, and the parameter
pis set to 0.5.
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Figure 2. Source location accuracy.

Experimental result. In this section, we present the performance of source localization for two algorithms.
For small infection graph sizes, we use SLBNE and SLBIC. For the large infection graph, considering the compu-
tational cost, we only test the performance of SLBNE.

Source location accuracy. Figure 2 shows the source location accuracy of our algorithms in the six topological
networks. The experimental results show that SLBNE and SLBIC are better than all baselines. When the source
node is 2, the source location performance of SLBIC is lower than that of SLBNE. With the increase of the num-
ber of source nodes, the location performance of SLBIC is the best, which indicates that when the number of
source nodes is large, SLBIC will improve the source location effect.

Average error distance.  Figure 3 shows the average error distance of the two proposed methods in the datasets.
Since average error distance measures the average shortest path between estimated sources and true sources, the
small average error distance indicates better performance. We can find that in Karate (Fig. 3a), Dolphin (Fig. 3b),
Celegans (Fig. 3¢c), and Facebook (Fig. 3d), regardless of the number of source nodes, the average error distance
of SLBIC is the minimum, followed by SLBNE. In Git (Fig. 3e) and Gowalla (Fig. 3f), the average error distance
of SLBNE is significantly lower than that of other methods.

Number of source nodes. Figure 4 evaluates the accuracy of the two proposed algorithms in predicting the
number of source nodes when the number of source nodes is different. We find that the two proposed algorithms
can correctly predict the number of source nodes with high accuracy in most cases. When the number of source
nodes is small, SLBNE predicts more accurately, while SLBIC performs better as the number of source nodes
increases. NETSLEUTH and K-CENTER have higher accuracy in locating the number of source nodes when the
number of source nodes is small, but from Fig. 2, we find that the source location accuracy is very low.

Tests in synthetic networks. This paper has carried out some experiments in synthetic networks, namely the
random (ER) network?, and the scale-free (BA) network®. From Fig. 5, we can find that SLBNE and SLBIC have
the highest sources localization accuracy in all synthetic networks. In terms of infection ratio, the source location
accuracy is higher when the proportion of infected nodes is low, which indicates that we can obtain better results
by source location in the early stage. The source location accuracy of all algorithms changes with the increase of
network scale. The smaller the network scale, the higher the location accuracy. We find that the average degree
has some influence on the source location accuracy with all algorithms. When the average degree is large, the
source location accuracy is higher. The dense network structure is conducive to the source location. All in all,
no matter how the network changes, SLBNE and SLBIC algorithms can achieve better source location results.
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Figure 4. Location accuracy of the number of source nodes.
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To locate multiple source nodes when the number of source nodes is unknown, we propose a multi-source
location algorithm SLBNE based on neighborhood entropy by considering the neighborhood information of
nodes. Compared with baseline algorithms, the location accuracy has been improved. SLBNE makes full use of
the neighborhood information of nodes, which not only considers infected neighbor nodes but also considers
the influence of uninfected neighbor nodes. Because SLBNE only uses neighborhood information, the relative
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Figure 5. Sources localization accuracy in synthetic networks. (a-d) Results in ER network. The scale of the
network is N = 500, 1000 respectively, the node infection rate is 0.1, 0.2 respectively, the average degree is 8, 10,
12 respectively. (e-h) Results in BA network. The number of source nodes is 5.

computational complexity is very low, and it is suitable for scenarios requiring low complexity and taking pre-
cision rate as the main target. To locate source nodes more fully, we consider the tendency of source node
diffusion, and multiple source nodes spread will form multiple infection clusters. Therefore, based on SLBNE
algorithm, this paper proposes a multi-source location algorithm based on infection clusters SLBIC, which locates
other unlocated source nodes in each infection cluster by dividing the network. Compared with SLBNE, SLBIC
improves recall. When the number of source nodes is large, SLBIC works better and is suitable for the scenario
that the recall is the main target.

We verify SLBNE and SLBIC in synthetic networks (random networks and scale-free networks) and six real
networks and compare the performance of these algorithms using three methods: F-score, average error distance,
and location accuracy of the number of source nodes, and experiment with four benchmark methods to verify
the effectiveness of the method proposed in this paper. Firstly, in the synthetic network, we analyze the source
location accuracy by adjusting different parameters. Figure 5 shows that when there are few infected nodes,
the source location accuracy is higher, which indicates that SLBNE and SLBIC have better effects in the early
stage of information diffusion. When the average degree of the network is large, the source location accuracy
is higher. Because the two proposed methods rely on neighborhood information, the denser network structure
will improve the source localization effect. Experiments on six real networks show that SLBNE and SLBIC can
locate the source node with higher location accuracy and lower average error distance. Compared with SLBIC,
SLBNE has a better source location effect when the number of source nodes is small. With the increase of the
number of source nodes, the location accuracy of SLBIC is higher than that of SLBNE, because SLBIC divides
the network again based on SLBNE to locate other undetected sources nodes, which increases the recall rate.
Both K-CENTER and TP transform the multi-source problem into a single source problem. However, in real-
ity, there may be multiple source nodes in the partition, which may lead to an incomplete location of source
nodes. SLBIC takes the source node located by SLBNE as the core to divide the infection cluster, which solves
the problem that there may be multiple source nodes in an infection cluster. From Figs. 1 and 2, we find that the
location accuracy of SLBIC is significantly higher than these two algorithms, while NETSLEUTH is not suitable
for large-scale networks. The location effect of PCL is not ideal in real data sets, especially large-scale networks.
In the future, we will study the influence of network structure on neighborhood entropy. We can also develop a
better method to divide infection clusters, improving the performance of source location.

Received: 15 November 2021; Accepted: 16 March 2022
Published online: 31 March 2022

References
1. Shelke, S. & Attar, V. Source detection of rumor in social network—a review. Online Soc. Netw. Media 9, 30-42 (2019).
2. Kalvit, A., Borkar, V. S. & Karamchandani, N. Stochastic approximation algorithms for rumor source inference on graphs. Perform.
Eval. 132, 1-20. https://doi.org/10.1016/].PEVA.2019.03.002 (2019).

. Kouzy, R. et al. Coronavirus goes viral: Quantifying the covid-19 misinformation epidemic on twitter. Cureus 12, 20 (2020).

. Wang, H. An universal algorithm for source location in complex networks. Phys. A Stat. Mech. Appl. 514, 620-630 (2019).

. Shah, D. & Zaman, T. Rumors in a network: Who's the culprit?. IEEE Trans. Inf. Theory 57, 5163-5181 (2011).

. Jiang, J., Wen, S., Yu, S., Xiang, Y. & Zhou, W. K-center: An approach on the multi-source identification of information diffusion.
IEEE Trans. Inf. Forensics Secur. 10, 2616-2626. https://doi.org/10.1109/TTFS.2015.2469256 (2015).

AN U e W

Scientific Reports |

(2022) 12:5467 | https://doi.org/10.1038/s41598-022-09229-2 nature portfolio


https://doi.org/10.1016/J.PEVA.2019.03.002
https://doi.org/10.1109/TIFS.2015.2469256

www.nature.com/scientificreports/

7. Freeman, L. C. A set of measures of centrality based on betweenness. Sociometry 40, 35-41 (1977).

8. Luo, W. & Tay, W. P. Finding an infection source under the sis model. In 2013 IEEE International Conference on Acoustics, Speech
and Signal Processing, 2930-2934. https://doi.org/10.1109/ICASSP.2013.6638194 (2013).

9. Luo, W,, Tay, W. P. & Leng, M. How to identify an infection source with limited observations. IEEE ]. Sel. Top. Signal Process. 8,
586-597. https://doi.org/10.1109/JSTSP.2014.2315533 (2014).

10. Albert, R., Jeong, H. & Barabdsi, A. L. Error and attack tolerance of complex networks. Nature 406, 378-382. https://doi.org/10.
1515/9781400841356.503 (2000).

11. Meghanathan, N. Neighborhood-based bridge node centrality tuple for complex network analysis. Appl. Netw. Sci. 6, 1-36 (2021).

12. Rajeh, S., Savonnet, M., Leclercq, E. & Cherifi, H. Investigating centrality measures in social networks with community structure.
In International Conference on Complex Networks and Their Applications, 211-222 (Springer, 2020).

13. Shen, Z., Cao, S., Wang, W.-X., Di, Z. & Stanley, H. E. Locating the source of diffusion in complex networks by time-reversal
backward spreading. Phys. Rev. E 93, 32301-32301. https://doi.org/10.1103/PhysRevE.93.032301 (2016).

14. Gajewski, L., Suchecki, K. & Holyst, ]. Multiple propagation paths enhance locating the source of diffusion in complex networks.
Phys. A Stat. Mech. Appl. 519, 34-41. https://doi.org/10.1016/j.physa.2018.12.012 (2019).

15. Zang, W., Zhang, P, Zhou, C. & Guo, L. Discovering multiple diffusion source nodes in social networks. Proced. Comput. Sci. 29,
443-452. https://doi.org/10.1016/j.procs.2014.05.040 (2014).

16. Zang, W., Zhang, P.,, Zhou, C. & Guo, L. Locating multiple sources in social networks under the sir model: A divide-and-conquer
approach. J. Comput. Sci. 10, 278-287. https://doi.org/10.1016/j.jocs.2015.05.002 (2015).

17. Zhu, K., Chen, Z. & Ying, L. Catchem all: Locating multiple diffusion sources in networks with partial observations. In 31st AAAI
Conference on Artificial Intelligence, AAAI 2017, 1676-1682 (2016).

18. Al S. S., Anwar, T., Rastogi, A. & Rizvi, S. A. M. Epa: Exoneration and prominence based age for infection source identification.
In Proceedings of the 28th ACM International Conference on Information and Knowledge Management, 891-900. https://doi.org/
10.1145/3357384.3358035 (2019).

19. Wang, Z., Sun, C,, Rui, X,, Yu, P. S. & Sun, L. Localization of multiple diffusion sources based on overlapping community detection.
Knowl. Based Syst. 226,106613. https://doi.org/10.1016/j.knosys.2020.106613 (2021).

20. Nguyen, D. T., Nguyen, N. P. & Thai, M. T. Sources of misinformation in online social networks: Who to suspect? In MILCOM
2012—2012 IEEE Military Communications Conference, 1-6. https://doi.org/10.1109/MILCOM.2012.6415780 (2012).

21. Fioriti, V., Chinnici, M. & Palomo, J. Predicting the sources of an outbreak with a spectral technique. Appl. Math. Sci. 8, 6775-6782.
https://doi.org/10.12988/AMS.2014.49693 (2014).

22. Prakash, B. A., Vreeken, J. & Faloutsos, C. Spotting culprits in epidemics: How many and which ones? In 2012 IEEE 12th Interna-
tional Conference on Data Mining, 11-20. https://doi.org/10.1109/ICDM.2012.136 (2012).

23. Zhang, Z., Xu, W,, Wu, W. & Du, D.-Z. A novel approach for detecting multiple rumor sources in networks with partial observa-
tions. J. Combin. Optim. 33, 132-146. https://doi.org/10.1007/s10878-015-9939-x (2017).

24. Bouyer, A. & Beni, H. A. Influence maximization problem by leveraging the local traveling and node labeling method for discover-
ing most influential nodes in social networks. Phys. A Stat. Mech. Appl. 20, 126841 (2022).

25. Pei, S., Teng, X., Shaman, J., Morone, F. & Makse, H. A. Efficient collective influence maximization in cascading processes with
first-order transitions. Sci. Rep. 7, 1-13 (2017).

26. Zhang, J.-X., Chen, D.-B., Dong, Q. & Zhao, Z.-D. Identifying a set of influential spreaders in complex networks. Sci. Rep. 6, 27823
(2016).

27. Li, W,, Zhong, K., Wang, J. & Chen, D. A dynamic algorithm based on cohesive entropy for influence maximization in social
networks. Expert Syst. Appl. 169, 114207 (2021).

28. Liu, Y., Tang, M., Zhou, T. & Do, Y. Core-like groups result in invalidation of identifying super-spreader by k-shell decomposition.
Sci. Rep. 5,1-8 (2015).

29. Cohen, J. Infectious diseases of humans: Dynamics and control. . Am. Med. Assoc. 268, 3381 (1992).

30. Li, X, Liu, Y., Zhao, C., Zhang, X. & Yi, D. Locating multiple sources of contagion in complex networks under the sir model. Appl.
Sci. 9, 4472 (2019).

31. Wen, S. et al. Modeling propagation dynamics of social network worms. IEEE Trans. Parallel Distrib. Syst. 24, 1633-1643. https://
doi.org/10.1109/TPDS.2012.250 (2013).

32. Brin, S. & Page, L. The anatomy of a large-scale hypertextual web search engine. Comput. Netw. 30, 107-117 (1998).

33. Newman, M. E. J. Finding community structure in networks using the eigenvectors of matrices. Phys. Rev. E 74, 36104-36104.
https://doi.org/10.1103/PhysRevE.74.036104 (2006).

34. McAuley, J. J. & Leskovec, J. Learning to discover social circles in ego networks. In NIPS, vol. 2012, 548-56 (Citeseer, 2012).

35. Guimers, R, Danon, L., Diaz-Guilera, A., Giralt, E & Arenas, A. Self-similar community structure in a network of human interac-
tions. Phys. Rev. E 68, 65103-65103. https://doi.org/10.1103/PhysRevE.68.065103 (2003).

36. Cho, E., Myers, S. A. & Leskovec, J. Friendship and mobility: User movement in location-based social networks. In Proceedings of
the 17th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining, 1082-1090 (2011).

37. Wang, Z., Wang, C,, Pei, J. & Ye, X. Multiple source detection without knowing the underlying propagation model. In AAAI,
217-223 (2017).

38. Dong, M., Zheng, B., Hung, N. Q. V,, Su, H. & Li, G. Multiple rumor source detection with graph convolutional networks. In
Proceedings of the 28th ACM International Conference on Information and Knowledge Management, 569-578 (2019).

39. Erdos, P. et al. On the evolution of random graphs. Publ. Math. Inst. Hung. Acad. Sci 5, 17-60 (1960).

40. Barabasi, A.-L. & Albert, R. Emergence of scaling in random networks. Science 286, 509-512 (1999).

Acknowledgements

The research presented in this paper is supported by the National Key R&D Program of China (No.
2017YFE0117500) and the National Natural Science Foundation of China (No. 61762002). This work is spon-
sored by Shanghai Pujiang Program (No. 21PJ1404200).

Author contributions
Y.X.L. and W.M.L. designed the research and performed numerical simulations, Y.X.L. wrote the main manu-
script text, C.Y. and J.J.W. participated in the coordination of the study. All authors reviewed the manuscript.

Competing interests
The authors declare no competing interests.

Additional information
Correspondence and requests for materials should be addressed to C.Y.

Scientific Reports |

(2022) 12:5467 | https://doi.org/10.1038/s41598-022-09229-2 nature portfolio


https://doi.org/10.1109/ICASSP.2013.6638194
https://doi.org/10.1109/JSTSP.2014.2315533
https://doi.org/10.1515/9781400841356.503
https://doi.org/10.1515/9781400841356.503
https://doi.org/10.1103/PhysRevE.93.032301
https://doi.org/10.1016/j.physa.2018.12.012
https://doi.org/10.1016/j.procs.2014.05.040
https://doi.org/10.1016/j.jocs.2015.05.002
https://doi.org/10.1145/3357384.3358035
https://doi.org/10.1145/3357384.3358035
https://doi.org/10.1016/j.knosys.2020.106613
https://doi.org/10.1109/MILCOM.2012.6415780
https://doi.org/10.12988/AMS.2014.49693
https://doi.org/10.1109/ICDM.2012.136
https://doi.org/10.1007/s10878-015-9939-x
https://doi.org/10.1109/TPDS.2012.250
https://doi.org/10.1109/TPDS.2012.250
https://doi.org/10.1103/PhysRevE.74.036104
https://doi.org/10.1103/PhysRevE.68.065103

www.nature.com/scientificreports/

Reprints and permissions information is available at www.nature.com/reprints.

Publisher’s note Springer Nature remains neutral with regard to jurisdictional claims in published maps and
institutional affiliations.

Open Access This article is licensed under a Creative Commons Attribution 4.0 International

License, which permits use, sharing, adaptation, distribution and reproduction in any medium or
format, as long as you give appropriate credit to the original author(s) and the source, provide a link to the
Creative Commons licence, and indicate if changes were made. The images or other third party material in this
article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the
material. If material is not included in the article’s Creative Commons licence and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

© The Author(s) 2022

Scientific Reports|  (2022) 12:5467 | https://doi.org/10.1038/s41598-022-09229-2 nature portfolio


www.nature.com/reprints
http://creativecommons.org/licenses/by/4.0/

	Multi-source detection based on neighborhood entropy in social networks
	Related work
	Methods
	Information propagation model. 
	Problem definition. 

	Multi-source location with neighborhood entropy. 
	Infection intensity entropy. 
	Infection adjacency entropy. 

	Multi-source location with infection cluster. 
	Infection cluster division. 
	Source location. 


	Experimental evaluation
	Experiment settings. 
	Datasets. 
	Parameter settings. 
	Efficiency measures. 

	Experimental result. 
	Source location accuracy. 
	Average error distance. 
	Number of source nodes. 
	Tests in synthetic networks. 


	Discussion
	References
	Acknowledgements


