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The signature has long been in use for the user verification.
These signatures have user specific features that differenti-
ate the individual for authentication. The signature verifica-
tion can be offline or online. The offline verification con-
siders only the static features of the signatures through the
signature image, while the online verification considers var-
ious dynamic features associated with the signature such
as pen pressure, pen tilt angle, velocity, acceleration, pen
up and pen down, etc at various time stamps which are
recorded using special digitizing tablets such as Wacom de-
vices (STU-500, STU-530 and DTU-1031) [1,14] etc. In to-
days scenario, smartphones are widely used world-wide, and
come equipped with various sensors e.g. accelerometer, gy-
roscope, magnetometer, GPS, etc. able to capture sensor logs
and have been used widely in the literature to capture the
dynamics of users’ behaviour while a signer signs on his
smartphone. However, there is scarcity of publicly available
databases for the online signatures collected using smart-
phone. In the present work, we describe biometric signature
dataset iSignDB captured using smartphone.

The iSignDB [6,10] consists of the genuine signature samples
of a user as well as the skilled forgery samples where im-
poster was given multiple attempts to mimic the manner-
isms of the original signer before giving skilled forgery sam-
ples. A total of 30 samples towards the genuine signature
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over 3 sessions with 10 samples per session while 15 sam-
ples of the skilled forgery with 5 samples per session were
collected. Each of the session were at least 15 days apart.
The i0OS and Android based smartphones (namely iPhone7
and Redmi Note 7) were used for the data collection.
The sensors used to collect this data, present in the smart-
phone are the gyroscope, magnetometer, GPS, and ac-
celerometer. Smartphones having sensors any one lesser than
these four, were not used for data collection, in order to have
consistent number of features under each sample. They gen-
erate the following sensor readings: angular velocity, acceler-
ation, orientation, geomagnetic field in the x, y, and z direc-
tions, position, which is collected using the MATLAB Mobile
App installed in the smartphone, that sends the data to a li-
censed MathWorks cloud account in the form of a multitude
of sensor logs. Each sample has image of the signature along
with sensor readings.
Some of the publicly available smartphone biometric signa-
ture databases are DooDB [2], MOBISIG [3], eBioSign DS 2 [7],
etc. in which at least acceleration sensor reading is present
but the iSignDB ensures these five of the sensor readings (ac-
celeration, angular velocity, magnetic field, orientation, po-
sition) under each sample. This dataset can be successfully
used to design smartphone biometric signature authentica-
tion system which is robust against a number of spoof at-
tacks [11-14]. As every user has a unique way of handling
his/her smartphone which varies over different level of emo-
tional intelligence of the user over a time period, this dataset
can also be used for behavioural analysis of the users.
© 2020 The Authors. Published by Elsevier Inc.
This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/)

Specifications Table

Subject

Specific subject area

Type of data

How data were acquired

Data format

Data Science
Applied Machine Learning

-This dataset can be used to build biometric signature
authentication system using machine learning techniques.
The smartphone sensor data is collected while the user
signs on the smartphone screen.

-It can be used to build a behavioural analysis system as
the sensor data is acquired from emotionally intelligent
subjects.

-Recently, researchers [4,5] have used smartphone sensor
data for human activity recognition. As iSignDB has been
collected while a user signs on smartphone screen, it can
also be deployed to design a human activity recognizer.
Image (PNG) and Microsoft Office Excel Comma Separated
Values File (.csv) files

-MATLAB Mobile App installed on (iOS and Android based)
smartphones, namely, iPhone 7 and Redmi Note 7

-A Signature capture app just to save image of sign
scribbled by finger on a canvas or smartphone screen

-A purchased|/licensed MATLAB 2020b software

Raw
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(continued on next page)

Parameters for data collection « All the volunteers were 22-28 years of age, pursuing
master in computer application from a top ranked
university (www.jmi.ac.in) in New Delhi, India during
2017-2020. Now most of them are placed in software
industries of India with very good packages.
Volunteers were separated into two groups where one
group contributed samples towards genuine and
another skilled forgery.
Volunteers used smartphones strictly with all 4
sensors present.
- Volunteers were explained the process to capture the
sensor data contributed under observation.

Description of data collection The MATLAB Mobile Application installed on the
smartphones gets connected to licensed MathWorks cloud
account, in order to collect the sensor data of the device
while the user signs on the screen of smartphone. The data
is collected as follows: Press the start button for sensor
data collection on MATLAB Mobile app; sign on canvas
with the Signature app; press the stop button on MATLAB
Mobile app; save the sensor data and image of signature.

Data source location Institution: Department of Computer Science, Jamia Millia
Islamia
City: New Delhi
Country: India
Latitude and longitude (and GPS coordinates) for collected
samples/data: 28.5610° N, 77.2845° E

Data accessibility -With article in the form of Supplementary file.

-Also available at this link:
https://github.com/suraiyajabin/iSignDB2020

Value of the Data

+ The hand-written signatures are used for signing cheques, official documents, authentication
process etc., almost everywhere. Here we present biometric signature data which is basically
a sensor log collected using smartphone while a signer signs on the screen of smartphone.
This sensor log is collection of acceleration, angular velocity, magnetic field, orientation, and
position of smartphone at various timestamps. This dataset iSignDB [6,10] promotes authen-
tication on the go while remotely accessing banking/official applications.

- This dataset can be used by behavioural scientists, biometrics researchers, psychologists, etc.

« This dataset can be used for building biometric signature authentication system that can be
deployed/integrated with internet banking apps being accessed with smartphone to possi-
bly authenticate/verify users, eliminating the use of PINs. Alternatively, biometric signature
authentication can be used as another step with passwords/PINs to further strengthen the
authentication process.

« This dataset can also be used for doing behavioural/psychological analysis of these 32 users.
We collected the samples 15 days apart, so that emotional intelligence of users can be cap-
tured.

1. Data Description

The database consists of genuine and skilled forgery samples for the biometric signatures of
32 users in the respective directory named as 'genuine’ and ’skilled forgery’.
There are 30 genuine samples for each user with 10 samples taken in each of the 3 sessions.
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While there are 15 skilled forgery samples for each of the 32 users.

We followed a nomenclature to name various data files which are part of iSignDB. The sensor
data is stored as a Microsoft Office Excel Comma Separated Values File (.csv) files. Each of the
data file is named as:

u0XX_sY_AOZ_B

where
XX: represents the user number
Y: is the session number
A: can have values "g" and "f" for "genuine" and "skilled forgery" respectively.
Z: is the sample number in the session “sY”.
B: specifies the type of data that can take values
"Acc" for "Acceleration”
"AngVel" for "Angular Velocity"
"MagField" for "Magnetic Field"
"Orient" for "Orientation”
"Pos" for "Position”
"Im" for "image"
The image is the signature image in the ".png’ format and the rest are the sensor log files in
the format ".csv'.
Both of these data are in the respective directories namely, "Images" and "Sensor Data".
Each of the sensor data file for Acceleration, Angular Velocity, Magnetic Field, Orientation
contains 4 columns, the description and headers of each is given below and shown in Fig. 1.

A timestamp specifies the timestamp

B X sensor data in the x-direction
C y sensor data in the y-direction
D z sensor data in the z-direction

The position sensor data files have seven columns, the description and headers of each is
shown in Fig. 2 and given below.

A timestamp specifies the timestamp

B latitude latitude relative to the equator (degrees)

C longitude longitude relative to the zero meridian(degrees)
D altitude altitude above sea level (meters)

E speed speed (meter/second)

F course course relative to true north (degrees)

G hacc horizontal accuracy(meters)

The header to each of the sensor data file is also specified as the first row.

As the dataset is collected from a variety of smartphone devices (iOS and Android), each
using different foreground and background settings for recording images of signature, images
are recorded mainly in two categories:

(i) ‘white sign over black background’ whose preview appears to be white signature over white
background.
(ii) ‘black sign over white background'.

The first category is the most suitable format for any kind of processing, and it would not
require any preprocessing but the second category will need one level of preprocessing i.e. by
taking complement of the image. It would be preferable to open signature images using image
processing commands in Python/MATLAB. We have shown how to visualize a signature image in
MATLAB using the imread() and imshow() commands.

>> img=imread(’ u01_s2_g03_Im.png’);

>> imshow(img)

Fig. 3 depicts the signature image in MATLAB as outcome of above two commands.
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] u013_s2_g02_Acc

A B | C D |
1 /timestamp x y z
2 2619221 -0.06167 2.546355 9.477541
3 2619321 0.197888 2.334994 9.082363
- 2619421 -0.03563 2.496808 9.605376
S 2619521 0.902174 2.909799 8.519651
6 2619621 0.161514 2.989733 10.15458
7 2619720 2.018103 3.622766 5.800438
8 2619820 -0.0738 1.599424 7.965087
9 2619914 -0.14056 3.993396 10.00639
10 2620014 0.256417 3.007695 9.181506
11 2620114 -0.95472 3.237767 8.984616
12 2620214 -0.38919 3.44329 9.20391
13 2620314 0.069156 3.49134 9.299861
14 2620414 -0.13876 3.078498 8.965905
15 2620514 0.11047 2.974016 9.303753
16 2620614 -0.19669 2.889142  9.3774
17 2620714 -0.38859 3.804039 9.092542
18 2620814 -2.8628 4.053421 10.2676
19 2620913 3.115022 4.077221 7.148684
20 2621013 -2.57599 0.838856 11.7356
7 2R71112 N ATAR2TI2 A 72ANNT R S2218K

Fig. 1. Snapshot of the second sample of genuine -Acceleration(sensor) data of user 13 collected in session 2.

&) u020_s1_f04_Pos

®l A | B | ¢ | b | E | F | G
1 timestam|lat long alt speed course  hacc

2 | 3979128 28.56365 77.28039 168.929 0.505 0 128
3 | 3980128 28.56333 77.2805 200.631 0.152 0 128
4 3981128 28.56319 77.28053 213.111 0.173 0 128
5 = 3982128 28.56323 77.28055 214.359 0.193 0 32
6 3983128 28.56309 77.28058 214.484 0.526 0 32
7 | 3984128 28.56298 77.28057 185.617 0.526 0  32.005
8 | 3984935 28.56297 77.28057 214.536 0.333 0  32.005
9

Fig. 2. Snapshot of the fourth sample of skilled forgery-Position(sensor) data of user 20 collected in session 1.
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Fig. 3. A Signature image opened in MATLAB.

As this dataset contains biometrics of 32 users, we allow this data set to be available for
reuse only after signing a “Term of Use” which is available as a Supplementary file.

2. Experimental Design, Materials and Methods

The devices used for data collection are the iOS and Android based smartphones (e.g. iPhone7
and Redmi Note 7) devices for whom all of four sensor readings were available. Each of the de-
vice has the MATLAB Mobile App installed for the sensor data collection, and a Signature capture
app with a canvas to scribble signature using a finger [8,9]. A licensed MathWorks account is
needed with which MATLAB Mobile app can connect to send the sensor data. We used MATLAB
2020b licensed software for the same.

The volunteers were between the age group 22-28 years. Each of the volunteer was explained
the process of the data capture which is described below. The data was captured in office-like
scenario and fully supervised, thus the samples were re-taken if any mistake was done.

The user connects MATLAB Mobile app to a licensed MathWorks account and then follows
the steps given below.

1. The volunteer pressed the ’Start button’ on the MATLAB Mobile App to start sending the
sensor data to MathWorks cloud

2. The volunteer then signed on the canvas.

3. 'Stop button’ was pressed to stop the sensor data sending, after the completion of signature.



S. Jabin, S. Ahmad and S. Mishra et al./Data in Brief 33 (2020) 106597 7

4. The data collected was saved.

5. Similarly, steps 1-4 were repeated for each of the signatures.

6. Meanwhile, another volunteer practiced and imitated the signature for the skilled forgery.
7. Similarly, the volunteer who performed the skilled forgery repeated the steps 1-4.

The data was saved on the licensed MathWorks cloud account.

Ethics Statement

All the users were informed about the data collection process and the data distribution
among other researchers that can take place in the future. They willingly contributed to the
data collected.

a) The participant data are fully anonymized.
b) The compliance to data redistribution policies from the platform(s).
¢) An informed consent of all participants has been obtained.
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