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Abstract

Background: The use of electronic health records (EHRs) has continued to increase within
healthcare systems in the developed and developing nations. EHRs allow for increased
patient safety, grant patients easier access to their medical records, and offer a wealth of
data to researchers. However, various bioethical, financial, logistical, and information security
considerations must be addressed while transitioning to an EHR system.The need to encrypt
private patient information for data sharing is one of the foremost challenges faced by health
information technology. Method: We describe the usage of the message digest-5 (MD5)
and secure hashing algorithm (SHA) as methods for encrypting electronic medical data.
In particular, we present an application of the MD5 and SHA-I algorithms in encrypting a
composite message from private patient information. Results: The results show that the
composite message can be used to create a unique one-way encrypted ID per patient record
that can be used for data sharing. Conclusion: The described software tool can be used to
share patient EMRs between practitioners without revealing patients identifiable data.
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INTRODUCTION

The use of electronic health records (EHRs) has expanded
in response to the burgeoning financial, administrative,
and technological demands associated with modemn
health care. The first generation of EIRs was restricted
to simple electronic medical records (EMRs), digital
copies of paper charts limited to a single physician
or hospital, which were stored in centralized in-house
databases.!"! Over time, these simple EMRs progressed
into EHRs that combined multiple EMRs with patient
information such as allergies, prescriptions, contact
information, and laboratory information.!'?) The World
Health Organization has defined the ideal EIIR as one’s
entire health care record, which is continually updated
over the course of their life, by all healthcare providers in
all contexts.M

Multiple benefits of EHR adoption have been identified
and include increased administrative efficiency, improved
patient safety, decreased costs, easier data collection for
research, more complete documentation, and increased
ability of patient to access their healthcare information.*]
Multiple instances of increases in administrative efficiencies
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have been noted with the use of EIRs. For example, an
EHR system with barcode readers was observed to take
97% less time to locate patient records when compared
to using paper charts.’) In addition, an EHR in Uganda
was associated with a 91% reduction in costs.”) EHRs
increase patient safety by reducing duplicitous laboratory
tests; documenting allergic reactions and other elements
of patient history; enhancing communication between
care  providers; providing integrated, point-of-care
clinical decision-making tools; reducing inappropriate
antibiotic use; and alerting the user to possible drug—drug
interactions.> % A recent cost-benefit analysis in Europe
suggests that EIIR usage allows researchers to identify and
enroll patients in clinical trials faster, better determine
research protocol feasibility, and provide data that can be
analyzed to sec if patient safety outcomes were met.[! A
small study of breast cancer patients showed that patient’s
anxiety was decreased when they had access to their own
healthcare information."”)

Despite the aforementioned benefits of EHRs, three
key barriers have limited their adoption.!" First, the
large upfront cost has deterred both individual users
and countries unable to afford it. Ninety-one percent of
health centers without EHRs cited lack of capital as the
most important barrier to adoption.'!! Upfront adoption
costs were noted to range from $16000 to $36000 per
physician.!"™” In another study, 86.7% of Canadian hospital
managers also cited financial resources as the main barrier
to providing patients access to their own EHR.P®I The
second main barrier identified was privacy and security
concerns.M2103161 T g survey of 309 physicians who were
nonusers of EHRs, 55.3% stated that privacy or security
concerns were a barrier to EHR adoption.'! Patients
also reported privacy of their health information as a
primary concern.!” The third major barrier to widespread
adoption of EHRs is lack of trained employees to create
and maintain the system. 1013

The aforementioned obstacles have largely constrained
the adoption of EHRs to physicians, hospitals, and
countries wealthy enough to afford the initial investment,
employee training, and software to address security and
privacy concerns. Therefore, EHRs have the potential to
serve as a source of health disparity, their usage reserved
to those able to pay for them, and depriving those
unable to afford the initial investment of the long-term
savings and patient safety benefits.[*7!M167] Those not
wealthy enough to pay will get second-tier access to
their healthcare information and may subsequently
have diminished safety. This represents a potential
violation of the basic bioethical tenets of autonomy
and beneficence.!" EHRs that do not align with these
fundamental bioethical principles are unlikely to be
successful as evidenced by the failure of an attempt to
create a nationwide EHR in the UK.
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As previously mentioned, security and privacy concerns
are one of the fundamental barriers to the adoption of
EHRs. Various initiatives to address security concerns
pertaining to EIIR have been undertaken. The ISO/
TS 18308 standard defined the secure storage and
communication of health information as a fundamental
component of an EHR.?Y The International Medical
Informatics Association was established to address
these security and privacy issues and contributed in
creating guidelines and educational training program
to address the concerns of healthcare providers,
managers, biomedical, health informatics specialists
to the confidentiality, privacy, and security of patient
data.’!! The Advanced Informatics in Medicine/Secure
Environment for Information Systems in MEDicine
project has taken into account the traditional and
proved principles of healthcare data processing, the
various regulations within the European Union, the
enormous and subtle risks of healthcare information
technology systems, the cost of changing existing
technology, and the mandatory need for encryption
software to keep patient information secure from
different privacy violations during data sharing.!??)

Until such time that the wuniversal adoption of
high-level EHRs is a reality, there exists a need to
handle pathology and laboratory data files in such a
way that privacy is not breached. Data files with test
results, patient names, sex, and birthdate are commonly
generated but may lack a unique identifier that can be
used to anonymize the data. For example, the Mosoriot
Medical Record System, an EMR system developed
for a primary care center in rural Kenya, required the
creation of unique patient identifiers, as Kenya lacks
the equivalent of a social insurance number.”® In
this paper, we describe an open-source tool to encrypt
private patient information using MD5 and secure
hashing algorithm (SHA)-1 implemented in R statistical
software package (R digest package, Version 0.6.10,
https://CRAN.R-project.org/package =digest).**!

Cryptography 1s the process of storing and sending
information in a secure manner that limits access to
intended recipients.?’!

The basic goals of cryptography are as follows:#*!

* Confidentiality/privacy: Ensuring that only the
intended receiver is able to read the message

e Data integrity: Ensuring that the message content
received is not altered during sharing process

*  Authentication: Identifying the intended recipients.

Message digest (MD) is a sccurity model that generates
a unique code for the purpose of providing a message
authentication code.?! MD5 and SHAP® are one-way
hashing functions (security models), which are easy to
generate but are harder to reverse.
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MESSAGE DIGEST 5 ALGORITHM

An MD is a cryptographic hash function encompassing
a string of digits created by a one-way hashing function
to protect the integrity of exchanged data. The original
MD algorithm (MDI) was shortly followed by a modified
version (MD2).”1 However, MD2 was soon found to be
quite weak and shortly followed by MD3, which however
was never released. MD3 was further developed and
MD4# was released; however, it was unsatisfactory,
but it provided the theoretical foundations for MD5
and SHA-0.?7 MD5 produces 128-bit MD from input
messages of variable length. MD5 operates iteratively on
all message subblocks as explained in the following:

Step 1: Preprocessing (Padding, Block Preparation,
and Initialization)

A processed message is padded such that its length
(in bits) is corresponding to 448 mod 512. Shorter
messages are padded with the first bit set to “1” and all
the rest set to zero. The message length is then appended
to the original message in the remaining 64 bits to form a
block of 512 bits. MD5 operates on two inputs: the input
message block and the output hash from the previous
MD. In the first step, the initial hash values are constants
provided by the algorithm. The initial values for MD5
are provided into four 32-bit words. A four-word buffer is
used to store those values which are then replaced by the
output hash values after each step.

Step 2: Length Attaching

A 64-bit delineation of the length of the message before
the padding is attached to the result of the previous
step. The resulting message has a length that is exactly a
multiple of 512 bits.

Step 3: Initialize Message Digest Buffer
A four-word buffer (A, B, C, D) is used to compute the
MD. Iere, cach of A, B, C, D is a 32-bit register.

Step 4: Process Message in 16-Word Block
Four auxiliary functions are defined to process the three
32-bit words and produce as output one 32-bit word.

Step 5: Output
The MD output is the processed words, A, B, C, D, with the
low-order byte of A and end with the high-order byte of D.

SECURE HASHING ALGORITHM

The SHA algorithm is a cryptography hash function and
used in digital certificate and data integrity.”® The MD
output is calculated using the final padded message as “n”
512-bit blocks. The algorithm makes use of two 160-bit
registers, each consisting of five 32-bit sub-registers. The
basic SHA-1 algorithm is described as follows:

* Step l: The algorithm starts by initializing the five

sub-registers of the first 160-bit register
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* Step 2: SHA-1 iterates through cach of the 512-bit
message blocks and updates the 160-bit register
by binary manipulation of the message blocks. The
SHA-1 algorithm copies the 160-bit register into the
second register

*  Step 3: This step involves a sequence of four rounds,
each round takes as input the current value of register
X and the blocks for that interval and operates upon
them for 20 iterations

* Step 4 Once all four rounds of operations are
completed, the second 160-bit register (A, B, C, D,
E) is added to the first 160-bit register

* Step 5: Once the algorithm has processed all of the
512-bit blocks, the final output of X becomes the
160-bit MD.

IMPLEMENTATION AND VALIDATION

The wvalidation data used were supplied by the
Department of Pathology and Laboratory Medicine,
University of Calgary and Calgary Laboratory Services,
Calgary, AB, Canada. The validation data have
1,205,973 patient records, each of which has patient
identification information, i.e., first name, middle name,
last name, gender, and date of birth (DOB), in addition
to clinical laboratory test results. We bind the patient’s
DOB, gender, and last name to form a composite
identification field per record that is encrypted using the
MD?5 and SIA-1 algorithms.

We compare the uniqueness of the composite ID to the
corresponding encrypted ID and the results show that
the encrypted composite message can be used as a new
patient ID to share patient EMRs among practitioners.
However, faulty data entry may cause inconsistency in
the encrypted IDs due to last name change from single to
married names, gender change, in case of twin patients,
and other data entry errors that may generate different
composite ID for the same patient.

Availability

The encryption tool is freely available from the authors.
The software can be accessed online through the
following  link:  https:/github.com/ClinicalLaboratory/
Generating-Unique-IDs-from-Pateint-identification-
Data-Using-Security-Models

Using the Software

To us, the encryption tool, R and RStudio, must be
installed on the machine that has the patient record file.
Place the provided R code file (UIDGen.R) in the folder
where the data file is located. Open RStudio and then
open the downloaded R code file. Change the path to
your file as outlined in code, press Ctil + A to select all
the code, and finally, press Ctrl + Enter to run the code.
The execution time may vary depending on your file size,
the encryption algorithm selected, and the processing
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platform. Both algorithms, i.e.,, MD5 and SHA-1, are
called in the R code file and their output are attached
to the original composite message and the user is free to
choose the encrypted message that is most suitable to
use for patient record sharing.

Validation Results

These encryption algorithms were applied to the
validation dataset of 1,205,973 patient records. As
expected, both algorithms resulted in no duplicated
identifiers for different patients. Furthermore, in all
instances when the same patient had multiple records,
both algorithms always generated a single unique
identifier for that patient.

DISCUSSION AND CONCLUSION

Designing a secure EHR sharing environment has
attracted a lot of attention within healthcare industry and
academic community. However, this extensively mandates
the need for security models to assure the privacy of
patient identification information.

A hash function receives a variable length message and
produces a fixed-length digested message as its output. It is
estimated that the efforts of coming up with two messages
having the same MD are on the order of 2 computations
and that the difficulty of coming up with any message
having a given MD is on the order of 2'* operations. 0?7

The SHA-1 algorithm is used the Digital Signature
Algorithm for digital signatures. The SHA-1 algorithm
belongs to a set of cryptographic hash functions similar
to the MD family. However, the main difference between
the SHA-1 and the MD family is the more frequent use
of input bits during the hash function in the SHA-I
algorithm than in MD4 or MD5. This fact results in
SHA-1 being more secured compared to MD4 or MD5
but at the expense of slower execution. 2!

A major barrier to the adoption of EIHRs in developing
countries has been the perception that they are not
secure."”) However, when adequate policies and
technologies are implemented, EHRs have several
security advantages over paper records.®! A trail of
who has accessed the record can easily be created, and
partial access can be controlled on a need to know
basis.l®®) This is often extremely important in developing
countries as patients may face severe financial, social,
and psychological ramifications if their private health
information is disclosed. One such example is the
significant stigma patients face if their HIV status is
revealed to their community. This software can be used
as a cost-cffective method of generating encrypted patient
identifiers from data sets in limited-resource settings.
EMRs in resource-limited settings may use spreadsheet
or access-based datasets, and our software tool could be
used to casily generate anonymized patient identifiers in

http://www.jpathinformatics.org/content/7/1/55

these settings.?#?" Similarly, other applications of this
software could be to anonymize data sets assembled from
manual chart reviews or historical data sets.

The open-source software presented in this paper can

be used solve identity (private patient information)

encryption concerns in many different settings amongst

them are as follows:

* EMRs in resource-limited settings that are stored or
created as spreadsheets.P!!

e Clinical data sets assembled from manual chart
reviews.B+%!

e Historical data sets created before modern EMRs.P**!

In these settings, the presented software tool can be both
time and cost effective to encrypt the extracted data
and/or EMRs. Moreover, the tool does not require trained

personnel to use, which is not the case in many modern
EMR systems.

Message Digest 5 and Secure Hashing Algorithm-1
Limitations

It is observed that if the input size is increased the
program became slower performing the SHA-1 than the
MD5 algorithm. The SHA-1 algorithm is claimed to be
secure because it is practically infeasible to compute the
message corresponding to a given MD.®! Furthermore,
it is extremely improbable to detect two messages
hashing to the same value.? Both algorithms performed
as expected, with the SHA-1 being slightly slower but
believed to be more secure than MD5. Therefore, we
suggest that when computing capability or time is not a
concern that SHA-1 may be better to use than MD5 as it
may be more secure than MD5 due to the more bits used
in the encrypted output message (ID).

The encryption algorithms will produce the same
identifier for different patients due to data entry errors or
in some situations where the personal data are the same
for different patients. One suggested solution for these
situations is to sort out the EIR records before encryption
by name, gender, and DOB. This will group the identical
data records next to each other and the encryption
algorithm can check the similarity of the generated
identifiers and create a count field for the replica of
the type unsigned long integer that is composed of four
bytes. The unsigned long integer can accommodate a
count start from 0 to 4,294,967,295 that is big enough to
accommodate any possible duplicates in the EHR data.
This will assure one-to-one mapping between the patient
personal data and the generated identifier even in the
case of multiple patients with the same personal data.
However, this solution is computationally expensive and
may require distributed processing to handle the massive
data due to several sort and count updates.

It worth noting that after the identifier is generated by
the encryption algorithms, different physicians can have
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access to the patients” medical records, for example, vital
signs, and can track these records locally, i.e., between
physicians; however, the original personal data will remain
secure.
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