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A B S T R A C T

With the implementation of the overall national security concept, data security governance rises 
to a new strategic height. In this paper, for the incomplete status quo of digital service platforms, 
third-party testing organizations and government regulators in the construction of digital secu-
rity, an evolutionary game model based on the above three parties is constructed. The model 
examines the strategic decision-making process, behavioral influences, and evolutionary stability 
of the three players, and is simulated and analyzed using MATLAB. The results show that the 
evolutionary system will reach the ideal stable state E(1, 1, 1), which corresponds to the combi-
nation of strategies: providing high-quality products, refusing to rent-seeking, and strict regula-
tion. In order to guide the evolving system to reach the ideal stable state, this study puts forward 
some policy recommendations in terms of establishing a data security assessment mechanism, 
collaborative technology governance, and optimizing the governance architecture.

1. Introduction

On June 10, 2021, the Twenty-ninth Meeting of the Standing Committee of the Thirteenth National People’s Congress passed the 
Data Security Law of the People’s Republic of China, which came into effect on September 1, 2021. According to the definition of 
Article 3 of the Data Security Law, data security refers to the adoption of necessary measures to ensure that data are in a state of 
effective protection and lawful utilization, as well as having the ability to guarantee a continuous state of security [1]. With the 
accelerated advancement of the digital reform process of platform enterprises, it is required that platform enterprises need to pay 
attention to the construction of data security [2]. Data security governance is an effective guarantee for the construction of data se-
curity, and is an important means to ensure that data are effectively protected, legally utilized, and continuously secure [3].

The twenty-sixth meeting of the Central Deep Reform Commission on June 22, 2022 clearly pointed out that “it is necessary to 
improve the mechanism of market-oriented allocation of data elements, and promote the classification and grading of public data, 
enterprise data, and personal data to confirm the right to authorize the use of public data” [4]. This indicates that enterprise data is one 
of the important sources of the data factor market. Enterprise data is business data generated and controlled by enterprises in the 
process of production, operation, and management that does not involve personal information and public interest. Enterprises can 
utilize internal data while integrating external data for calculation and analysis to support intelligent decision-making and promote 
innovation, which has obvious economic value [5]. Usually, the third-party data security assessment and certification is considered as 
the main hand to improve the data security governance ability, and this technical function is entrusted to the third-party testing 
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organization, however, the testing organization, as a private enterprise, is susceptible to “rent-seeking” behaviors under the pursuit of 
economic interests, which can easily lead to enterprise data leakage, misuse and modification and other security problems [6,7]. 
Visible, data security governance is particularly important in maintaining enterprise data security, which is an important part of 
promoting the healthy development of digital ecology.

Digital security governance refers to the strategic consideration of enterprise security throughout the enterprise and digital 
environment [8,9]. In the digital era, enterprises need to consider security at the strategic level to achieve corporate sustainability and 
protection [10,11]. Qingling Qin et al. [12] further extend the concept of data security governance in the new social form of 
“human-machine-object” ternary integration. Qin et al. further expand the connotation of data security governance in the new social 
form of “human-machine-object” ternary integration. Some scholars consider the strategic consideration of security in the digital 
environment as digital security governance [13–15], and propose that digital security governance (DSG) aims to maintain the 
confidentiality, integrity, and availability of data assets [16], and to ensure that the goals are achieved and security risks are managed 
appropriately to cope with increasing cyber-attacks [15,17]. The implementation of data security governance and the establishment of 
strong safeguards as well as dynamic and constant security protection mechanisms can achieve the proper protection and secure use of 
sensitive data as well as the ability to have a continuous state of security and protection of organizational assets [18].

In terms of the application of data security governance, some scholars have explored the transformative impact of data security 
governance on a variety of aspects such as public health, higher education [19], government information assets [20,21], and supply 
chain finance [22], which can enhance their risk management capabilities, protect privacy, and promote open information sharing and 
service improvement. Some scholars have also conducted theoretical or empirical studies on cross-border data flow regulation, per-
sonal privacy protection, and data openness and sharing [23–25], which are closely interconnected with each other. Both cross-border 
and open sharing of data involve privacy protection issues, and a healthy and effective data security governance framework needs to 
strike a balance between these aspects to ensure the secure flow of data and protect individual privacy, while promoting openness and 
sharing of data to promote innovation and sustainable development of society.

At the same time, private (often non-European) companies are playing an increasingly important role in the collaborative 
governance of digital security, as the corporate perspective focused on in this paper suggests [26]. In turn, whether public actors rely 
on private firms in the provision of digital security depends on how they make capacity control trade-offs [27]. Given their technical 
expertise and control over digital infrastructure, public actors often need the capabilities of private intermediaries to address digital 
security challenges [28]. In recent years, third-party testing as a complement to government regulation has frequently been the subject 
of misbehavior [29,30]. Private players have strong economic incentives to try to influence these beliefs, which we conceptualize as 
“desirable business forces” [31]. In practical implementation, limited government regulation, information asymmetry, and economic 
interests may induce manufacturers and third-party verifiers to manipulate data and jeopardize data security [32,33].

However, on the whole, existing studies pay less attention to the exploration of how the governance subject can play the gover-
nance utility issue, which leads to insufficient systematicity and depth of research and weakens the effectiveness and sustainability of 
data security assurance [7]. Therefore, in order to explore the evolution of the behavioral and strategic choices of each participating 
subject in data security governance, this paper constructs a tripartite evolutionary game model based on the evolutionary game theory, 
analyzes the stability points of the model and applies MATLAB numerical simulation simulation to validate the gaming behaviors and 
final strategic choices of the tripartite gaming subjects in order to provide some theoretical and practical insights into the mechanism of 
promoting the multifarious collaborative data security governance and to provide some theoretical and practical insights into the 
mechanism of promoting the multifarious collaborative data security governance and its effectiveness. In order to provide some 
theoretical and empirical references for exploring the mechanism of multivariate collaborative data security governance.

2. Construction of evolutionary game model of DSG

2.1. Theoretical framework

2.1.1. Evolutionary game agents
In this study, the data security governance strategy based on the tripartite evolutionary game involves three core subjects: digital 

service platforms, third-party testing organizations, and government regulators. These subjects play different roles in the process of 
data security governance, and the game and cooperation among them have a crucial impact on enhancing the effectiveness of data 
security governance.

(1) Digital service platforms

Digital service platforms are directly responsible for data security governance. They are responsible for designing, developing, 
providing and selling digital products, and their level of data security directly affects users’ data security and privacy protection. 
Digital service platforms need to assume social responsibility for data security governance while pursuing economic benefits. When the 
market encounters security threats such as privacy leakage and data theft, these behaviors may not only disrupt the market order, but 
also lead to the loss of platform users and the reduction of transaction volume, thus further affecting the profitability of the platform. 
Therefore, from the perspective of commercial interests, platform companies have an incentive to maintain the health and security of 
the online environment to ensure the vitality of the market and enhance the ability to transform the commercial value of data. In short, 
safeguarding data security is both a responsibility and a strategy to enhance competitiveness for platform enterprises [34]. They need 
to improve the level of data security through technological innovation, process optimization, etc., and at the same time, they also need 
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to play a synergistic effect with other subjects to jointly build a data security governance system.

(2) Third-party testing organizations

The third-party testing organizations refer to the third-party supervision and inspection organization that is outside the interests of 
buying and selling, follows the principle of fairness and impartiality, and carries out commodity inspection activities in accordance 
with the relevant laws and regulations, industry standards or contracts [30]. As an independent testing and evaluation organization, 
third-party testing organizations are responsible for testing and evaluating the data security level of digital service platforms. They 
provide objective and accurate evaluation bases for data security governance by virtue of their specialized technical capabilities and 
impartial stance. The existence of third-party testing organizations helps promote the self-discipline and enhancement of digital service 
platforms in terms of data security, and at the same time provides government regulators with an effective means of supervision.

(3) Government regulators

Government regulators play a guiding and regulatory role in data security governance. The main factors affecting the choice of 
strategy of the game subjects are the level of penalties imposed by government regulators on third-party testing organizations and the 
cost of regulation by government regulators [35]. Government regulators are responsible for formulating data security-related policies, 
regulations, and standards and norms to provide legal protection and policy support for data security governance. Government reg-
ulators also need to supervise and guide third-party testing organizations and digital service platforms to ensure that they fulfill their 
responsibilities and obligations for data security governance. At the same time, government regulators also need to strengthen 
cooperation and communication with other countries and regions to jointly address global challenges in data security governance.

In summary, digital service platforms, third-party testing organizations and government regulators each play an important role in 
data security governance. The game and cooperation among them is an important part of data security governance strategy research. 
Through in-depth analysis of the behavioral characteristics and interactive relationships of these subjects, it can provide strong 
theoretical support and practical guidance for the construction of effective data security governance strategies.

2.1.2. Analysis of game relationships
In this study, the data security governance strategy based on the tripartite evolutionary game involves three main game subjects: 

digital service platforms, third-party testing organizations, and government regulators. These three subjects play different roles in the 
process of data security governance, and jointly influence the effect of data security governance through the game relationship be-
tween them.

The digital service platform, as the directly responsible body of data security governance, aims to maximize economic benefits 
while ensuring that data security complies with relevant regulations and standards. In the process of production and operation, en-
terprises need to weigh the relationship between data security investment and economic benefits, and formulate a reasonable data 
security governance strategy. In the game with third-party testing organizations, enterprises need to accept testing and make im-
provements based on the test results to improve their data security level. In the game with government regulators, enterprises need to 
comply with relevant regulations and accept government supervision and penalties, but also through communication and cooperation 
with the government for more policy support and market opportunities.

As an independent testing and certification organization, the main responsibility of the third-party testing organization is to 
objectively and impartially assess and supervise the data security measures of digital service platforms. Between digital service 
platforms and government regulators, the third-party testing organization plays the role of a bridge and a link. On the one hand, it 
needs to report the testing results to the government regulator to provide a scientific basis for government decision-making; on the 
other hand, it also needs to provide improvement suggestions to the digital service platform to help it improve its data security level.

The government regulator plays the role of supervision and guidance in data security governance. It is responsible for formulating 
data security regulations and standards, regulating and penalizing digital service platforms, and also can guide enterprises to 
strengthen data security construction through policy incentives. In the game with third-party testing organizations, the government 
needs to rely on their test results to assess the industry’s data security status and formulate targeted regulatory measures. In the game 
with digital service platforms, the government needs to ensure that enterprises comply with regulations through law enforcement and 
supervision, and at the same time pay attention to the reasonable demands of enterprises to promote the benign development of data 
security governance.

Different from traditional game theory, evolutionary game theory assumes that human beings are limitedly rational and usually 
reach game equilibrium through trial and error. Due to the asymmetry or incompleteness of information, in order to obtain the 
maximum benefit, the subject will waver in different strategies, and its strategy selection is very easy to be influenced by the sur-
rounding subjects or game parties, and there is a dynamic adjustment and imitation of the process of others. These three parties are 
driven by interests, and will eventually make a scientific evolutionary game strategy that is fit for purpose and operability [36]. 
Combined with practical research, the evolution of data security governance process requires the participation of digital service 
platforms, third-party testing organizations, government regulators, the main body of the interests of the impossibility of complete 
rationality, the choice of its strategy affects each other, is the behavior of all parties to adjust each other’s dynamic evolution under 
certain rules [37]. Therefore, this paper analyzes the dynamic game process of data security governance using evolutionary game 
theory and numerical simulation. By constructing a tripartite evolutionary game model of digital service platforms, third-party testing 
organizations, and government regulators, it determines the evolutionary and stabilization strategies of the three parties to reach the 
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ideal state in different contexts, and provides decision-making references for creating a good digital ecology.
The game relationship between the three parties of data security governance constructed in this paper is shown in Fig. 1.

2.2. Model construction

2.2.1. Behavioral strategies
From the perspective of digital service platforms, digital service platforms, as a party to the game, are faced with the choice of two 

behavioral strategies: “providing high-quality digital products” or “providing low-quality digital products”. “Providing high-quality 
digital products” means that enterprises will follow the standards and regulations of data security governance, invest the necessary 
resources to ensure the quality and safety of digital products, and invest higher costs in product provision. “Providing low-quality 
digital products” may bring short-term economic benefits, but in the long run may face legal risks and reputational damage. The 
strategic choices of digital service platforms are affected by a variety of factors, such as the strength of government regulation, the cost 
of non-compliance, and the state of competition in the market [38].

Considering from the perspective of third-party testing organizations, testing organizations, as a party to the game, are faced with 
two behavioral strategy choices: “refusing to rent-seeking” or “intending to rent-seeking”. “Refuse to rent-seeking” means that the 
organization will strictly follow the standards to ensure the accuracy and reliability of the data. It provides government regulators with 
a strong basis for supervision, thus effectively curbing irregularities in digital service platforms and promoting fair competition in the 
market. At the same time, this will help reduce data security risks and minimize legal disputes and economic losses caused by data 
leakage or tampering. “Intending to rent-seeking” means that the results of third-party testing may be tempted by the rent-seeking of 
digital service platforms and deviate from an impartial stance. This behavior will undermine the impartiality and effectiveness of data 
security governance, making the test results lose objectivity and accuracy. This will lead to the government regulatory authorities not 
being able to accurately grasp the security status of digital product data, which in turn makes it difficult to effectively supervise and 
penalize violations, thus weakening the effectiveness of the entire regulatory system.

From the perspective of government regulators, as the other side of the game, their strategy choices include “strict regulation” and 
“loose regulation”. “Strict regulation” means that the government will increase penalties for non-compliance and improve data se-
curity standards, while “loose regulation” may lead to regulatory gaps, allowing unscrupulous companies and organizations to take 
advantage of the situation.

In the three-party game model, the strategic choices of each participant are influenced by each other. The strategic choices of digital 
service platforms will affect the business volume and impartiality of third-party testing organizations; the strategic choices of third- 
party testing organizations will affect the effect of government regulation and public confidence in data security; and the strategic 
choices of government regulators will directly affect the series of behaviors of digital service platforms and third-party testing or-
ganizations in the process of data security governance.

2.2.2. Model hypothesis

Assumption 1. All subjects of interest are finitely rational and their strategy choices evolve over time, eventually converging to a 
steady state of optimal strategies.

Assumption 2. Probability assumption. The probability that a digital service platform provides high-quality digital products is x, and 
the probability that it provides low-quality digital products is 1 − x; the probability that a third-party testing organization refuses to 
rent-seeking is y, and the probability that it intends to rent-seeking is 1 − y; and the probability that a government regulator strictly 
regulates is z, and the probability that it loosely regulates is 1 − z, where 0 ≤ x,y,z ≤ 1.

Assumption 3. The daily revenue and cost of normal operation of the digital service platform are RM and CM respectively. If the 
digital service platform consciously fulfills its governance responsibilities, assumes social responsibility, and actively provides “high- 

Fig. 1. Structure of the tripartite game of DSG.
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quality digital products”, it needs to invest additional technology, management, operation, and maintenance costs CE. At the same 
time, along with the authenticity and reliability, reputation, political resources, etc., digital service platforms will gain implicit benefits 
RH, and this benefit will produce positive externalities, which will lead to the third-party testing organizations to improve the 
credibility of the test W as well as the social benefits for the government T. Third-party testing organizations need to invest human, 
material and financial costs CI and receive subsidies S from government regulators when auditing the qualifications of digital service 
platforms. In the event of a data security incident, the scope of impact and level of importance may be relatively ordinary, or the 
government regulator, after considering the image of the government, economic interests, and social stability, does not need to deal 
with the incident urgently, and adopts the strategy of “loose regulation” to deal with the incident according to the daily plan. If the 
government regulator does not choose “strict regulation” from a holistic perspective, it may cause misunderstanding and disapproval 
among other stakeholders, leading to the generation of discordant voices, which in turn affects the stability and order of the society as 
well as causing corresponding reputational loss, which is partly recorded as negative environmental externality loss L.In the event of 
damage, loss or leakage of important data that jeopardizes the public interest or the national interest, government regulators need to 
adopt “strict regulation”. “Strict regulation” may also require additional investment in specialized data recovery and restoration work 
compared to ordinary “loose regulation”. This includes the cost of data recovery software, data recovery services, etc., as well as the 
cost of hiring external consultants and experts to provide technical support and consulting services, which is recorded as CG. At the 
same time, this will also recover certain losses for the digital service platform, third-party testing organizations, and governmental 
authorities, which are recorded as R1、R2 and R3 respectively.

Assumption 4. Impact of a data security incident. Assume that the probability of a data security event is p, which means that there is 
a certain amount of risk that makes it possible for a data security problem to occur. When a data security event occurs, it will bring 
different degrees of loss to each subject of interest. The digital service platform will face a direct revenue loss m (including the direct 
revenue loss of the digital service platform, the compensation payment that may need to be paid), while the third-party testing or-
ganization usually decides whether to charge the digital service platform more testing fees due to the testing costs based on the severity 
and impact of the data security incidents of the digital service platform. The above additional fees levied by the third-party testing 
organization on the digital service platform are denoted as i. At the same time, if the data security incident affects the whole society due 
to the rent-seeking behavior of the third-party testing organization, and may even pose a serious threat to the national security and 
public interests, the government regulator will hold the third-party testing organization accountable, which may involve the 
accountability of the relevant responsible personnel, financial penalties and other measures. Third-party testing organizations are 
penalized by government regulators, recorded as a loss of third-party testing organizations in the event of a data security incident g.

Table 1 illustrates the parameters of the above assumptions, and Table 2 illustrates the game benefit matrix of digital service 
platforms, third-party testing organizations and government regulators in the DSG process.

3. Analysis of evolutionary game models

3.1. Strategic stability analysis of digital service platforms

The expected returns and average expected returns (E11、E12、E1) of digital service platforms “providing high-quality digital 
products” or “providing low-quality digital products” are respectively: 

Table 1 
Parameter settings of the three-party game model.

Stakeholders Symbols Descriptions

Digital 
Service 
Platforms

RM Ordinary income in the ordinary course of business
CM Ordinary costs in the ordinary course of business
CE Costs of additional inputs in fulfilling governance responsibilities
RH Hidden gains made in the performance of governance duties
R1 Losses recovered for digital service platforms under a strict regulatory model
m Loss of direct revenue in the event of a data security incident
i Additional fees levied on digital service platforms by third-party testing organizations

Third-party testing 
organizations

W Increased detection credibility due to positive externalities generated by digital service platforms
CI Costs involved in qualifying digital service platforms
R2 Losses recovered for third-party testing organizations under a strict regulatory model

Government regulators T Increased social gains from positive externalities generated by digital service platforms
S Subsidies to third-party testing organizations
L Losses from negative environmental externalities in case of loose regulation
CG Technical and human costs invested in strict regulation
R3 Losses recovered for government regulators under the strict regulatory model
g Penalties for rent-seeking by third-party testing organizations
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⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

E11=yz(RM + RH − CM − CE − p(m + i − R1))
+y(1 − z)(RM + RH − CM − CE − p(m + i))

+z(1 − y)(RM + RH − CM − CE − Pp(Mm − R1))
+(1 − y)(1 − z)(RM + RH − CM − CE − pm)

= RH − CE − CM + RM − pm − ipy + zpR1
E12 = yz(RM − CM − p(m + i − R1))

+y(1 − z)(RM − CM − p(m + i))
+(1 − y)z(RM − CM − p(m − R1))
+(1 − y)(1 − z)(RM − CM − pm)

= RM − CM − pm − ipy + zpR1
E1 = xE11 + (1 − x)E12

= RM − CM − CEx + RHx − pm − ipy + zpR1

(3–1) 

The replication dynamics equation for the digital service platform is: 

F(x)=
dx
dt

= x(E11 − E1)= x(1 − x)(E11 − E12)= x(CE − RH)(x − 1) (3–2) 

According to the stability theorem of the differential equation, the conditions that make the probability of the digital service 
platform choosing to “provide high-quality digital products” in a stable state are F(x) = 0 and dF(x)

dx < 0.
Firstly, by making F(x) = 0, two zero points of x = 0 and x = 1 can be obtained. According to the stability theory of dynamical 

system, the point which only satisfies the condition F(x) = 0 is the general stable state point, and it is also necessary to satisfy the 
condition F(x)́ < 0 at the same time is the evolutionary stable equilibrium point. Therefore, the derivation of F(x) is obtained ac-
cording to equations (3)–(2): 

dF(x) / dx = (1 − 2x)(RH − CE) (3-3) 

We find that the positive or negative form of the derived equation is determined by x、RH and CE only. 

Corollary 1. The probability of delivering high-quality digital products while fulfilling governance responsibilities during evolution is posi-
tively correlated with the implicit benefits it brings, and negatively correlated with the additional costs invested in delivering high-quality digital 
products (costs of technology, management, operation, maintenance, etc.).

Proof. When CE < RH, dF(x)/dx|x=0 > 0, dF(x)/dx|x=1
< 0, so x = 1 is the evolutionary equilibrium strategy, and the digital service 

platform, as a finite and rational economist, will adopt the strategy of "providing high-quality digital products". When CE > RH, then 
dF(x)/dx|x=1

> 0, dF(x)/dx|x=0
< 0, so x = 0 is the evolutionary equilibrium strategy, and the optimal strategy of the digital service platform is 

to "provide low-quality digital products".

Corollary 1 suggests that safeguarding the implicit benefits that digital service platforms can derive from fulfilling their governance 
role can prevent enterprises from providing low-quality digital products. Increasing the implicit benefits that digital service platforms 
can obtain when they fulfill their governance responsibilities will help digital service platforms to choose “providing high-quality 
digital products” as their stabilization strategy. Increased input costs will encourage digital service platforms to choose “providing 
low-quality digital products” as a stabilizing strategy. Government regulators can not only ensure the smooth fulfillment of the 

Table 2 
Benefit matrix for the three-party game.

Third-party testing organizations Government regulators

Strict regulation z loose regulation 1 − z

Digital service 
platforms

Provide high quality digital products 
x

Refuse to rent- 
seeking y

RM+ RH − CM − CE − p(m + i −
R1)

RM+ RH − CM − CE − p(m +

i)
p(i + R2) − CI+ S+ W pi − CI+ S+ W

T − S+ pR 3 − CG T − S − pL
Provide low quality digital products 

1 − x
RM − CM − p(m + i − R1) RM − CM − p(m + i)

p(i + R2)+ S − CI pi+ S − CI
− S+ pR 3 − CG − S − pL

Provide high quality digital products 
x

Intend to rent- 
seeking

RM+ RH − CM − CE − p(m − R1) RM+ RH − CM − CE − pm
p( − g + R2)+ W W

T+ p(g + R3) T − pL
Provide low quality digital products 

1 − x
1 − y RM − CM − p(m − R1) RM − CM − pm

p( − g + R2) 0
p(g + R3) − pL
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governance of digital service platforms by increasing the probability of strict government supervision, but also by developing the 
impartiality of third-party testing organizations. For example, it can take measures to improve the reputation value and social re-
sponsibility of third-party testing organizations, give full play to the effectiveness of social forces in regulating the safety of digital 
products, and build a quality supervision system of social co-governance for the safety of digital products.

3.2. Strategic stability analysis of third-party testing organizations

The expected returns and average expected returns (E21、E22、E2) of the third-party testing organizations for " refusing to rent- 
seeking” or “intending to rent-seeking” are respectively: 

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

E21 = xz(p(i + R2) − CI + S + W)

+x(1 − z)(pi − CI + S + W)

+(1 − x)z(p(i + R2) + S − CI)
+(1 − x)(1 − z)(pi + S − CI)
= S − CI + ip + Wx + pR 2z

E22 = xz(p(− g + R2) + W) + x(1 − z)W
+(1 − x)z(p(− g + R2))=Wx − gpz + pR 2z

E2 = yE21 + (1 − y)E22
= Sy − CIy + Wx − gpz + ipy + pR 2z + gpyz

(3–4) 

The replication dynamic equation for the third-party testing organization is: 

F(y)=
dy
dt

= y(E21 − E2)= y(1 − y)(E21 − E22)= y(1 − y)(S − CI+ ip+ gpz) (3–5) 

Based on equations (3)–(5), solve the replication dynamic equation for the tendency of third-party testing organizations to “refuse 
to rent-seeking”, so that 

z0 =
CI − S − ip

gp
(3–6) 

(1) When z = z0, then F(y) ≡ 0 and is in a stable state no matter what value y takes. That is, at this time, regardless of whether the 
third-party testing organization is actively managed, for the third-party testing organization is the optimal choice of strategy, 
and the third-party testing organization will not adjust its own strategy with the change of time. At this time, the third-party 
testing organization can not determine the stabilization strategy.

(2) When z ∕= z0, making F(y) = 0, two zero points of y = 0 and y = 1 can be obtained. According to the stability theory of 
dynamical system, the point which only satisfies the condition F(y) = 0 is the general stable state point, and the point which 
satisfies both the condition F(y) = 0 and the condition F(y)́ < 0 is the evolutionary stable equilibrium point. Therefore, deri-
vation of F(y) leads to Eq:

dF(y)
dy

=(1 − 2y)(S − CI+ ip+ gpz) (3–7) 

Corollary 2. The probability of a third-party testing organization rejecting rent-seeking in the evolutionary process is affected by a 
number of factors, including government subsidies, costs invested in testing, losses incurred in digital governance, and losses incurred 
in intentional rent-seeking. It is positively correlated with government subsidies, losses at the time of digital governance, and losses at 
the time of intentional rent-seeking, and negatively correlated with the costs invested in testing.

Proof. (1) When z0 < 0, z > z0 holds, i.e., S − CI+ ip+ gpz > 0, at this time, dF(y)
dy |y=0 > 0, dF(y)

dy |y=1 < 0, then y = 1 is an evolu-
tionary equilibrium strategy, i.e., the third-party testing organization as a finite and rational economic agent will 
choose the decision of "refusing to rent-seeking ".

(2) When z0 > 1, z < z0 constant, that is, S − CI+ ip+ gpz < 0, at this time dF(y)
dy |y=0 < 0, dF(y)

dy |y=1 > 0, then y = 0 is the evolutionary 
equilibrium strategy, that is, the third-party testing organization as a finite rational economic man will choose the decision of 
"intention to rent-seeking ".

(3) When 0 < z0 < 1, it is divided into two cases: when 0 < z < z0 < 1, at this time dF(y)
dy |y=0 < 0, dF(y)

dy |y=1 > 0, then y = 0 is the 
evolutionary equilibrium strategy, that is, the third-party testing organization as a limited rational economic man will choose 
the decision of "intention to rent-seeking". When 0 < z0 < z < 1, at the same time, dF(y)

dy |y=0 > 0, dF(y)
dy |y=1 < 0, then y = 1 is the 

evolutionary equilibrium strategy, i.e., the third-party testing organization as a finite rational economic agent will choose 
"refusing to rent-seeking".
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Corollary 2 suggests that when the government subsidizes third-party testing organizations, these organizations may become less 
dependent on rent-seeking practices because of the additional financial support they receive. This is because the subsidy reduces their 
operating costs and increases their profitability, allowing them to make profits through normal market competition without having to 
resort to improper means such as rent-seeking. High testing costs may lead to greater financial pressure on third-party testing orga-
nizations in their operations. In order to maintain their operations and profitability, some organizations may consider accepting rent- 
seeking behavior in order to obtain additional financial gains, thereby relieving operational pressure. Losses suffered during digital 
governance include reputational losses, legal risks, and financial losses. These costs and losses can make third-party testing organi-
zations more cautious when faced with the temptation of rent-seeking, thus increasing their probability of rejecting rent-seeking. 
Losses suffered when intending to engage in rent-seeking include potential legal risks, reputational damage, and ethical pressures. 
If the third-party testing organization has the intention to participate in rent-seeking behavior, these risks will bring serious conse-
quences to the organization, which will make the third-party testing organization more cautious when it has the intention to rent- 
seeking, thus increasing its probability of refusing rent-seeking. By enhancing the professionalism of testing personnel, expanding 
media disclosure, and other such means, it will also increase the speculative costs of third-party testing organizations intent on rent- 
seeking, which will help reduce their speculative behavior. Penalties and losses can effectively ensure digital security, and rewards and 
subsidies can also promote the level of digital governance participation of third-party testing organizations.

3.3. Strategic stability analysis of government regulators

The expected returns and average expected returns (E31、E32、E3) for “strict regulation” or “loose regulation” by the government 
regulator are respectively: 

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

E31 = xy(T − S + pR 3 − CG) + x(1 − y)(T + p(g + R3))

+(1 − x)y(− S + pR 3 − CG)

+(1 − x)(1 − y)(p(g + R3))

= Tx − CGy + gp + pR3− Sy − gpy

E32 = xy(T − S − pL) + x(1 − y)(T − pL)

+(1 − x)y(− S − pL) + (1 − x)(1 − y)(− pL) = Tx − Lp − Sy

E3 = zE31 + (1 − z)E32

= (z − 1)(x(T − Lp)(y − 1) − y(x − 1)(S + Lp)

+xy(S − T + Lp) + (x − 1)((y − 1)Lp)

+z

⎛

⎜
⎜
⎜
⎝

y(x − 1)(CG + S − pR 3)

− x(T + p(g + R3))(y − 1) + xy(T − CG − S + pR 3)

+p(g + R3)(x − 1)(y − 1)

⎞

⎟
⎟
⎟
⎠

(3–8) 

The equation for the replication dynamics of the government regulator is: 

F(z)=
dz
dt

= z(E31 − E3)= z(1 − z)(Lp − CGy+ gp+ pR 3 − gpy) (3–9) 

Based on equations (3)–(9), solve the equation for the replication dynamics of the government regulator’s preference for “strict 
regulation,” so that 

y0 =
Lp + gp + pR 3

CG + gp
(3 -10) 

(1) When y = y0, then F(z) ≡ 0, regardless of the value of z, are in a stable state. That is, at this time, whether the government 
regulator adopts the “strict regulation” strategy or “loose regulation” strategy, is the optimal choice of strategy, and the gov-
ernment regulator will not adjust its own strategy over time. At this time, the government regulator cannot determine the 
stabilization strategy.

(2) When y = y0, make F(z) = 0, can get z = 0 and z = 1 two zeros. According to the stability theory of dynamical systems, the 
point that only satisfies the condition F(z) = 0 is the general stable state point, and the point that satisfies both the condition 
F(z) = 0 and the condition F(z)́ < 0 is the evolutionary stable equilibrium point. Therefore, derivation of F(z) leads to Eq:
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dF(z)
dz

=(1 − 2z)(Lp − CGy+ gp+ pR 3 − gpy) (3 -11) 

Corollary 3. In the process of evolution, the probability of strict regulation by government regulators is affected by a number of 
factors, such as the negative environmental externality loss generated by lax regulation, the technological and labor costs invested in 
strict regulation, the punishment for the third-party enterprises that intend to rent-seeking, and the loss recovered for the government 
regulators by strict regulation, and so on. Among them, the probability of strict regulation by government regulators is positively 
correlated with the negative environmental externality loss generated by loose regulation, the penalty for the third-party enterprise 
intending to seek rent, and the loss recovered for the government regulators by strict regulation; and it is negatively correlated with the 
technological and human cost invested in strict regulation.

Proof. (1) When y0 < 0, y > y0 holds, i.e., Lp − CGy+ gp+ pR 3 − gpy < 0, at this time, dF(z)
dz |z=1 > 0, and dF(z)

dz |z=0 < 0, z = 0 is the 
point of stability of decision-making, i.e., the government regulator, as a finite and rational economic man, will choose 
"loose regulation".

(2) When y0 > 1, y < y0 constant, that is, Lp − CGy+ gp+ pR 3 − gpy > 0, at this time dF(z)
dz |z=1 < 0, dF(z)

dz |z=0 > 0, then z = 1 is the 
decision-making point of stability, i.e., the government regulator as a finite rational economic man will choose "strict regulation 
".

(3) When 0 < y0 < 1, there are two cases: when 0 < y < y0 < 1, when dF(z)
dz |z=1 < 0, dF(z)

dz |z=0 > 0, then z = 1 is the decision-making 
point of stability, i.e., the government regulator as a finite rational economic man will choose " strict regulation"; when 0 < y0 <

y < 1, when dF(z)
dz |z=1 > 0, dF(z)

dz |z=0 < 0 is the decision-making point of stability, that is, the government regulator as a limited 
rationality of the economic man will choose "loose regulation".

Corollary 3 suggests that government regulators will have an increased incentive to adopt a strict regulatory strategy when they 
face negative externality losses from adopting a loose regulatory strategy. Strict regulation can effectively curb market participants’ 
misbehavior and reduce the occurrence of negative externality loss. Meanwhile, the probability of strict regulation by government 
regulators is affected by the strategic choice of third-party testing organizations; when third-party testing organizations intend to seek 
rents, government regulators levy penalties on the third party through strict regulation, which promotes the probability of regulators 
choosing strict regulation. The government invests significant technical and human costs in strict regulation, and while these costs are 
critical to ensuring the effectiveness and fairness of regulation, government regulators may reduce the probability of strict regulation 
after weighing the pros and cons due to resource constraints, cost-benefit considerations, regulatory fatigue, and market changes.

3.4. Stability analysis of the system

In evolutionary games, replicated dynamic equations are usually used to study the strategy evolution within a single group. 
However, equilibrium analysis of the whole game system is used to understand the stability and evolutionary trend of the game more 
comprehensively. In replication dynamics, the strategy evolution of each individual is influenced by other individuals in the group, and 
the stability of the whole system depends not only on the strategy choices within a single group, but also on the strategy competition 
and evolution process among different groups. So an equilibrium analysis of the whole game system is also needed to study the 
propagation and competition process of different strategies among groups and the stable state that may be reached in the end. 
Organizing Eqs. (3)–(2), Eqs. (3)–(5) and Eqs. (3)–(9) so that F(x) = 0, F(y) = 0, F(z) = 0, several special equilibrium solutions existed 
in this research problem can be obtained, including eight pure strategy Nash equilibrium solutions. These solutions are E(1,1,1), E(1,1,
0), E(1,0,1), E(1,0,0), E(0,1,1), E(0,1,0), E(0,0,1), E(0,0,0), respectively. All individuals at these equilibrium points have no incentive 
to change their strategy when adopting a particular strategy, unless a mutant emerges that can make him change his strategy. This 
means that the replication dynamics of the strategies are in equilibrium and the strategy frequency is stable. There are also 2 mixed- 
strategy equilibrium points, E

(
x1, y0, z0

)
and E

(
x2,y0, z0

)
, in which 

x1 =0; x2 = 1; y0 =
Lp + gp + pR 3

CG + gp
; z0 =

CI − S − ip
gp 

This equilibrium exists if and only if x1, x2, y0, z0 ∈ (0,1).
The stable solution in multiple group evolutionary games is a strict Nash equilibrium, and a strict Nash equilibrium must be a pure 

strategy. Therefore, in order to explore the evolutionary stability of the digital service platform - the third-party testing agency - the 
government regulatory department of the three parties, this paper carries out stability research on the eight pure strategy equilibrium 
points in the three-party evolutionary game. According to the method proposed by Friedman to test the stability of equilibrium points, 
the local stability of equilibrium points is judged by the Jacobi matrix. The Jacobi matrix of this evolutionary system is obtained from 
the above replicated dynamic differential equation, and the partial derivatives of F(x), F(y), and F(z) with respect to x, y, and z are 
obtained respectively, then the Jacobi matrix of the three-party game is: 
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J =

⎡

⎢
⎢
⎢
⎣

j11 j12 j13

j21 j22 j23

j31 j32 j33

⎤

⎥
⎥
⎥
⎦
=

⎡

⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

∂F(x)
∂x

∂F(x)
∂y

∂F(x)
∂z

∂F(y)
∂y

∂F(y)
∂y

∂F(y)
∂z

∂F(z)
∂x

∂F(z)
∂y

∂F(z)
∂z

⎤

⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎦

=

⎡

⎢
⎢
⎢
⎣

(CE − RH)(2x − 1) 0 0

0 (1 − 2y)(S − CI + ip + gpz) gpy(1 − y)

0 z(z − 1)(CG + gp) (1 − 2z)(Lp − CGy + Gp + pR 3 − gpy)

⎤

⎥
⎥
⎥
⎦

(3 -12) 

The equilibrium point stability determination is made according to the Lyapunov stability condition, i.e., by analyzing the positive 
and negative cases of the eigenvalues. If the real part of all the eigenvalues of the Jacobi matrix is less than zero, the equilibrium point 
is locally asymptotically stable, and the equilibrium point is evolutionarily stable strategy. If at least one of the eigenvalues has a real 
part greater than zero, the equilibrium point is unstable. If there are positive and negative eigenvalues, the equilibrium point is a saddle 
point where the system converges to the equilibrium point in some directions and deviates from the equilibrium point in other 
directions.

Taking the equilibrium point E(1,1,1) as an example, the conditions for the system to satisfy the evolutionary stabilization strategy 
are discussed by substituting it into the following equation: 

J=

⎡

⎢
⎣

CE − RH 0 0
0 CI − S − ip − gp 0
0 0 CG − pR 3 − Lp

⎤

⎥
⎦ (3 -13) 

It is known that the three eigenvalues of the Jacobi matrix corresponding to the equilibrium point E(1,1,1) are λ1 = CE − RH,λ2 =
CI − S − ip − gp,and λ3 = CG − pR 3 − Lp. Assuming that λ1, λ2, and λ3 satisfy the condition less than 0, the equilibrium point E(1,1, 1)
is asymptotically stable. Similarly substituting the remaining equilibrium points into Eqs. 3–13 respectively, the corresponding Jacobi 
matrix eigenvalues of each strategy equilibrium point can be obtained, as shown in Table 3.

Since Lp + CG + pR 3 > 0 and e > 0, neither E(1,0,0), nor E(0,0,0) satisfies the condition of ESS. In summary, in the three-party 
evolutionary game model of digital service platform, third-party testing organization, and government regulator, only E(0,1,1), E(0,1,
0), E(0, 0, 1), E(1, 1, 0), E(1, 0, 1), and E(1,1, 1) can be transformed into a stabilization strategy under certain conditions. And the 
decision-making behaviors of digital service platforms, third-party testing organizations and government regulators are determined by 
RH − CE, S + ip − CI and Lp − CG+ pR 3. Among them, RH − CE denotes the excess profit between the invisible revenue and the cost 
paid by the digital service platform when it provides high-quality digital products. S + ip − CI denotes the excess profit between the 
subsidies received by the third-party testing organization when it rejects rent-seeking, the penalties collected and its input costs. Lp −

CG + pR 3 denotes the difference between the losses recovered and the costs incurred when government regulators strictly supervise 
the response to data security incidents. Based on the analysis of Table 3, the values of CI − S − ip may fall within the intervals ( − ∞,0), 
(0, ep), and (ep, + ∞), while the intervals of RH − CE and Lp − CG + pR 3 are ( − ∞,0)(0, + ∞). 

Corollary 4. The probability that a digital service platform chooses the strategy of " providing high-quality digital products" is 

Table 3 
Equilibrium point and eigenvalue of the system.

Equilibrium point λ1 λ2 λ3 State

E(0,0,0) α − β γ+ CG+ gp Unstable (λ3 > 0)
E(0,1,0) α β γ α,β, γ < 0
E(0,0,1) α gp − β − γ − CG − gp α < 0, g p − β < 0
E(0,1,1) α β − gp − γ α, − γ, β − gp < 0

E
(

0,
Lp + gp + pR 3

CG + gp
,
CI − S − ip

gp

) α e − e Unstable (λ2 > 0)

E(1,0,0) − α − β γ+ CG+ gp Unstable (λ3 > 0)
E(1,1,0) − α β γ − α,β, γ < 0
E(1,0,1) − α gp − β − γ − CG − gp − α, gp − β < 0
E(1,1,1) − α β − gp − γ β − gp, − α, − γ < 0

E
(

1,
Lp + gp + pR 3

CG + gp
,
CI − S − ip

gp

)
− α e − e Unstable(λ2 > 0)

Notes: α = RH − CE, β = CI − S − ip, γ = Lp − CG + pR 3 and e = ( − g(CG + gp)(Lp − CG + pR 3)(L + g + R3)

(S − CI + ip)(S − CI + gp + ip))

(
1
2

)

/
(
pg2 + CGg

)
.
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positively correlated with the amount of excess profit that it earns from carrying out this strategy. This implies that the higher the 
excess profit earned from providing high-quality digital products, the more the digital service platform, as a rational economic agent, 
tends to provide such products.

Proof. When RH − CE ∈ ( − ∞,0), for the digital service platform, the additional revenue brought by "providing high-quality digital 
products" is smaller than the initial investment in technology, management, operation and other costs. In this case, "providing low- 
quality digital products" becomes the preferred choice of the digital service platform. When RH − CE ∈ (0, + ∞), the invisible 
benefit obtained from "providing high-quality digital products" is higher than the cost consumed, then the platform prefers this 
behavioral choice.

Corollary 4 shows that safeguarding the governance revenue of digital service platforms can effectively prevent platforms from 
treating data security negatively, and instead consciously take precautionary measures to strengthen the management and governance 
of data security, so that the platform’s stable decision-making level will evolve from x = 0 to x = 1. Government regulators can in-
crease the net benefit of platform governance by giving subsidies, or expand the reputation of platforms by publicizing and awarding 
them with the help of official websites or media reports. Increasing the platform’s willingness to provide high-quality digital products 
will effectively prevent improper data processing behavior, better protect the security of national digital assets, further improve the 
quality and efficiency of digital service, and promote the construction of digital ecological security. 

Corollary 5. The probability of a third-party testing organization choosing the "refusing to rent-seeking" strategy is positively related 
to the amount of excess profit earned when engaging in this strategy. This means that the higher the excess profit earned from refusing 
rent-seeking, the more likely that the third-party inspection organization, as a rational economic agent, will choose this strategy.

Proof. When , the subsidies and penalties received by the third-party testing organization for choosing the "refusing to rent-seeking" 
strategy are higher than the costs incurred by the third-party testing organization. "Refusing to rent-seeking" is the optimal strategy for 
the third-party testing organization. When , the expected penalties imposed on the third-party testing organization by the government 
regulator after the data leakage are higher than the cost of "refusing to rent-seeking" by the third-party testing organization. In this 
case, in order to avoid being penalized by the government regulator, "refusing to rent-seeking" will become its optimal choice. When , 
the cost paid by the third-party testing organization in "refusing to rent-seeking" is higher than the possible penalties, and its stabi-
lization strategy will become "intentional rent-seeking". This is not conducive to the stable development of the digital ecosystem.

Corollary 5 suggests that when third-party testing organizations choose “intending to rent-seeking” to gain more benefits, gov-
ernment regulators should strengthen the penalty for rent-seeking behavior of third-party testing organizations. Heavier penalties for 
third-party testing organizations can encourage them to strictly fulfill their data governance responsibilities and improve their fairness, 
effectiveness and governance capacity. In addition, through the appropriate use of financial subsidies, third-party testing organizations 
can alleviate the rent-seeking behavior brought about by the profit-seeking mentality that disrupts the market. Improving the 
enthusiasm of third-party testing organizations in data security governance makes the stable decision-making of third-party testing 
organizations evolve from y = 0 to y = 1, which effectively ensures the availability and security of local data resources, and thus 
maintains the stable operation of the digital ecology and public security. 

Corollary 6. The probability of a government regulator choosing the "strict regulation" strategy is negatively correlated with the cost 
of responding to a data security incident while pursuing that strategy. This means that the lower the cost of strict regulation, the more 
likely the government regulator, as a rational economic agent, will choose this strategy.

Proof. When Lp − CG+ pR 3 ∈ ( − ∞,0), the cost of the government regulator to deal with the data security problem by adopting the 
"strict regulation" strategy is much higher than the negative externality loss. At this point, the government regulator will tend to adopt 
"loose regulation". When Lp − CG+ pR 3 ∈ (0, + ∞), the severity of the consequences of the data security problem far exceeds the cost 
of the government regulator choosing the "strict regulation" strategy. In this case, the government regulator will pay more attention to 
the strict regulation of data security incidents, and will choose a rapid response strategy to prevent and control cyber-attacks, 
disinformation, and other digital risks, so as to minimize the damage to the digital ecosystem.

Corollary 6 suggests that government regulators, as rational economic agents, will tend to choose the " loose regulation” strategy 
when the cost of choosing the " strict regulation” strategy is high. Strict regulation can ensure that data service platforms provide high- 
quality digital products, which includes the accuracy, integrity and reliability of data. High-quality data is the basis for data analysis, 
decision-making and policy implementation, and is crucial for socio-economic development and national security. It will also help 
prevent rent-seeking behavior between third-party testing organizations and data service platforms, i.e., obtaining benefits through 
improper means, such as data forgery and collusive testing. At the same time, strict regulation will also help enhance the reputation 
and credibility of the entire data services industry. When consumers and investors see that government regulators are working hard to 
maintain market order and safeguard data quality, they are more willing to trust companies and products in the industry. This means 
that there will be a push to enhance the proactivity of government regulators in data security governance, so that the stable decision- 
making of government regulators will evolve from z = 0 to z = 1, thus effectively ensuring the availability and security of local data 
resources, maintaining the stable operation of the digital ecosystem and public safety, and providing strong data support for economic 
development.

In summary, there are six possible stabilization points in the data security governance game system, among which E(1,1,1) is the 
ideal stabilization point, which corresponds to the ideal strategy combination of “providing high-quality digital products, refusing to 
rent-seeking, and strict regulation”. Different conditions correspond to different strategy combinations. Obviously, in order to make 
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E(1,1, 1) a stabilization point, the three conditions of CE − RH < 0, CI − S − ip − gp < 0 and CG − pR 3 − Lp < 0 must be satisfied at 
the same time. That is, the cost of digital service platforms to maintain data security is less than the hidden gains they receive, the cost 
of third-party testing organizations to refuse rent-seeking is less than the subsidies and penalties they receive, and the cost of strict 
supervision by government regulators is less than the negative externality loss brought about by the continued fermentation of the 
incident.

4. Numerical simulation analysis and recommendations

In order to verify the validity of the evolutionary stability analysis, this paper uses Matlab2023b to assign the model to numerical 
values for numerical simulation.

Considering the research assumptions of this paper, by drawing on the research of scholars such as Qu Xinchi et al. [39], Lv Peng 
et al. [40], and Xu Hui [36], on the basis of the evolutionary stabilization strategy (providing high-quality digital products, rejecting 
rent-seeking, and strictly regulating), we make the values of the initial parameters to be RH = 9,CE = 8,p = 0.4,CI = 5,S = 4,i = 2,
L = 20, CG = 8,R3 = 4, g = 6. It has been analyzed in the previous section that the decision-making behaviors of digital service 
platforms, third-party testing organizations and government regulators are determined by RH − CE, S + ip − CI and Lp − CG+ pR 3. 
And it is obvious that RH, CE, S, and i are mutually antagonistic interest factors, because the increase of RH and the decrease of CE 
imply the increase of interest, which are of the same nature, and the evolution state of the simulation image is just the opposite.

Therefore, excluding the factors of the same nature, the next main analysis is the impact of RH, S, p, L, and CG on the evolutionary 
trajectory of the data security governance system.

4.1. Implicit benefits

Based on the initial parameter values, the RH is 1, 9, 15, respectively, and the simulation results of its evolution from the initial time 
0 to 50 are observed. As shown in Fig. 2, when RH < 9, the behavior of digital service platforms to provide high-quality digital products 
obtains small benefits, and their final strategy choice is to “provide low-quality digital products”, x converges to 0, and the data se-
curity governance system degrades to the bad state of E(0,1,1). With the growth of RH, the willingness of the digital service platform to 
provide high-quality digital products gradually rises from providing low-quality products to providing high-quality products, and the 
system evolves to the ideal state of E(1,1,1). This is because if the platform can effectively protect the information security of business 
secrets, personal privacy, etc. when providing high-quality digital products, it can not only reduce legal risks, but also significantly 
improve user experience, enhance user stickiness, and thus expand market share. These advantages can win the trust and reputation of 
users, attract more potential users for the data service platform, and promote continuous business growth. At the same time, high- 
quality products also help to enhance brand image and win more competitive advantages and market share for the company. 
Therefore, the invisible benefits positively affect the platform’s behavioral choices, and the more cost-effective the platform’s strategy 
of providing high-quality digital products is, the higher the probability of producing high-quality products.

4.2. Government subsidies

Based on the initial parameter values, so that S = 1, 4, 6, view its replication of the dynamic equation over time evolution of the 
simulation results of 50 times can be obtained in Fig. 3. As can be seen from Fig. 3, when S < 4, that is, the government regulators to 
establish a low subsidy, the third-party testing organizations to choose “refusal to rent-seeking” strategy of the probability of 
convergence to 0, when the third-party testing organization’s strategy choice for the “intending to rent-seeking”. When S > 4, the 
third-party testing organization’s strategy choice from “intending to rent-seeking” to " refuse to rent-seeking ", the probability of 

Fig. 2. Impact of invisible benefits.
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Fig. 3. Impact of government subsidies.

Fig. 4. Impact of regulatory costs.

Fig. 5. Impact of negative externality losses.
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refusing to rent-seeking will converge more and more on 1. This indicates that increasing the subsidy amount of third-party testing 
organizations has a significant effect on increasing their willingness to refuse to rent-seeking, and can positively affect the development 
of the data ecosystem. This is because third-party testing organizations, as rational economic agents, may face economic pressures and 
resource constraints when digital governance is costly, leading to their reluctance to actively govern. High costs may involve multiple 
aspects of data collection, analysis, processing and storage, as well as investments in compliance audits, technology updates and staff 
training. With limited resources, third-party testing organizations may weigh the costs and benefits, and may lack sufficient motivation 
and resources to invest in higher-cost governance projects, which reduces the motivation and effectiveness of governance, at which 
point the system degrades to a poorly stabilized state of E(1,0,1). When government regulators vigorously support third-party testing 
organizations to protect data information security, and the support is in the medium-high range, the third-party testing organizations 
will take the initiative to participate in the data governance process.

4.3. Regulatory costs and negative externality losses

Based on the initial parameter values, in the case of other parameter values remain unchanged, respectively, so that CG = 2, 8, 14, 
view its replicated dynamic equations with time evolution of 50 times the simulation results can be obtained in Fig. 4; so that L = 5, 
20, 35, and the same evolution 50 times can be obtained in Fig. 5.

When CG ≤ 8, or when L > 20, the probability of strict regulation by the government regulator tends to 1, the government 
regulator has been inclined to adopt the “strict regulation” strategy, z converges to 1, the system is in the optimal and stable state of E(1,
1,1), which can continue to promote the healthy development of digital ecology. When CG is higher or when L is lower, the probability 
of adopting the strict regulation strategy gradually decreases, but it will not be lower than the initial probability of willingness, unless 
the coping cost is much higher than the loss of negative externality, and the amount tends to infinity, the system will degrade to the bad 
stability of E(1,1,0). This is because when the cost of strict regulation is low, the government regulator has enough financial ability to 
afford this part of the cost, and the government regulator based on the overall welfare of the society, will not let the data problem exist 
because of the cost of loss of its own interests, so even if the cost of coping is still growing will choose to respond in time. However, 
when the growth of response costs is too high, much lower than the negative externality impact of the data breach risk, which seriously 
affects the country’s financial resources allocation, the stabilization strategy of government regulators will tend to lax regulation.

4.4. Probability of data security incidents

Based on the initial parameter values, let p = 0.1, 0.2, 0.4, 0.6, and observe its influence on the strategy selection of the three-party 
subject, and the relevant situation can be obtained in Fig. 6. Where the horizontal axis indicates the growth of time, and the vertical 

Fig. 6. Impact of probability of data security incidents.

Z. Tian et al.                                                                                                                                                                                                            



Heliyon 10 (2024) e36391

15

axis indicates the probability that the digital service platform, the third-party testing organization and the government regulator 
choose to adopt the corresponding strategy. As can be seen in Fig. 6, the probability of data security events has significantly different 
degrees of influence on digital service platforms, third-party testing organizations, and government regulators. Overall, when p = 0.1, 
0.2 in the low range, the probability of data security events negatively affects the governance behavior of the third-party testing 
agency, and positively affects the behavior of digital service platforms and government regulators, but the latter has not reached a 
stable state. When the middle and high intervals of p = 0.4 and 0.6, all three subjects reach a positive stabilization state, which in-
dicates that higher data crises motivate all parties to take active actions to block the occurrence of threatening events. Looking apart, as 
the probability of data security events increases, the evolution of the strategy of digital service platforms does not change, the 
probability of government regulators adopting the strategy of “strict regulation” continues to rise, and the speed of convergence 
continues to accelerate, while the strategy of third-party testing organizations is to reject rent-seeking. This shows that after the digital 
service platform can obtain satisfactory benefits through active governance, regardless of the size of the probability of crisis, will take 
the initiative to assume the main responsibility for data security governance, to build a solid foundation for a good data ecosystem. At 
this time, the third-party testing organization to choose “intending to seek rent” will get more self-serving benefits. However, with the 
further increase in the probability of data security problems, relying on the platform can not guarantee the security of data assets in the 
field. Therefore, when the third-party testing organizations get the required testing data, they will tend to “refuse to rent-seeking” for 
their own interests and reputation, and the time to reach the steady state will be shortened gradually. Therefore, at the stage of low 
crisis probability, government regulators can make third-party testing organizations participate in the governance process through 
standard control, official media reports and punitive interventions or coercive measures to enhance the enthusiasm and effectiveness of 
the subject’s governance.

4.5. Suggestions

4.5.1. Building a credit assessment mechanism
Theoretical and practical studies have shown that reputation is a resource leading to competitive advantage [41]. In the 

increasingly competitive market, various types of platforms have focused on their reputation and word-of-mouth, and these factors are 
decisive for their market position. At the same time, trust and reputation systems are becoming an important trend in the provision of 
decision support for Internet intermediary services [42]. Such systems not only can effectively record and feedback the results of data 
security governance efforts, but also can effectively prevent the occurrence of moral hazard [43]. In order to strengthen this trend, the 
government should improve the data security governance guarantee system, for example, in terms of improving the legal and insti-
tutional construction, it should improve the regulations on data ownership issues, improve the data security management system, and 
build a legal and institutional framework system integrating civil, criminal and administrative [2].

(1) Improving data security assessment procedures. The Government can promote the construction of a comprehensive, scientific 
and operational data security credit assessment indicator system based on the full life cycle of data. The indicator system should 
cover all aspects of the full life cycle, including data collection, storage, transmission, use and destruction, while taking into 
account the confidentiality, integrity and availability of data. In addition, factors such as the enterprise’s historical data security 
incidents, violation records, and compliance inputs should be included in the assessment.

(2) Implement dynamic governance of digital security. Data security credit assessment should not be a one-time event, but a dy-
namic process. As an enterprise’s data security situation changes, its credit assessment results should be adjusted accordingly. 
This requires the assessment organization to review the enterprise’s data security status on a regular or irregular basis to ensure 
the accuracy and timeliness of the assessment results.

(3) Strengthen the publicity and promotion of data security credit assessment. In order to make more enterprises realize the 
importance of data security credit assessment, the government and the community should strengthen the publicity and pro-
motion of data security credit assessment. By organizing training, seminars and other activities, it can raise enterprises’ 
awareness of and attention to data security credit assessment. At the same time, advanced experience and typical cases of data 
security credit assessment can be widely publicized through the media and other channels to form a favorable social 
atmosphere.

4.5.2. Promoting technological collaboration
In the practice of data security governance, technology collaboration plays a crucial role. Technical collaboration can not only 

effectively improve the efficiency of data security protection, but also significantly reduce the cost of data security governance. In view 
of the trilateral evolutionary game model constructed in this paper and its analytical results, the following suggestions are put forward, 
aiming at reducing the cost of data security governance through technological synergy.

(1) Establish unified technical standards and frameworks. In the field of data security governance, the establishment of unified 
technical standards and frameworks is the foundation of technical synergy. Government administrations should take the lead in 
formulating and improving relevant standards to ensure that digital service platforms and third-party testing organizations 
follow unified technical specifications in the process of data security testing, assessment and management. This will help reduce 
additional costs due to technical differences and improve the overall efficiency of data security governance.

(2) Implement a risk-sharing mechanism. In order to motivate the private sector in the area of data security R&D, an effective risk- 
sharing mechanism needs to be constructed. The government can adopt a series of measures, such as providing R&D insurance 
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to reduce the economic risks faced by enterprises due to R&D failures, or setting up a special venture capital fund for supporting 
high-risk but potentially high-return data security technology R&D projects. In addition, the government should also actively 
lead or participate in the formulation of technical standards in the field of data security, provide clear guidance and direction for 
private sector R&D activities, and ensure that R&D results are in line with market demand and industry norms. In this way, not 
only can the private sector’s confidence in data security R&D be enhanced, but also the success rate and economic benefits of 
R&D projects can be improved, thus realizing a risk-sharing and mutually beneficial situation.

(3) Explore cross-border data flow security paradigm. Strengthening international technical cooperation and exchanges is of great 
significance in reducing the cost of data security governance. China can actively participate in the formulation and revision of 
international data security standards, strengthen data flows with other economies, and promote the convergence of domestic 
standards with international standards. For example, China has actively applied to join the Comprehensive and Progressive 
Trans-Pacific Partnership Agreement and the Digital Economy Partnership Agreement, which are high-standard regional trade 
agreements.

4.5.3. Optimizing the governance structure
By establishing a national data security governance center that covers a wide range of regions and a variety of information types, it 

is possible to promote information sharing and exchange among provinces, thereby deepening inter-provincial coordination and 
cooperation. Such a platform will help regions share successful experiences and advanced technologies in the field of data security 
management and provide guidance and support for field activities. The National Governance Center will compile best practices 
distilled from successful cases by professional scholars and institutions and promote them to provinces, helping third-party testing 
organizations gain a deeper understanding of data security governance strategies and actively participate in and work together to 
enhance the security level of the cyber environment. While promoting national data security governance, such a center will also work 
to promote a harmonious balance between development and security, ensuring that the two go hand in hand and move forward 
together.

(1) Clarify the responsibilities and rights of each participating entity. Ensure that their roles in the data security governance process 
are clearly defined. Digital service platforms, as the main collectors and users of data, should assume the main responsibility of 
protecting user data security, strengthening data security management, and ensuring the legal and compliant use of data. As an 
independent third party, the third-party testing organization should provide objective and impartial data security testing 
services to provide a basis for decision-making by the government management. For its part, the government administration 
should formulate and implement data security policies, supervise and manage the behavior of digital service platforms and 
third-party testing agencies, and ensure the overall advancement of data security governance.

(2) Establish synergistic governance channels. Two-way communication should be strengthened between governance subjects, 
communication channels should be opened up, the cognition of each subject to the data governance system should be improved, 
and governance subjects should be incentivized to identify with and participate in digital security governance. At the same time, 
cross-functional coordination and collaboration between different departments should be strengthened, which can be done by 
setting up a joint working group and establishing an information sharing platform.

(3) Improve legal and institutional construction. Government management should improve data security governance procedures 
based on the full life cycle of data, improve regulations on data ownership, improve the data security management system, and 
build a legal and institutional framework system integrating civil, criminal and administrative aspects. At the same time, digital 
service platforms and third-party testing organizations should be regularly inspected and evaluated, and problems should be 
dealt with and corrected in a timely manner, so as to ensure the implementation and enforcement of data security governance 
policies.

5. Conclusions

5.1. Conclusions of the research

The importance of data security in the digital ecosystem cannot be overstated, as it constitutes the cornerstone of the digital world 
and provides a solid guarantee for various information technology applications and business processes. Data security governance can 
provide a set of comprehensive and systematic methods for subjects to manage and protect their data assets, ensure data confiden-
tiality, integrity, and availability, and prevent data leakage, misuse, or damage, so as to maintain an organization’s business conti-
nuity, customer trust, and legal compliance, and thus promote the long-term and stable development of each subject. This study 
explores the interactions among third-party testing organizations, digital service platforms, and government administrations and their 
strategic choices by analyzing the evolutionary game in the field of data security governance. On the basis of theoretical analysis and 
empirical research, the heterogeneous influence of different factors on data security governance is scrutinized.

The study points out that in the game process of data security governance, key elements, such as hidden gains, government sub-
sidies and negative externality losses, have a significant and positive role in promoting the robust development of digital ecology. 
Within a reasonable range, these parameters can positively incentivize the participants to adopt desirable action strategies and 
gradually lead the system to a stable state. Specifically, increasing implicit revenue can strengthen the self-discipline and sense of 
responsibility of digital service platforms, motivate them to provide more high-quality digital products, and further improve data 
encryption and access control mechanisms. Therefore, increasing the revenue that digital service platforms receive by providing high- 
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quality products and reducing their production costs are effective means to prevent digital service platforms from slacking off in their 
data security governance. At the same time, the government regulator’s strategy of subsidizing third-party testing organizations can 
also significantly enhance the latter’s willingness to reject improper practices and ensure the reliability of testing results. However, this 
subsidy needs to be more than the sum of the costs and fine revenues invested by the testing organizations in data security governance 
to play a significant role in ensuring that data security is safeguarded in an evolutionarily stable market environment. In addition, low 
negative externality losses and high contingency costs reduce the probability that government regulators will choose a strict regulatory 
strategy to address data security threats. However, given that the core responsibility of government regulators is to protect the public 
interest and national security, as long as the cost of strict regulation is affordable, government regulators are still inclined to adopt a 
“strict regulation” strategy.

The probability of data security incidents has a significant impact on the operation of the digital ecosystem. Depending on the 
situation, we can categorize them into two main scenarios. First, when the probability of data security incidents is in the low range, it 
means that the data security risk is relatively low and the market environment is relatively robust. In this scenario, digital service 
platforms tend to choose to provide high-quality digital products as their main behavioral strategy, while third-party testing orga-
nizations tend to reject any form of rent-seeking behavior in order to maintain the fairness and transparency of the market. However, at 
this time, the behavioral strategies of government regulators have not yet reached a stable state, with no obvious strategic tendency, 
and may be flexibly adjusted according to the specific situation. On the other hand, when the probability of a data security event is in 
the mid-to-high range, it indicates a high data security risk and a relatively volatile market environment. In this scenario, all three 
participants adopted active and positive behavioral strategies to cope with the challenges. Digital service platforms continue to provide 
high-quality digital products, third-party testing organizations firmly reject rent-seeking, and government regulators opt for strict 
supervision to ensure data security. This common positive behavioral strategy helps stabilize the digital ecosystem in a volatile market 
environment and reduces potential security risks. This leads to different governance models in different environments as follows:

(1) In a robust market environment, strengthening the regulation of third-party testing organizations is particularly critical due to 
the low risk of data crises. Government regulators vary in their regulatory costs in response to different data crisis events. 
Typically, as the cost of regulation rises, the likelihood of regulators adopting a strict regulatory strategy decreases. However, 
government regulators are still willing to incur these costs to a certain extent in the interest of maintaining the overall well- 
being of society. A secure data environment can bring about many positive externality benefits, but at the same time, it may 
also induce third-party testing organizations to exploit the testing data of other people or other organizations, thereby 
potentially disrupting the market. To prevent this potential market disruption, government regulators can incentivize and guide 
third-party testing organizations to actively participate in the data security governance process by setting clear industry 
guidelines, using official media to report on the issue, and taking punitive interventions or coercive measures when necessary.

(2) Enhancing the self-regulation of digital service platforms and third-party testing organizations is particularly urgent in the 
turbulent and volatile market environment. In order to enhance the willingness of digital service platforms to self-regulate, 
emphasis should be placed on increasing their hidden benefits, such as security, word-of-mouth reputation and political re-
sources. The subsidy mechanism established should be sufficient to cover the costs incurred by third-party testing organizations 
in the process of self-regulation, thus stimulating their self-regulatory motivation. The governance strategies of digital service 
platforms are closely related to the implicit benefits of their self-regulation, and this correlation is particularly significant in a 
dynamically changing data environment. When the implicit gains increase, the platform’s willingness to govern will also in-
crease. At the same time, government regulators’ implementation of a reasonable subsidy incentive mechanism is of inestimable 
value in enhancing the willingness of third-party testing organizations to reject rent-seeking and maintain data security. The 
strategic choice of third-party testing organizations is deeply influenced by the reward and punishment policies of government 
regulators. When policy subsidies can balance the benefits and costs of governance, third-party testing organizations are more 
likely to choose to reject rent-seeking, which will have a positive and far-reaching impact on the healthy development of the 
digital ecosystem.

5.2. Research shortcomings and prospects

Data security governance is an evolving process, profoundly influenced by multiple factors such as technological innovations, 
regulatory changes, and market trends. Under this dynamic background, the interest patterns and strategy choices of all parties are also 
transformed. In order to gain a deep insight into these changes, the construction of an evolutionary game model has become an 
effective tool. The model not only helps to theoretically analyze the behavioral patterns and strategic choices of digital service 
platforms, third-party testing organizations, and government regulators in data security governance, but also systematically reveals 
the interests, potential conflicts, and opportunities for cooperation among them. Considering the intricate interactions among these 
three, an evolutionary game model can be used for better simulation demonstration. The research model enables us to predict the 
potential impact of different interests on data security governance by evaluating their behaviors and strategies in specific contexts, thus 
providing valuable references and strategy suggestions for decision makers.

And MATLAB simulation simulates the dynamic evolution process through parameter setting, which makes the simulation results 
closer to the real situation. Meanwhile, different factors can be controlled and adjusted during the simulation process, such as 
strengthening preferential policy subsidies, improving governance technology investment, strengthening supervision, etc., to observe 
the trend of change and evolution law of the behavior of all parties’ interests, and improve the controllability and reliability of the 
simulation. Through simulation, researchers can model the effect of data security governance in various situations, quantify the 
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advantages and disadvantages of different strategies, and more accurately predict the future development trend. This provides gov-
ernment regulators, platform service enterprises and other interested parties with a scientific basis for decision-making, helping them 
to formulate more reasonable, effective and forward-looking data security governance strategies and measures. However, it may not be 
able to fully cover all the pending issues when dealing with data security, which is mainly due to the following limitations and 
challenges, and the limitations that exist will be the focus of future research:

(1) The strategy setting of the evolutionary game model is simple. It may be reflected in the failure to fully consider the dynamic 
adjustment of the strategies of the parties and the complex interactions among them, and these complex interactions may be 
simplified or ignored, resulting in the model failing to accurately reflect the complexity and dynamics of data security 
governance in the real world, which may be quite different from the actual situation. In addition, the setting may also ignore the 
impact of external environmental factors (e.g., technological development, changes in laws and regulations, etc.) on the 
strategic choices of participants, which reduces the predictive power and usefulness of the model. A more in-depth under-
standing of the governance mechanisms that encompasses more practically possible behaviors and responses could provide a 
more comprehensive and in-depth analysis.

(2) In the process of data security governance, the human factor often plays a non-negligible role, which is then missing from the 
paper without consideration. First, due to the subjectivity and behavioral diversity of human beings, the formulation and 
implementation of data security governance strategies are easily affected by individual bias and experience, resulting in 
strategies that are not comprehensive enough or deviate from the actual needs. Second, irregularities or mistakes in human 
operations may lead to data leakage, loss or misuse, posing a threat to the privacy and rights of users of digital service platforms. 
Furthermore, personnel from third-party testing organizations and government administration may relax their supervision of 
digital service platforms due to interest entanglements or professional ethics, leaving data security issues undetected and un-
resolved in a timely manner. In addition, human factors may also lead to poor information communication and inefficient 
decision-making in the data security governance process, thus affecting the overall effect of data security governance. In this 
paper, due to the limitations of research resources and time, the complex interactions among factors in data security governance 
and their specific impact on game dynamics have not yet been analyzed in depth. In order to more precisely reveal the dynamic 
changes in the process of data security governance, future research can apply the system dynamics approach and combine the 
theories of behavioral economics and psychology to explore in detail the interactions and feedback mechanisms among different 
factors, especially how irrational factors substantially affect the decision-making behaviors and outcomes of the participants. 
Through this approach, it is expected to gain a more profound and comprehensive understanding of data security governance 
issues.
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