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ABSTRACT
Over 30 million people worldwide have taken 
a commercial at- home DNA test, because they 
were interested in their genetic ancestry, disease 
predisposition or inherited traits. Yet, these consumer 
DNA data are also increasingly used for a very different 
purpose: to identify suspects in criminal investigations. 
By matching a suspect’s DNA with DNA from a suspect’s 
distant relatives who have taken a commercial at- home 
DNA test, law enforcement can zero in on a perpetrator. 
Such forensic use of consumer DNA data has been 
performed in over 200 criminal investigations. However, 
this practice of so- called investigative genetic genealogy 
(IGG) raises ethical concerns. In this paper, we aim to 
broaden the bioethical analysis on IGG by showing the 
limitations of an individual- based model. We discuss two 
concerns central in the debate: privacy and informed 
consent. However, we argue that IGG raises pressing 
ethical concerns that extend beyond these individual- 
focused issues. The very nature of the genetic information 
entails that relatives may also be affected by the 
individual customer’s choices. In this respect, we explore 
to what extent the ethical approach in the biomedical 
genetic context on consent and consequences for 
relatives can be helpful for the debate on IGG. We argue 
that an individual- based model has significant limitations 
in an IGG context. The ethical debate is further 
complicated by the international, transgenerational and 
commercial nature of IGG. We conclude that IGG should 
not only be approached as an individual but also—and 
perhaps primarily—as a collective issue.

INTRODUCTION
In 1988, a newborn boy, wrapped in blankets, was 
left under a tree in a Connecticut parking lot. He 
later died of the frigid temperatures outside. Police 
did not succeed in finding who had left the infant 
there. More than three decades later, in 2020, police 
knocked on the door of a woman who they had 
identified as the mother of the child. The woman 
admitted that she had left the boy there after hiding 
her pregnancy and delivery from friends and family.

The unusual breakthrough in this very old case 
came as a result of comparing the DNA profile 
of the infant with DNA data of people who had 
taken a genetic test with a commercial company 
and uploaded it into the genealogical website 
GEDmatch.1 Through corporations such as  Ancestry. 
com, 23andMe and MyHeritage, customers hope to 
find information about their ancestry, distant rela-
tives or risks for certain diseases. The genetic testing 
kits are even popular Christmas gifts. Already 
around 30 million people have taken a direct- to- 
consumer (DTC) genetic ancestry test.2

These DTC genetic databases are, thus, not only 
interesting for people wanting to find out about 
their distant relatives or their genetic risk for ‘cori-
ander taste aversion’ but could also be helpful to 
law enforcement to identify a suspect. Such a 
search takes place by uploading a genetic profile 
from a suspect, found at the crime scene, in either 
the genealogical website GEDmatch or the DTC 
company FamilyTreeDNA to search for distant 
relatives.i Through this distant relative, an expert 
genealogist examines the intersections between 
the family trees of the relative and the crime scene 
DNA. The group of individuals identified can then 
be narrowed down by using information such as 
the age and gender of the suspect, or where this 
person was living at the time of the crime until one 
can eventually zero in on a single individual or a 
number of siblings.3 Depending on how complex 
and distant found relations are, finding a suspect 
can take less than 2 hours4 but may also take up to 
6 months (as was the case in a Canadian search for 
a murder suspect).5

In the past few years, this investigative genetic 
genealogy (IGG) has been used in over 200 law 
enforcement investigations in the USA.6 It can 
be used not only to identify perpetrators but also 
to identify crime victims or unidentified human 
remains. One of the most high- profile cases is the 
conviction of the Golden State Killer, a serial rapist 
and killer who committed his crimes in the 1970s 
and 1980s. There is an increasing interest in IGG 
also outside the USA. In 2020, IGG was performed 
in a Swedish crime investigation, which led to the 
arrest and confession of a double- murder suspect.7 
This was probably the first time in Europe that IGG 
led to an arrest. Earlier, also in Sweden, investiga-
tors had found investigative leads to help identify 
human remains of an unknown individual by using 
GEDmatch.8 In the Netherlands, a pilot is currently 
being set up with this method to identify unidenti-
fied human remains of people whose death is not 
caused by a crime. In July 2020, it was revealed that 
in the Philippines, IGG had been used to success-
fully track down several men, most likely sex tour-
ists, who had fathered children with local women 
during their visit to the region, and that IGG will 
possibly also be used to identify aid workers who 
sexually abuse minors.9 In October 2020, police 

i FamilyTreeDNA and GEDmatch are, thus, two 
different types, but in our ethical analysis, we 
discuss them together as the concerns apply to both 
types. The difference is mostly relevant from a legal 
perspective, which lies outside the scope of our 
paper.
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forces in Canada revealed for the first time that IGG had helped 
them to solve a 1984 murder cold case.10

The potential impact of such forensic use of DTC databases 
for crime investigations is enormous. For example, it has been 
estimated that a genetic database consisting of only 2% of all US 
citizens of European descent will be able to find a third- degree 
cousin in more than 99% of all US persons of that ethnicity.11 As 
the DNA of millions of people is in these databases, the chance 
of finding a distant relative will possibly become almost certain. 
If an increasing amount of these DNA data would be accessible 
for law enforcement, it can have major implications for crim-
inal investigations. Although currently, most consumers of DTC 
companies are US citizens, the kits are also increasingly popular 
in other countries around the world. Therefore, it is likely that 
IGG will become more and more effective in identifying suspects 
outside of the USA. For example, a UK study was able to identify 
4 out of 10 anonymous volunteers by uploading their genealog-
ical DNA profile to GEDmatch.12

Since 2018, in the aftermath of the Golden State Killer arrest, 
IGG has received attention in the academic debate as well, espe-
cially from genetic genealogy and/or legal perspectives, that 
often also cover ethical concerns.4 13–21 Regulation of IGG, at 
the moment, is largely absent and several authors have called or 
made suggestions for regulatory oversight for IGG.17 18 20 22–26 
Although there have been interesting discussions on ethical 
aspects of IGG,6 13 18 23 27 including justice, public safety, risk for 
false positives, privacy and consent, a more systematic analysis 
from a bioethical perspective has not been performed. A recent 
extensive review study on IGG recommends that for proper 
regulation, much more research by bioethicists, among others, 
on the ethical issues is needed.28

In this paper, we aim to contribute to the bioethical analysis on 
IGG by analysing the limitations of an individual customer- based 
approach to IGG. The paper runs as follows. First, we discuss 
two central ethical concerns regarding IGG that may be consid-
ered autonomy related: privacy and informed consent. Second, 
we argue that IGG raises pressing ethical concerns that extend 
beyond these concepts. In that process, we explore to what extent 
the ethical approach in the medical clinical genetics context can 
be helpful for the debate on IGG. We argue that an individual- 
based model has significant limitations in an IGG context. The 
debate is further complicated by the transgenerational, transna-
tional, and commercial nature of IGG. We conclude that IGG 
should be approached not only as an individual but also—and 
perhaps even more so—as a collective issue.

PRIVACY
A first ethical concern regarding IGG is privacy. We will discuss 
three privacy- related issues of IGG. The first concerns the sensi-
tivity of information that may come to light. Notably, there is 
a fundamental difference between genetic profiles used in the 
standard forensic setting, and genetic profiles, used in commer-
cial genealogy. Identification of a relative within an IGG context 
is fundamentally different from relative identification within 
the standard forensic setting. The vast majority of the human 
genome is identical for all humans, but there are also places 
in the DNA that differ from person to person. This includes 
so- called ‘non- coding’ regions in the DNA that consists of 
repeats of DNA units, varying in length across individuals. One 
type of repeat is called short tandem repeat (STR). A standard 
forensic DNA profile is established out of the length of these 
STRs on several places of the DNA, usually around 20 different 
places.29 By contrast, a genetic genealogical profile established 

by DTC genetic companies encompasses far more different 
places in the DNA. It specifically looks at one variation of a 
single nucleotide—the basic building block of DNA—in many 
places across the entire genome. These variations are called 
single- nucleotide polymorphisms (SNPs). A commercial gene-
alogical SNP profile encompasses around 600 000 to 700 000 
different SNPs. Therefore, these profiles contain much more 
information compared with forensic STR profiles. STR profiles 
are established from non- coding regions of the DNA and, there-
fore, do not entail detailed information about physical appear-
ance, risks for diseases, etc. Indeed, the different places in the 
DNA that forensic STR profiles represent have been precisely 
chosen because they do not contain such information. Forensic 
STR profiles, thus, contain no information relevant for medical 
interests and this has been of significance in securing public 
support for forensic DNA profiling.30

Matching forensic STR profiles may be compared with 
checking whether barcodes on two cans of chili beans match 
(do they have the same numbers, in the same order?). Apart 
from knowing whether two chili bean cans are identical to one 
another, there is not much other information to be retrieved 
from just looking at the chili bean can. By contrast, a commer-
cial SNP profile contains a wide variety of personal information 
such as risk for diseases, physical appearances or geographical 
origin. Access to this information depends, however, on who 
sees the information in the DTC databases and whether and 
how it can be analysed. In that sense, a SNP profile might 
be compared with a QR code on the chili bean can: the dots 
and patterns of the QR code could be decoded into valuable 
extensive information, but this information cannot be retrieved 
without having the knowledge or techniques to decipher the 
code. Therefore, some authors have argued that one of the 
factors that mitigate privacy concerns regarding IGG is that 
‘raw genetic data are not disclosed to law enforcement’. and 
that ‘(…) only the possible genetic kinship among individuals 
is shown’.31 However, it should be noted that it is not clear 
whether every individual and company that is active in commer-
cial genealogy does comply with this.ii In other words, if people 
with expert knowledge could obtain the commercial SNP data, 
they may be able to draw conclusions far beyond mere kinship. 
In short, the risk that sensitive information comes to light is 
greater in the IGG context, compared with traditional forensic 
databases. Furthermore, given the pace of developments in 
genetic technologies, it might well be that in 5 or 10 years from 
now, much more sensitive information can be extracted from 
the commercial SNP profiles.

Related to this is the problem of sensitivity of familial relations 
that may be exposed. In various countries, familial searching 
in forensic databases is increasingly conducted, but it is often 
strictly regulated. With a forensic STR profile, one can search 
the forensic database to potentially—in an ideal case, because 
this is often quite hard—identify a parent, child or sibling of the 
uploaded STR profile.32 By contrast, SNP profiles used by DTC 
companies are generally capable of identifying third cousins 
(having great- great- grandparents in common) or even more 
distant relatives. Of note, one individual has on average almost 
5000 fifth cousins.13 The chance of finding at least one third 
cousin in a database of one million people is reportedly already 

ii As single- nucleotide polymorphism profiles are being held by 
commercial companies, their employees could potentially have 
access to the raw data.
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as high as 90%.33 The possibility of using commercial SNP 
profiles to identify both close and distant relatives may bring 
unwelcome (or welcome) information to light for a family: there 
could be revelations of misattributed parentage or siblings who 
turn out to not be siblings at all. An in- depth forensic search in a 
commercial genealogical database may expose this information. 
Obviously, exposing this information is also a risk when taking a 
commercial DNA test. However, the extensive family tree search 
that is performed by a genetic genealogical expert in IGG is not 
standardly conducted for regular customers. Notably, this family 
search is usually conducted unbeknownst to the innocent family 
members; therefore, this information may come to light to the 
police, but presumably not to the family members themselves. 
Still, it could be disclosed; and this risk is greater in comparison 
to traditional forensic databases because in the latter the amount 
of sensitive information that can be retrieved is very limited.

The second privacy- related concern of IGG is technological 
security. Forensic databases often have strict privacy and security 
regulations. DTC services, however, often do not have that level 
of security. This entails a greater risk for technological privacy 
breaches. In fact, two recent studies show that there are multiple 
security threats to commercial genetic genealogy companies. Ney 
et al34 point out that GEDmatch has a vast amount of features to 
get an in- depth view of one’s genetic profile and that an adver-
sary can extract a large number of genetic markers of other users, 
including hundreds of markers that encompass sensitive medical 
information. Moreover, Edge and Coop35 show that there are 
multiple ways ‘to reveal users’ raw genetic data on the basis of 
the locations of shared DNA blocks’. This might disclose sensi-
tive information about an uploaded DNA profile of a suspect. 
Both publications also suggest possible interventions to reduce 
the security risks. In July 2020, GEDmatch was hacked with the 
effect that all of the approximately one million users, who had 
opted out of law enforcement access, were now labelled as opted 
in.36 Moreover, in January 2021, a data breach caused a resto-
ration of earlier deleted user data for a period of 2 days.37

Third, and partially related to the previous point, the regulatory 
landscape is completely different for forensic genetic databases, 
compared with IGG. For forensic genetic databases, extensive 
regulations and legal frameworks exist, including guidelines 
for familial searching within these databases.17 However, the 
regulatory framework for DTC companies, including privacy 
protection, is often opaque. In 2018, a best practice guideline 
was established by the Future of Privacy Forum, supported 
by several major DTC companies, including 23andMe and 
Ancestry, which covers topics like integrity, accountability, 
transparency, law enforcement access, consent and privacy.38 
However, GEDmatch and FamilyTreeDNA are not involved in 
the forum.38 It has been noted that DTC companies’ terms of 
services/privacy policies and law enforcement’s self- restricting 
regulations—as far as they are in place—are currently the only 
obstacle to forensic access in the USA.39 Specific legislation on 
IGG is often absent in Europe, probably because it is a novelty 
in these countries (although Sweden has allowed it in a pilot 
setting).7 Furthermore, a review of 22 DTC companies’ policies 
concluded that all companies communicated to consumers the 
possibility of law enforcement access or disclosure if required 
by law, but that only 4 out of 22 companies provided informa-
tion about how law enforcement should request access to their 
databases.40 It has been argued that familial searching in DTC 
databases provides a possibility to circumvent the existing long- 
standing regulations for forensic DNA databases.32 According to 
a recent report on IGG by a UK advisory committee, ‘(…) the 

whole process is unregulated’.22 Of note, it has been pointed out 
that no official accreditation for genetic genealogists exists and 
that ‘this lack of professionalization and accountability increases 
the risk of ethical and privacy breaches’.20 Moreover, third- party 
genetic interpretation services (companies who help customers 
to interpret their raw genetic data obtained from DTC compa-
nies) have recently emerged.41 These novel services could further 
complicate the regulation of IGG as law enforcement might in 
the future also access raw genetic data through these companies.

In sum, IGG creates relevant concerns regarding privacy that 
differ in important ways from the privacy protection in forensic 
genetic databases. Still, one could argue that if strict privacy 
protections and regulations were set in place, many of the 
privacy concerns could be partially mitigated. However, even if 
this were—or already largely is, as some have argued31—real-
ised, a perhaps more pressing issue of IGG remains: consent.

INFORMED CONSENT
Concerns about consent and IGG are frequently 
raised.4 6 13 20 23 27 42 43 The discussion often revolves around the 
question as to whether or not consumers have validly consented 
to the use of their genetic data for forensic purposes. We will 
discuss three concerns about informed consent in an IGG 
context. Subsequently, we will explore the limitations of consent 
in this context.

The first concern regarding informed consent and IGG is 
that there is reason to doubt whether customers of commer-
cial genetic databases are well informed about law enforcement 
access. According to Murphy,17 the question is whether the 
seeming public acceptance of IGG is the result of having insuf-
ficient information. If we do not know how often the police 
accesses these databases, under which conditions and regulations 
they are allowed to do so, and how many innocent people thereby 
become subjects of extensive police investigations, can we really 
make an informed decision about the issue? Indeed, there is 
reason to believe that the information provided to customers 
about the possibility of IGG often falls short.4 One study shows 
that 38 out of 55 studied DTC genetic companies provided 
information about governmental or law enforcement access, but 
that the ‘majority of companies simply stated that personal infor-
mation may be disclosed “as required by law” without further 
explanation’.44 The commercial genealogy company Family-
TreeDNA, which stores an estimated two million profiles, states 
the following on its website’s homepage, next to an image of a 
vault: ‘We won’t share your DNA. We believe your DNA belongs 
to YOU and only you… period’.43 However, FamilyTreeDNA 
has adopted an opt- out policy for law enforcement access.43 
This means that the ‘default’ option for consumers is that their 
sample can be used by law enforcement—unless one opts out 
(EU users prior to March 2019 were automatically opted out).43 
All users have to actively go to their privacy settings and unclick 
the box to participate in law enforcement access.43 Over 96% 
of US- based FamilyTreeDNA users are opted in to law enforce-
ment access.21 In contrast to FamilyTreeDNA, GEDmatch had 
abandoned its opt- out policy for law enforcement access and 
required customers to opt in. This was the result of a controversy 
following the access of the database in a case of severe assault, 
which lead to the arrest of a 17- year old.27 Only around 280 000 
of the 1.45 million GEDmatch users chose to opt in for these law 
enforcement searches.45 However, in January 2021, GEDmatch 
changed its terms of service, opting in the entire database for law 
enforcement matching for unidentified human remains (users 
still have to opt in for seeking suspects of violent crimes).37
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Furthermore, it can be questioned whether consumers actually 
read the conditions of DTC services at all.23 43 DTC companies 
often make use of so- called ‘wrap contracts’, where consumers 
use the service without seeing or reading the (often very elab-
orate) terms and privacy statements.46 One survey study of 
DTC consumers found that only under half of the participants 
reported they had read the privacy policies and that custom-
er’s expectations were often not consistent with the compa-
nies’ policies.47 These wrap contracts are far removed from the 
standard of informed consent that is employed when genetic 
data collection and analysis take place in a traditional medical 
setting. Within a clinical medical context, informed consent 
needs to be obtained from an individual before a genetic test 
is performed. Obtaining informed consent in accordance with 
high professional standards is widely regarded as an essential 
requirement that follows from the bioethical principle of respect 
for autonomy. Also, in DTC genetic testing, informed consent is 
crucial as it protects consumers against harm and enables auton-
omous decision- making.48 However, at present, the regulations 
and legal requirements that those in the medical setting have to 
comply with, do not apply to DTC companies.

A second issue regarding IGG and informed consent concerns 
the problem of adherence. Even when a customer has made 
an informed decision about whether or not to consent to law 
enforcement access, it can be questioned whether this decision 
will also be adhered to. Laestadius et al49 reported that 25 of the 
30 companies (83.3%) that they examined specifically stated in 
their terms that they may be required to disclose data to legal 
authorities without the consent of the customer. Indeed, in the 
case of FamilyTreeDNA, even when a customer has opted out, 
this is not a guarantee that their profile will not be used by law 
enforcement. The company’s privacy statement reads: ‘Please 
note, if you decline to participate in law enforcement matching, 
we may still be required to share your Personal Information to 
comply with a valid legal process (…)’.50 Thus, while it has been 
argued concerning IGG that ‘only data voluntarily uploaded 
and explicitly made public are searched’,31 this argument does 
not hold in all cases; also without one’s permission, one’s data 
could, theoretically, be accessed. Meanwhile, two major compa-
nies, Ancestry and 23andMe, have stated that they resist law 
enforcement access, although they acknowledge that they may 
be required by law to comply with a legal order.43 Notably, in 
2019, Florida police obtained a warrant for a particular case to 
search the entire GEDmatch database, thus obtaining access to 
the data of all the database’s users.51 By contrast, the problem 
of adherence is less problematic in the clinical setting; here, 
personal health information falls under extensive legal protec-
tion. In the rare cases that law enforcement attempted to obtain 
DNA from biological materials kept within a medical setting, 
this has been declined by court rulings multiple times.52

A third concern regards the possibility of change: even if 
DTC companies have accurate and well- informed opt- in policies 
now, it could well be that they will change these in the future. 
There is often a possibility of unilateral change of terms by DTC 
companies without any notification.46 An example is the previ-
ously discussed GEDmatch change in terms, without informing 
customers of the implications. In other words, customers might 
have given consent at a certain point in time based on the terms 
that were applicable at that moment, but this may be changed a 
month or a year later, without them ever knowing this. Such a 
change is virtually impossible in a medical setting, where strict 
regulations are in place. In sum, there are currently signifi-
cant concerns with respect to valid (informed) consent for law 
enforcement access.

It has been argued that consent procedures for DTC services 
could be significantly improved and that some concerns may, 
thus, be partially overcome,4 even though it is not yet clear how 
exactly this can be achieved or enforced. Yet, even if compa-
nies offered clear, sustainable and transparent information, and 
even if consumers expressly gave valid consent for police usage, 
an important issue remains. When an individual gives informed 
consent to the use of her profile for law enforcement access, 
this individual decision might not only entail consequences 
for herself but also for her close and distant relatives.18 Thus, 
someone who has never taken a DNA test could become part of 
a criminal investigation, just because a distant relative happened 
to have her DNA tested and consented to police access.20 Even 
if the police does not have any genetic information about the 
people that have been identified as part of the suspect’s family 
tree (like their risks for diseases), an individual might still be part 
of the chain that leads to the suspect. It could be argued that 
an individual is, thus, consenting also ‘on behalf of ’ her distant 
family members.42 This is a vital point in the debate on IGG; 
individual consent has implications for relatives. In the next 
section, we will analyse this issue further and argue for a more 
collective ethical approach to IGG.

CONSENT AND RELATEDNESS IN THE BIOMEDICAL CONTEXT
The genetic relatedness between individuals complicates the 
issue of individual consent in the IGG context. In the ethical 
debate about genetic testing in a healthcare setting, consequences 
for relatives of the consenting person are a central issue. There-
fore, for our debate on IGG, it may be helpful to briefly look 
at genetic testing in a healthcare context to examine how indi-
vidual informed consent and its consequences for relatives are 
approached in this context.

In a clinical setting, a patient might receive information about 
having a hereditary type of breast cancer, which can also have 
consequences for her relatives (eg, that relatives also have an 
increased genetic risk to develop breast cancer). An ethical ques-
tion that arises is what should be done when a patient refuses to 
share this information with her relatives. Should we approach 
the issue from the viewpoint that it entails ‘personal information’ 
with the responsibility lying with the patient to disclose relevant 
information to relatives? Parker and Lucassen53 have suggested 
a ‘joint account model’, in which the physician shares genetic 
information with other family members, similar to how a bank 
manager shares information about a bank account with the other 
account holders. The justification of this joint account model 
lies primarily in the bioethical principle of justice: as genetic 
information is inevitably familial, it seems unjust to let one 
family member benefit from genetic information, while this is 
being denied for other family members.53 Furthermore, overall, 
the regular sharing of genetic information might result in more 
beneficial and fewer harmful outcomes. A sister of the patient 
might, for example, receive timely breast cancer screening.

Could this joint account model also be relevant for IGG? 
That does not seem to be the case, at least not straightforwardly: 
investigating the family tree of a woman X for a criminal inves-
tigation will not directly result in potential beneficial outcomes 
for her relatives, but rather in harmful consequences, they 
may become subject to privacy infringements (discussed in the 
previous section), surveillance, a criminal investigation or pros-
ecution—and it may turn out that they are completely innocent. 
In healthcare, no patient is prosecuted or punished. Moreover, 
the choice of woman X to know her risk for a hereditary type of 
cancer may have a beneficial result for this individual (eg, her life 
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is saved because she can act on this information), but the choice 
of woman X to participate in law enforcement access does in 
general not result in a beneficial result for herself personally.iii 
Of course, there could be outcomes that can be regarded as 
beneficial: successful crime solving, improved safety of society, 
punishment of a perpetrator. However, these will be primarily 
societal benefits on the collective level, and not—as is the case 
with clinical genetics—direct benefits for the individual person 
and her family members. In short, IGG differs from the clinical 
genetic testing context in terms of both the actors (physicians vs 
law enforcement) as well as the goals (individual vs collective) 
and, therefore, the existing accounts in the clinical context are 
difficult to transpose to the IGG setting.

Multiple authors have written about informed consent and/
or the obligation to inform relatives specifically in a DTC 
genetic context. Parsons and Baker54 argue that when a partic-
ular disease risk to a relative of a DTC consumer is actionable, 
it should be disclosed to this relative by the DTC genetic test 
provider even if the consumer objects to this. Loi55 has provided 
a libertarian argument for the right to take a DTC test, based on 
the moral right to self- ownership, which argues that individuals 
are ‘sovereign over all uses of their own genome that do not 
harm others’. Bunnik et al56 argue that for DTC genetic testing, 
informed consent is not required for non- medical entertain-
ment testing, but it is required for genetic tests that might cause 
harm, such as knowing about an untreatable disease. Although 
all these accounts vary from one another, they have one element 
in common: the accounts depart from possible harms and bene-
fits for the individual or others (such as an actionable, treatable 
disease risk to a relative). However, these accounts primarily 
look at the medical and/or individual beneficences of DTC 
testing, not possible forensic use.

Thus, the accounts on informed consent and the conse-
quences for relatives in a healthcare or DTC setting differ 
significantly from the IGG context, because IGG is not about 
potential beneficence to the DTC consumer and her relatives, 
but about criminal investigation and possibly prosecution, 
which may have severe consequences for these family members. 
Moreover, they are based on the consequences of more close 
relatives and not on very distant relatives as in the case of IGG. 
Therefore, these accounts are not directly helpful to resolve the 
concerns surrounding informed consent and IGG. This is not to 
argue that the accounts cannot be helpful at all in the context 
of IGG, but that further arguments are required to show their 
usefulness.

A COLLECTIVE PERSPECTIVE
So how should we approach IGG? A recent article on the 
misconceptions of IGG states that ‘genetic genealogy database 
participants are themselves the ultimate check on the indiscrimi-
nate conduct of IGG’.21 In the following, we will argue that this 
check is insufficient; ethical decision- making on IGG should not 
primarily be left to individual consumers.

It can be argued that to use the term ‘informed consent’ 
when people do not have the possibility to opt out is inappro-
priate.57 As discussed, even if consumers in the case of IGG 
have the right to opt out, their relatives do not. If we suppose a 
(perhaps utopian) situation in which consent for police access 
is given by consumers, in a way that miraculously meets all 

iii Or it could be that a person feels satisfied from knowing they 
have contributed to the solving of a crime.

the criteria for informed consent, the problem still exists that 
large groups of people who have not consented can be affected 
by it (most likely without their knowledge; a relative could 
be a ‘key’ that is needed to build the rest of the family of the 
suspect).

As already mentioned, it has been estimated that a genetic gene-
alogy database has to include only 2% of the US population of 
European descent to find a third- degree cousin of almost anyone 
in that population.11 Thus, when only a fraction of a population 
would give their voluntary and well- informed consent to police 
accessing their DTC genetic data, the investigation would also 
encompass the family trees of all the non- consenting people in 
that population. With a genealogical search in a DTC database, 
there are often hundreds of relatives who need to be examined.12 
A study by Erlich et al11 found that a genealogical search would 
have initially 850 hits, which can eventually be narrowed down—
on the basis of geographical location, age and sex—to a list of 16 
or 17 possible suspects. This group of possible suspects can then 
be further limited by traditional detective work. Another study 
found an initial list of 3000 individuals.12 In one murder investi-
gation, police used a false story about the finding of an uniden-
tified body in order to retrieve DNA samples from relatives for 
IGG—the son of one of those ‘participating’ relatives was subse-
quently arrested.58 The genealogical search will, thus, not only 
involve the suspect but also many innocent people (most likely 
unbeknownst to them). By contrast, a forensic genetic database 
will solely affect the suspect or his direct family members (if a 
familial search is performed).

Still, it has been argued that in a regular criminal investigation, 
also many innocent people are involved and perhaps even more 
than in an investigation that uses IGG.21 That may well be true, 
as IGG has a high potential to single- out a suspect, especially in 
cold cases that would otherwise require a large criminal investi-
gation covering many innocent people. However, our point does 
not involve the number of people targeted in a single criminal 
investigation. Rather, we look at IGG as a whole: if only a small 
percentage of the population makes their genetic profile acces-
sible for law enforcement access, this could potentially cover the 
entire population. In this respect, the fears expressed of a de 
facto population- wide genetic database might not be far- fetched. 
In arguing against the claim that IGG could result in a de facto 
universal database, Brown4 emphasises that the databases are not 
set up by the government, and that ‘individuals are freely, volun-
tarily and enthusiastically populating these non- governmental 
databases’. However, as discussed, it is questionable that all 
people are freely and voluntarily permitting law enforcement 
access, and, second, that even if they do, many more—who 
might be affected by the decision—have not.

Some authors have suggested to implement a universal 
population- wide DNA database (which includes every citizen), 
because this will result in fewer privacy concerns, compared 
with both forensic familial testing59 and compared with IGG.60 
Indeed, a survey study of almost 1.600 respondents showed that 
law enforcement access to a universal database was regarded as 
being less intrusive compared with accessing a database of a DTC 
company.39 Arguments in favour of a universal database are that 
it is not racially biased, are more effective, have fewer privacy 
concerns, that potential family ties are not disclosed (and are not 
needed to chase, because everyone is in the database), and that 
it does not include other highly sensitive information (because 
it uses forensic STR instead of genealogical SNP profiles).59 60 
In view of these considerations, it could be argued that even 
a universal database, already the subject of much debate and 
generally not regarded as an acceptable option, may be more 
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appealing than IGG. Or, differently put: IGG may be even more 
problematic than a universal database. Although further argu-
ments are needed to support this claim, the suggestion under-
lines the extent of ethical problems of IGG.

It has been noted that the concept of informed consent is 
not adequate in the case of collective groups of people.57 As 
Widdows61 writes, when it comes to the governance of genetic 
issues, individuals do not only function as independent subject, 
but also as ‘connected selves’ because of their genetic relations. 
Consequently, in such genetic contexts, the focus on the indi-
vidual, which underlies notions such as informed consent, fails 
to offer adequate ethical guidance. This critique of the individual 
choice model seems also quite pertinent in the context of IGG. 
Thus, an ethical focus on autonomous choice might have signif-
icant limitations. Notably, improved informed consent has been 
presented in the literature as a way of alleviating some ethical 
concerns of IGG.4 23 In a recent interview study by Samuel and 
Kennett,6 some participants seemed to regard informed consent 
as an ‘ethical panacea’; they were of the opinion that most 
ethical problems could be mitigated if consent was implemented 
properly. In reality, it may well be that too much weight is given 
in the ethical debate on IGG to the concept of informed consent. 
Notably, Samuel and Kennett state that ‘focusing on individual- 
based consent narrows ethical discussion by shielding other 
substantive political and societal issues from critical scrutiny’.6 
There is, thus, reason to believe that the value of informed 
consent as the solution to pressing IGG problems is question-
able. Moreover, this may not only apply to the ethical debate 
but also to the legal one; the UK Biometrics and Forensics Ethics 
Group recently stated in a report about IGG that the legality of 
obtaining this kind of sensitive information on the legal basis 
of informed consent alone, is questionable, considering the EU 
Law Enforcement Directive and Article 8, protecting the right 
to private life, of the European Convention on Human Rights.22

In sum, we have argued that an individual consent model has 
significant limitations when it comes to IGG and needs to be 
complemented with a more collective approach.

BROADENING THE SCOPE
We have discussed two individual- based ethical concerns 
regarding IGG: privacy and informed consent. However, even 
if privacy and valid individual decision- making on IGG were 
adequately protected, not all pressing ethical issues would be 
resolved. Therefore, we have argued that the ethical debate 
urgently needs to be extended beyond the interests and deci-
sions of the individual customer. This is needed to prevent the 
debate from primarily revolving around issues such as who can 
see which sensitive information or whether participants really 
did consent. This is not to say that these are not very relevant 
topics to address, but that we must be careful that they will not 
turn out to be serving as a smokescreen, hiding the issue that is 
fundamentally at stake: that IGG is inherently also a collective 
issue and not only an individual one.

There are other factors on the collective level that further 
complicate the ethical debate about IGG. These factors cannot 
be sufficiently addressed when only an individual- based model 
is used in the ethical analysis of IGG. First, there are conse-
quences on a group level: the effectiveness of IGG in solving a 
case depends on the number of people who have made their data 
available for law enforcement access. As most DTC customers 
are US citizens of European ancestry, IGG is far less likely to 
identify a suspect that is not part of that ethnic group. Therefore, 
it has been argued that IGG could potentially reduce the ethnic 

imbalance currently seen in governmental forensic databases 
(which skew minority groups) because the overrepresentation 
of white people in DTC databases could complement these.17 25 
However, it might be too early to immediately assume that IGG 
reduces the currently existing ethnic imbalance because IGG 
is also used to identify unidentified crime victims. Therefore, 
with IGG, an unidentified African American victim will be less 
likely to be identified than a victim of European descent, all the 
more so because this minority group is often absent from gene-
alogy records.62 Of note, the vast majority of solved IGG cases 
concerns white victims.63

Second, there is a transgenerational issue that needs to be 
addressed as well. For instance, the individual decision of a 
person to participate in law enforcement access may equally 
have consequences for her children and their children and their 
children too. Furthermore, future generations might also be 
affected by today’s individual decisions to make one’s genetic 
data accessible to law enforcement.

In addition, there is a clear transnational aspect to IGG.18 20 
Family trees with thousands of people often include people from 
different countries and, thus, different legislations. As such, even 
if one country may decide, for example, to completely ban IGG, 
it is questionable that this will be effective as distant family rela-
tions do not stop at a country’s border. When a US citizen, for 
example, participates in GEDmatch law enforcement access, her 
distant relative in Europe might, perhaps unknowingly, be the 
key that eventually leads to the perpetrator (or is even the perpe-
trator himself). That this perpetrator may subsequently get the 
death penalty in the USA,28 is only one of many ethical issues 
involved. The transnational nature of IGG poses significant chal-
lenges for both ethical and legal governance.

Furthermore, the commercial nature of genealogy companies 
is relevant here. This may entail not only more challenges for 
regulations but also the risk that commercial interests of compa-
nies overshadow ethical concerns. For example, GEDmatch 
was originally set up as a hobby by two genealogists but was 
sold in December 2019 to the US forensic sequencing company 
Verogen.12 The engagement of 23andMe in a partnership with 
a pharmaceutical company resulted in a public debate over the 
use of data from people ‘who technically consented but were not 
truly informed’.64 Moreover, the genealogical search, including 
the establishment of family trees, is usually conducted by private 
firms, such as Parabon and Othram, which offer their services 
to law enforcement on a commercial basis. By contrast, forensic 
genetic databases are not set up to produce financial profits but 
have the security of society as their aim. In sum, the transgen-
erational, transnational and commercial aspects of the practice 
might be additional complicating factors to the ethical debate on 
IGG. They further underline the importance of a broad ethical 
analysis on the topic.

These are all additional ethical concerns that move beyond 
the dichotomy of individual privacy and decision- making versus 
the safety of society. Eventually, it might be the case that public 
discussion will focus on how to weigh the societal interests of 
crime solving against the ethical concerns mentioned. Of note, 
professionals in the criminal justice system and those working 
in forensic genetics tend to see forensic DNA testing as highly 
beneficial for crime fighting, but at the same time, they rela-
tively devalue the ethical risks.65 Several suggestions have been 
made about when IGG may be allowed, such as in cold cases 
where other investigative methods have failed,23 major crimes 
against the person24 or in the case of identification of unidenti-
fied human remains.22 Although the vast number of IGG cases 
currently concern murder or sexual assault and the identification 
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of unidentified remains of a deceased, there is also an example 
in which a DTC database was accessed for another type of 
crime, namely, an assault.27 It is often emphasised that the aim 
of genetic genealogy is to produce investigative leads and not to 
convict.31 Still, in many cases, IGG has led to an essential inves-
tigative lead and a likely perpetrator. The fact that in the end, a 
traditional forensic STR profile is established and used in court 
does not diminish IGG’s significance.

Clearly, IGG could potentially be very beneficial to solve 
crimes—which is of great importance to a society. Meanwhile, 
it has been noted that in the USA (which is the location of the 
vast majority of IGG cases), a significant proportion of cases 
solved by genealogical searches could have been solved much 
earlier if all convicted criminals would have been in the forensic 
genetic database.22 In addition to this backlog, familial searching 
in forensic databases is only very limitedly used in the USA.28 
Therefore, the question arises as to what the remaining addi-
tional benefits of IGG would be, if already existing forensic prac-
tices were fully used.

Balancing benefits and harms of IGG is highly relevant. 
Discussing these considerations merely in terms of individual 
consent and privacy has significant limitations. Therefore, it can 
be argued that balancing harms and benefits may better be left 
to a democratic decision- making process than to the individual 
consent of only a fraction of the population—for example, the 
2% mentioned above—deciding to participate in genetic data-
bases accessible by law enforcement.

CONCLUSION
In this paper, we aimed to contribute to the bioethical analysis 
of IGG by broadening the ethical perspective of IGG beyond the 
dichotomy of safeguarding privacy and consent versus the safety 
of society. We discussed two issues related to the individual: 
privacy and informed consent. Justified concerns about privacy 
exist. Yet, arguably the most interesting and pressing issue is 
the fact that individual consent, although surely relevant, may 
not be sufficient to deal with the concerns about IGG. Existing 
ethical frameworks for the clinical biomedical context cannot 
sufficiently address these concerns. The choice of an individual 
consumer could have important consequences for many close 
and distant relatives. Moreover, the decision of only a fraction 
of the population could have far- reaching consequences for the 
population as a whole. This has to do with the reach of this tech-
nology where DNA from the few may have consequences for 
the many, making it a collective issue. In other words, discussing 
IGG in terms of consent has significant limitations. The debate 
is further complicated by other factors extending beyond the 
individual, including the transgenerational, transnational and 
commercial nature of IGG. We conclude that there is an urgent 
need to further develop a broad bioethical perspective for IGG 
that extends beyond individual customer- based approaches: 
IGG is also—and perhaps primarily—a collective issue.
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