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Abstract

Faced with the current time-sensitive COVID-19 pandemic, the overburdened healthcare
systems resulted in a strong demand to develop newer methods to control the spread of the
pandemic. Big data and artificial intelligence (Al) have been leveraged amid the COVID-19
pandemic; however, little is known about its use for supporting public health efforts. In
epidemic surveillance and containment, efforts are needed to treat critical patients, track and
manage the health status of residents, isolate suspected cases, develop vaccines and antiviral
drugs. The applications of emerging practices of artificial intelligence and big data have become
powerful "weapons” to fight against the pandemic and provide strong support in pandemic
prevention and control, such as early warning, analysis and judgment, interruption and
intervention of epidemic, to achieve goals of early detection, early report, early diagnosis, early
isolation and early treatment, and these are the decisive factors to control the spread of the
epidemic and reduce the mortality. This paper systematically summarizes the application of big
data and Al in epidemic, and describes practical cases and challenges with emphasis in
epidemic prevention and control. The included studies showed that big data and Al have the
potential strength to fight against COVID-19. However, many of the proposed methods are not
yet widely accepted. Thus, the most rewarding research will be on methods promising value
beyond COVID-19. More efforts are needed for developing standardized reporting protocols or
guidelines for practice.

Keywords
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1. Introduction

The coronavirus disease 2019 (COVID-19) pandemic, caused by the novel severe acute
respiratory syndrome coronavirus 2 (SARS-CoV-2), has emerged in December, 2019 [1]. Up
to this day, more than 500 million people worldwide have been infected with COVID-19 and



more than 6 million people have died of COVID-19. The highly sudden onset, infectious and
wide diffusion of COVID-19 and its variant such as Omicron variant made it a high-risk task
to implement the prevention and control [2]. Although various strategies have been proposed
and implemented such as vaccination, non-pharmaceutical intervention, etc., within strict
containment, it is still arduous for the epidemic prevention and control [3].

With the vigorous developments of new generation in big data and artificial intelligence
(Al) technology, the new era of data-driven ‘Internet plus AI’ is coming. The application value
of Al is gradually released and Al has been applied more and more widely in various walks of
life such as intelligent manufacturing, smart city and healthcare, telemedicine [4-7],etc. In this
battle against the epidemic, the new generation of information technology including big data
and Al has made a deep integration of transportation, medical treatment, education, and other
fields [8-10]. Al has become a powerful and effective technology against the COVID-19
pandemic, making the prevention and control more efficient. With the development of the
epidemic, data-driven epidemic prevention and control is rapidly unfolding, application
scenarios for epidemic prevention and control are constantly emerging, and the scope of
application continues to expand. In this context, the use of Al, big data and other new
technologies has made considerable progress in improving the working methods, work
efficiency and effectiveness. It has become the first choice of various government departments,
aiming to further move towards a smart city. Therefore, with the more widely application of
these scientific technologies, it is inevitable that higher requirements will be gradually put
forward for emergency mobilization of government, grass-roots communities and civil society.
There are also requirements for improving the ability of social governance.

This paper summarized the overview of artificial intelligence in epidemic surveillance and
containment in next section. Then the practice is separately elaborated on the tasks of infectious
disease prevention and control including early warning of epidemic, analysis and judgment in
epidemic, interruption of epidemic and treatment of patients. Finally, the paper summarized the
exploration of Al in epidemic surveillance, containment and looking into the distance.

2. Overview of big data and artificial intelligence in epidemic

With the global spread of the COVID-19 epidemic, big data and Al technologies are widely
used [11]. They not only play an important role in epidemic prevention and control and
resumption of work and production in China, but also in Sino-foreign cooperation. In the
process of assisting in curbing the spread of the epidemic and carrying out epidemic prevention
and control, big data and Al play a vital role that cannot be ignored in the following aspects.
2.1 The dissemination of epidemic prevention and control knowledge

With the help of mobile Internet and smart phones, people can obtain various information
such as the latest epidemic situation and scientific epidemic prevention knowledge at anytime
and anywhere. Local governments regularly release the latest epidemic developments through
e-government platforms, microblog, and official accounts. Various news clients, social
platforms, search engines, and short video platforms have also actively cooperated with the
release and dissemination of epidemic-related information.

Many digital health service platforms have launched online consultation service to offer
necessary remote consultation and medical support. It is convenient to consult doctors about
the prevention and treatment of COVID-19 online, effectively alleviating the difficulties of
medical treatment caused by the shortage of medical resources during the epidemic. It can also
prevent people with common diseases from flocking to the hospital, which may form the
clustered cross-infection. It is useful to ensure social distancing and beneficial for medical care
especially in rural areas to use telehealth [12]. Al powered chatbots such as conversational bot
based on Natural Language Processing (NLP) and speech synthesis can play a principal role in



Telehealth. They can provide free primary healthcare education, information, and advice to
people to carry out epidemic prevention knowledge popularization [13].
2.2 The flow of epidemic-related personnel tracking

Nowadays, big data analysis such as data mining has become a thrust area in tracking and
controlling the spread of COVID-19 around the world. By integrating the information of
telecom operators, Internet companies, transportation departments, etc., big data analysis can
solve the problem such as the trajectories modeling and discovery of spatiotemporal pattern of
COVID-19 [14-15]. Specifically, through data analysis and data mining, it is possible to
simulate and draw the patient's movement trajectories through geographic location and
timestamp information. Besides, contact tracing is recommended as a key component of
COVID-19 control strategies [16]. According to the movement trajectory of the patient for a
period of time before the date of diagnosis and the accompanying people who have been with
him for a long time, the close contacts of the patient can be inferred based on big data analysis.
Comprehensive analysis of the movement trajectories of confirmed patients, suspected patients
and related contacts can accurately describe the flow of different types of people who enter and
exit across regions. Mandatory home-based quarantine and isolation of these people, which are
the epidemic control strategies in China have been followed successfully by many countries
[17].
2.3 Prediction of epidemic development trend and origins tracing

Al plays a vital role in detecting the cluster of cases, and predicting the development trend
of epidemic and likely reemergence [18]. Based on the data of high-risk groups, it is possible
to identify the clusters and display the spatial distribution with the help of Al and big data
analysis. Combined with the new cases, suspected cases, dead cases and cured cases in the
epidemic, many techniques like transmission dynamics model [19-20], epidemic model [21]
and regression model [22] use emerging Al techinologies to predict the development trend or
general situation such as the peak inflection point of the epidemic [21]. Finding the source of
an infectious disease is critical and challenging. According to features like travel trajectory flow
information, social information, consumption information, geographical location, etc., some
methods based on machine learning (ML) or deep learning (DL) like spatio-temporal modeling
can calculate the path of disease transmission and provide a theoretical basis for the traceability
analysis of infectious diseases [23].
2.4 Scientific and precise policies implementation

Al can help governments with precise intervention policies. Models based on Al can
forecast “how much” the disease has spread and “where” and to “what extent” it has spread to
[24]. Besides, many countries are likely to operate beyond their maximum capacities [25], and
it is a serious concern whether the capacity of the current healthcare system can keep pace with
the pandemic. With the help of Al and big data analysis, they can provide an effective basis for
dynamic monitoring, coordination of medical material reserves, the supply of civilian materials,
and traffic control policies [26-27]. For example, during the period of mass migration for the
annual Spring Festival in China, which is an epidemic high-incidence areas, epidemic
monitoring and early warning can be used for precise prevention and control by tracking the
trajectories of confirmed cases, suspected cases, and close contacts.
2.5 Drug and vaccine discovery

Al can support COVID-19 at the molecular level as well. As there is no effective treatment
for COVID-19, the application of Al in vaccine and drug discovery is the most critical part of
the epidemic. An effective and safe vaccine against COVID-19 is a top priority for effective
epidemic prevention. ML could be used to design the vaccine and predict the potential targets
for effective and safe vaccine [28-29]. Some research focus on the drugs discovery based on
data-driven Al framework [30-31]. DL is applied to predict the potential of drug repurposing
such as the identification of commercially available drugs [32-33]. ML and DL can detect virus



gene sequences, helping scientists better understand COVID-19 and to develop the vaccine and
drugs.
2.6 Infectious disease diagnosis, treatment, and convenient life

The applications of Al relieve the pressure of hospital and government, and play a very
important role in diagnosis and treatment, and provide a convenient life during the pandemic.
NLP and Automatic Speech Recognition (ASR), which are the branches of Al, have been
widely developed and adopted in numerous applications to organize and structure knowledge
in recent years [5,34]. NLP and ASR can help medical staff and citizens complete telemedicine
consultations safely and conveniently [35], making significant contribution to the process of
early screening and diagnosing [36-37]. Many online meetings have been held during the
COVID-19 pandemic, NLP and ASR also play a vital role in intelligent conference system [38]
such as the remotely communication of Chinese and foreign experts. The applications of Al-
based imaging and robots are important tools for diagnosis, treatment, and convenient life
assistance either during the pandemic [39-40]. Imaging in Al plays a crucial role in the detection
and management of COVID-19. Some techniques such as face detection have made some
contributions in tracing COVID-19 cases and contacts such as masked face recognition and
fever detection [41-42]. The homeschooling and telework have become normal situation during
the pandemic and the demands of video conferencing surge. This resulted in unprecedented
growth in the number of video conferencing users. Face detection and portrait segmentation
have made great support for video conference, providing convenience for homeschooling and
telework [43-45]. Robotic technologies, including examination robot [46], healthcare robot [47],
monitoring robot [48], disinfection and cleaning robots [49], delivery and logistic robot [50]
etc., leveraging face detection, voice recognition, and sensors, have been globally used to
facilitate the diagnosis and treatment, reduce personnel contact and aid human daily life.
Therefore, intelligent robot is a very important development direction in the future.

In summary, big data and artificial intelligence technologies can play a major role in the
prevention and control of the epidemic. However, there are still many challenges in practice
during the process of data-driven epidemic prevention and control. For example, due to the
limitation of data sources, the backward of data collection, the lack of data governance, the poor
data quality, the unification of data standard, the serious data island, the difficulty in analysis
and judgment in epidemic, etc., there are still many problems to be solved in the process of anti-
pandemic. The following part focuses on the challenges of big data and Al in the anti-pandemic
process, including the early warning of epidemic, the analysis and judgment in epidemic, the
interruption of epidemic and the treatment of patients.

3. Practice of big data and artificial intelligence in prevention and control of epidemic

In 2020, the epidemic of COVID-19 overwhelmed public health systems in many countries,
exposing problems such as weak emergency response capabilities. Reforming and
strengthening emergency response to public health events has become a global focus. For public
health departments, we can quickly monitor infectious diseases and conduct comprehensive
epidemic surveillance through the nationwide patient electronic case database, and quickly
respond through the integration of disease monitoring and response procedures. Big data and
artificial intelligence can play a role in normalization monitoring, epidemic warning and
disposal, trend prediction and judgment, tracing the source of infection, resource allocation,
prevention and treatment, vaccine and drug research and development. At the same time, there
are many challenges in practice.

3.1 Early warning of epidemic

Early warning of epidemic is intrinsically data driven. Identifying early, accurate, and
reliable signals of health anomalies and disease outbreaks from a heterogeneous collection of



data sources has always been one of the main objective of public health surveillance, which is
technically premised on the basis of the data sourcing task and the analytics task. The data
sourcing task is concerned with determining easily operationalizable sources of data that
contain useful signals. The analytics task is concerned with developing effective computational
frameworks to extract such signals. Big data and Al provide a range of methods and techniques
to help tackle both challenges.

In order to improve the timeliness and accuracy of outbreak detection and early warning
approaches, public health researchers continue to investigate and explore sensor data and
indicators from the physical world and the cyberspace. Based on the data collected from the
physical world, Al methods have been successfully applied to estimate the high-risk regions
and outbreak periods. The global distribution were simulated for Aedes aegypti and Aedes
albopictus to fight against mosquito-borne infectious diseases such as ZIKV, dengue,
and chikungunya [51-52]. A dynamic neural network model was developed to predict the
outbreak risk of ZIKV in the Americas [53]. Significant efforts have been expended to make
use of data from the cyberspace. Shah and Dunn proposed a machine learning method to
generate a model to detect the magnitude of unexpected changes in terms of usage with
spatiotemporal patterns from social media data streams [54]. Chen and Neill analyzed the
heterogeneous network structure of Twitter using a nonparametric graph scan, and applied this
approach to detection of hantavirus outbreaks in Chile [55]. Dai reported a clustering method
based on word embedding for public health monitoring [56]. The objective of syndromic
surveillance is early detection of disease outbreaks by identifying emerging clusters of cases in
space and time. A variety of public health data sources, such as hospital emergency department
visits, over-the-counter medication sales [57], and more recently online data sources such as
search queries [58] and social media [55], have been employed for this task.

Time series of epidemiological data feature seasonality, non-stationarity, and sparsity.
Predicting such time series has major public health implications and has attracted a lot of
attention from the research and practitioner communities. Researchers have been proposing
complex models for univariate prediction to extract useful patterns. In additional, efforts have
been expended to develop multivariate prediction models. Al plays an important role in both
research streams. Researchers have worked to extract long-term dependencies from one or more
correlated incidence curves, without complex exogenous variables [59-60]. Past research has
also explored external variables that are highly correlated with the outbreak of infectious
diseases to make multivariate predictions [61-62]. The prediction performance of such methods
has a lot to do with the selection of external variables.

However, the practice of big data and Al in early warning of epidemic has several
limitations. First, data is the cornerstone of these tasks. Special attention is in use essential for
the safety, confidentiality, sharing, openness and other medical ethics issues of infectious
disease related health big data. Health big data inevitably involves the privacy information of
people, including physical status, health history, personal information, and even gene and
protein data. These confidential data of patient puts forward higher requirements for privacy
protection and system security. Besides, there is a high probability of human error in diagnosing
infectious disease, even if the diagnosis was done by highly qualified medical doctors. For
instance, research has shown that a substantial portion of TB patients had been diagnosed with
a non-TB respiratory-related diagnosis in hospitals [63]. In low resource healthcare settings,
physicians may sometimes misdiagnose dengue fever patients and treat them as having a
common upper respiratory tract infection. The inaccuracy of traditional diagnosis methods
would be magnified if hospitals and clinics are overwhelmed with a sudden surge in cases.

Second, while forecast modelling using a variety of data sources can potentially aid public
health organizations to preempt the spread of infectious diseases, these models have several
limitations that inhibit their effectiveness. There are problems in modelling associated with data
deluge, resulting in over or underestimation of statistical models [64]. On the other hand, in
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areas that are rural and do not have Internet broadband access, there may be problems associated
with a lack of quality data [65], where data from underserved communities are not represented,
severely compromising the quality of forecasting models.

Third, top-level design of the health big data framework is inadequate. It is a basic and
long-term work to quickly obtain effective information through analysis from the scattered big
data and provide a basis for public health decision-making in a timely manner, which requires
long-term support from the government. The health big data framework needs top-level design
at the national level and bears corresponding responsibilities.

3.2 Analysis and judgment in epidemic

Epidemiological investigation is a critical task to study the distribution, pathogenesis,
transmission characteristics and determinants of epidemic diseases [66-67], putting forward
reasonable preventive health care countermeasures and health service measures. Through
epidemiological investigation, the infection pathway of each patient can be clarified, which will
play an important role in the prevention and control of future epidemics. It is also possible for
the public to know how to avoid infection and how to solve the problem after infection. This
work has played a very important role in China’s success in controlling the spread of COVID-
19. In these tasks, investigators need to document case reports, including demographic data and
clinical manifestations of confirmed cases. Those travel trajectories before the disease onset are
especially important to be logged, plus the close contacts of confirmed cases. Additionally,
investigators are responsible for analyzing and tracing all possible infection modes, pathways
and sources, which triggers further follow-up records of close contacts. However, facing
hundreds of patients diagnosed as COVID-19, it becomes extremely time-consuming and labor-
intensive to do epidemiological investigation and trace the close contacts for each confirmed
case in a typically manual way. Such investigation work is quite tedious and complicated and
requires a lot of information searching, comparing, inductive and deductive reasoning.

Big data and Al can speed up the previous process. During the investigation, the dialogue
recordings between epidemiological investigators and respondents are automatically collected,
and the voice is dynamically converted into text in real time. The system supports full
transcription or fragment transcription, and synchronously uploaded to the cloud [68]. Other
epidemiological survey staff can cooperate with field epidemiological investigators to sort out
the text and complile the report, and convert unstructured text information into structured data
for storage. In recent years, Jian adopted NLP and knowledge reasoning to extract import
information from cases reports and analysis [69]. Adi V. identified important patient-related
features from free-text electronic medical records to assist in public health investigations with
NLP-based methods [70]. However, the application of these technologies in the field of
epidemic investigation also faces some challenges. One of these is how to closely integrate with
the current business processes of disease control department and compatible with the current
usage habits of frontline investigators, which requires us to polish the technology usage in
working with frontline investigators. In addition, there is a lack of unified schema for the
investigating methods and report contents of different infectious diseases in different regions,
which also brings certain obstacles to the further promotion of technologies, and government
departments need to formulate unified specifications.

Based on computable data after information extraction, the next step is the risk assessment
of groups and public places so as to provide guidance to targeted prevention and control
measures. Retrospective studies had shown that some characteristics of cases were related to
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the transmission of COVID-19. Luo found that the severity and expectoration of index cases
would increase the secondary attack rate [71]. Li supposed that children and adolescents were
more infectious than older individuals. Symptomatic cases were more infectious than the
asymptomatic [72]. Bi mentioned that household contacts had higher risk of infection, as well
as those travelling with cases [73]. Lee explained that the higher the viral load of the case, the
more infectious it would be [74]. Meanwhile, many epidemiological field cases had shown that
the public places that COVID-19 patients visited such as restaurants [75], conference [76], KTV
[77], etc. were the trigger for the rapid spread of the epidemic. Research had revealed the
environmental factors with public places associated with the occurrence of COVID-19
transmission. Lu found the virus spread in the restaurants by the airflow of air-conditioned
which caused three family clusters infected with COVID-19 [75]. Kang provided the probable
evidence of fecal aerosol transmission of SARS-CoV-2 in a high-rise building [78]. Yuan
presented that a COVID-19 outbreak in a densely populated community might have been
transmitted by sewage [79]. As a retrospective study, limitations exists in practice. First, the
recall bias could not be avoided and quantitative measurement was not available for all variables.
Second, there are limited samples with detailed data to study, and the result maybe not
absolutely suitable to other countries and regions. In the future, risk assessment system should
continually be upgraded as a covering more variables to improve the performance.

3.3 Interrupting transmission of epidemic

While an outbreak occurred, it needs to be interrupted early to avoid greater damage. In
this case, the allocation of resources is particularly important. Interrupting the epidemic
involves the allocation of nucleic acid testing resources, the allocation of ambulances and
medical staff, the allocation of isolation areas, medicines, etc. An article from JACC [80]
mentioned that the scheduling of medical resources in the prevention and control process
was not the responsibility of clinicians. Scientific allocation of medical resources will provide
additional efficiency for epidemic prevention and control. An article from the American
Academy of Pediatrics [81] also stated that for the medical resources of scarce, it was necessary
to reasonably allocate based on age spectrum.

In the process of interrupting the epidemic, the allocation of resources will also face some
technical challenges. First of all, reasonably predicting the trend of the epidemic, so as to
optimize the distribution and reserve of resources, is a necessary condition to make the
epidemic under control. Since the outbreak of COVID-19, various types of traditional statistical
methods and deep learning methods have emerged for epidemic prediction research [82-84]. If
accurate predictions can be made on the scale of the epidemic, nucleic acid testing resources,
the proportion of severe cases, and the distribution of ambulances and isolation areas can be
preliminarily estimated to prevent a run on medical resources. However, there are many factors
affecting the growth of the epidemic in the real world, such as the concentration of people in
different areasand climatic reasons. Sudden events can cause the spread of the
epidemic without warning as well. These factors are difficult to be accurately described and
analyzed through models. So correspondingly, there are certain difficulties in the prediction of
the epidemic situation and the allocation of resources. The excessive reserve of resources will
cause a certain waste. At the same time, insufficient resource reserves will result in an excessive
burden of prevention and control. Maximizing social benefits while ensuring economic benefits
is a challenge which has to be faced in the current resource allocation process.
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In addition to resource management, scientific intervention is also a prerequisite for
ensuring the early interruption of the epidemic. Specifically, all countries have formulated
various prevention and control interventions and adjusted them to varying degrees according to
the changes in the epidemic situation, which also produced different prevention and control
effects. The University of Oxford compiled the implementation of daily epidemic prevention
and control policies in various countries and constructed the OXCGRT dataset [85]. These
include control policies for work spaces, schools, gatherings of people, and mask wearings and
so on. Different policies also control the epidemic from multiple perspectives. The study of
relevant simulation models based on actual policies can assist decision makers in formulating
policies and evaluating the effects [86]. An article published in Science [87] mentioned that the
effects of all policies were estimated through a bayesian hierarchical model to obtain the impact
on the final transmission effectiveness. There are also other related studies which simulate the
impact on various non-pharmaceutical interventions based on more realistic parameters or
agent-based models [88-89]. However, model estimations still has limitations. In the process of
estimating policy effectiveness, it is necessary to take into account the non-independence of
policies and other factors outside the policy, such as vaccines, strains, and the impact of
personnel compliance. These are big challenges for simulation. In addition, the existing model
research mostly learns features from data, but more practical epidemiological models or related
knowledge are not introduced. These models cannot achieve the purpose of accurate
optimization based on expert knowledge. Therefore, it is difficult to obtain customized
applications in actual scenarios. In short, the purpose of the prevention and control policy is to
interrupt the epidemic in a timely manner. However, how to carry out effective epidemic
prevention and control with minimal economic cost through scientific scheduling is the current
challenge for policy formulation, especially in the stage of regular epidemic prevention and
control.

Facing these challenges in the early interruption of the epidemic, it is necessary to combine
medical resources, social resources and prevention and control policies to carry out joint and
dynamic control. Mathematical models can simulate the effectiveness of different prevention
and control policies, so as to estimate the consumption of corresponding resources based on
model predictions. In the process of simulating the interventions, it is possible to find a balance
between economic and public safety by adjusting the implementation of policies. Therefore, the
model needs to learn more parameters to adapt to more scenarios. Wu and Jiao proposed
a hybrid model that combined compartment model and tree model based on strains, vaccines
and various policies [90], which could more accurately conduct policy regulation and
simulation for various epidemic scenarios and ensure public safety. In addition, collective
prevention and control mechanisms are also the key to epidemic prevention and control. An
article from Environmental Research and Public Health [91] studied a survey of 533 villagers
in Henan Province, China. A corresponding model was created to demonstrate that the
exchange of information and public leadership can contribute positively to COVID-19
prevention and control. Another article introduced China's experience in the implementation of
Cross-Regional Collective Response Mechanism and analyzed its huge role in epidemic
prevention and control [92]. Therefore, scientific scheduling combined with joint prevention
and control measures can ensure effective interruption in the early stage of the epidemic so as
to prevent the spread of the epidemic.
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3.4 Treatment of patients

For COVID-19 patients, timely treatment is required. When the number of infected people
is increasing, medical resources need to be allocated reasonably to ensure the controllable
condition of all patients. An article from Nigerian Postgraduate Medical Journal stated that
COVID-19 had caused a great burden on the global medical system, and even affected service
delivery of other diseases [93]. The core problem of medical resource mismatch caused by the
pandemic of COVID-19 mainly focuses on the lack of ICU resources. In this case, big data and
Al technologies can be applied to the process of resource scheduling, thereby indirectly
reducing the severe and mortality rate of COVID-19. Specifically, an article from the
international journal of epidemiology estimated the number of ICU beds by using the
epidemic situation under different policy control to predict the demand for future medical
resources [94]. A letter from Intensive Care Medicine introduced a patient simulation model
to support planning decision of ICU capacity changes [95]. Although these methods can model
and estimate the consumption of medical resources based on realistic factors such as prevention
and control policies, total number of patients, etc., the allocation of specific resources still
remain a challenge. The high contagiousness of COVID-19 leads to frequent outbreak in
clusters. Therefore, the distribution of patients in a specific area is often uneven so that it is
difficult to estimate patient distribution in advance. Therefore, the advance allocation of
medical resources is also a challenge to ensure that all patients receive treatment as soon as
possible.

Vaccines and antiviral drugs are important means to prevent and treat infectious diseases.
The research and development of vaccines and new drugs are characterized by high technical
difficulty, large investment, high research and development risk, high return rate and long
research and development cycle. Big data and Al are empowering research in the field of life
sciences and accelerating the process of new drug research and development. Involvement of
big data and Al in the development of a pharmaceutical product from the bench to the bedside
can be imagined given that it can aid rational drug design [96]. Al can recognize hit and lead
compounds, and provide a quicker validation of the drug target and optimization of the drug
structure design [97-98]. The process of discovering and developing a drug can take over a
decade and cost US$2.8 billion on average. Even then, nine out of ten therapeutic molecules
fail Phase I clinical trials and regulatory approval. Algorithms of Al are used for virtual
screening based on synthesis feasibility and can also predict in vivo activity and toxicity [99-
100]. It is vital to predict the structure of the target protein to design the drug molecule. Al can
assist in structure-based drug discovery by predicting the 3D protein structure because the
design is in accordance with the chemical environment of the target protein site, thus helping
to predict the effect of a compound on the target along with safety considerations before their
synthesis or production [101]. Al can assist in selecting only a specific diseased population for
recruitment in Phase Il and Il of clinical trials by using patient-specific genome-exposome
profile analysis, which can help in early prediction of the available drug targets in the patients
selected [102].

However, it also faces some challenges as an emerging field. First, the entire success of big
data and Al depends on the availability of a substantial amount of data because these data are
used for the subsequent training provided to the system. Access to data from various database
providers can incur extra costs, and the data should also be reliable and high quality to ensure



accurate result prediction. Second, the complexity brings great challenges to data acquisition
and Al algorithm design for the combination and reaction process between compounds and
human targets. Besides, it is difficult to define the role of drugs in biological systems with a
limited set of parameters, and these neglected factors make Al face greater uncertainty in drug
discovery and efficacy evaluation. Therefore, the research and application of big data and Al in
the development of vaccine and antiviral drugs requires the deep integration of the basic science
of traditional medical research and the core Al technology, as well as the joint efforts of
technical experts, biologists, physicians, etc.

4. Discussion

Recently, the trend of epidemic in China has been further consolidated in a gradually
improving situation, which accelerates a great advance in the resumption of work and
production and the economic-social operation order in the whole country. Along with the
epidemic, big data and Al are developing rapidly, and have become those of the important
leading forces in industrial upgrading and evolution. Big data and Al are the inevitable
requirements of the intelligent era to quickly, scientifically and effectively organize all parties
to work together, which plays an important role in winning the battle of epidemic prevention
and control.

On the other hand, it is still in its initial stage of the practice using big data and Al in
epidemic prevention and control as a systematic project, and there are still shortcomings and
problems in many aspects. To overcome these difficulties, the concerted efforts are required
from technical support, legal guarantee, organization and coordination, international
cooperation and so on, which involve the participation of medical, health, transportation,
communication and other multi subjects.

First, the focus should be put on core technologies of big data and artificial intelligence,
which have the characteristics of multidisciplinary synthesis and high complexity. We should
take problems from public health as a guide, and comprehensively enhance the scientific and
technological innovation ability of big data and artificial intelligence, to speed up the
establishment of a new generation of key common technology system. On one hand, we need
to strengthen medical data sharing. At present data silos is ubiquitous, because the unified
schema of medical data is absent, and the quality of data is usually poor or incomplete, which
hinders the development of medical artificial intelligence to a great extent. Therefore, we should
speed up the construction of medical big data application sharing cloud platform, including
formulating national medical big data schema, establishing a unified and standardized clinical
medical terminology to ensure the safe and efficient sharing of medical data. On the other hand,
for Al algorithm innovation, intellectual property protection and property incentives should be
strengthened, and scientific researchers should be given the ownership or long-term use right
of scientific and technological achievements.

Second, the guarantee of the rule of law should be improved. Bringing the development of
big data and Al into the track of rule in law is an important guarantee to ensure the safety,
reliability and controllability. At present, there is a lack of forward-looking, operable and
guiding laws and regulations in the development, and issues such as personal information
protection and data sharing urgently need to be clarified by legislation. In view of this, we
should strengthen the theoretical research of Al law, and deeply analyze the particularity,
innovation and risk of the technologies in the application of epidemic prevention and control,
to clarify the ownership of intellectual property rights and the liability of infringement, to guide
the standardized development of Al. Besides, industry specifications should be formulated by
analyzing and summarizing the existing technological achievements to clarify the industry
access threshold, and establish relevant industry standards, technical standards and product
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certification systems. In the epidemic, we should legislate to clarify the rules for the collection,
use, processing and transmission of patients' personal information, and clarify the standards for
information sharing among departments and organizations. In addition, new challenges are
posed to network security. It is necessary to clarify the network security prevention and control
responsibilities of relevant subjects, clarify legal responsibilities, and create a safe and reliable
network security space.

Third, concerted efforts should be made by all participants. It plays an important role in
winning the battle of epidemic prevention and control by using big data and Al to quickly,
scientifically and effectively organize all parties to work together. To this end, an intelligent
prevention and control system for major national epidemics should be established. An
intelligent prevention and control system should coordinate the epidemic prevention and control
systems of all parts of the country, departments and scenes, and form an intelligent prevention
and control system for epidemics, including epidemic early warning, epidemic controlling,
emergency treatment and so on.

Fourth, strength should be put on international exchanges and cooperation. To develop the
technology of big data and Al, we must have a global vision to strengthen policy coordination
and planning docking with other countries on the basis of mutual benefit and win-win results,
and actively reach strategic cooperation with other countries and irternational organizations.
We should speed up the formulation of Al related rules of international law, and give play to
the role of international law by actively communicating and coordinating with other countries
and international organizations. A global collaborative research and development system
should be constructed for Al epidemic prevention and control technology to strengthen the
sharing of scientific research achievements by encouraging exchanges and cooperation between
domestic and foreign scientific research institutions.

Nowadays, the application of big data and artificial intelligence plays an important role to
win the battle of epidemic prevention and control. What we need to do now is to take the
epidemic seriously, abide by relevant policies and regulations, and provide support for the
progress of epidemic prevention and control.
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