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Abstract: The increasing incidence of antibiotic resistance in Staphylococcus aureus (S. aureus) poses a substantial threat to global 
public health. In recent decades, the evolution of bacteria and the misuse of antibiotics have led to a progressive development in drug 
resistance of S. aureus, resulting in a worldwide rise in methicillin-resistant S. aureus (MRSA) infection rates. Understanding the 
molecular mechanisms underlying staphylococcal drug resistance, the treatments for staphylococcal infections, and the efficacy of 
nanomaterials in addressing multi-drug resistance is crucial. This review explores the resistance mechanisms, which include limiting 
drug uptake, target modification, drug inactivation through the production of degrading enzymes, and active efflux of drugs. It also 
examines the current therapeutic strategies, such as antibiotic combination therapy, phage therapy, monoclonal antibody therapy, and 
nanoparticle therapy, with a particular emphasis on the role of silver-based nanomaterials. Nanoparticles possess the ability to 
overcome multi-drug resistance, offering a novel avenue for the management of drug-resistant bacteria. The nanomaterials have 
demonstrated potent antibacterial activity against S. aureus through various mechanisms, including cell membrane disruption, 
generation of reactive oxygen species (ROS), and inhibition of essential cellular processes. It also highlights the need for further 
research to optimize nanoparticle design, enhance their antibacterial potency, and ensure their biocompatibility and biodegradability. 
The review ultimately concludes by emphasizing the importance of a multifaceted approach to treatment, including the development of 
new antibiotics, investment in stewardship programs to prevent antibiotic misuse, and the exploration of natural compounds and 
bacteriocins as potential antimicrobial agents. 
Keywords: Staphylococcus aureus, MRSA, drug resistance mechanism, antimicrobial therapy, nanomaterials’ antistaphylococcal 
mechanism

Background
Bacterial resistance is at an alarming level, leading to both life-threatening bloodstream infections and an increase in 
resistance for several bacteria in communities. Notable among the plethora of bacteria is S. aureus, a genus of Gram- 
positive bacteria of the family Staphylococcaceae.1 The Lancet systematic analysis of the global burden of antimicrobial 
resistance in 2019 states that S. aureus is the second leading pathogen of death associated with resistance.2 In 2019, 
methicillin-resistant S. aureus (MRSA) alone caused more than 100,000 deaths.2 The 2024 WHO Bacterial Priority 
Pathogens List updates and refines the prioritization of antibiotic-resistant bacterial pathogens in order to address the 
evolving challenges posed by antibiotic resistance.3 The list categorizes these pathogens into critical, high, and medium 
priority groups to guide research and development (R&D) and public health interventions, reflecting the urgent need for 
new antibiotics, with S. aureus designated as a high priority.

Typically, the antibiotics utilized for the treatment of S. aureus infections fall into several categories, including β- 
lactam antibiotics, glycopeptide antibiotics, oxazolidinone antibiotics, lipopeptide antibiotics, and others (Table 1). 
Among these, the penicillin, methicillin, and vancomycin resistance mechanisms have received the utmost attention. 
Many S. aureus strains have developed resistance through the production of β-lactamase enzymes, which hydrolyze the 
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β-lactam ring, thereby rendering the antibiotic ineffective.4 The presence of PBP2a (encoded by mecA) reduces the 
affinity of the bacteria for β-lactam antibiotics, allowing them to survive in the presence of methicillin.5 Vancomycin 
resistance in S. aureus is rare but has been reported.6 The resistance is primarily due to the acquisition of resistance genes 
from vancomycin-resistant enterococci (VRE). The most common resistance mechanism involves the substitution of 
D-Ala-D-Ala with D-Ala-D-Lac or D-Ala-D-Ser in the peptidoglycan precursors, which reduces the binding affinity of 
vancomycin.6 Due to the increasing resistance of S. aureus, the total number of antibiotics effective against S. aureus is 
declining, leaving us with fewer and fewer effective antibiotics to use in the future.

A variety of treatments for Staphylococcus have been proposed, including antibiotic combination therapy, phage 
therapy, antibody therapy, vaccine therapy, natural compound therapy, and nanoparticle therapy.7,8 Of these, nanoparticles 
(NPs) are increasingly being employed to target bacteria as an alternative to antibiotics and appear to have high potential 
in addressing the emergence of multi-resistant bacteria.9–14 Studies have shown that NPs are less likely than antibiotics to 
promote resistance in bacteria.13,14 Therefore, novel NP-based materials exhibiting antibacterial properties have attracted 
peoples’ attention, particularly silver-based nanoparticles, which are of particular interest.

At present, some literature has described the resistance mechanism of S. aureus to specific antibiotics, while other 
articles have addressed antibiotic resistance in a general manner.4–6 However, there is a lack of comprehensive 
summaries regarding the resistance mechanism of S. aureus to currently used antibiotics.8 Simultaneously, certain 
literatures outlines new treatment schemes and relevant action targets for drug-resistant bacteria in the future.7 

However, there is an absence of a comprehensive overview about the potential advantages and downsides of these 

Table 1 Antibiotics Employed to Combat S. aureus

Antibiotics Class Antibiotics (Examples) Molecular Target

Cell envelope
β-lactams (penicillinase sensitive) Ampicillin, amoxicillin Penicillin-binding proteins

β-lactams + β-lactamase inhibitors Amoxicillin + clavulanate Penicillin-binding proteins

β-lactams (penicillinase resistant) Oxacillin, nafcillin Penicillin-binding proteins
Cephalosporins lmipenem Penicillin-binding proteins

Carbapenems Ceftaroline Penicillin-binding proteins

Glycopeptides Vancomycin, teicoplanin MurNac pentapeptide
Lipoglycopeptides Dalbavancin, telavancin MurNac pentapeptide and cell membrane

Phosphonic acid Fosfomycin Enoylpyruvate transferase (MurA)
Lipopeptide Daptomycin Cell membrane

Protein synthesis
Oxazolidinones Linezolid, tedizolid 50s ribosomal subunit
Macrolides Erythromycin 50s ribosomal subunit

Streptogramins Quinupristin, dalfopristin 50s ribosomal subunit

Lincosamides Clindamycin 50s ribosomal subunit
Chloramphenicols Chloramphenicol 50s ribosomal subunit

Pleuromutilins Retapamulin 50s ribosomal subunit

Aminoglycosides Gentamicin 30s ribosomal subunit
Tetracyclines Tetracycline, doxycycline 30s ribosomal subunit

Glycylcyclines Tigecycline 30s ribosomal subunit

Pseudomonic acid Mupirocin Isoleucyl-tRNA synthetase
Fusidic acid Elongation factor G

DNA replication
Fluoroquinolones Ciprofloxacin, moxifloxacin DNA gyrase, topoisomerase IV
Transcription
Rifamycins Rifampicin RNA polymerase

Metabolism
Trimethoprim Dihydrofolate reductase

Sulfonamides Sulphamethoxazole Dihydropteroate synthetase
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treatment schemes. Therefore, we consolidate the information pertaining to this subject and examine the molecular basis 
of staphylococcal drug resistance, the current therapeutics utilized in staphylococcal treatment, and elucidate the 
mechanisms through which nanoparticles counteract multidrug resistance, thereby facilitating the application of nano-
materials in the management of drug-resistant bacteria.

Drug Resistance Mechanism
Antibiotics are among the most significant medical innovations of the twentieth century, clearly benefiting humanity in 
the battle against bacteria and saving millions of lives.15 However, the excessive use of antibiotics has led to the 
emergence of multidrug-resistant strains (MDR), with S. aureus serving as a prominent example. The drug resistance 
mechanism of S. aureus is mainly divided into limiting drug uptake, target modification, drug inactivation (degrading 
enzymes), and active efflux of drugs. This section examines the molecular processes of antibiotic resistance in S. aureus, 
with an emphasis on the main targets of antibiotics, which are the cell envelope, ribosomes, and nucleic acids (Figure 1).

Figure 1 Therapeutic targets of antibiotics against S. aureus.
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Antibiotics Targeting Cell Envelope
β-Lactam Antibiotics
The primary inhibitory target of S. aureus against β-lactam antibiotics is the bifunctional transglycolytic enzyme- 
transpeptidase PBP2 (Figure 2). The structure of β-lactam antibiotics is similar to the D-Ala-D-Ala terminal pentapeptide 
of lipid II. The latter serves as the natural substrate for the transpeptidase penicillin-binding proteins (PBPs).16 β-lactam 
antibiotics competitively inhibit the transpeptidase, thus affecting bacterial cell wall synthesis and ultimately leading to 
bacterial cell death. However, penicillin and other β-lactam antibiotics are also abused. A large number of S. aureus 
bacteria were found to have a plasmid that encodes the penicillium enzyme braZ. This plasmid is capable of hydrolyzing 
the β-lactam ring, rendering it unable to bind to PBPs17 (Figure 2a). Consequently, S. aureus acquires pharmacological 
resistance, exemplified as penicillin-resistant S. aureus (PRSA).

To treat the resistant bacteria, researchers eventually turned to methicillin (MET), which was susceptible to penicillinase 
action. However, the identification of a low-affinity PBP (PBP2A/PBP2′) indicates that S. aureus has acquired resistance to 
MET and certain cephalosporins (Figure 1). This low-affinity PBP is encoded by the mecA gene in the staphylococcal 
chromosome cassette mec (SCCmec). The resistant strain to the modified β-lactam is referred to as MRSA.

Figure 2 Antibiotics mechanism of action against S. aureus. (a) S. aureus containing a plasmid encoding the penicillinase enzyme blaZ has the ability to disrupt the penicillin 
structure. (b) Low-affinity PBP (PBP2A/PBP 2′) causes hydrolysis of S. aureus resistance to MET and some cephalosporins. (c) The positive charge of the Dap-Ca complex can 
bind to the negatively charged PG headgroup, contributing to the insertion of antibiotics into the bacterial CM. Resistance bacteria can transfer L-PG to the outer surface of 
the membrane, thereby increasing the charge on the outer surface of the membrane, subsequently allowing repulsion of Dap-Ca and reducing the amount of PG present.
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Vancomycin and Other Glycopeptides
The widespread occurrence of MRSA has led to the global use of glycopeptides like vancomycin (VAN), which were 
previously regarded as “last-resort” antimicrobial agents. Glycopeptides similarly inhibit cell wall synthesis. These 
antibiotics bind to the D-Ala-D-Ala residue of lipid II, resulting in the cessation of the transpeptidase reaction due to the 
depletion of the substrate required for the reaction. However, the emergence of vancomycin intermediate-type S. aureus 
(hVISA) has created a novel challenges for individuals. The hVISA is a precursor of vancomycin intermediate-type S. 
aureus (VISA) with a minimum inhibitory concentration (MIC) of 48 μg/mL.

The emergence of VISA is closely related to genetic mutations, with the most prominent manifestation being its 
impact on UDP-MurNAc-L-Ala-D-iso-Gln-L-Lys-D-Ala-D-Ala, the main component of the bacterial cell wall. The vanA 
operon associated with vanA-type vancomycin resistance is influenced by the genes vanA, vanH, vanX, vanS, vanR, vanY, 
and vanZ.18 The vanA operon-mediated resistance requires two key events: 1) Hydrolysis of the dipeptide D-Ala-D-Ala 
peptidoglycan precursor binding to vancomycin; 2) Synthesis of D-Ala-D-lactate peptidoglycan precursor that does not 
bind to vancomycin. The latter characteristic is to reduce its vulnerability to vancomycin by altering the cell wall 
constituents (Figure 3).

Figure 3 Vancomycin mechanism of action on the cell wall in bactericidal activity and resistance development. (i) Vancomycin targets the bacterial cell wall to prevent cross- 
linking enzymes from binding to residues, leading to the rupture of the bacterial cell wall. (ii) Vancomycin does not bind properly to the altered precursor, resulting in the 
development of resistance.
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Naturally, there are alternative methods for producing VISA. Mutations in genes that stimulate cell wall stress, 
including walRK, yycH, vraRS, graRS, rpoB, and tcaA may also result in the emergence of VISA. These mutations 
reduce the level of crosslinks within the cell wall, resulting in an increased number of free D-Ala-D-Ala residues, hence 
generating a certain number of “false targets”. Thus, VAN is sequestered within the cell wall rather than reaching lipid II 
targets on the membrane.19 This mechanism of resistance is called “drug catch” or “blockage” (Figure 4).

Studies have pointed out that the underlying molecular basis of insensitivity extends beyond alterations in cell wall 
structure, with the increased thickness of the cell wall also affects the bactericidal effect of vancomycin.20 The thickening 
of the bacterial cell membrane necessitates that the drug traverse a greater distance to engage with lipid II. The presence 
of the bound “sham target” significantly diminishes the binding affinity of VAN to the pertinent target site. Furthermore, 
large bulk glycopeptides aggregate bound to the enlarged outer layer of the cell wall can hinder drug diffusion. In some 
VISA strains, the increased level of D-Ala substitution on phosphonic acid altered the charge of the cell envelope, 
resulting in the repulsion of positively charged glycopeptides.

Figure 4 Alternative pathways for the emergence of vancomycin resistance. Genetic mutations in bacteria significantly elevate the quantity of free d-Ala-d-Ala residues (false 
targets) in the bacterial cell wall. The emergence of the “false target” significantly diminishes vancomycin’s binding to the pertinent target sites, resulting in the bacteria 
acquiring the associated antibiotic resistance.
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Daptomycin (DAP)
DAP exerts its bactericidal effect by interacting with cell membranes and phospholipids, a mechanism that has not been 
fully elucidated.21,22 It is established that DAP requires Ca2+ ions to maintain antimicrobial activity. The positive charge 
of the Dap-Ca2+ complex binds to the negatively charged phosphatidylglycerol (PG) headgroup, and this induced tension 
is thought to facilitate the insertion of the antibiotic into the bacterial cell membrane22 (Figure 2c).

Resistance to DAP typically results from a point mutation in MprF. The MrpF protein functions as an integral membrane 
protein that incorporates positively charged lysine residues into PG to form lysine-phosphatidylglycerol (L-PG). This 
compound is synthesized in the cytoplasm and subsequently transferred to the outer membrane surface. They cause altered 
gain-of-function of proteins that increase the levels of L-PG in the membrane. This increases the charge on the outer surface 
of the membrane, thereby rejecting Dap-Ca2+ and a reduction in the PG level.23,24 It has been suggested that MprF-mediated 
DAP resistance can increase the cell wall thickness. This is very similar to the “drug capture” mechanism of vancomycin.

Antibiotics Targeting the Ribosomes
Antibiotic binding sites on the ribosome are concentrated at two major sites: one on the 50S subunit near the polypeptide 
exit channel around the peptidyl transferase center (PTC); and the other on the 30S subunit at site A, where the incoming 
aminoacyl-tRNA attaches. All antibiotics targeting the ribosome have been demonstrated to bind to rRNA (16S or 23S).

Antibiotics That Inhibit Protein Synthesis in the 30S Subunit
Drugs that inhibit the 30S subunit of the ribosome, include aminoglycosides and tetracyclines.

Aminoglycosides (AGs) 
AGs are the only ribosome-targeting antibiotics with bactericidal activity, primarily through disrupting bacterial protein 
synthesis.25 They bind to the 30S ribosomal subunit, inducing translation errors by increasing the amino acid mis-
incorporation rate from less than 1 in 1,000 to approximately 1 in 100. This results in the production of functionally 
impaired proteins, particularly membrane proteins, which compromises cell membrane integrity and leads to increased 
permeability and leakage of essential cellular components. Additionally, AGs induce clusters of translation errors, 
amplifying downstream error rates and further contributing to proteotoxic stress. Collectively, these mechanisms, 
which include increased translation errors, membrane protein malfunction, and compromised membrane integrity, all 
contribute to AGs’ bactericidal effect.

Resistance mechanism to AGs antibiotics in pathogenic bacteria include aminoglycoside-modifying enzymes 
(AMEs), mutations and modifications of ribosomal targets, and efflux pumps.26,27 The predominant mechanism of 
resistance to aminoglycoside antibiotics is the inactivation by modifying enzymes. Among the AMEs are acetyltrans-
ferases, phosphotransferases, and nucleotidyl transferases. These modifications reduce the binding affinity of the drug to 
the target and result in a reduction of antimicrobial potency. Adenosine transferases are enzymes associated with drug 
resistance that hold clinical significance.

The resistance of AGs to S. aureus is due to the acquisition of cytoplasmic AMEs. This enzyme can modify AGs 
antibiotic molecules by adding, altering, or removing chemical functional groups, thus reducing their bactericidal 
capacity and bacteriostatic effect on target cells, resulting in drug resistance. Aminoglycoside resistance is dependent 
on the acquisition of AMEs including aac(6′)-Ie+aph(2″), ant(4′)-Ia, aph(3′)-IIIa, and ant(6)-Ia genes, which inactivate 
the antibiotic.28,29

Modification of ribosomal targets is another resistance mechanism, specifically the methylation of 16S ribosomal 
RNA by methyltransferase. These enzymes alter specific rRNA nucleotides, inhibiting the efficient binding of the AGs to 
their targets (Figure 5). Based on the nucleotide position altered at 16S rRNA, the methyltransferases associated with 
AGs resistance can be categorized into N7-G1405 (methylation at the N7 position of guanine-1405) 16S rRNA 
methyltransferase and N1-A1408 (N1 position methylation of adenine-1408) 16S rRNA methyltransferase. Members 
of the drug-nodule-division (RND) family of efflux systems have been shown to contribute to in the intrinsic aminogly-
coside resistance of various pathogens.
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Tetracycline (TET) 
TET prevents the binding of aminoacyl tRNA via interaction with the 16S rRNA A site. TET resistance occurs through at 
least four mechanisms: binding site mutations, ribosome-protective proteins, efflux pumps, and enzyme inactivation. S. 
aureus uses two primary ways to evade its destruction.30 The initial mechanism involves the active expulsion of the 
antibiotic via the plasmid-mediated TetK and TetK MFS efflux pumps (Figure 6a). The active removal of TET from S. 
aureus cells is regulated by membrane proteins Tet (K), Tet (L), Tet (38), Tet (42), Tet (43), Tet (45), and Tet (63), 
utilizing energy from a proton pump and categorized as major facilitator superfamily (MFS). TetK is usually located on a 
plasmid within the MRSA strain SCCmecIII. The second mechanism involves the expression of TetO and TetM, two 
ribosome-protecting proteins (RPPs) that bind to the ribosome and obstruct TET from accessing its targets. Tet (M) 
protein determines resistance to TET, particularly minocycline, and is usually responsible for TET resistance in S. aureus. 
The tet (M) gene is locate inside the chromosomes of numerous S. aureus strains. Notably, these proteins, despite 
possessing GTPase activity, do not serve as elongation factors.

Antibiotics That Inhibit Protein Biosynthesis at the 50S Subunit
Chloramphenicol (CHL)
In S. aureus, resistance manifests through several mechanisms: acquisition of the chloramphenicol-florfenicol resistance 
cfr gene, which encodes a ribosomal RNA methyltransferase that methylates an adenine residue at position 2503 of the 
23S rRNA V domain, hence inhibiting CHL activity.31,32

A contributing factor to CHL resistance is the synthesis of chloramphenicol acetyltransferases CATA 7, CATA 8, and 
CATA 9.33,34 Alternatively, CHL functions by reversible binding to the L16 protein of the 50S ribosomal subunit. Since 
L16 can directly interact with 23S rRNA in the 50S peptidyl transferase center, CHL can specifically disrupt peptide 

Figure 5 Resistance mechanism development through modification of ribosomal targets. The modification of 16S ribosomal targets by methyltransferases causes 
aminoglycoside antibiotics to lose their targets and eventually leads to bacterial resistance. CHL acetyltransferase facilitates the transfer of acetyl groups of acetyl-CoA 
to CHL, resulting in drug inactivation.
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bond formation. The resistance of S. aureus to CHL occurs through several ways: 1. The acquisition of resistance to CHL 
and florfenicol; 2. The cfr gene encodes CHL acetyltransferase, which facilitates the transfer of an acetyl group from 
acetyl-CoA to CHL, resulting in drug inactivation (Figure 5b).

Antibiotics That Target the Nucleic Acids
Quinolones
Staphylococcus can develop resistance to fluoroquinolones by antibiotic efflux. The overexpression of chromosomally 
encoded efflux pumps (NorA, NorB, and NorC) is a key step; NorA processes hydrophilic molecules, while NorB and 
NorC target hydrophobic molecules (Figure 6b). The small transcriptional regulator, MgrA, is the primary factor 
implicated, as it may directly bind to the promoter of the nor gene.35

Moreover, several studies have identified topoisomerase mutations as one of the mechanisms underlying the devel-
opment of fluoroquinolone resistance.36 These mutations may induce alterations in the amino acid residues at the drug- 
binding site, a phenomenon referred to by some studies as modifications within the quinolone resistance-determining 
region (QRDR).37 In staphylococci, ParC is the most sensitive topological enzyme, rendering it the principal target.

Figure 6 Mechanisms of tetracycline and quinolone resistance in S. aureus. (a) Active efflux of tetracycline by plasmid-mediated efflux pumps of TetK and TetK MFS. (b) 
Overexpression of chromosome-encoded efflux pumps (NorA, NorB, and NorC) confers fluoroquinolone efflux capacity to the bacteria.
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Sulfa-Drugs
Sulfonamides can exhibit bactericidal properties by interfering with folate metabolism in bacteria. Sulfonamides inhibit 
dihydrophosphonate synthase (DHPS), which condenses dihydrophosphonate and p-aminobenzoic acid (pABA) to form 
dihydrophosphonate, a precursor of folic acid essential for prokaryotes. The investigation of sulfonamide resistance in S. aureus 
clinical isolates has indicated that drug resistance is associated with several different amino acid substitutions in DHPS targets.38

Trimethoprim (TMP)
The 2,4-diaminopyridyl trimethoprim targets dihydrofolate reductase (DHFR), which catalyzes the conversion of 
dihydrofolate into tetrahydrofolate. Both sulfonamides and TMP can affect bacterial folic acid synthesis. Therefore, 
TMP is generally used in combination with sulfamethoxazole in clinical settings, referred to as the compound neoxazole.

Resistance to TMP in clinical isolates can be achieved with a single point mutation, F98Y, in the chromosomal dfrB 
gene that encodes the DHFR enzyme.39 Another approach could involve obtaining genes that encode DHFR enzymes 
that are not easily repressed, so enabling the bypass of the chromosomal DHFR blockage. DHFR activity is required for 
DNA synthesis, and the inhibition of this enzyme prevents DNA replication. The most common change in TMP-resistant 
DHFR in S. aureus is the single amino acid substitution of F98Y in the DfrB-resistant phenotype.

Rifampicin (RIF)
RIF is a class of spectral bactericidal antibiotics directed against RNA polymerases. It can deactivate RNA polymerase 
and affect bacterial RNA synthesis, with its efficacy being dose-dependent. It binds to subunit B about 12 angstroms 
away from the active site of the enzyme. It does not prevent the RNA polymerase from binding to the promoter and 
initiating transcription.40 RIF resistance arises from target-site modification; mutations in the rpoB gene occur in a 
hotspot region known as the rifampin resistance-determining region. It suppresses the formation of phosphodiester bonds 
of the first ribonucleotide, thereby halting mRNA synthesis. The most common rpoB resistance mutations were H481Y 
and L466S, while some rpoB mutations were associated with increased cell wall thickness.41

Therapeutics
The advent of innovative therapy and short-term prophylactic strategies has expanded treatment choices for staphylo-
coccal infections. A table delineating the advantages and disadvantages of each treatment has been included (Table 2).

Table 2 An Overview of the Benefits and Drawbacks of Various Treatment Approaches

Therapeutics PROS CONS

Combination Enhanced antibacterial efficacy 

Reduced resistance development 

Multiple mechanisms of action

Increased financial burden 

Adverse reactions 

Long-term efficacy concerns
Phage High host-specificity 

Potential to combat biofilms 

Replication capability

Limited host range 

Personalized design challenges 

Lack of clinical data
Monoclonal antibody High specificity and affinity 

Potential efficacy

Complexity of treatment 

Cross-reactivity risks

Nanoparticles Effective drug loading and delivery 
Bypass of drug-resistant mechanisms 

Immunomodulatory effects

Challenges in clinical settings

Natural compound Antimicrobial and antibiofilm activity 
Unique antimicrobial mechanisms

Cytotoxic effects 
Limited efficacy data

Vaccine Prevention and control 

Reduced morbidity and mortality

Complex pathogenic mechanism 

Antigenic variation
Bacteriocins Antibacterial activity 

Immunomodulatory effects

Stability, bioavailability, and safety 

High-efficacy bacteriocins screening
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Combination of Antibiotics
Due to genetic mutations or the acquisition of exogenous drug-resistant genes in bacteria, the efficacy of a single 
antibiotic is often suboptimal; thus, combination therapy has become an important treatment strategy for drug-resistant S. 
aureus.42–48 Combination therapy usually involves the use of two or more antibiotics at the same time, using the 
synergies between them to improve the antibacterial efficacy. Additionally, the likelihood of a pathogen acquiring 
resistance to the combination of drugs is significantly lower than that associated with a monotherapy approach.8 This 
treatment is designed to kill the bacteria to the fullest extent, minimizing the chances of the bacteria adaptation and 
resistance development.45–48

The investigation of the mechanism of action of different antibiotics reveals three main approaches to combination 
therapy: 1. Increase membrane permeability; 2. Reduce efflux pump activity; 3. Inhibit kinase activity and intrinsic 
antibiotic resistance.7 The majority of in vitro anti-staphylococcal combination therapies utilize daptomycin or 
vancomycin in combination with other antibiotics. A recent study by Saravolatz and Pawlak (2023) discovered that 
most MRSA strains were effectively treated when fosfomycin was coupled with linezolid or daptomycin.42 

Combination therapy is not only a combination of antibiotics, but also a combination of antibiotics and non-antibiotic 
drugs.8 For example, a research has demonstrated that pyridines re-sensitize MRSA to beta-lactam antibiotics.7 Thus, 
the combination of pyridine compounds and β-lactam antibiotics is used to treat staphylococcal infections. The study 
conducted by Peris et al (2022) is the first of its kind to demonstrate the synergistic effect of icariin in combination 
with key antibiotics used in the treatment of MRSA infections.43 The formation of biofilms is a crucial factor in the 
MRSA resistance. Biofilms are formed from a community of microorganisms embedded in a self-produced extra-
cellular polymeric substance, which include polysaccharides, extracellular DNA, proteins, and lipids, adhering to both 
living or nonliving surfaces.49 A study found that ranbezolid could completely eradicate MRSA biofilms at clinically 
relevant concentrations and also demonstrated the feasibility of ranbezolid in combination with C-TEMPO.44 However 
research indicates that the administration of more drugs is not always better, prolonged usage of multiple drugs may be 
less efficacious than a single drug, thereby limiting long-term drug clearance and increase the risk of adverse 
reactions.46 This indicates that the implementation of combination therapy needs to be adjusted according to the 
actual situation and cannot be generalized.

There are still some problems and challenges in combination therapy; first of all, combining multiple drugs increases 
the financial burden of patients as well as the incidence of adverse reactions. Secondly, long-term use of antibiotics may 
lead to increased bacterial resistance. Therefore, while using combination therapy, it is vital to treat strictly in accordance 
with the prescriptions, regulate the doctor’s usage habits, minimize the large use of antibiotics, and ensure the safety and 
rationality of medication.

Phage Therapy
The emergence of many drug-resistant strains has led to increased attention in phage research.50 Phage therapy, as an 
alternative to traditional antibiotic therapy, has garnered widespread attention in recent years for addressing drug-resistant 
staphylococcal infections. Bacteriophage is a kind of virus that specifically targets and lyses bacteria. Its unique targeting 
and bactericidal action offer a novel approach for addressing drug-resistant bacteria.8 Phage therapy advantages lie in its 
high host specificity and targeted action, enabling it to eliminate pathogenic bacteria without damaging the normal 
microbiota of the body, hence minimizing treatment-related side effects, similar to antibiotics.8

Phages, biologically distinct from small-molecule antibiotics, possess several theoretical advantages as therapeutics, 
including their environmental abundance, minimal off-target effects owing to host specificity, and ability to replicate 
through the attainment of bacterial clearance.51 The potential of phages to exhibit resistance against biofilms is also 
evident. This mechanism may be executed through depolymerase enzymes which bind polysaccharide in capsule, 
lipopolysaccharide, or extrapolymeric substance, or through endolysins which bind peptidoglycan.51 Many studies 
demonstrate that phage therapy is highly effective against different strains of staphylococcal strains that produce biofilms, 
including MRSA.52–57 The efficacy of a monophage to control a specific bacterial infection is somewhat determined by 
the extent of its host range.57 A general means of enhancing spectrum of activity breadth beyond that achievable by a 

Infection and Drug Resistance 2025:18                                                                                             https://doi.org/10.2147/IDR.S510024                                                                                                                                                                                                                                                                                                                                                                                                   1017

Shao et al

Powered by TCPDF (www.tcpdf.org)



monophage is to combine treatments. A phage cocktail is a therapeutic approach that uses a combination of multiple 
bacteriophages to fight bacterial infections.

Bacteriophage therapy operates by modulating the expression of host virulence and drug resistance genes during the 
infection process, thereby killing pathogenic bacteria to achieve therapeutic outcomes. Concurrently, phages exhibit 
robust proliferation, enabling them to grow and generate sufficient quantities to attain optimal therapeutic efficacy against 
the rapidly proliferating drug-resistant staphylococcal strains.57 Phages are utilized in animal models, therapeutic 
applications, and clinical trials. It is worth mentioning that phage-derived endolysins are also a treatment method for 
MRSA.58 Therefore, we assert that phage therapy is a promising antimicrobial strategy that may provide novel solutions 
for infections caused by drug-resistant Staphylococcus.

Albeit phage therapy seems to be an ideal approach to treat drug-resistant bacteria, it also has numerous challenges 
and limitations. First of all, the host range of phages is limited, allowing a phage to infect a few bacteria; therefore, it is 
essential to screen and prepare different phages for distinct types of S. aureus. In addition, owing to the specificity of 
phages, their application necessitates a more personalized design, therefore presenting a challenge in developing a phage 
map for each patient. Secondly, there is a lack of in-depth studies on the safety and effectiveness of phage therapy.59 

Previous studies lacked established and standardized phage extraction and purification protocols, resulting in discrepan-
cies in reported findings across several investigations.58 There is a paucity of authentic clinical studies regarding 
staphylococcal infections, and no randomized double-blind trials have been conducted. Established treatments have 
predominantly depended on case reports or limited clinical trials. The available clinical case reports also indicate that 
certain treatments may have limited effectiveness, as evidenced by their small sample sizes. The efficacy of phage 
therapy in treating S. aureus-induced osteomyelitis is limited, often resulting in the need for amputation.52 Combination 
therapy with phages and antibiotics does not necessarily yield favourable outcomes, for example, when administered 
simultaneously with bactericidal antibiotics, PYOSa demonstrates diminished efficacy in killing S. aureus compared to its 
effectiveness in the absence of these drugs.54 The antibiotics reduce the bacterial densities, thereby reducing the phage’s 
replication capacity. Finally, the proliferation of therapeutic phages requires the use of strains from pathogenic species 
that amplify the secretion of virulence factors produced by the host (such as toxins, immune escape proteins, etc)., 
thereby contaminating phage lysates, which may adversely affect patients during phage administration.

Antibody Therapy
Antibody therapy mainly refers to monoclonal antibody therapy. Monoclonal antibodies are highly uniform antibodies 
produced from a single B cell clone that target specific epitopes with a high degree of specificity.60 Compared with small 
molecules, monoclonal antibodies (mAbs) exhibit exquisite target selectivity, resulting in reduced toxicity due to 
diminished binding to non-targets.61 At present, human monoclonal antibodies are majorly utilized in antiviral, antic-
ancer, and autoimmune therapies; however, their applications in bacterial infections remain limited. Numerous studies 
have reported the use of monoclonal antibodies in the treatment of drug-resistant S. aureus.61–64 Its high specificity and 
affinity enable precise targeting of specific antigens associated with drug-resistant S. aureus. A study shows that mAbs 
targeting common surface components of S. aureus can recognize clinically relevant biofilm types.63 Monoclonal 
antibodies targeting drug-resistant S. aureus can effectively neutralize bacterial virulence, inhibit growth and reproduc-
tion, thereby facilitating treatment outcomes. It should be noted that multivalent antibodies are also an alternative way to 
treat S. aureus. A study suggests that S. aureus produces multiple virulence factors, complicating the identification of 
specific targets for vaccine or monoclonal therapy development.65 A human-derived anti-S. aureus monoclonal antibody 
(mAb)-centyrin fusion protein has been described, which targets multiple bacterial adhesins concurrently.65

Monoclonal antibodies treat S. aureus by facilitating interaction between antibodies and bacteria, such as the anti- 
SRAP L-lectin module-mediated monoclonal antibodies block the ability of S. aureus to recognize the salivary host 
receptor on the host cell, thereby reducing the adhesion and invasion of bacteria to the host cell.66 Monoclonal antibodies 
can treat S. aureus through activation and regulation of the immune system, exemplified by monoclonal antibody 3F6, 
which blocks SpA activity in human cord blood and promotes complement-dependent cell-mediated S. aureus 
phagocytosis.67
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However, monoclonal antibody therapy also has several challenges and shortcomings. First of all, the treatment of 
drug-resistant S. aureus using monoclonal antibodies is intricate and necessitates the integration of additional therapeutic 
modalities to optimize efficacy. Secondly, monoclonal antibodies targeting bacterial antigens may cross-react with host 
tissue components, resulting in the formation of immune complexes that can induce undesirable side effects. 
Consequently, additional research and clinical studies are necessary to ascertain their efficacy and safety. At the same 
time, the preparation of high-quality monoclonal antibodies also necessitates continuous optimization and improvement 
of technology.

Nanoparticle Therapy
Nanoparticles mainly include lipid nanoparticles, polymer nanoparticles, and metal nanoparticles, characterized by 
distinctive physical and chemical properties, including small size and large specific surface area, facilitating effective 
drug loading and precise delivery.11 Targeted therapy and drug release for resistant S. aureus can be achieved by 
encapsulating antibacterial drugs or other therapeutic agents within the nanoparticles or by attaching them to their 
surfaces.9,10 Additional therapeutic methods using nanoparticles include photothermal therapy, photodynamic therapy, 
and transcription factor trapping to facilitate the synergistic treatment of S. aureus.11 Nanoparticles can also act as 
immunomodulators to enhance the body’s immune response to drug-resistant S. aureus.14 By stimulating the immune 
system, nanoparticles can promote the body’s production of specific antibodies and cytotoxic T cells to clear the bacteria 
at the site of infection.

In recent years, the continuous development of nanoparticle technology has led to the design of several nanoparticles 
for the treatment of drug-resistant S. aureus. These particles exhibit not only high antistaphylococcal activity but also 
commendable biocompatibility and stability. Diverse metal nanoparticles have been used to study their efficacy on 
MRSA, as these nanoparticles possess inherent antibacterial activity that can destroy bacterial cell membranes and inhibit 
bacterial growth and reproduction. Silver nanoparticles (AgNPs) have been extensively studied and possess significant 
potential value.9–12

Nanoparticles can infiltrate and precisely target drug-resistant bacterial biofilms by delivering a concentrated dose of 
medication at the infection site, potentially reducing undesirable effects associated with increased drug concentrations.12 

Despite its potential, several factors contribute to the failure of NP techniques in clinical settings. Challenges remain in 
transferring excellent in vitro outcomes to in vivo applications, with long-term NPs safety being a notable concern, 
alongside hurdles in scaling up NPs production to an industrial batch scale.

Natural Compounds
Natural compounds mainly include the following categories. 1. Biological; usually a large peptide (>50 residues) or protein 
either isolated from an organism or cell line or produced by biotechnological means in a surrogate host. 2. Natural product. 3. 
Derivative of a natural product, it is typically a semisynthetic modification. 4. A totally synthetic drug, often found by random 
screening or modification of an existing agent. 5. Prepared by total synthesis, albeit the pharmacophore originated from a 
natural product.68 Natural compounds exhibit a multitude of biological activities, including antimicrobial and antibiofilm 
activity.69,70 They may inhibit S. aureus by interfering with bacterial metabolic processes, altering cell membrane integrity, or 
inhibiting bacterial protein synthesis.71 Some studies indicate that specific active ingredients in plant extracts show significant 
inhibition of drug-resistant S. aureus, offering new prospects for treating drug-resistant strains.72

In addition, the antimicrobial mechanisms of natural compounds are often different from those of conventional 
antibiotics, which gives them a unique advantage in certain instances. It is worth noting that while certain natural 
compounds exhibit effective inhibition of S. aureus, the cytotoxic effects of these compounds and their possible adverse 
reactions must be taken into account. Some studies have identified that triterpenes inhibit biofilm formation and exhibit 
antibacterial activity against reference staphylococcal strains; however, the compound has demonstrated cytotoxicity to 
osteoblasts.70 Simultaneously, while several natural compounds have antibacterial or synergistic effects, their antibacter-
ial activity is limited or difficult to obtain, resulting in a lack of further development. Additionally, the development of 
novel biotechnologies is crucial.
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Vaccine Treatment
Vaccines have great potential for the prevention and control of drug-resistant S. aureus.73 Vaccination can stimulate the 
body’s immune system to produce a targeted immune response against S. aureus, thereby preventing or reducing the 
occurrence of infection. Bacterial vaccines have significantly reduced morbidity and mortality caused by several common 
pathogens, including Haemophilus influenzae type B, Streptococcus pneumoniae, Neisseria meningitidis, 
Corynebacterium diphtheria, Bordetella pertussis, and Clostridium tetani.74 However, there is currently no vaccine 
that is widely applicable to S. aureus. Therefore, the development of a vaccine against S. aureus has great potential. Due 
to the presence of numerous fluctuating infection-related factors, particularly in staphylococcal spp., one study advocates 
for the development of multivalent vaccines consisting of multiple antigens associated with different infection stages.75

S. aureus vaccine treatment is mainly categorized into three directions: extracellular vesicles (EVs), whole-cell or 
attenuated live vaccines, and nucleic acid vaccines.76 Whole-cell vaccines guarantee a wide array of antigens; however, 
adverse reactions cannot be ruled out compared to subcellular vaccines. In contrast to nucleic acid vaccines, it is widely 
reported that S. aureus can survive within cells, and research indicates that RNA-based vaccines promote the production 
of antiviral immune responses, including CD8+ T cells, so RNA vaccine may be effective in treating S. aureus 
infections.76 Currently, RNA-based vaccines have not been explicitly studied against S. aureus; nonetheless, studies 
indicate that rRNA vaccines drive a protective immune response against Streptococcus in mouse experiments and provide 
cross-generational humoral protection.

However, the development of S. aureus vaccine still needs to consider its complex pathogenic mechanism and 
numerous pathogenic factors, indicating that multiple challenges remain in vaccine development. The genome of 
different staphylococcal strains exhibit significant variation, resulting in different antigenic properties, which complicates 
the development of S. aureus vaccine. Also, the safety and efficacy of vaccines must be verified through rigorous clinical 
trials. Additionally, more research is required to determine the duration of the protective effect of immunization.

Bacteriocin Treatment
Bacteriocins are proteins or peptides with antibacterial activity produced by certain bacteria. They usually exert an 
inhibitory effect on neighboring or closely similar bacteria while remaining safe to the human body and exhibiting great 
specificity.49,77–79 It is currently regarded as having strong potential for the development of new antibiotics. Bacteriocins 
can inhibit pathogens through specific mechanisms, such as destroying cell membranes, inhibiting cell wall synthesis, or 
interfering with DNA replication. Compared with traditional antibiotics, they possess a narrower antibacterial spectrum, 
allowing for more precise action against target bacteria while minimizing impact on the body’s normal microbiota. It is 
also less probable that bacteria will evolve a resistance to bacteriocins because of their diverse action mechanisms.

Recent investigations have demonstrated that bacteriocin exerts a substantial inhibitory impact on S. aureus. Certain 
microcins can directly damage the cell membrane of S. aureus, resulting in leakage of cellular contents and subsequent 
bacterial death. Bacteriocin concurrently inhibits the cell wall synthesis of S. aureus, hence preventing its normal growth 
and reproduction. A study discovered that the potent activity on staphylococcal biofilms indicated that bacitracin may 
prevent or treat biofilm-associated infections.49 These findings provide a solid theoretical basis for bacteriocin as a 
potential therapeutic agent for S. aureus infections. In addition to their direct antibacterial effects, bacteriocins also have 
the ability to regulate immune responses. They can stimulate the body’s immune system and enhance the body’s ability to 
clear S. aureus. The immunomodulatory effect enhances the efficacy of bacteriocin in treating S. aureus infections, aiding 
in disease management and minimizing consequences.78

Although bacteriocins show great potential in the treatment of S. aureus infections, there are still some challenges in 
their clinical application. Firstly, the stability, bioavailability, and safety of bacteriocins need to be further investigated. 
Secondly, it is necessary to screen out bacteriocins with high efficiency and specificity for different types of S. aureus 
infection. Finally, the production process and cost of bacteriocins are important factors affecting their wide application.
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Antibacterial Mechanism of Nanomaterials
Nanomaterials exhibit significant potential for antibacterial applications owing to their distinctive physicochemical 
properties.80 They exhibit diverse structures, and those with antistaphylococcal properties can be classified into inorganic 
nanomaterials (metal nanomaterials, metal oxide nanomaterials), organic nanomaterials (chitosan, liposomes), carbon- 
based nanomaterials (carbon nanotubes, fullerenes), and composite nanomaterials.81 Studies have revealed that nanoma-
terials operate through many concurrent antibacterial pathways, making it difficult for bacteria to develop resistance.82 

Their remarkable efficacy is achieved through their tiny size and substantial surface-to-volume ratio. The properties of 
the materials (type, shape, size, charge, surface coating, concentration, etc.) and environmental factors also impact their 
effectiveness.83 Among the various nanomaterials, silver and gold are considered the most effective in combating 
staphylococcal infections. In addition to metallic nanomaterials, other nano-based materials have also been investigated. 
This section summarizes the antibacterial mechanisms of different types of nanomaterials against staphylococci 
(Table 3).

Table 3 A Summary of the Antistaphylococcal Properties of Nanomaterials

Nanomaterials 
(Type)

Nanoparticles Mechanisms of Action References

Inorganic AgNPs Damage cell membrane 

Disrupt respiratory chain 
Alter membrane potential 

Inhibit DNA replication 

Decrease ATPase activity 
Alter intracellular triphosphate level 

Produce ROS to induce oxidative stress 

Inactivate proteins 
Disorder lipid biosynthesis

[84–90]

AuNPs Damage cell membrane 

Decrease in binding of tRNA to ribosomal subunits 
Alter membrane potential 

Disrupt respiratory chain 

Oxidative stress 
Inhibit DNA replication 

Inactivate proteins 

Interaction with sulfur-containing and phosphorus-containing 
compounds

[91–93]

Fe2O3NPs Destroy biological membranes 

Generate ROS 
Damage DNA molecules 

Destroy proteins

[94,95]

CuONPs Destroy cell membranes 
Alter pH and conductivity 

Damage respiratory enzymes

[96]

TiO2NPs Destroy cell membranes 
Generate ROS through photocatalytic activity 

Induce oxidative stress

[97,98]

ZnONPs Inhibit biofilm formation 
Inactivate proteins 

Damage amino acids 
Destroy enzyme systems

[99–102]

(Continued)
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Inorganic Nanomaterials
Metal nanoparticles are at the forefront of research due to their applications in disease diagnosis and treatment.116 The 
specific antibacterial mechanisms can be summarized as follows: (1) destruction of cell membranes and cell walls; (2) 
damage to DNA; (3) disruption of proteins; (4) generation of reactive oxygen species (ROS); (5) disruption of electron 
transport chains; (6) inhibition of ribosomal subunits (Figure 7).

Table 3 (Continued). 

Nanomaterials 
(Type)

Nanoparticles Mechanisms of Action References

Organic Chitosan Destroy biofilms 
Drug carriers

[103,104]

Liposomes Destroy biofilms 

Interact with cell walls 
Drug carriers

[105–109]

Carbon-based CNT Destroy cell membranes 

Disrupt cell walls 
Damage DNA 

Protein dysfunction 

Generate ROS

[110]

Fullerenes Destroy DNA 

Disrupt respiratory chain 

Generate ROS 
Alter metabolic pathways

[111,112]

Composite Bimetallic Synergistic antibacterial effect [113]

MOF High loading capacity [114]
Nanogels Anti-biofilm infection [115]

Figure 7 Antibacterial mechanism of metal nanoparticles. It operates by multiple mechanisms, including the destruction of cell membranes, degradation of cell walls, damage 
to DNA, disruption of proteins, formation of ROS, interference with electron transport chains, and suppression of ribosomal subunits.
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AgNPs
Silver nanoparticles (AgNPs) are among the most studied nanoparticles in recent years. Their mechanism of action 
against staphylococci involves the inhibition of bacterial DNA replication, degradation of bacterial membranes, or 
modification of intracellular triphosphate phosphate levels to generate ROS that induce oxidative stress. AgNPs readily 
adhere to the surface of bacterial cells due to the electrostatic attraction between the positive surface charge of AgNPs 
and the negatively charged cell membranes of microorganisms, together with the interaction among the AgNPs 
themselves.84 The ions released by AgNPs interact with thiol groups on cysteines, altering their three-dimensional 
structures, thereby blocking active binding sites and inhibiting protease activity.85 Given that sulfur and phosphorus are 
important components of DNA, the interaction between silver ions and sulfur and phosphorus in DNA may impede DNA 
replication.86

AgNPs destroy cell membranes through direct contact, leading to intracellular permeation. The silver ions released 
from AgNPs react rapidly with sulfhydryl groups on bacterial cell membranes. Stable S-SAG bonds are formed through 
the exchange of terminal hydrogen atoms, which completely block the respiratory chain, electron transfer, protein 
secretion, and lipid biosynthesis.87,88 Confocal laser scanning microscopy (CLSM) study of biofilms from infected 
wounds, specifically MRSA and methicillin-resistant S. epidermidis (MRSE), demonstrates definitive proof of AgNPs 
ability to inhibit bacterial growth.117

Upon entering cells, free silver ions deactivate respiratory enzymes, generating ROS that interrupt ATP production 
and affect respiratory chains. Studies evaluating the ROS-mediated antibacterial activity of AgNPs against multidrug- 
resistant S. aureus have found that ROS generation significantly contributes to the antibacterial effect.89 Similarly, 
AgNPs immobilized on nanoscale silicate plates (AgNP/NSPs) exhibit significant antibacterial activity against MRSA 
through ROS generation.90 Research indicates that ROS generated by SNP treatment of MRSA may cause significant 
covalent modifications to proteins, leading to cell protein inactivation and impaired DNA replication, resulting in intense 
oxidative stress and bacterial cell death.90

The antibacterial activity of AgNPs is influenced by several factors. According to Ayala-Núñez et al (2010), AgNPs 
with smaller diameters exhibit better antibacterial activity and lower toxicity to human cells.118 Furthermore, prism- 
shaped (truncated) AgNPs with sharp peaks and edges approximately 20 nm in size demonstrate superior antibacterial 
activity. AgNPs can be combined with stabilizers to enhance their antibacterial capabilities,119 with different stabilizers 
(glucose, lactose, fructose, sucrose) yield varying inhibition zones against S. aureus.

AuNPs
Research demonstrates that citrate-capped AuNPs with a particle size of 12 nm synthesized through the Turkevich 
chemical method exhibit effective staphylococcal inhibitory activity.120 The antibacterial action of AuNPs occurs in two 
stages. First, they alter membrane potential, reducing the activity of ATP synthases and metabolic processes. High 
concentrations of AuNPs (>50 mg/L) have shown a significant reduction in S. aureus biofilm formation.91 In an in vitro 
experimental study, polyethylene (PE) discs coated with gold nanoparticles (AuNPs) on one side (experimental group) 
and PE discs without coating on the other side (control group) were placed in a CDC biofilm reactor and then inoculated 
with S. aureus for culturing. The results showed that the biofilm formation of S. aureus in the control group increased.92 

Secondly, AuNPs diminish the ribosomal subunits, thereby impairing their biological functions.93

AuNPs basically react with sulfur- or phosphorus-containing soft groups. Therefore, proteins containing sulfur and 
DNA molecules containing phosphorus are favorable sites for GNPS to attack. AuNPs bind to thiol groups, including 
NADH dehydrogenase, release ROS to destroy the respiratory chain, induce oxidative stress, severely damage the cell 
structure, and ultimately lead to cell death.

Fe2O3NPs
Magnetic iron oxide nanoparticles utilize direct and alternating magnetic fields to disrupt MRSA biofilms.94 Following 
MRSA infection, Fe2O3NPs are implanted into the bone marrow cavity of mice (at high temperatures) to control S. 
aureus responsible for osteomyelitis.121 Similar to AgNPs, Fe2O3NPs can destroy macromolecules,95 including DNA and 
proteins, through the generation of ROS.
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CuNPs
In a recent study, CuNPs were prepared using medicinal plants ginger and turmeric, which exhibited higher antistaphy-
lococcal activity than traditional antibiotics, including penicillin, methicillin, and ampicillin.122 Studies indicate that the 
enhanced inhibitory activity of copper and copper oxide nanoparticles is attributed to copper ions,96 which can alter the 
local pH and conductivity at the cellular level, disrupt cell membranes, and affect respiratory enzymes.

TiO2NPs
Positively charged TiO2NPs exhibit strong interactions with bacterial cells, leading to bacterial membrane permeabiliza-
tion and ensuring oxidative damage. Another crucial mechanism for their bactericidal effect lies in their photocatalytic 
activity, which enables the killing of MRSA through ROS generated by electron-hole pairs under UV light excitation.97 

Notably, even without UV exposure, TiO2NPs encapsulated within self-assembled tripeptide hydrogels, forming hgel- 
TiO2NP composites, significantly enhance the growth inhibition of S. aureus due to their remarkable photo-antibacterial 
properties.98 Furthermore, the photocatalytic activity of TiO2NPs can be enhanced by doping with transition metals or 
forming titanium nanotubes, thereby improving their bactericidal performance.

ZnONPs
In a mouse model experiment, the use of ZnONPs to reduce skin infections related to MRSA has demonstrated 
efficacy.123 The main antibacterial mechanism of ZnONPs is the release of zinc ions in a bacterial medium containing 
ZnONPs. The released Zn2+ subsequently inhibits protein synthesis, amino acid metabolism, and disrupts the enzyme 
system.99 ZnONPs exert antibacterial effects through direct contact with bacterial cell walls, leading to cell integrity 
disruption, the release of antibacterial zinc ions, and the formation of ROS.100 Nano-ZnO can enhance the antibacterial 
activity of incorporated antimicrobials. When combined with oxacillin, neomycin, and ampicillin/sulbactam antibiotics 
against Staphylococcus, ZnONPs significantly reduce the bacterial load compared to antibiotic use alone.101 This 
mechanism may involve inhibiting biofilm formation by S. aureus.102

Organic Nanomaterials
Chitosan
Chitosan nanoparticles, which carry a positive charge on their surface, can bind to negatively charged cell membranes, 
resulting in cell leakage. Due to their excellent permeability, chitosan nanoparticles can penetrate biofilms and hinder 
their formation.124 Additionally, chitosan, as a well-studied polymer, serves as a drug carrier, capable of loading 
antibiotics and metal nanoparticles to achieve synergistic antibacterial effects. Studies indicate that chitosan nanoparticles 
loaded with daptomycin require only 4 hours to achieve high drug delivery and anti-MRSA activity.103 Chitosan loaded 
with silver nanoparticles exhibits potent antibacterial activity against S. aureus, with the mechanism involving the 
decomposition of silver/chitosan nanoparticles (Ag-CHNps) into silver nanoparticles (AgNps) and chitosan nanoparticles 
(CHNps), each contributing distinct antibacterial activities.104

Liposomes
Liposomes are vesicular structures composed of phospholipids (PL) and cholesterol (Chol), demonstrating successful 
antibacterial effects against MRSA and staphylococcal biofilms.105 Liposomes, as nano- or micro-structured closed 
spherical vesicles, are typically formed by one or more layers of phospholipids. The charge of liposomes imparts stability 
and promotes electrostatic repulsion, hence facilitating their interaction with cell surfaces. This may be a crucial factor in 
the interaction between cationic liposomes and the negatively charged cell walls of S. aureus106 (Figure 8). Studies 
indicate that the combination of cationic photosensitizers with cationic liposomes can induce potent anti-MRSA activity.-
125 Levofloxacin liposomes exhibit prolonged and improved anti-biofilm and antibacterial effects in the treatment of S. 
aureus infections.107 Liposomes prolong the therapeutic plasma drug concentration time, enhance the stability of 
cinnamon oil, and potentiate its activity against MRSA biofilms.108 Antibiotic encapsulation within liposomes can 
evade enzymatic hydrolysis associated with bacterial resistance, including hydrolysis by staphylococcal β-lactamases,109 

suggesting that liposomes may serve as an effective antibiotic carrier against staphylococcal infections.
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Carbon-Based Nanomaterials
Carbon-based materials are regarded as a valuable resource due to the existence of various carbon allotropes.81 Their 
diverse forms make them an important material for various biomedical applications.126

Carbon Nanotubes (CNTs)
CNTs are cylindrical or tubular structures. In recent years, CNTs have garnered significant scientific attention due to their 
fundamental structure and unparalleled characteristics, including size-dependent electronic coupling, high electrical 
conductivity, and mechanical strength with small radii. Their antibacterial mechanisms against Staphylococcus can be 
summarized as follows: (1) CNTs attach to microbial surfaces, causing damage to cell walls and membranes; (2) CNTs 
penetrate bacterial cells, leading to DNA disruption and protein dysfunction; (3) generation of ROS110 (Figure 9).

Figure 8 Antibacterial mechanism of liposomes. It serves as an efficient antibiotic carrier, interacting with the negatively charged cell walls of S. aureus to boost 
antistaphylococcal activity.

Figure 9 Antibacterial mechanism of Fullerene and CNT. They exert their effects on multiple locations, including the cell wall, cell membrane, and DNA, to effectively 
eliminate S. aureus.
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Fullerenes
Fullerenes are photochemically active carbon-based NPs that generate ROS under light exposure, disrupting respiratory 
chains and inhibiting bacterial growth, thereby exhibiting antibacterial activity, particularly against Gram-positive 
bacteria such as S. pyogenes.111 Among these mechanisms, oxidative stress is considered the most effective for NPS 
against staphylococcal activity.112 Fullerenes disrupt cell membranes, degrade DNA, alter metabolic pathways, and 
render microorganisms inactive. It is suggested that their antibacterial activity is induced by inhibiting energy metabolism 
after nanoparticle internalization into bacteria111 (Figure 9).

Graphene-Based Nanomaterials
Graphene, a prominent representative of two-dimensional nanomaterials (2D NBGs), holds notable importance in 
antibacterial research, particularly against pathogens like S. aureus. Its antibacterial mechanisms encompass physical 
membrane disruption, oxidative stress-induced damage to bacterial structures, membrane stress effects, photothermal 
ablation, and the synergistic improvement of antibacterial activity through multicomponent integration. These mechan-
isms collectively underscore graphene’s superior performance in antibacterial applications.127,128 Nevertheless, prior to 
practical implementation, a rigorous biosafety assessment is imperative to ensure no unintended adverse effects.129 

Research indicates that graphene-coated zinc oxide, in conjunction with curcumin, demonstrates substantial antibacterial 
and disinfection properties against MRSA.130 In another research study, Elias et al (2019) explored a nanotechnological 
approach that utilizes graphene oxide (GO) or carbon nanofibers (CNFs) in conjunction with light-emitting diode (LED) 
irradiation as innovative nano-tools to combat two clinically significant Gram-positive multidrug-resistant pathogens: 
MRSA and methicillin-resistant S. epidermidis (MRSE).131

Graphene oxide-silver nanocomposite (GO-Ag), a pivotal branch of graphene-based composites, integrates GO with 
AgNPs. Its antibacterial mechanisms encompass the potent toxicity stemming from the release of Ag+, specifically 
targeting thiol groups within bacterial cells, membrane disruption resulting from direct physical interaction between GO 
nanosheets and bacterial cells, the activation of oxidative stress pathways, and augmented multi-component synergies 
facilitated by the extensive surface area of GO nanosheets.132 The concerted action of these mechanisms bestows GO-Ag 
composites with swift and potent antimicrobial capabilities in tests against recalcitrant pathogens, including MRSA.133

Recent years have witnessed notable advancements in the research of 2D NBGs, beyond graphene, for antibacterial 
applications. These materials exhibit diverse antibacterial mechanisms, including membrane disruption via physical 
contact, oxidative stress-induced cellular damage through ROS generation, light-induced strategies (photothermal effects, 
photocatalytic reactions, photodynamic therapy), controlled release of drugs/metal ions, and multi-mode synergistic 
effects.134,135 These mechanisms significantly enhance antibacterial efficiency, providing a robust foundation and 
practical support for high-efficiency, multifunctional antibacterial applications.

Composite Nanomaterials
Nanomaterials do not merely function in isolation; different nanomaterials can be combined for use. The currently 
developed bimetallic nanoparticle systems have proven to be a reliable, reproducible, and effective source of nanomater-
ials with biomedical potential to combat multidrug-resistant pathogens.113 When combined in the form of bimetallic 
NPS, their antibacterial properties are enhanced. Consequently, AuNPs are often used in conjunction with other 
nanometals, such as ZnONPs, to increase their antibacterial effects.

Similarly, nanomaterials can also be combined with antibiotics. When AuNPs are functionalized with ampicillin, they 
transform into effective bactericides with unique properties that interfere with the resistance mechanisms of various drug- 
resistant bacteria, particularly inhibiting MRSA. Kuo et al combined synthetic peptides with arginine, tryptophan, and 
cysteine termini with an aqueous solution of tetrachloroauric acid to generate peptide-immobilized AuNPs,136 which 
demonstrated efficacy as antibacterial agents against Staphylococcus.

MXene-based composites exhibit remarkable antibacterial potential, particularly against Gram-positive and Gram- 
negative bacteria, including MRSA, due to their exceptional features, including superior photothermal effects, highly 
reactive sites, substantial interlayer spacing, distinctive chemical structures, and hydrophilicity.137 Their antibacterial 
mechanism is rooted in their unique nanostructure: the sharp edges of their nanosheets physically disrupt bacterial cell 
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membranes, resulting in the release of cellular contents.138 Furthermore, under near-infrared (NIR) light exposure, 
MXenes exhibit a pronounced photothermal effect, converting light energy into heat to further damage bacterial cells.139 

Notably, MXenes of different sizes exhibit varying degrees of temperature elevation under NIR light, with smaller 
MXenes demonstrating the highest antibacterial activity due to their enhanced photothermal conversion efficiency, 
leading to higher localized temperatures and more effective bacterial eradication.139 Furthermore, MXene nanomaterial 
incorporated into the non-crosslinked chitosan hydrogel exhibits significant synergistic anti-MRSA efficacy and has 
considerable promise for the treatment of MRSA-infected conditions.140 Nonetheless, despite extensive research on 
MXene-based materials, their superior properties cannot match the standards for a variety of applications. After surface 
modification, MXene-based materials are widely used in biomedical, energy, and environmental applications.138,141 

Although substantial progress has been made in surface modification and biomedical applications of MXene-based 
materials, there are still numerous gaps in their development, warranting further research.

Metal-organic frameworks (MOFs) possess high loading capacities, and their inherent microporosity or mesoporosity 
enables them to encapsulate multiple drugs simultaneously as nanocarriers, leading to synergistic therapeutic effects. 
Researchers have developed LL-37@MIL-101-Van nanoparticles that achieve a synergistic effect of ROS generation 
alongside the antibacterial actions of vancomycin and LL-37 peptides,114 significantly inhibiting biofilm formation and 
promoting healing in MRSA-infected wounds. While nanogels are still in the early stages of exploration for combating 
biofilm infections, research indicates that nanogels derived from natural polymers like chitosan (CS), hyaluronic acid 
(HA), and alginates effectively deliver anti-biofilm drugs, demonstrating efficacy against S. aureus.115

Moreover, iron-based MOFs (Fe-MOFs) exhibit distinct advantages in antibacterial mechanisms.142 Their antibacter-
ial activity stems primarily from the release of Fe³W metal ions and the sustained release of bioactive agents (eg, drug 
molecules) following MOFs degradation. Additionally, Fe-MOFs can serve as carriers for several antibacterial agents, 
including silver ions, demonstrating broad-spectrum antibacterial properties against diverse bacterial strains. In practice, 
Fe-MOFs have been widely used in the fabrication of surface antibacterial coatings, antibacterial drug delivery systems, 
and composite antibacterial materials, providing innovative avenues and perspectives for the research and application of 
antibacterial materials.

Challenges and Limitations in the Application of Nanomaterials
Albeit nanomaterials exhibit enormous potential for combating staphylococcal drug resistance, there are numerous 
challenges and limitations to overcome in real-world scenarios while deploying them. The principal concern involves 
the biosafety of nanomaterials, which may induce considerable cytotoxicity and tissue toxicity, adversely impacting red 
blood cells, blood coagulation mechanisms, and vital organ functions.143,144 In addition, the long-term effects and safety 
of nanomaterials in the human body are still ambiguous, thus constraining potential therapeutic applications.80

Secondly, the biodegradation and clearance mechanisms of nanomaterials are not yet well established, potentially 
leading to their prolonged retention and accumulation of toxicity in living organisms, thereby increasing health risks.143 

The environmental risks of nanomaterials cannot be ignored either, as they may facilitate the horizontal transfer of 
antibiotic resistance genes, posing potential threats to ecosystems and amplifying toxic effects throughout the food chain, 
with long-term and far-reaching impacts on human health and environmental safety.80

At the preparation and application levels, nanomaterials face multiple technical obstacles, including complex 
preparation processes, high costs, material stability, and storage condition control, all of which restrict their large-scale 
production and widespread application.80 In particular, ensuring the stability of nanomedicines in vivo and their expected 
therapeutic efficacy is a critical technical challenge that urgently needs to be addressed in the field of nanomedicine.

Additionally, the intricate regulations surrounding nanomaterials, the protracted investigation of commercialization 
routes, and the emergence of bacterial resistance to nanoparticles provide significant obstacles to their broader 
utilization.143 Ethical, social, and legal considerations in nanomedicine necessitate comprehensive discourse, particularly 
about treatment affordability and the efficacy of high-risk management, which are focal points for forthcoming research 
and practice in the field144 Consequently, while advocating for the utilization of nanomaterials in medicine, it is 
imperative to thoroughly evaluate and mitigate the previously mentioned problems and limitations to guarantee their 
safe, effective, and sustainable advancement.
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Future Prospects of Nanomaterials
Despite encountering an array of hurdles in its current development phase, nanomaterials continue to exhibit vast and 
promising prospects for future applications. In the realm of antistaphylococcal therapy, especially for the treatment of 
refractory infections like MRSA, nanomaterials have shown remarkable potential. They enhance the sensitivity of 
diagnostic techniques, enable precise modulation of drug delivery processes, and effectively inhibit biofilm formation, 
thereby significantly boosting treatment efficiency and outcomes. Additionally, research on the feasibility of using 
extracellular vesicles as a carrier for staphylococcal vaccines is being explored.145 These vesicles possess the ability 
to augment antigen-specific immune responses and may not necessitate the use of additional adjuvants.

The utilization of nanoparticles in drug delivery systems has enabled precise targeting and controlled release of drugs, 
offering innovative strategies for the management of chronic illnesses.144 Future research in this domain will concentrate 
on: the advanced development of novel nano-antimicrobials through precise modulation of their microstructure and 
chemical composition to optimize drug loading and release efficacy while effectively overcoming bacterial resistance; the 
integration of nanotechnology with other sophisticated medical modalities, such as photothermal therapy and immu-
notherapy, to establish multimodal synergistic treatment systems for targeted and efficient management of staphylococcal 
infections; the active investigation and implementation of environmentally sustainable chemical synthesis methods to 
minimize the ecological impact of nanomaterial fabrication processes and foster their green and sustainable advancement; 
and the expedited clinical translation and application of nano-antimicrobial technologies to offer patients a broader array 
of effective treatment alternatives, comprehensively addressing the major hurdles posed by staphylococcal infections.

Conclusions
This comprehensive review has examined the molecular basis of staphylococcal drug resistance, existing therapeutic 
approaches, and the emerging role of nanoparticles in addressing multi-drug resistance. Our analysis demonstrates that S. 
aureus employs a multifaceted approach to evade the effects of antibiotics, including limiting drug uptake, target modification, 
drug inactivation, and active efflux of drugs. Therapeutic strategies such as combination antibiotic therapy, phage therapy, 
bacteriocin therapy, monoclonal antibody therapy, and nanoparticle therapy have shown promise in enhancing antibacterial 
efficacy and reducing resistance development. Nanoparticles, especially silver-based nanomaterials, hold great promise in 
controlling staphylococcal infections due to their small size, rapid penetration, and ability to deposit within cells for extended 
durations. However, production costs, scalability, cytotoxicity, stability, viscosity differences, skin penetration, and biocom-
patibility remain barriers to nanoparticles’ widespread application. Future studies should focus on optimizing nanoparticle 
design to enhance their antibacterial potency, biocompatibility, and biodegradability. Additionally, rigorous toxicological 
assessments are imperative to ensure the safety of these nanomaterials for human use.
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