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Abstract
In the age of the Internet of Things (IoT), ethical considerations of digitally-led public health surveillance are crucial.
However, their application becomes complicated due to an implicit dichotomy of ethical and legal factors. Decision-makers
often omit ethical considerations, citing legal ones to justify how public health surveillance is approached and implemented.
We propose an analytical framework informed by a further exposition of how influence and power are enacted at the macro,
meso, and micro levelscorrelated to a spectrum of ethical practices. We then apply the spectrum of ethical practices to the
four use cases of “Healthcare Delivery Using Drones”, “COVID-19 Pandemic in Canada”, “Air Quality and Air Pollution”, and
“Heatwaves”. When technology deployment prioritizes efficiency over accessibility, it can exacerbate disparities, especially
for individuals with lower socioeconomic status and literacy levels. To mitigate these issues, it is essential to incorporate
public deliberation, co-design, and community engagement into decision-making processes. This approach advances the
incorporation of diverse perspectives to better frame technology initiatives.
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Introduction

Background

Public health surveillance (PHS) support health systems by
monitoring trends and reacting to crises based on collected
data.1 The Internet of Things (IoT) link up smart ecosys-
tems where diverse devices transmit real-time data via tech-
nologies like Bluetooth and Wi-Fi.2 While this allows for
extensive and granular data collection, ethical concerns
arise regarding privacy, security, and the clarity of terms
governing data use.3,4 In free and democratic societies,
where individual choice is valued, this dynamic should
guide governments toward ethical practices that prioritize
autonomy.5 Typically, consent is binary (yes or no),
however non-consent is deemed acceptable when mandated
surveillance is claimed to benefit the public.6 In this scen-
ario, ethical principles can be relegated by legal considera-
tions when implementing the IoT for PHS.7 Clearly, the
deployment of IoT technologies raises not only legal con-
cerns but also ethical considerations regarding potential
harms versus benefits.

An analytical framework

Ethics in IoT technologies as a code of conduct and sphere
of influence may be analyzed using at least three levels
of societal strata. The macro, meso, and micro levels are
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comprehensively described in the World Commission on the
Ethics of Scientific Knowledge and Technology’s working
session, concept note. This final technical report on the
ethical implications of the loT was published by the United
Nations Educational, Scientific and Cultural Organization.8

In politics where legislation and mandates for PHS are
instituted at the macro level, the process can be arduous
to execute and is typically unresponsive to the sentiments,
values, and preferences of different social groups. Thus,
they prevent bilateral dialogue in the short-medium term.1

In a data governance framework, this practice would be
called “directive transactions,” where power is unequal
and cannot be redistributed, negotiated, or reciprocated.9

Interestingly, one of the outliers could be whistleblowing.
While legal in most institutional contexts, whistleblowing
and the revelation and release of government secrets and
procedures in the public interest versus government inter-
ests can be ethical from the perspective of the public but
illegal according to governing authorities (see Figure 1).10

Meso level - IoT technology

Smart communities, such as a physical network of long-
term care facilities linked to healthcare systems, would
operate at the meso level where “directive transactions”
(i.e., exertion of control from top-down) are expected.9

Bargaining (i.e., “rational discussions”, “fair fights”, or
“negotiations”) is less tolerated unless unions and powerful
associations/advocacy groups have a place at the power
table11 (See Figure 2).

Micro level - IoT technology

The home environment operates at the micro level where
IoT technologies such as sensors are embedded within the
living space and day-to-day activities, functioning in the
background, and any data being shared can either be opportun-
istic or designated.11 (See Figure 3). Interpersonal influence
to encourage IoT technologies utilization may appear as “flat-
tery”, “begging”, or even “shaming”.

Ethical and legal considerations for IoT technologies
use in public health surveillance

There exist practices on the ethics spectrum expounded by
Herschel and Miori in their paper Ethics and Big Data.12

Another author, Grant, notes that some practices lean
towards using influence,10 which we perceive as more
socially acceptable or ethical, while others lean towards exert-
ing control,10 which we perceive as being less ethical or
entirely unethical.12 In Table 1, these dynamics are framed
at the macro, meso, and micro levels also outlined in the
COMEST’s framework.8

Four use cases

The following four use cases (I-IV), namely, Healthcare
Delivery Using Drones, COVID-19 Pandemic in Canada,
Air Quality and Air Pollution, and Heatwaves are legal as
far as they have government and/or institutional backing
supported by the laws of the land. However, they have

Figure 1. Macro level - ethical and legal dichotomies.
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Figure 2. Meso level - ethical and legal dichotomies.

Figure 3. Micro level - ethical and legal dichotomies.
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the capacity to promote unethical practices if unregulated or
mismanaged (Table 2).

Discussion

Ethical considerations for drone technology use in
public health surveillance

At the macro (global) level, unmanned drones can poten-
tially improve access to healthcare in geographically
difficult-to-reach areas.13 Drones offer solutions to over-
come such constraints, enhancing services and reducing
costs and waiting times. Drones have been employed to
transport medications to mobile clinics in southwest
Virginia’s rural and underserved regions, including the
mountainous Appalachian area.13 Additionally, drones
have facilitated the swift delivery of blood from
Rwanda’s capital city to local hospitals, significantly redu-
cing delivery time from four hours to just 15 min.13 In
Canada, Drone Delivery Canada collaborated with Moose
Cree First Nation communities residing in remote parts of
Northern Ontario to deliver essential goods, including
medical supplies.13 There is a need to balance the potential
benefits with protecting individual rights and information.
Deployers of Flying Labs drones can explain to affected
people that they do not surveil criminal activities or

discriminate against targeted communities. Regarding
power dynamics, the ethics of drone operations may vary
across countries with some countries exerting more control
over the drone technology and its applications.13 This
could lead to disparities in the benefits derived from these
technologies. Community engagement to address ethical
concerns is critical to ensure that the implementation of
drone technology is respectful of cultural norms, values,
and individual privacy rights.

Ethical considerations in COVID-19 pandemic
surveillance in Canada

At the macro (national) level, several ethical considerations
can be linked to the ArriveCAN application for collecting
travel and health data during the COVID-19 pandemic
very recently.14 The precondition of providing proof of vac-
cination and a quarantine plan raises concerns about the
privacy of users’ health information.17 The inability to
withdraw consent after successful entry may be seen as a
violation of individuals’ control over their data. Imposing
negative monetary incentives or denial of entry for non-
compliance may disproportionately affect individuals with
fewer resources, potentially creating inequities.18 The lack
of human involvement in verifying ad hoc quarantine
requests by the system after Canada Border Services

Table 1. Levels of influence with ethical and legal considerations for IoT technologies.

Levels of Influence Macro Meso Micro Ethical-Legal Legal-Unethical Unethical-Illegal

Negotiation & Trade X X X

Discussion X X X

Rational Discussion X X X

Fair Fight X X X

Flattery X X X X

Begging X X X X

Threat of Unjust Law X X

Shame X X X X

Blackmail X X X

Bribe X X X X

Conquest

Whistleblowing X X X X

Source 8,10,12
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agents have already admitted travellers into Canada may be
ethically problematic, especially if financial burdens are
imposed from improper algorithmic decisions.18 Thus,
some federal government rules and regulations, while
legal, may be deemed unjust by society. This raises ques-
tions about the ethical foundations of the regulations and
their alignment with societal values.

Ethical considerations in the delivery of an air
quality app for public health surveillance

At the meso level, the AirForU app for iPhones and
Android devices provides real-time air quality updates
and projections via the UCLA Health brand service.15

Capturing air quality data and transmitting it to smart
devices is useful for public health promotion and disease
prevention strategies. Because smart devices such as smart-
phones can range from affordable to expensive their usage
should generally not undermine or reduce equity. However,
ethical considerations may arise concerning the accuracy of
information presented in these tools. Institutions have a
responsibility to present unbiased information and avoid
manipulating perspectives through simulations. The use of
technology in education may raise concerns about inclusiv-
ity, especially for students who cannot access to mobile
apps and simulations for socioeconomic reasons, potentially
exacerbating educational inequalities. In comparison, the

power dynamic in education lies between educators, educa-
tional institutions, and students as these mobile apps are
tested within microenvironments or in real-world settings.

Ethical considerations in public health surveillance
of heatwaves

At the micro level, sharing thermostat data with entities who
have the power to act may be in the best interest of indivi-
duals seeking to protect their health.19 However, the required
actions that occur after the data sharing are more
important. The data-sharing process should prioritize the
welfare of individuals to safeguard their health. Since equity-
deserving groups have the least resources and capacity to
change their circumstances, there must be just recognition
and appropriate action to meet their needs. In our use case,
ethical concerns arise when tailoring heat action plans to dif-
ferent contexts, such as modern homes, workplaces, schools,
and refugee camps.16 Discussions between municipalities
and occupants must occur to ensure that the information is
shared to benefit the occupants and users of the buildings,
especially when it may save lives.

Recommendations for ethical internet of things
technology use in public health surveillance

In sum, when technology deployment efficiency trumps
accessibility concerns, top-down decision-making can

Table 2. Public health surveillance during pandemics, climate change, air quality & global health.

Use Case I: Healthcare Delivery Using Drones [Macro|Global]

Unmanned drones provided public health officials with information on how to support healthcare delivery in remote areas13.
Noted advantages were reduced opportunity costs for travel to distance healthcare facilities and improved healthcare outcomes.
The unmanned drones were manufactured and operated by organizations fromforeign countries13.

Use Case II: COVID-19 Pandemic in Canada [Macro|National]

The ArriveCAN was a federally sanctioned digital application used to collect users’ travel and health during the COVID-19 pandemic,
including proof of vaccination and a quarantine plan as a precondition to entering Canada. Random and automated requests to
quarantine after entry were initiated14. Non-compliance included negative monetary incentives or denial of entry14.

Use Case III: Air Quality and Air Pollution [Meso]

An air quality mobile application provided real-time local air quality conditions to empower users to avoid the effects of air pollution. The
education piece to inform users about air pollution and encourage behavioural change was a missing component in competing
apps15. The new app incentivized users to respond to behavioural questions by awarding prizes (USD 75 Amazon gift cards) based on a
tally of cumulative scores over a monthly period15.

Use Case Iv: Heatwaves [Micro]

Smart thermostats monitored indoor temperatures, alerted occupants and caregivers, building managers, and public health authorities
to changes in temperature and growing risk of overheating during a prolonged extreme heat event16. IoT technologies deployers had
access to information on potential vulnerability or "at-risk-ness". They also collected data for other metrics, such as physical activity16.
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worsen disparities, particularly for those with lower SES
and literacy. Public deliberation, co-design and community
engagement can help mitigate them.

(i) At the macro level, public buy-in into governmental
and intergovernmental oversight is vital when estab-
lishing standardized data governance, particularly for
IoT-based PHS during pandemics and healthcare
delivery using drones, ensuring that collected data is
protected from misuse and does not lead to more dis-
parities. For example, a data governance framework
proposed for the 2009 H1N1 influenza pandemic can
be utilized for future pandemics in Canada and modi-
fied in other global healthcare contexts.20 However,
work to systematically identify established standard
ethical guidelines on drone deployment is underway.21

(ii) At the meso and micro levels, the emphasis should be on
co-designing IoT solutions with end-users to
promote “rational discussions” and “negotiations” over
IoT technology used in PHS.22 While some local gov-
ernments are implementing web tools for environmental
equity surveillance (e.g., HealthyPlan.City), there is no
clear evidence for co-design.23 These recommendations
underscore the significance of collaboration, equitability,
and ethical data governance practices across all societal
levels of digital PHS to improve the effectiveness and
equity of health interventions.

The ubiquitousness of IoT technologies raises dual legal
and ethical concerns due to potential harms versus benefits
in the general population. Our perspective has provided
multi-level societal contexts for why and how ethical pro-
blems with PHS ought to be confronted when using IoT
technologies. Public health policymakers and other stake-
holders should avoid the problematic types of influence out-
lined in our framework.
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