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The trillions of commensal microorganisms living in the gut lumen profoundly influence the physiology and patho-
physiology of the liver through a unique gut-liver axis. Disruptions in the gut microbial communities, arising from 
environmental and genetic factors, can lead to altered microbial metabolism, impaired intestinal barrier and trans-
location of microbial components to the liver. These alterations collaboratively contribute to the pathogenesis of liver 
disease, and their continuous impact throughout the disease course plays a critical role in hepatocarcinogenesis. 
Persistent inflammatory responses, metabolic rearrangements and suppressed immunosurveillance induced by 
microbial products underlie the pro-carcinogenic mechanisms of gut microbiota. Meanwhile, intrahepatic microbiota 
derived from the gut also emerges as a novel player in the development and progression of liver cancer. In this 
review, we first discuss the causes of gut dysbiosis in liver disease, and then specify the pivotal role of gut microbiota 
in the malignant progression from chronic liver diseases to hepatobiliary cancers. We also delve into the cellular 
and molecular interactions between microbes and liver cancer microenvironment, aiming to decipher the underlying 
mechanism for the malignant transition processes. At last, we summarize the current progress in the clinical 
implications of gut microbiota for liver cancer, shedding light on microbiota-based strategies for liver cancer prevention, 
diagnosis and therapy. (Clin Mol Hepatol 2025;31:350-381)
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INTRODUCTION

The concept of the ‘gut-liver axis’ refers to the reciprocal 

relationships between the gut and the liver, encompassing 

the anatomical proximity and functional interactions of these 

organs, as well as clinical relevance of pathogenesis. The 

gut microbiota represents a centerpiece in the bidirectional 

gut-liver communication – a healthy microbiome not only 

maintains homeostasis in the gut but also profoundly shapes 

hepatic physiology by delivering a myriad of me-tabolites 

through the portal vein.1 The liver, in turn, modulates the 

microbiota by secreting bile acids and antimicrobial molecules 

directly into the intestine. Disruption of the bal-ance on either 

side can set off a chain of healthy events in the gut-liver axis.

Hepatocarcinogenesis is a pathogenic process that typically 

evolves from chronic conditions. Cirrhosis, as a common end-

stage of various chronic liver diseases (CLDs), represents the 

primary predisposing factor for the development of 

hepatocellular carcinoma (HCC).2 Meanwhile, intrahepatic 

cholangiocarcinoma (iCCA) is closely linked to CLDs including 

viral hepatitis, alcohol consumption, and metabolic dysfun-

ction-associated steatotic liver disease (MASLD).3 Primary 

sclerosing cholangitis (PSC), whose pathogenesis is known 

to be associated with intestinal disorders, is also a strong risk 

factor for CCA.3 It has been established that disturbance in 

gut microbial communities (dysbiosis), characterized by de-

terioration in microbial compositions and metabolic dysfun-

ction, is associated with development and progression of liver 

diseases.4,5 Although mechanisms of pathogenesis vary 

among hepatic diseases, intestinal dysbiosis has been shown 

to promote hepatocarcinogenesis, which can be transmitted 

with fecal microbiota from CLD and HCC patients in preclinical 

models.6 Moreover, the microbial composition and function 

also shift with HCC development, indicating certain pro-

carcinogenic patterns of microbiome and metabolome.7 In this 

review, we focus on the role of gut dysbiosis and the resulting 

aberrant gut-liver axis in the progression from CLDs to liver 

cancer, elucidating the underlying mechanisms of cancer 

formation and highlighting clinical translation opportunities for 

liver cancer prevention, diagnosis and therapy.

DYSBIOSIS-MEDIATED ABERRANT GUT-LIVER 
AXIS IN LIVER DISEASES

Origin of gut dysbiosis in CLDs

Large population-based studies have shown that the 

composition of human gut microbiota varies among indi-

viduals and is predominantly influenced by environmental 

factors.8 Diet is considered a dominant determinant of inter-

individual microbiome variation. Certain dietary patterns can 

modulate the composition and metabolism of gut microbiota, 

which in turn affect human health (Fig. 1A).9 Preclinical 

studies have demonstrated that a high fat diet (HFD) induced 

dysbiosis, which impacts the lipid metabolism in the liver 

and promotes the development of MASLD.10 An increase in 

LPS-producing bacteria, such as Enterobacteriaceae and 

Desulfovibrionaceae and a decrease in the production of 

short-chain fatty acid (SCFA)-producing bacteria including 

Bacteroides, Ruminococcaceae and Lachnospiriaceae 

were commonly observed in HFD-induced MASLD mice.11 

Moreover, a western diet characterized by low-choline, high 

fat and high sugar leads to an increased abundance of 

Blautia producta and elevated level of its outcome meta-

bolites 2-oleoylglycerol, thereby contributing to the path-
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DEN, diethylnitrosamine; DMBA, 7,12-dimethylbenz [a]anthracene; DSS, dextran sodium sulfate; EGFR, epithelial growth factor receptor; Elf4, E74-like ETS transcription 
factor 4; FASN, fatty acid synthase; FGF15, fibroblast growth factor 15; FXR, farnesoid X receptor; FMT, fecal microbiota transplantation; GVB, gut vascular barrier; HCC, 
hepatocellular carcinoma; HFD, high fat diet; HFHC, high fat and high cholesterol; HIF-1, hypoxia-inducible factor; HSCs, hepatic stellate cells; ICB, immune checkpoint 
blockade; ICD, inulin-containing diet; IFNγ, interferon-γ; IL-22, interleukin-22; ILC3s, type 3 innate lymphoid cells; LCA , lithocholic acid; LPS, lipopolysaccharide; LSECs, 
liver sinusoidal endothelial cells; LTA, lipoteichoic acid; MASLD, metabolic dysfunction-associated steatotic liver disease; MDP, muramyl dipeptide; Mdr2, multidrug 
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ogenesis of metabolic dysfunction-associated steatohe-

patitis (MASH).12 Others like high dietary fructose or choles-

terol were also shown to alter the gut microbiota, whereby 

they were implicated in the development of MASLD and 

HCC.13-15 Alterations in several Clostridium species and dis-

rupted bile acid metabolism were identified as key mediators 

in fructose-induced MASLD.13 In mice fed a high-fat/high-

cholesterol diet, Bifidobacterium and Bacteroides were re-

duced, a finding also corroborated in hypercholesterolemia 

patients.15 Additionally, alcoholic consumption has a pro-

found impact on gut microbiota, potentiating the patho-

genesis of alcohol-associated liver diseases.16 Intestinal 

microbiota dysbiosis and bacterial overgrowth have been 

observed in both acute and chronic alcohol exposure.16,17 Loss 

of butyrate-producing bacteria belonging to Lachnospiraceae, 

Ruminococcaceae, and Clostridiaceae families, along with 

downregulation of butyrate synthesis pathways, has been 

suggested as key pathogenic features of ethanol-induced 

dysbiosis.18 A recent study has corroborated that ethanol-

induced gut microbiota alterations are a result of elevated 

acetate levels, rather than direct ethanol meta-bolism by gut 

microbiota.19 Collectively, despite the demon-stration of diet's 

ability to remodel gut microbiota in precli-nical animal 

models, the significance of this cause-and-effect relationship 

in human and the extent to which it contri-butes to the 

development and progression of liver disease remain to be 

investigated. 

Antibiotics are known to have a dramatic impact on the gut 

microbiota communities due to their direct antibacterial 

activity. Long-term, low-dose penicillin exposure, particularly 

during early life, has been shown to exacerbate metabolic 

disturbances and hepatic steatosis in HFD-fed mice by 

inducing gut dysbiosis, characterized by a significant re-

duction in genera Lactobacillus, Allobaculum, Rikenellaceae, 

Western diet
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Figure 1. Origin and outcomes of gut dysbiosis in the gut-liver axis. (A) Environmental factors such as the Western diet, alcohol con-
sumption, drugs, and genetic predispositions are primary contributors to gut dysbiosis in the context of liver diseases. (B) This dysbiosis 
disrupts microbial metabolism, leading to intestinal barrier dysfunction and subsequent translocation of microorganisms and microbial 
products to the liver. These events typically occur early in the pathogenic process.
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and Candidatus Arthromitus.20,21 A human study also demon-

strated that prior antibiotic use, including fluoroquinolones, 

cephalosporins, macrolides, penicillins and tetracyclines, 

was associated with an increased risk of future MASLD, with 

the highest risk linked to fluoroquinolones.22 Furthermore, 

antibiotic exposure around the time of treatment initiation was 

found to correlate with a worse prognosis in HCC patients 

receiving targeted or immune-based therapy, suggesting 

impaired treatment efficacy preceded by antibiotic-induced 

dysbiosis.23 In addition to the effects of antibiotics, the long-

term consumption of several non-antibiotic drugs like proton 

pump inhibitors (PPI), also influences the gut microbiome 

function and composition (Fig. 1A), consequently leading to 

hepatic inflammation in the liver.24 Consumption of PPI can 

cause an oralization of the gut microbiome due to the 

reduction of gastric acidity.24 It has been demonstrated that 

expansion of intestinal Enterococcus faecalis induced by PPI 

promoted progression of alcoholic liver disease (ALD) and 

MASLD in preclinical models.25 Prospective cohort studies 

have also observed the positive correlation between use of 

PPI and readmission risk in patients with cirrhosis.26

While host genetics are known to regulate the gut 

microbiome, as demonstrated in general population studies, 

there is currently a lack of research specifically investigating 

the influence of host genetics on gut microbiome in patients 

with liver diseases (Fig. 1A).27,28 Most of the present evidence 

comes from experimental mouse models. E74-like ETS 

transcription factor 4 (Elf4) was identified as a host protective 

gene that maintains the integrity of intestinal barrier and gut 

homeostasis. Ablation of Elf4 in mice induced gut dysbiosis 

characterized by an increase in Helicobacter and Esch-

erichia genera within the Proteobacteria phylum and ex-

aggerated alcohol-induced hepatic steatosis and liver 

injury.29 Another host gene, G protein-coupled receptor 35 

(Gpr35), was also shown to modulate hepatic steatosis by 

regulating gut microbial ecology.30 Expansion of pro-inflammatory 

bacteria from Bacteroides and Ruminococcus genera and 

reduction in probiotics such as Akkermansia muciniphila 

were observed in Gpr35KO mice. Additionally, hepatocyte-

specific deletion of myeloid differentiation primary-response 

gene 88 (Myd88) induced enrichment of specific bacterial 

genera including Sutterella, Allobaculum, Ruminococcus, 

and Oscillospira in mice fed with normal diet.31 This effect 

may be related to the alterations of hepatic bile acid metabolism 

induced by Myd88 deficiency, suggesting the potential liver-

to-gut communication.31 In addition to protective genes, a 

gene encoding miRNA-21 was found to promote liver injury 

in cholestasis by modulating small intestinal Lactobacillus in 

mice.32

Conversely, conditions such as liver cirrhosis-induced small 

bowel dysmotility, reduced bile acids and impaired intestinal 

immunity also contribute to gut dysbiosis, indicating a 

reciprocal effect in the advanced stages of liver disease.

Aberrant gut-liver communicating axis owing to 
dysbiosis

Among the intestinal microorganisms, the bacteria take 

the main responsibility for microbial metabolic processes, 

encompassing the transformation of bile acids, SCFAs via 

fermentation of indigestible carbohydrates, and the synthesis 

of essential amino acids.33 These microbial metabolites 

serve as essential messengers and regulators of the gut-

liver communicating axis, maintaining the gut homeostasis 

in situ and influencing the distal liver function after translocating 

to the liver through the portal vein.1,33 A direct consequence 

of disturbances in the microbial composition community is 

the alteration of microbiome-derived or microbiome-modified 

metabolites, as evidenced by fecal metabolomics studies in 

patients with various CLDs.34-38 Disruption of metabolic 

processes within the microbiome can impair the integrity of 

intestinal epithelial, immune and vascular barriers (Fig. 1B 

and Table 1), which is a prerequisite for microbiota-associated 

hepatic pathogenesis.39 Unconjugated bile acids such as 

deoxycholic acid (DCA) and chenodeoxycholic acid (CDCA) 

have been shown to increase intestinal permeability via 

epithelial growth factor receptor activation,40 while conju-

gated bile acids prevent the unconjugated bile acids-medi-

ated intestinal and hepatic damage by forming micelles to 

sequester them.41 SCFAs like propionate and butyrate have 

been demonstrated to protect the integrity of intestinal 

mucus and epithelial barriers.42-44 Butyrate, in particular, 

enhances the tight junction of intestinal epithelial cells by 

promoting epithelial O2 consumption and stabilizing hypoxia-

inducible factor, a transcription factor that coordinates barrier 

protection.43 Microbial tryptophan metabolites, especially 

indoles, which are reduced in patients with alcoholic hepa-

titis also play a crucial role in maintaining the intestinal im-

mune and epithelial barrier by activating the aryl hydro-

carbon receptor (AhR) signaling pathway.45,46 Indole-3-acetic 
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acid, for instance, can enhance the antibacterial function of 

the intestinal mucus layer by stimulating interleukin-22 (IL-22) 

production in type 3 innate lymphoid cells (ILC3s), thereby 

inducing the expression of antibacterial proteins such as 

regenerating islet-derived 3 gamma.45 In addition to mucus 

layer and epithelial barrier, a diet induced-dysbiosis also 

leads to the disruption of gut vascular barrier (GVB) and the 

farnesoid X receptor (FXR) agonist obeticholic acid protects 

against the GVB damage by driving β-catenin activation in 

endothelial cells, although by which microbial metabolites 

this is mediated is still unascertained.39

Beyond the intestine, specific microbial metabolites also 

directly influence hepatic lipid metabolism and inflammation 

through interacting with hepatocytes and macrophages after 

they are absorbed by the gut and transported to the liver 

(Table 1).40-54 Propionate can mitigate alcohol-induced liver 

injury by activating major urinary protein 1 and suppressing 

endoplasmic reticulum stress in hepatocytes.47 Indoles and 

tryptamine inhibit proinflammatory activation and migration 

of macrophages through direct activation of the AhR signaling 

pathway. Additionally, N,N,N-trimethyl-5-aminovaleric acid, a 

microbial metabolite derived from trimethyllysine, has been 

shown to reduce carnitine synthesis and decrease fatty acid 

oxidation in hepatocytes, thereby promoting hepatic 

steatosis.

Gut barrier dysfunction facilitates the translocation of micro-

organisms and microbial products, such as lipopolysaccharide 

(LPS) and exotoxins, into the liver through the portal 

circulation, thereby triggering a continuous inflammatory 

response in the liver.55 Human studies have demonstrated 

that patients with various liver diseases, including MASLD, 

ALD, cirrhosis, and PSC, present increased intestinal 

permeability and concomitant increase in endotoxin levels in 

both the serum and the liver.5 LPS were found to be more 

frequently present in the liver of patients with MASLD 

compared to those without MASLD, and these LPS particles 

predominantly localize in the portal tracts, suggesting an 

intestinal origin.56 These microbial components can activate 

pathogen recognition receptors (PRR) such as Toll-like 

receptors (TLRs) on Kupffer cells in the liver, resulting in 

increased hepatic inflammation, hepatocyte damage and 

liver fibrosis.57 Administration of dextran sodium sulfate, 

which is known to compromise the integrity of gut barrier, 

has been shown to facilitate hepatic tumorigenesis in both 

choline-deficient high-fat diet MASH mouse model58 and 

diethylnitrosamine (DEN)-induced HCC model.59 Moreover, 

E. faecalis, that is abundant in human CLD and HCC feces, 

could increase gut permeability conferred by GelE, a 

metallopeptidase, and thereby promote the formation of 

HCC in collaboration with other bacteria in a TLR4-

dependent manner.6 

In addition to microbial products, the intrahepatic microbiota 

has recently received increasing attention, with respect to its 

physiologic roles and pathophysiologic contributions to CLDs.60 

The liver microbiome, which is suggested to originate from the 

gut, exhibits distinct characteristics from the gut microbiome, 

possibly as a result of the selective filtering by the gut-liver 

barrier.61 The bacterial signature within the liver has been 

identified in patients suffering from MASLD and showed 

diverse patterns associated with obesity.56 Findings from the 

preclinical models have corroborated that translocated 

pathobionts such as E. faecalis on the premise of impaired 

gut barrier could exacerbate ALD via secretion of cytolysin 

that is toxic to hepatocytes, and/or activation of TLR2 on 

Kupffer cells.25,62

It is extensively accepted that gut dysbiosis predisposes 

individuals to liver diseases. However, hepatic abnormalities 

can also have a reciprocal effect on the gut microbiome (Fig. 

1), creating a cyclical relationship where it seems difficult to 

discern which factor comes first–much like the classic con-

undrum of the chicken and the egg. Indeed, diet or alcohol-

induced gut dysbiosis can determine at least partially the 

individual’s susceptibility to MASLD and ALD, which tends to 

be an early event in the pathogenic process.10,63,64 Never-

theless, as diseases progress to advanced stages like 

cirrhosis, they can in turn lead to changes in the microbiota 

composition due to reduced small bowel motility, abnormal 

bile acid levels and impaired intestinal immunity.65 The biliary 

system serves as the central mediator of liver-to-gut com-

munication by transporting bile, a solution rich in bile acids, 

immunoglobulin A (IgA) and other antimicrobial molecules, 

to the intestinal lumen. Liver cirrhosis is characterized by 

impaired bile transport and reduced bile acid levels in the 

gut, resulting from extensive destruction of liver tissue 

structure and hepatocyte dysfunction.66 Bile acids, parti-

cularly unconjugated bile acids, can directly disrupt bacterial 

membranes due to their detergent properties.67,68 Notably, 

different gut microorganisms exhibit varying sensitivity to 

bile acid toxicity.68 Gram-negative bacteria tend to be more 

resistant than Gram-positive bacteria, possibly due to their 
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differences in cell wall structure.68 Some probiotic bacteria, 

such as Lactobacillus and Bifidobacterium, also show greater 

resistance, which may be linked to the activation of glycolysis.68 

In addition to their direct bactericidal effects, bile acids also 

stimulate the production of antimicrobial molecules such as 

angiogenin, inducible NO synthase and IL-18 in the intestine 

through activation of FXR.69 These mechanisms may 

collaboratively contribute to the connection between disrupted 

bile acid metabolism and microbial dysbiosis in cirrhosis. 

Additionally, diminished production of antimicrobial peptides by 

Paneth cells, such as α-defensins 5 and 7, was found in 

experimental decompensated cirrhosis rats and contributed to 

intestinal bacterial overgrowth and translocation.70 Others like 

IgA antibodies in the gut lumen were decreased in cirrhotic 

patients, suggesting a reduction of antimicrobial immunity.71

GUT DYSBIOSIS IN LIVER CARCINOGENESIS

Gut dysbiosis is suggested to preexist in a variety of 

precancerous liver diseases stemmed from diverse etiologies, 

including MASLD,34,72,73 ALD,64,74 viral hepatitis,36,75 and 

autoimmune liver disease.37,76,77 In general, patients with CLDs 

exhibit a reduced gut microbial diversity, with a decrease in 

probiotics and overgrowth of detrimental bacteria that tend to 

be pathobionts.78 Changes in the gut mycobiome and virome 

are also specified in several CLDs.79-82 As we described above, 

this microbial dysbiosis leads to a chain of disturbances in the 

gut-liver axis, involving dysfunctional microbial metabolism, 

compromised intestinal barrier and translocation of microbial 

products, which make up the foundation for gut microbiota-

associated hepatocarcinogenesis. In this part, we delve into the 

functional outcomes of gut dysbiosis and consequent aberrant 

gut-liver axis in liver cancer development, focusing on key 

microbes and metabolites identified through current clinical and 

experimental research.

Hepatocellular carcinoma

Clinical studies have delineated the dynamics of gut 

microbiota during the progression from CLDs to HCC, shedding 

light on potential anti-tumorigenic probiotics and protumo-

rigenic pathobionts (Fig. 2 and Table 2).6,7,83-105 In MASLD 

patients with HCC, the stool microbiota exhibited an 
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increased abundance of SCFA-producing bacteria such as 

Bacteroides caecimuris and Veillonella parvula, and a 

corresponding functional enrichment in SCFA synthesis 

compared to those with MASLD-cirrhosis. In this study, the 

MASLD-HCC microbiota was confirmed to elicit an 

immunosuppressive phenotype in the peripheral blood from 

non-MASLD controls, which is specific to HCC rather than 

cirrhosis.7 In addition, an integrated analysis of gut 

microbiome and tumor transcriptome has revealed a 

correlation of intestinal microbiota dysbiosis with the tumor 

immune microenvironment and bile acids metabolism in 

patients with hepatitis B virus (HBV)-related HCC, indicating 

potential mechanistic relationships.83 Another study has 

characterized the gut microbial profiles in patients with HCV-

related HCC, revealing a notable rise in the abundance of E. 

faecalis and several species belonging to genera Strep-

tococcus and Lactobacillus.6 This study further validated 

that the colonization of E. faecalis, linked to decreased 

intestinal concentrations of DCA, could promote the liver 

carcinogenesis in mice.6 Additionally, studies have also 

compared the differences in intestinal bacteria composition 

between viral and non-viral HCC, consistently uncovering an 

increase in Faecalibacterium in viral HCC.84,85 Numerous 

studies have examined the compositional shifts of gut 

microbiota during cirrhosis-associated hepatocarcino-

genesis (Table 2). However, the taxonomic changes in gut 

microbiota were not aligned across these investigations, 

potentially due to the diverse etiologies, varying study 

designs, and differences in confounder controls. Notably, 

cirrhotic patients with HCC also exhibited a gut fungal dys-

biosis characterized by an increase in opportunistic 

pathogenic fungi such as Malassezia sp. and Candida albi-

cans.86 Characterization of gut microbial profiles in pro-

spectively recruited patients with cirrhosis has revealed a 

correlation between specific microbes and future HCC risk, 

such as Alloprevotella, whose reduction predicts a higher 

risk for developing HCC.87 Intestinal permeability was also 

increased in patients with cirrhosis and HCC, as suggested 

by elevated levels of colonic tight junction protein zonulin-1 

and microbial components LPS in the serum, as well as 

calprotectin, a surrogate marker of intestinal inflammation, in 

the feces.88 Overall, these clinical studies substantiate the 

correlation between the aberrant gut-liver axis and the 

development of HCC, highlighting selective expansion or 

depletion of specific microorganisms during hepatocarci-

nogenesis.

Experimental studies have confirmed the casual 

relationship between pre-existing gut microbiota dysbiosis in 

CLDs and carcinogenesis within the liver. Transplantation of 

fecal microbiota from patients with HCV-related CLD or 

HCC, but not from healthy individuals, into microbiota-

depleted mice could increase the intestinal permeability and 

promote tumorigenesis induced by DEN and carbon tetra-

chloride (CCl4) administration.6 This carcinogenic effect was 

also verified in a streptozotocin and HFD-induced MASH 

mouse model.6 In addition, the pro-tumorigenic role of gut 

microbiota has been confirmed in other spontaneous HCC 

models, such as models induced by high fat and high 

cholesterol (HFHC) diet, combination of HFD with 7,12- 

dimethylbenz [a]anthracene (DMBA), and several genetically 

engineered mouse models (Table 3).15,57-59,106,109-114 The 

involvement of intestinal microbiota in hepatocarcinogenesis 

was initially observed in DEN and CCl4-induced HCC mouse 

models, in which LPS derived from the intestinal microbiota 

collaborated with the chemical carcinogen-induced chronic 

liver injury to promote HCC formation by activating TLR4 

pathway.57 Gut sterilization efficiently prevents this malignant 

progression.57 Furthermore, depletion of gut commensal 

microbiota using an antibiotic cocktail, consisting of vanco-

mycin, neomycin and primaxin, also showed a protective 

effect on HCC development in MYC transgenic mice.107 

Mechanistically, gut microbiota was demonstrated to sup-

press liver antitumor immunity via modulating NKT cells 

accumulation through regulating primary-to-secondary bile 

acid conversion, in which Clostridium sp. were suggested to 

play key roles.107 These results indicated that the gut mi-

crobiota, when considered as an integral unit, may consti-

tutively shape the hepatic microenvironment and therefore 

amplify carcinogenic effects in combination with other car-

cinogens. Experimental studies also verified the hypothesis 

that the gut microbiota determines the susceptibility to HCC. 

It is demonstrated that a dysbiotic gut microbiota induced by 

an inulin-containing diet (ICD) predispose TLR5-deficient 

mice to HCC.106 Moreover, supplementing this with a high fat 

diet, known for inducing dysbiosis, further exacerbated the 

ICD-induced formation of HCC. A dysregulated microbial 

metabolism of fermentable fiber, leading to the subsequent 

overproduction of SCFAs such as butyrate, was confirmed 

to mediate this process.106 Vancomycin treatment prevented 

this carcinogenic effect by depleting the SCFAs and major 
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secondary bile acid-producing bacteria.108 

As microbiome sequencing technologies advance, recent 

studies have been increasingly dedicated to precisely 

pinpointing specific microorganisms and metabolites that 

are crucial in either promoting or impeding liver carcino-

genesis. The probiotics A. muciniphila and Bifidobacterium 

pseudolongum, whose reduction has been consistently 

observed in many human studies,36,77,88,95,115 were confirmed 

to protect against MASLD-HCC.109,110 A. muciniphila 

suppressed HCC formation in the STAM model by promoting 

the accumulation of NKT cells.110 Supplementation of B. 

pseudolongum restored a healthy gut microbiome compo-

sition, improved gut barrier function and prevented the deve-

lopment of HCC in a MASLD-HCC mouse model induced by 

DEN and HFHC diet.109 Acetate generated from B. pseu-

dolongum was identified as the functional mediator. It can 

not only restore gut homeostasis in situ, but also bind to 

GPR43 on hepatocytes via the gut-liver axis and inhibit the 

oncogenic IL-6/JAK1/STAT3 signaling pathway, thereby 

suppressing cell proliferation and inducing apoptosis.109 

Another SCFA, valeric acid generated by lactobacillus 

acidophilus, also exhibits anti-tumorigenic effects through 

binding to GPR41/43 and inhibiting oncogenic Rho-GTPase 

signaling pathway.116 D-lactate, a microbiome small-molecule 

metabolite, has recently been identified to promote the 

transformation of M2 tumor-associated macrophages to M1 

via inhibition of PI3K/Akt pathway and activation of NF-κB 

pathway, and remodel immunosuppressive microenviron-

ment for HCC.117 Additionally, gut microbiota-associated bile 

acids also profoundly affect the development of HCC. 

Primary bile acids such as CDCA and taurocholic acid 

facilitated NKT cells accumulation in the liver, while secondary 

bile acids lithocholic acid (LCA) or ω-muricholic acid showed 

an opposite effect, and therefore suppressed the hepatic 

antitumor immunity.107 Moreover, increased ta-urocholic acid 

and depleted indole-3-propionic acid were found in excess 

dietary cholesterol-induced MASLD-HCC mouse model, 

functionally aggravating hepatic lipid accumu-lation and 

promoting hepatocyte proliferation.15 In a DMBA and HFD-

induced obesity-associated HCC mice model, an increase 

in DCA resulted from gut dysbiosis provoked the senescence-

associated secretory phenotype (SASP) in he-patic stellate 

cells (HSCs), which in turn secreted multiple tu-mor-promoting 

factors and eventuated in the promotion of HCC.111

Cholangiocarcinoma

CCA is known to be associated with liver fluke infection 

and chronic biliary diseases such as choledocholithiasis and 

PSC.3 Liver cirrhosis, viral hepatitis, alcohol consumption 

and MASLD also represent strong risk factors for CCA, 

especially intrahepatic CCA. Studies on gut microbiota have 

provided new insights into the pathogenesis of CCA. Com-

positional alterations of gut microbiome have been observed 

in patients with CCA (Table 2). Changes of specific genera 

in CCA such as increase in Muribaculacea98,105 and Kleb-

siella,98,104 and decrease in Ruminococcus103,105 were concor-

dantly seen in different studies. Examination of stool micro-

biota and serum bile acids in patients with intrahepatic CCA 

revealed a positive correlation between the genera Lacto-

bacillus and Alloscardovia and the plasma-stool ratio of tau-

roursodeoxycholic acid, indicating potential interacting me-

chanisms.102 The gut leakiness preceded by microbial dysbi-

osis and subsequent translocation of microbial components 

and microorganisms was also shown to facilitate the deve-

lopment of CCA in a bile duct ligation-induced PSC mouse 

model.114 Although solid evidence of gut dysbiosis in CCA 

has been attained in clinical studies and the role of aberrant 

gut-liver axis in cholangiocarcinogenesis was also verified in 

preclinical models, the processes leading to gut dysbiosis, 

the distinctions among CCA subtypes, and the mechanisms 

underlying microbiota-associated malignant transformation 

of cholangiocytes still remain largely unknown and need to 

be further explored.

UNDERLYING MECHANISMS

Hepatocarcinogenesis typically arises from the interplay 

between chronic inflammation-induced persistent cell death 

and compensatory regeneration, which expedites oncogenic 

mutations in hepatic parenchymal cells.118 This oncogenic 

transformation in the liver is profoundly influenced by gut-

liver interactions, where gut microbiota on the one hand 

constantly transmits tumor-promoting inflammatory signals 

through the leaky gut to the liver, and on the other hand 

modulates the metabolic and immunological environment 

through its metabolites (Fig. 3).
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Figure 3. Underlying mechanisms by which aberrant gut-liver axis promotes hepatobiliary carcinogenesis. (A) As a result of gut leakiness, the 
liver is exposed to a large number of gut-derived inflammatory signals, including pathogen-associated molecular patterns (PAMPs), exotoxins 
and live microorganisms. Cytolysin directly causes hepatocyte death by inducing cell lysis and contributes to subsequent fibrosis. Lipopolysac-
charide (LPS) stimulates Kupffer cells to produce pro-inflammatory cytokines and exerts pro-proliferative and anti-apoptotic effects on hepato-
cytes through Toll-like receptor 4 (TLR4). Muramyl dipeptide (MDP) induces DNA damage and secretion of inflammatory cytokines in hepato-
cytes by binding to nucleotide-binding oligomerization domain 2 (NOD2). Senescent hepatic stellate cells (HSCs) provoked by lipoteichoic acid 
(LTA) and deoxycholic acid (DCA) also exacerbate hepatic inflammation by releasing several senescence-associated secretory phenotype 
(SASP) factors. (B) Gut microbiota mediates the effects of high dietary fructose intake on pro-carcinogenic metabolic reprogramming. Tumor 
necrosis factor (TNF) upregulates the expression of key genes in lipid synthesis through the activation of TNF signaling, thereby promoting de 
novo lipogenesis. High fructose diet elevates the levels of microbiota-derived acetate, which promotes HCC cell proliferation by enhancing glu-
tamine synthesis and O-GlcNAcylation of downstream proteins. (C) Gut dysbiosis induces an immunosuppressive microenvironment in the liv-
er. Senescent HSCs suppress anti-tumor immunity by producing prostaglandin E2 (PGE2) and interleukin-33 (IL-33), which inhibit the expan-
sion of cytotoxic CD8+ T cells and activate Treg cells, respectively. Activation of LPS-TLR4 signaling in hepatocytes promote the recruitment of 
polymorphonuclear myeloid-derived suppressor cells (PMN-MDSCs). Secondary bile acids inhibit hepatic NKT cells accumulation by downreg-
ulating the expression of C-X-C motif chemokine ligand 16 (CXCL16) in liver sinusoidal endothelial cells (LSECs). Gut dysbiosis also restrains 
immune activation and promotes immunosuppression by reducing acetate levels. CCA, cholangiocarcinoma; DAMPs, damage associated mo-
lecular patterns; HCC, hepatocellular carcinoma; IFN-γ, interferon-γ.
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Triggering persistent inflammation

Under physiological conditions, the liver continuously 

receives moderate inflammatory stimuli from gut-derived 

microbial pathogens, achieving a balance between immune 

elimination and immunotolerance.119 However, prolonged 

exposure to pathogen-associated molecular patterns 

(PAMPs), microbial exotoxins, and live microorganisms as a 

result of a compromised intestinal barrier, disturbs this 

delicate immunological balance in the liver, leading to tissue 

damage and sustained inflammation that promotes carci-

nogenesis (Fig. 3A). Cytolysin, a microbial exotoxin secreted 

by E. faecalis, has been identified as a direct cause of 

hepatocyte death and liver injury during the progression of 

ALD.62 Furthermore, accumulation of PAMPs activates 

multiple pro-inflammatory signaling pathways via PRRs, 

resulting in the production of tumor-promoting cytokines and 

the malignant transformation of hepatic parenchymal cells. 

LPS, one of the most well-known PAMPs, was shown to 

activate TLR4 signaling in multiple hepatic cells, including 

Kupffer cells, HSCs, endothelial cells and hepatocytes.120 It 

has been demonstrated that activation of LPS-TLR4 pathway 

in Kupffer cells enhanced the production of TNF and IL-6, 

which are known to be crucial mediators in hepatic carcinoge-

nesis.121,122 Moreover, TLR4 activation also promotes hepa-

tocytes proliferation by upregulating expression of epiregulin 

in HSCs and prevents cell apoptosis through NF-κB 

signaling.57 Another influential PAMP, LTA from Gram-

positive bacteria, was shown to enhance the SASP of HSCs 

in collaboration with DCA-induced DNA damage through 

activation of TLR2.111,123 Consequentially, pro-inflammatory 

cytokines and chemokines such as IL-1β, Groα, and IL-6, 

termed SASP factors, were secreted by senescent HSCs and 

contributed to hepatocarcinogenesis.123 In addition to TLR, 

nucleotide-binding oligomerization domain 2, an intracellular 

PRR that recognizes muramyl dipeptide from the gut 

bacteria, has also been demonstrated to promote hepatic 

tumorigenesis via receptor-interacting-serine/threonine-

protein kinase 2-mediated pro-inflammatory response and 

nuclear autophagy-mediated DNA damage in hepatocytes.124 

Intriguingly, intestinal inflammatory cytokines owing to 

dysbiosis may also participate in the development of HCC. 

IL-25, generated from colonic epithelial tuft cells, was found 

to stimulate hepatic M2 macrophages polarization and 

secretion of CXCL10, which fostered the epithelial-to-mesen-

chymal transition of HCC cells.125 Additionally, it is note-

worthy that the intrahepatic colonization of bacteria such as 

Stenotrophomonas maltophilia also functions as an 

oncogenic factor by promoting hepatic fibrosis and sene-

scent HSC-associated inflammation through activating 

TLR4.126 However, the relationship between this process and 

bacterial translocation resulting from gut permeability was 

not investigated in this study.

Promoting metabolic reprogramming

Metabolic rearrangement is a critical feature during the 

development of liver cancers, particularly on a MASLD 

background, where metabolic dysfunction resulting from 

long-term dietary challenges leads to the sequential pro-

gression of steatosis, fibrosis, and ultimately HCC.127,128 Gut 

microbiota is involved in this process by promoting de novo 

lipogenesis and glutamine synthesis under stimulation of 

high dietary fructose (Fig. 3B).14,129 Excessive fructose intake 

causes gut dysbiosis and intestinal barrier deterioration in 

mice, resulting in the translocation of endotoxins such as 

LPS to the liver.129 In addition to the aforementioned pro-

inflammatory effects of LPS-TLR4 pathway, the production 

of TNF triggered by TLR4 signaling also induces de novo 

lipogenesis in hepatocytes.130 Mechanistically, TNF signaling 

activates sterol regulatory element-binding transcription 

factor 1 (SREBP1), a key regulator of lipogenic genes, by 

upregulating the expression of caspase-2, which triggers 

proteolytic activation of SREBP1 by cleaving site 1 protease.130 

This de novo lipogenesis promoted by fructose-associated 

inflammation facilitated the progression from MASLD to 

MASH and the spontaneous development of HCC.129 Fur-

thermore, gut microbiota-mediated conversion from fructose 

to acetate has recently been demonstrated to promote HCC 

progression by influencing glutamine synthesis.14 Microbiota-

derived acetate, as an additional carbon source, supports 

glutamine synthesis via the tricarboxylic acid cycle and 

subsequently upregulates uridine diphospho-N-acetylglu-

cosamine levels through the hexosamine biosynthetic 

pathway, ultimately enhancing O-GlcNAcylation of 

downstream proteins and promoting HCC cell proliferation.14 

Taking into consideration the intricate metabolic networks 

and numerous dysregulated metabolic pathways in liver 

cancers, investi-gations into the role of gut microbiota and 

microbial metabo-lites in reprogramming the tumor metabolic 
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microenvironment remain relatively limited. Future studies 

are anticipated to profile the relationship between the gut 

microbiota and the tumor metabolic microenvironment in the 

liver, as well as to unravel the underlying interactional 

mechanisms.

SUPPRESSING IMMUNOSURVEILLANCE

Another pivotal carcinogenic mechanism mediated by gut 

microbiota involves suppressing hepatic immunosurveillance 

that is primarily regulated by liver-infiltrating lymphocyte 

populations, including CD8+ T cells, NKT cells, regulatory T 

(Treg) cells, macrophages and myeloid-derived suppressor 

cells (MDSCs) (Fig. 3C).118 As suggested in Nlrp6−/− mice, 

characterized by intestinal dysbiosis and barrier impairment, 

dysbiotic microbiota can reshape the hepatic environment 

into an immunosuppressive state by inducing a TLR4-

dependent expansion of monocytic MDSCs and reduction of 

CD8+ T cells.113 Moreover, aberrant gut-liver axis in PSC 

mice induced by bile duct ligation or knockout of Mdr2 also 

causes hepatic accumulation of polymorphonuclear MDSCs, 

thereby promoting cholangiocarcinogenesis.114 Mechanisti-

cally, excessive exposure of hepatocytes to LPS induced the 

upregulation of CXCL1 expression in a TLR4-dependent 

manner, leading to the subsequent recruitment of CXCR2+ 

MDSCs.114 In addition, the aforementioned SASP phenotype 

of HSCs provoked by LTA and DCA also exerts suppressive 

effects on antitumor immunity.123 Activation of LTA-TLR2 pa-

thway upregulated COX2 expression and promoted COX2-

mediated production of prostaglandin E2 (PGE2) in sene-

scent HSCs. PGE2 bound to prostaglandin E receptor 4 

(PTGER4) expressed on immune cells to attenuate antitu-

mor immune responses. Blockade of PTGER4 effectively 

increased the number of CD103+ dendritic cells (DCs) while 

diminishing the level of Treg cells and CD8+PD-1+ T cells.123 

Another SASP factor released from senescent HSCs, IL-33, 

has also been demonstrated to suppress antitumor immunity 

by activating Treg cells through its receptor growth stimulation 

expressed gene 2.131 Furthermore, hepatic NKT cell 

accumulation was shown to be regulated by gut microbiota-

mediated bile acid metabolism.107 Primary bile acids could 

increase the accumulation of CXCR6+ NKT cells by regula-

ting the expression of CXCL16 on liver sinusoidal endothelial 

cells, whereas secondary bile acids showed the opposite 

effect. Therefore, depletion of secondary bile acids by anti-

biotics reversed NKT cells accumulation and antitumor 

immunosurveillance in the liver.107 Notably, secondary bile 

acids, including ω-muricholic acid, 3β-hydroxydeoxycholic 

acid, 3-oxoLCA and isoalloLCA, have been identified as 

significant promoters of Treg expansion.132-134 3β-hydroxy-

deoxycholic acid enhances forkhead box protein P3 induc-

tion by suppressing the immunostimulatory properties of 

DCs as an antagonist of FXR.132 3-oxoLCA inhibits T helper 

cell 17 differentiation by directly binding to retinoid-related 

orphan receptor-γt, while isoalloLCA increased Treg differen-

tiation through the generation of mitochondrial reactive ox-

ygen species.133 Although this bile acid-mediated modulation 

of Treg was first reported in inflammatory colitis,134 the pro-

ducers of these bile acids – such as Proteobacteria and Ba-

cteroidetes – are also elevated in HCC patients, indicating a 

potential involvement of this regulation in microbe-mediated 

immunosuppression in liver cancer.98,99,135 

The gut commensal microbiota plays a fundamental role 

in governing the liver physiological immunity, not only main-

taining the immune tolerance to innocuous antigens, but 

also enhancing the liver's immunogenic potential.55,61 The 

latter was supported by the dramatic reduction of hepatic 

immune cells following the elimination of gut and intrahepatic 

microbes through oral broad-spectrum antibiotic treatment 

with ampicillin, vancomycin, neomycin and metronidazole.61 

As a consequence of disruptions in the gut-liver axis, this 

immune competence endowed by microbes seems to be 

disturbed by alterations in specific microbes and microbial 

metabolites, ultimately resulting in a weakened antitumor 

immunosurveillance. A recent study has demonstrated that 

SCFAs, particularly acetate generated by Lactobacillus 

reuteri, which were reduced in DEN and CCL-induced HCC 

mice, were able to inhibit tumor growth and enhance the 

effectiveness of anti-PD-1/PD-L1 therapy by reducing the 

production of immunosuppressive cytokines IL-17A in 

hepatic ILC3s and the infiltration of PD-1+ ILC3.136 A decre-

ased level of acetate and increased ILC3 infiltration were 

observed in HCC patients, suggesting a conserved 

mechanism.136 Moreover, Bacteroides thetaiotaomicron-de-

rived acetate was also found to modulate the polarization of 

M1 macrophages by increasing acetyl-CoA carboxylase 

1-mediated fatty acid synthesis, thereby enhancing the 

antitumoral function of CD8+ T cells.137 Correlation analysis 

showed that B. thetaiotaomicron was negatively associated 
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with HCC recurrence.137

INTRAHEPATIC MICROBIOTA: GUT-DERIVED 
TUMOR COMPONENTS

In recent years, with the development of next-generation 

sequencing technology, intratumoral microbiota have been 

revealed as a novel component of the tumor microenviron-

ment.138 Intriguingly, besides tumors spatially adjacent to 

microorganism-inhabited mucosa, like colorectal, lung, and 

cervical cancers, intratumoral bacteria and fungi have also 

been discovered in organs once believed to be sterile, such 

as the breast and liver.139,140 Although these microbes exist in 

low biomass within the tumor microenvironment, they signi-

ficantly regulate the behavior of both tumor cells and tumor-

infiltrating stroma cells, as evidenced by studies in breast, 

gastrointestinal and lung cancers.141-143 The liver occupies a 

unique anatomical position, receiving blood directly from the 

portal vein which carries nutrients and antigens from the 

intestine. As we described above, the aberrant gut-liver axis 

in precancerous conditions exposes the liver to increased 

live microorganisms. Hence, it is postulated that the intrahe-

patic microbiota is derived from the gut and evolves along-

side changes in the intestinal flora. This hypothesis was 

supported by a recent study, in which fecal microbial trans-

plantation to germ-free mice recapitulated the liver micro-

biome of the naive specific pathogen-free mice.61 Moreover, 

this liver microbiome was found to vary with age, sex and feeding 

environment in mice.61 Perturbation of gut microbiome by di-

Antibiotics

Probiotics

FMT

Nano-delivery
systems

Liver disease

Liver cancer

Post-treatmentRestored gut homeostasis

Gut dysbiosis
Prevention

Targeted therapy

Chemotherapy

Radiotherapy

Diagnosis

Anti-PD-1 Anti-CTLA4

Sorafenib

Figure 4. Clinical implications of gut microbiota in liver cancer prevention, diagnosis and therapy. The gut microbiome can serve as a 
non-invasive biomarker for the diagnosis of liver cancer. Gut microbiota-based therapeutic strategies, such as antibiotics, probiotics, and 
fecal microbiota transplantation (FMT), have the potential to prevent the malignant progression of liver cancer from benign liver diseases 
and enhance the efficacy of liver cancer treatments, including targeted therapy, chemotherapy, and radiotherapy, by restoring gut ho-
meostasis. A novel approach, the nano-delivery system, can transport gut microbial metabolites to tumor sites, improving both efficacy 
and safety.
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fferent combinations of oral antibiotics also reprogramed the 

hepatic bacterial communities.61

As the immunosuppressive and hypoxic microenvironment 

of tumors can influence microbial colonization, the intra-

Table 4. Clinical trials of microbiota-based strategies for liver cancer prevention and therapy

Interventions
Disease and number of 

participants (n)
Phase Outcomes Reference

Stool collection for testing the gut 
microbiome profiles and other 
detection of circulating micro-
RNA, as well as metabolome in 
urine and plasma

Cirrhosis (750)
Chronic hepatitis B (930)
Chronic hepatitis C (20)
MASLD/MASH (300)

Not 
applicable

Recruitment still ongoing NCT05148572
NCT04965259

Probiotic cocktail (Lactobacillus 
casei, Lactobacillus plantarum, 
Streptococcus faecalis and 
Bifidobacterium brevis)

Cirrhosis (280) Not 
applicable

Not yet recruiting NCT03853928

Probiotic capsules 
(Bifidobacterium, Lactobacillus 
and Enterococcus) after 
hepatectomy

Hepatocellular carcinoma (180) Not 
applicable

Bifidobacterium-rich 
probiotic treatment 
reduced the rates of 
delayed recovery, 
shortened hospital stays, 
and improved overall 
1-year survival.

NCT04303286
NCT05178524174

Nivolumab, tadalafil and oral 
vancomycin

Hepatocellular carcinoma (6)
Liver metastases (16)

II The combination therapy 
demonstrated minimal 
efficacy in patients with 
refractory HCC.

NCT03785210

Carralizumab and apatinib 
mesylate only or plus probiotics 
tablets (Bifidobacterium, 
Lactobacillus and Streptococcus 
thermophilus) 

Hepatocellular carcinoma (30) I/II Recruitment still ongoing NCT05620004

Atezolizumab and bevacizumab 
combined with EXL01, a 
pharmacological preparation of 
Faecalibacterium prausnitzii

Hepatocellular carcinoma (34) II Not yet recruiting NCT06551272

Oral enterobacterial capsules 
combined with immune 
checkpoint inhibitors and anti-
angiogenesis targeted agents

Hepatocellular carcinoma 
progressed after treating with 
immune checkpoint inhibitors 
in combination with anti-
angiogenesis targeted agents 
(30)

II Not yet recruiting NCT06563947

Standard of care immunotherapy 
(atezolizumab and bevacizumab) 
only or plus FMT via capsule

Hepatocellular carcinoma (48) II Not yet recruiting NCT05690048

FMT combined with triple therapy 
consisting of transarterial 
chemoembolization, lenvatinib 
and sintilimab

Hepatocellular carcinoma 
progressed despite the triple 
therapy (15)

II Not yet recruiting NCT06643533

FMT combined with atezolizumab 
and bevacizumab

Hepatocellular carcinoma failed 
to achieve a complete or partial 
response to atezolizumab plus 
bevacizumab (12)

IIa Recruitment still ongoing NCT05750030

FMT, fecal microbiota transplantation; HCC, hepatocellular carcinoma.
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tumoral microbiome of liver cancers may undergo further 

evolution in both overall abundance and spatial distribution 

during hepatocarcinogenesis.144 Current studies have 

already profiled the intratumoral microbiome in HCC and 

CCA, and found its correlation with the clinical features and 

prognosis of patients.145-147 The intratumoral microbiome of 

HCC was suggested to be different from adjacent nontumor 

tissues and highly heterogenous among individuals.145,148,149 

Higher bacterial abundance in HBV-related HCC patients 

was associated with increased infiltration of M2 macro-

phages and MDSCs, indicating a potential role of these 

bacteria in modulating the immune microenvironment.149,150 

In HCC mouse model, a specific correlation between several 

intratumoral bacteria and tumor metabolic distortion was 

detected, offering insights into the interacting mechanisms.151 

In iCCA, Paraburkholderia fungorum was found to be 

significantly reduced in tumor tissues compared to paracan-

cerous regions.146 In vitro and in vivo experiments confirmed 

that P. fungorum exerted antitumor effects by inhibiting tumor 

cells proliferation and migration.146 Abnormalities in alanine, 

aspartate and glutamate metabolism revealed by metabo-

lomics and transcriptomics analysis of tumors may underlie 

the mechanisms.146 Currently, the majority of the studies on 

the intratumoral microbiota in liver cancers primarily focus 

on correlation analysis of its signatures. Exploring the causal 

relationship between the source of these microbes and the 

tumor's immunological and metabolic microenvironment, as 

well as their biological effects on tumor development and 

progression, holds great promise for future research.

CLINICAL IMPLICATIONS FOR THE 
PREVENTION, DIAGNOSIS AND THERAPY 
OF LIVER CANCER

Given the encouraging results from numerous preclinical 

studies showing its efficacy in halting the progression of 

CLDs and preventing hepatobiliary carcinogenesis in murine 

models, targeting the gut microbiota-mediated gut-liver axis 

represents a promising translational opportunities for clinical 

prevention of liver cancers in addition to treating the primary 

liver diseases (Fig. 4). Gut microbiota also holds potential as  

a non-invasive biomarkers for early diagnosis and prognosis 

of liver cancer, with valuable gut microbiome-based 

signatures being gradually identified through multiple human 

studies.92,98,152 Of note, recent studies have expanded their 

attention to applying gut microbiota for liver cancer therapy, 

particularly when combined with immunotherapy (Fig. 4), as 

gut microbiota has been demonstrated to modulate tumor 

immune microenvironment in experimental animals and 

clinically correlate with response to immune checkpoint 

blockade (ICB) therapy.153,154 A variety of microbiota-based 

therapeutic approaches such as antibiotics, probiotics and 

fecal microbiota transplantation (FMT) have been detailed 

elsewhere;120,155 therefore, here, we mainly discuss the 

current clinical translation status and recent advancements 

concerning the gut microbiota-liver axis in liver cancer 

prevention, diagnosis and therapy.

Targeting the gut microbiota for liver cancer 
prevention

On the basis of ample preclinical evidence and the emer-

gence of innovative therapeutic strategies, significant advan-

cements have been made in the clinical translation of mani-

pulating the gut microbiota for treating liver diseases, parti-

cularly MASLD and cirrhosis.78 Therapeutic approaches in-

cluding probiotic supplementation, rifaximin, and FMT from 

healthy donors have shown success in ameliorating hepatic 

steatosis in MASLD and reducing complications and hospi-

talizations among cirrhotic patients, as demonstrated by nu-

merous human clinical trials.78 While direct clinical trials 

investigating the preventive effects of microbiota-based the-

rapies on the development of HCC are yet to be completed 

(Table 4), improvements in microbial composition, intestinal 

permeability, and anti-inflammatory effects, all pivotal factors 

in the malignant progression of CLDs, have been observed 

in many clinical studies. For example, rifaximin, a non-

absorbable broad-spectrum antibiotic, was shown to reduce 

circulating neutrophil TLR4 expression and plasma TNF-α 

levels in the RIFSYS trial.156 Concurrently, it fostered an 

intestinal environment resistant to pathobionts and condu-

cive to gut barrier repair, as indicated by elevated fecal levels 

of TNF-α and IL-17. Moreover, rifaximin suppressed orali-

zation of the gut microbiome by reducing mucin-degrading 

species rich in sialidase, such as Streptococcus spp., Veillo-

nella atypica and V. parvula.156 In addition, probiotic supple-

mentation has also exhibited moderate efficacy in gut-

derived inflammation and intestinal permeability. Treatment 

with probiotic Lactobacillus casei Shirota reduced plasma 
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IL-1β in alcoholic cirrhosis and IL-17A in non-alcoholic cirr-

hosis.157 Another clinical trial revealed that a probiotic blend 

containing six Lactobacillus and Bifidobacterium species 

helped sustain the expression of CD8+ T cells and zonulin-1 

in the duodenal mucosa of MASLD patients.158 Surprisingly, 

a retrospective study that included 1,267 patients with HBV-

related cirrhosis found that probiotic treatment was asso-

ciated with a lower risk of HCC, exhibiting a dose-response 

pattern.159 In addition to gut microbiota, targeting gut-liver 

barrier may also offer a promising approach to prevent HCC 

development. Non-selective β-blockers, utilized for preven-

ting variceal bleeding and managing portal hypertension in 

cirrhotic patients, can additionally reduce intestinal transit 

time and mitigate gut bacterial overgrowth, intestinal 

permeability, and bacterial translocation.160 A recent meta-

analysis has revealed that nadolol and carvedilol could de-

crease the risk of HCC in cirrhotic patients by 26% and 38%, 

respectively.161 Others like bile acids, an important regulator 

of the intestinal barrier through activation of FXR, have been 

demonstrated to prevent the progression of MASLD and 

PSC in multiple clinical trials.78,162 Nevertheless, the preven-

tive effect of FXR agonist on HCC has yet to be directly 

verified in human studies. 

Monitoring the gut microbiota for liver cancer 
diagnosis and prognosis

The feasibility of using gut microbiome profiling as a 

diagnostic tool for early screening of HCC has been 

validated by a cross-regional population study, in which the 

prediction model consisting of 30 microbial markers 

achieved an area under the curve (AUC) of 80.64% between 

75 early HCC and 105 non-HCC samples.92 Other studies 

have further strengthened this diagnostic potential in HCC 

and extended its application to CCA, demonstrating superior 

diagnostic performance of gut microbiota-based signatures 

compared to the classic markers alpha-fetoprotein and 

carbohydrate antigen 19-9.98,105,152 Fungal biomarkers such 

as increased abundance of C. albicans and depletion of 

Saccharomyces cerevisiae have also been associated with 

the progression from cirrhosis to HCC.163

In addition to its diagnostic role, the gut microbiome also 

shows predictive potential for the progression and prognosis 

of HCC. Integrating Veillonella and Streptococcus pneu-

moniae with TNM stages and aspartate transaminase levels 

achieved an AUC of 78.0% for predicting early recurrence of 

HCC.164 Another study identified six microbial markers throu-

gh integrated analysis of the microbiome and host transcri-

ptome, demonstrating their potential to predict clinical out-

comes in HCC patients, with an AUC of 81%.83 A recent 

study has also validated the predictive ability of a specific 

gut microbiome signature, consisting of nine microbial 

markers, for microvascular invasion in HCC patients, achi-

eving an AUC of 79.80%.165 Nonetheless, the current diagno-

stic and prognosis models based on selected gut microbial 

markers are limited to HBV-related HCC and are restricted 

to the genus-level analysis of gut microbiome. Future studies 

involving HCC patients with diverse etiologies, along with 

more in-depth microbiome profiling, are essential for 

advancing this field.

Targeting the gut microbiota for liver cancer 
therapy

As we described above, specific microbes and their meta-

bolites play an important role in modulating hepatic immu-

nity, with some enhancing immune competence while others 

dampening immunosurveillance. An immunosuppressive 

tumor environment can thus be attributed to the disturbance 

of homeostatic gut microbiota. Multiple cohort studies have 

confirmed the association between the gut microbiome and 

the efficacy of immune checkpoint inhibitors, including 

tremelimumab,166 durvalumab,166 nivolumab,167,168 camreli-

zumab,153 and pembrolizumab,168 in HCC patients, identifying 

specific bacterial species and microbial metabolites that may 

be either beneficial or detrimental.154,169 Reported probiotics, 

including A. muciniphila,153,166,167 species of Bifidobacterium,153,166 

Ruminococcus,153,169 and Faecalibacterium,154,168,169 were enrich-

ed in patients with superior treatment responses, while higher 

abundance of Enterobacteriaceae,166,168 Bacteroides153,167 was 

associated with poorer treatment outcomes. Additionally, a 

study investigating gut microbial metabolites revealed that 

the microbial metabolites ursodeoxycholic acid and ursocho-

lic acid were more abundant in patients with objective res-

ponses.168 These studies highlight the potential of mani-

pulating the gut microbiota to enhance the efficacy of liver 

cancer immunotherapy. Several phase I/II clinical trials have 

already been initiated to evaluate the combined efficacy of 

ICB therapy and microbiota-based treatments, including 

vancomycin, probiotics, and FMT (Table 4). While one 
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completed trial combining vancomycin with anti-PD-1 the-

rapy showed no significant efficacy in 6 patients with refrac-

tory HCC (NCT03785210), the outcomes of other trials, 

involving larger cohorts, are still pending. 

In addition to immunotherapy, the gut microbiome may 

also influence the efficacy of other liver cancer treatments, 

including the tyrosine kinase inhibitors, chemotherapy and 

radiotherapy.170-172 A microbiota-derived protein, Staphy-

lococcal superantigen-like protein 6, was found to sensitize 

HCC cells to sorafenib-induced apoptosis by blocking CD47 

and downregulating PI3K/Akt-mediated glycolysis.170 

Moreover, the microbial metabolite butyrate can directly 

inhibit the proliferation and migration of HCC cells by disru-

pting intracellular calcium homeostasis, and synergistically 

improve the efficacy of sorafenib in preclinical models.173 In 

HCC patients undergoing chemotherapy, depletion of intes-

tinal anaerobic bacteria, such as Blautia, due to the overuse 

of antibiotics targeting anaerobes, was associated with poor 

prognosis.171 The gut microbiome has also been associated 

with the response to radiotherapy in HCC patients, with Fae-

calibacterium identified as being enriched in responders.172 

Mechanistically, gut dysbiosis impaired radiotherapy-asso-

ciated antitumor immune responses by suppressing stimu-

lator of interferon genes (STING) signaling pathway.172 Cy-

clic-di-AMP, a bacterium-derived molecule that is elevated in 

the stool of responders, may enhance the efficacy of radio-

therapy as a STING agonist.172 

It is worth mentioning that encouraging success has been 

made in promoting liver function recovery after hepatectomy 

in HCC patients using a probiotic bacteria cocktail containing 

Bifidobacterium longum.174 These benefits may derive from 

diminished liver inflammation, reduced liver fibrosis and 

enhanced hepatocyte regeneration facilitated by several 

microbial metabolites such as 5-hydroxytryptamine, 

secondary bile acids and SCFAs, as indicated in mouse 

experiments.174 Although this study concentrated solely on 

postoperative liver recovery of HCC patients, its implications 

in improving liver function hold pivotal extending potential in 

various liver diseases, signifying substantial progress in 

clinical translation of microbiota-based strategies.

Notably, in addition to antibiotics, probiotics and FMT, 

novel microbiota-based therapeutic strategies have been 

developed for liver cancer therapy in recent years. A recent 

study reported a nanoparticle/engineered bacteria-based 

triple-strategy delivery system for HCC therapy.175 This 

system utilized non-pathogenic Escherichia coli with a 

synchronized lysis circuit as both an immunostimulatory 

agent, and a source of hepatitis B surface antigen upon 

bacterial lysis.175 Anchored with a nanoparticle loaded with 

doxorubicin and plasmid encoded human sulfatase 1, the 

delivery system effectively stimulated the anti-tumor immune 

responses and suppressed tumor growth.175 Nano-delivery 

systems carrying gut microbial metabolites have also made 

significant advancements in HCC therapy. Based on the 

anti-tumor effects of butyrate and its synergistic action with 

sorafenib, glypican-3-targeted nanoparticles encapsulating 

butyrate and sorafenib were developed and shown to inhibit 

HCC progression.173 Moreover, nanoparticles loaded separa-

tely with obeticholic acid, an FXR agonist, and 5β-cholanic 

acid 3, a G-protein-coupled bile acid receptor 1 antagonist, 

elicited robust anti-tumor immune responses against HCC.176,177 

Collectively, the precise delivery of gut microbiota metabo-

lites by nano-delivery systems amplifies their therapeutic 

efficacy, limits side effects, and holds promise as a future 

direction for HCC therapy.

IMPLICATIONS AND FUTURE DIRECTIONS

Disturbance of the intestinal ecosystem preceded by 

several pathogenic triggers such as improper diet, alcohol, 

drugs and genetics upsets the symbiotic balance between 

the gut microbiota and the host; here, we focus on the liver. 

The aberrant gut-to-liver axis underlies the pathogenesis 

and progression of liver cancer by shaping a pro-inflamma-

tory and immunosuppressive environment, as elucidated in 

this review. However, these mechanisms seem insufficient 

to completely cover the intricate process of hepatobiliary 

carcinogenesis. Current conclusion is limited to the notion 

that alterations of the gut-liver axis promote, but do not 

determine, the onset of liver cancer.57 This may be related to 

the heterogeneity of hepatocarcinogenesis and primary 

disease-specific properties. Hence, a crucial aspect of the 

success of cancer-preventive strategies targeting the gut-

liver axis lies in the ability to precisely discriminate specific 

patients with higher susceptibility. Thorough determination 

of the microbial signature within a disease population and 

exact identification of key markers will be paramount in the 

future.

Intratumoral microbiota is a whole new area in the view of 
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tumor microenvironment. The enrichment of microorganisms 

within human tumors is thought to be related to the tumor 

specific immunosuppressive, hypoxic and nutritional micro-

environment.178 This is supported by the observed decrease 

in tumor-resident microbes following ICB therapy, particularly 

in responsive patients.179 The presence of intratumoral 

microorganisms has been closely linked to cancer develop-

ment and progression. For instance, specific intratumoral 

bacteria like Peptostreptococcus anaerobius and P. sto-

matis have been shown to promote the colonic tumori-

genesis and worsen colorectal cancer progression.180,181 

Additionally, targeting tumor-resident intracellular bacteria 

with cell-penetrating antibiotics, including doxycycline, 

clarithromycin and azithromycin, has also been found to 

effectively reduce the lung metastasis in breast cancer.141 As 

we mentioned above, various live gut-derived micro-

organisms have been detected in tumors of patients with 

primary liver cancer. However, their interactions with hepatic 

cells and the resulting functional outcomes remain unclear. 

Future investigations into these mechanisms are needed 

and could provide new strategies for liver cancer therapy.

Despite significant advances in understanding the role of 

gut microbiota in liver cancer, the clinical translation of gut 

microbiota-related products as a potential strategy for 

managing liver cancer still lags behind. Future population 

studies with larger sample sizes, more stringent confounding 

control, in-depth metagenomic profiling, and cross-regional 

sample validation are expected to accurately characterize 

gut microbial biomarkers for liver cancer. Risk assessment 

and patient stratification based on the gut microbiome will be 

essential for the success of clinical trials involving micro-

biota-targeted treatments. Innovative therapeutic appro-

aches such as engineered bacteria and nano-delivery 

systems also hold promising potential for precision cancer 

therapy. Another important avenue that creates new 

opportunity for the clinical translation of microbiota-targeted 

therapies is the combination with ICB drugs. The significant 

impact of gut microbiota on the efficacy of immunotherapies 

across different cancer types has been increasingly 

established in recent years.182-185 Whole or unique live bac-

teria-based therapies such as probiotics and FMT have 

been initiated to test the efficacy of combination therapy in 

liver cancer (Table 4). Other treatments, such as prebiotics 

and postbiotics, also show promising potential in sensitizing 

ICI-based immunotherapy, as demonstrated in cutting-edge 

research at a pan-cancer level, although a notable gap re-

mains in liver cancer.186-188 Furthermore, the mechanisms 

underlying the combination of immunotherapy and gut mi-

crobiota are still largely unexplored. Therefore, in-depth 

mechanistic preclinical studies and multi-dimensional clinical 

research are urgently needed to better understand the 

microbiota-metabolite-immune axis in liver cancer. 
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