www.nature.com/scientificreports

SCIENTIFIC
REPORTS

natureresearch

‘ W) Check for updates

Routing space exploration
for scalable routing in the quantum
Internet

Laszlo Gyongyosi“*3*! & Sandor Imre?

The entangled network structure of the quantum Internet formulates a high complexity routing space
that is hard to explore. Scalable routing is a routing method that can determine an optimal routing

at particular subnetwork conditions in the quantum Internet to perform a high-performance and low-
complexity routing in the entangled structure. Here, we define a method for routing space exploration
and scalable routing in the quantum Internet. We prove that scalable routing allows a compact and
efficient routing in the entangled networks of the quantum Internet.

Quantum information and quantum computations'~"? will not only reformulate our view of the nature of com-

putation and communication, but will also open new possibilities for realizing high-performance computer
architectures and telecommunication networks!0-17:28-3133-4562-77_Gince our traditional data will no longer remain
safe in the traditional Internet when quantum computers become available, there will be a need for a fundamen-
tally different network structure: the quantum Internet?-2%25-27.2%30,

In a quantum Internet scenario?0-3143-5355-6178-80 3 primary task is to distribute quantum entanglemen
from a source quantum node to a target quantum node through a set of intermediate quantum nodes called
quantum repeaters*>**-112, The entanglement distribution is realized in a step-by-step manner by the genera-
tion of short-distance entangled connections between quantum nodes. Next, the level of entanglement of the
entangled connections is increased to generate longer-distance entangled connections. The entanglement level
of an entangled connection determines the hop-distance (number of quantum nodes spanned by the particular
entangled connection) between a source node and the target node of the given entangled connection. The level
increment is realized by the so-called entanglement swapping (entanglement extension) procedure applied in the
intermediate quantum repeaters. Specifically, the entanglement distribution is achieved within the framework
of the so-called doubling architecture?®***, where each increment of the level of entanglement doubles the hop-
distance. Using the entanglement distribution procedure, the distant source node and the target node can share
a long-distance entangled connection.

The entangled quantum network structure integrates several entangled paths between a distant source and
destination quantum nodes. In a general Internet setting with several legal and transmit users, numerous entan-
gled paths exist in parallel, so the quantum repeaters must process all paths simultaneously. The properties of the
entangled paths, along with the internal and external attributes of quantum repeaters (quantum memory usage,
auxiliary internal processes and communication between quantum repeaters), formulate an abstracted space,
called the routing space, of the quantum Internet. Due to the complex mechanisms of the quantum Internet and
to the large number of variables associated with modelling these processes, an efficient method for exploring the
routing space of the quantum Internet is essential for high-performance and high-efficiency routing.

A fundamental problem in the quantum Internet is that while routing methods for finding the shortest
path in a quantum network are available?$434+46-4953 '3 mathematical model for the working mechanism of the
quantum repeaters in the quantum Internet is still missing. While the shortest paths can be determined only
with respect to the cost function associated with the quantum links, these models omit the service capabilities
and processes of quantum repeaters, which represent a bottleneck in experimental settings. As a corollary, a
comprehensive and exhaustive model is required for the description of entanglement distribution and the con-
struction of entangled paths.
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Another issue is the lack of scalable routing in the quantum Internet. Scalable routing refers to a routing
method that can determine the most appropriate routing mechanism of a particular subnetwork of the quantum
Internet. Specifically, scalable routing can decide whether deterministic routing or adaptive routing would be
optimal for a given subnetwork. In deterministic routing, the paths between a subset of quantum repeaters are
fixed, while in adaptive routing, the paths are selected dynamically in an adaptive manner according to the actual
status of the network. The main advantage of deterministic routing is a more compact and faster realization, since
it requires no further path selection in a particular subnetwork. However, this is not generally applicable to the
whole quantum Internet due to the dynamically changing conditions. However, performance improvement in
the quantum Internet is possible if deterministic routing remains are applied in a particular set of subnetworks
while quantum network adaptive routing is applied in the remaining parts. Thus, a scaled routing in the quantum
Internet would have a more compact structure and be more efficient for path selection in the entangled network.

Here, we define a method for routing space evaluation and for scalable routing in the quantum Internet.
The routing space evaluation integrates the derivation of the external and internal characteristics of quantum
repeaters and compacts them into a term called the service rate of quantum repeaters. The scalable routing
method utilizes the results of routing space exploration to decompose the quantum Internet into subnetworks
with deterministic and adaptive routing between the quantum repeaters of the subnetwork. By utilizing the
fundaments of queueing theory'**''>, we define mathematical models for the service rate evaluation of quan-
tum repeaters and entangled paths in the quantum Internet. The routing space exploration method utilizes the
developed mathematical models to formulate the routing space that integrates the characteristics of the available
paths, the service rates of quantum repeaters and the path service rates between the legal users of the network.
Scalable routing results in more efficient routing overall, since it decreases the routing complexity and utilizes
the available resources of the quantum Internet more conveniently than does unscaled routing.

The novel contributions of our manuscript are as follows:

1. We define a mathematical model for the service rate evaluation of quantum repeaters and entangled quantum
paths in the quantum Internet.

2. We propose a method for routing space exploration of the quantum Internet.

3. We conceal a method for scaled routing in the quantum Internet with deterministic and adaptive routing in
the subnetworks.

4. The methods fuse the fundamentals of queueing theory and the theory of quantum networking and entangled
networks.

This paper is organized as follows. “System model and problem statement” section presents the system model
and the problem statement. “Service rate of a quantum repeater” section defines the service rate evaluation
model. “Service rate of a quantum repeater” section proves the evaluation of the service rate of an entangled path.
“Routing space exploration and scalable routing” section provides the routing space exploration and scalable
routing method. Finally, “Conclusions” section concludes the results. Supplemental information is included in
the Appendix.

System model and problem statement

System model. The quantum Internet setting is modeled as follows™. Let V refer to the nodes of an entan-
gled quantum network N, with a transmitter quantum node A € V, a receiver quantum node B € V, and quan-
tum repeater nodesR; € V,i=1,...,q9. Let E = {Ej}, j=1,...,m,refer to a set of edges between the nodes
of V, where each E; identifies an Lj-level entangled connection,/ = 1, ..., 7, between quantum nodes x;and y; of
edge Ej, respectively. The entanglement levels of the entangled connections in the entangled quantum network
structure are defined as follows.

Entanglement levels in the quantum Internet. In a quantum Internet setting, an N = (V, E) entangled quantum
network consists of single-hop and multi-hop entangled connections, such that the single-hop entangled nodes
(The I-level entangled nodes x, y refer to quantum nodes x and y connected by an entangled connection L;.)
are directly connected through an Lj-level entanglement, while the multi-hop entangled nodes communicate
through L;-level entanglement. Focusing on the doubling architecture*®-* in the entanglement distribution pro-
cedure, the number of spanned nodes is doubled in each level of entanglement swapping (entanglement swap-
ping is applied in an intermediate node to create a longer distance entanglement®®). Therefore, the d(x, y) L hop
distance in N for the L;-level entangled connection between x, y € V is denoted by*"*¢

-1
d(xy), =27 (1)
with d(x,y) 1, — lintermediate quantum nodes between x and y. Therefore, I = 1 refers to a direct entangled

connection between two quantum nodes x and y without intermediate quantum repeaters, while / > 1identifies
a multilevel entanglement.

Entanglement fidelity. Let

|Boo) = J5(100) + 11)) )
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be the target Bell state subject to be created at the end of the entanglement distribution procedure between a
particular source node A and receiver node B. The entanglement fidelity F at an actually created noisy quantum
system o between A and B is

F(o) = {Boolo|Boo)s (3)

where F is a value between 0 and 1, F = 1 for a perfect Bell state and F < 1 for an imperfect state®**%7.,

Routing space. Definition 1 The So; routing space of N is defined as
Sr(N) = (2 (A1 — B),...,2 (Ax — Bx)), (4)

where 2 (A; — B;)is an entangled path between source user A; and destination user B;,i = 1,. .., K, where K
is the total number of entangled paths in the quantum network N.

An entangled path 2 (A; — B;)is characterized as

2 (Ai > Bi) = {Sa,—8, 76 Qi 7 ()} (5)
where Sy, g, is the service rate of 2 (A; — B;) defined as
q
Sai—B; = S(Ai) + Z S(RP)’ (6)
p=1

where S(4;) is the service rate of source A;, S(R,) is the service rate of the p-th quantum repeater in path
2 (Ai — Bi),p=1,...,4q, qis the total number of quantum repeaters in 2 (A; — B;) [the service rate will be
defined in (13)]; i, i < 0 is the service rate fluctuation of 2 (A; — B;) defined as

q
vi=y@A)+ > v (Ry) + v (B, (7)
p=1

where y (x) of a particular quantum node x will be defined in (48), 2; is the number of available Z routes in the
quantum Internet for the entanglement distribution from A; to B;, while ¥ (€2;) is a set of the €2; available routes
for # (A; — B;),as

S Q) = (R),.... R,) (®)

where %ki is the k-th available route with S4,—, 5, and y;, with a shortest route .%*i
<@*1 = rr\ﬁx ?/?kz (SA,-%B,' + )/,'). 9)
Assuming a doubling architecture for the entanglement distribution, an entangled path 2 (A; — B;) consists

of’? A — Bi)‘nodes as
q=d(A,B),—1
|2 (Ai—> B)|=Ai+ > R,+B, (10)
p=1

whered(A, B);, = 2=1is the hop-distance between A and B at an [-level entangled connection L;(A, B) between

A and B.

Cycle. Definition 2 A cycle C with cycle-time t¢ = 1/fc sis set via an oscillator Oc with frequency fc = 1/t¢c
in the quantum nodes used for synchronization of a quantum network.
From Definition 2, sC cycles identify stc = s/fc s, where s is a nonzero real number.

Problem statement. The problem statement is given in Problems 1-3.

Problem 1 Determine the S(R) service rate of all quantum repeaters of the quantum network at a given set of
incoming and outcoming entangled connections.

Problem 2 Evaluate the S(# (A — B))service rate of an entangled path in the quantum Internet between distant
source quantum nodes A and B.

Problem 3 Define the routing space of the quantum Internet (available paths, service rates of quantum repeat-
ers and service rates of the paths). Determine a scaled routing method with deterministic and adaptive routing in
particular subnetworks of the quantum Internet.

The resolutions of Problems 1-3 are given in Theorems 1-3.
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Service rate of a quantum repeater

By utilizing the fundamentals of queueing theory on priority queueing and quantum Shannon theory, we define
the service rate of a quantum repeater as follows''*~!'>. The system model utilizes a G/G/1 priority queueing
model (also referred to as single-server queue with first-in-first-out serving in queueing theory)'"* for the service
rate evaluation of a particular quantum repeater in the quantum Internet. In the proposed G/G/1 setting, the
service rates (measured in Bell states per C) and the inverse incoming entanglement throughput values (measured
in C per Bell states) are independent and identically distributed with a general distribution.

Theorem 1 derives the closed-form service rate of a quantum repeater in a G/G/1 setting.

Theorem 1 (Closed-form service rate of a quantum repeater in a G/G/1 setting) The S (Ri (l], lk) ) service rate of
an i-th quantum repeater R; can be expressed in a closed-form in a G/G/1 setting, where l; is an incoming entangled
connection of R;, while Iy is the outcoming entangled connection of R;.

Proof The aim of the proof is to derive the S(R,- (lj, lk)) service rate of R; in a closed-form. Let R; (,Vlm (R)), lk)
refer to an i-th quantum repeater node R; with a set ¥}, (R;) of p input entangled connections,

S, Ri) = (lin,1, cees lin,p), (11)

and an output entangled connection I.

Then, let S(R,— (lj, lk)) be the service rate (measured in Bell states per C cycle) of R; with incoming entan-
gled connection J; and outcoming entangled connection I; let B (Ix) be the entanglement throughput (The Br
entanglement throughput identifies the number of Bell states per cycle of a particular entanglement fidelity F.),
measured in Bell states per cycle, of the output entangled connection I of R;.

The optimization problem can be evaluated as a maximization,

c(?2)=max Y (SAK)+S(Ri(Lk))), (12)
Ri€? (A—B)

where S(A(lx)) is the service rate of source node A with outcoming entangled connection I.
Then, by using the G/G/1 priority queueing model, the S(R; (J;, Z;S) service rate for a quantum repeater R; (1, It )
with a given &}, (R;) # @ is defined in a closed-form as

in (1. 2(uBr)) =1 (Br(l—k))) . N
S 10) |BE (4] a0 (1, (R COM R 1)) it71,(Ri) €7 (A~ B) 03
i\ %)) = 21 Br )~ w(Br (k)
in (7. = : . 17/
|BE (5)] ok (R) (X3 R)+x > (CMRi (1)) it 1, (Ri) ¢ 7 (A > B),
where
2<g < |91, R)|, (14)

while |B};" (1) ‘ is the number of incoming entangled states (measured in Bell states) in the input entangled connec-
tion I of R;, 7, (R;) € 2 (A — B)refers to the situation if the input of R; is from a previous node Ry, such that
Ry € 2 (A — B),and where Z (A — B)is amain path between A and B,and ¥}, (R;) € Ry, ¢ 2 (A — B)refers
to the case if the input of R; is from a previous node Ry, such that Ry, is not part of the main path, R, ¢ 2 (A — B).
The terms of S (Ri (lj, lk)) are explained as follows.
The quantity ok (R;) is ratio that models the unavailability of the I; of output R; as

L1 R

a®) = sy 2 kB k), (15)
=1

where 1 (Br (ly)) is the average entanglement throughput of output entangled connection Ix of R;, (B r (l]- — lk) )
L1, (Ri)
|3’ I (R ‘ is the cardinality of &1, (R), x2 (R;) is the coefficient of variation'!3-''* for the Z inverse of the wg(R;)

>

is the average entanglement throughput of the input entangled connection [, [; € &, (R), j = 1,.. .,

sum of average entanglement throughput of all incoming entangled connections of connection J; in R; (measured
in C per Bell states), as

1
Z= 5wy (16)
where
|71, R0
wi(Rj) = Z ,bL(BF(lj — lk)), (17)
j=1
thus
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XinR) =(Z%) 55 — 1, (18)
where Z is the average of Z,
i, (19)

g
2=y
i=1

where g = 1if ¥}, (R;) € Z (A — B), while <Z2> is the average of Z2 as

oo [N

g
2\ _ Z)*
(z7) =3 @ (20)
i=1
The term w(R;) in (17) can be rewritten via (15) weighted by the ratio of (15) as
ok (Ri) = o (Ri) w(Br (I)). 21

Then, X,-Z,,(Ri) can be set as a constant!!*-1° for all quantum repeaters, Xizn (R)) = XZ-Z,,(R), for VR;.

The term x2(C(M(R;(I)))) is the coefficient of variation!*-''5 of cycles C(M (R;(Ix))), where C(M(R;(I)))
characterizes the cycles of the M (R;(lx)) internal processes of R; (quantum memory usage, error correction,
purification, etc), will be defined in (37). These cycles reduce the service rate through Iy of R;.

The term pL(BF (l] — lk)) (average Bell states per C) can be rewritten as

w(Br(li— 1)) =) n(Br(A) Pr (2 (A — B))Z (AB,Ri (L)), (22)
A B

where ©(Br(A)) is the average output entanglement throughput (Bell states per C) of source node A,
Pr (2 (A — B))is the probability that a source A and a target B are connected an entangled path 2 (A — B),

S>> Pr(2A—>B) =1, (23)

A B

while 2 (AB, R; (l], lk)) is a routing function defined as

1, ifR e?(A— B)

# (AB,Ri(li, ) = { 0, otherwise

> (24)
thus the routing function in (24) therefore equals to 1, if quantum repeater R;(l;, Iy) is part of the path 2 (A — B),
and 0 otherwise.

The ® (R,— (lj, lk)) inverse of the service rate S(Ri (lj, lk)) [see (13)] of R; (lj, lk) (measured in C per Bell states)
is defined as

, (Xin RD)+X> (CU(R;()))) : N
R0 et n -ty 1R €ZA=D
®(Ri(l) 1)) = wr(R (X, R+ x> (CMRi (1)) £ R)¢PA—B). P

i) N g1 2
1B ()2 (1 Br ()= T8 1B Gi—100))

Using (25), the f (2 ) objective function subject to a minimization (While the objective function in (12) subject
to a maximization utilizes the service rate formula of (13) derived via the G/G/1 priority queueing model, the
objective function in (26) utilizes the inverse of (13) and defines a minimization problem.) can be written as

f(2) =min Y (®AU)) + (Ri(l}, )))- (26)
i€e?

The validation of the formula of (13) is as follows.
It can be verified!'*!'%, that ® (Ri (lj, lk)) [see (25)] can be decomposed as

if &1, (Rj) € 27 (A— B)

BT e (R GT0)
Br(lj) | (1=¢ (Ri (jslx
’ Wk(Ri)J if ylin (R) ¢ 2 (A— B), (27)

@ (Ri(l k) =
|Be ()| (1-X51 s (Ritlh) )

where ¢ (R;(Ij, I) ) is defined as a ratio of incoming and outcoming entanglement throughputs

r(li—1
s (Ri(l k) = MEI0) (28)

while ¥« (R;) is the number of residual cycles (measured in C cycles) defined via (28) as

|‘ylivx(Ri){
— (X2 R)+xHCMRi))))
Yk (Ri) = Z g(Ri(lj’lk)) 210 Br ) > (29)
j=1

where X,-ZH(R,-) is given in (18).
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The sum on}gzl S (Rl- (lj, lk)) in (29) can be rewritten via (15) as

[, 0| |1, &)

Br(li—1
> sli)= 3 wl )
= =
|7, Ro)|
:711-(3!}(11()) Z M(ZjBF(lf—)lk)) (30)
j:l
_ ok (R)
— n(Brk))

= a(Ri(lj k),

where wi (R;) is as given in (21).
As follows, (29) can be rewritten as

2 . 2 .
R = (8 (1) GBI o] o
Thus, using (31), the term in (27) can be rewritten as given in (25), and as a corollary, the formula of (13) is
validated.

Next, let study the case if there are multiple possible output paths are available for a given incoming entan-
gled connection. Let Ry, be a source neighbor node of R;, R, € 2 (A, B) associated with an incoming entangled
connection Jj of R;, and let us assume that R; has| %}, (R;) | outcoming entangled connections, where ., (R;)
is the set of r output entangled connections of R;, 1, (Ri) = (lout,l, s lout,,).

Using (13), the u(S(Ry(Ix))) average service rate for the output entangled connection i of a particular Ry,
from set #s(R;) can be evaluated as

1SR = gray (32)
where 6 (Ry,(Iy)) is the first moment of C(M (R (I;))) defined as

|’9aluut (Rp)|

ORu) = > Pr(Ri(l— k) (P(Ri( k) + dR) + O Ri(l) — £ (R)), (33)
k=1

where @ (R; (I;, I) ) is evaluated via (27), and Pr (R; (Ij — I))is the probability that an incoming entangled state
from [; of R; is distributed through the output I of R;, evaluated as

Pr (Ri(lj — I)) = “Erli), (34)

where wi (R;) is defined in (21); term d(R;) is the sum of additional internal and external C cycles related to R;, as
d(R;) = C(M(Ri(Ix))) + C(A(Ry, R)), (35)

where C(A(Ry, R;)) is an external term associated to the A(Ry, R;) transmission process between nodes Ry, and
R;, while ¢ (R;) identifies the cycles of usage of the internal quantum memory of R;, as

CR) = (| (Ri ()] + |- Ri))]) x max (CM(R; (1)), C(A Ry Ri)))), (36)

where|.# (R;(l;)) |is the number of entangled states received from /; and stored in the quantum memory .# of
Ry, | M (R,-(lk))| is the number of entangled states readout from the quantum memory .# of R; and distributed
through connection .

Then, the x2(C(M (R, (I)))) coefficient of variation'>-'"5 from 6 (R, (I.)) [see (33)] can be evaluated as

2 _ vRy()
X CME ) = 2B (37)

where v(Ry(Ix)) is the second moment of C(M (R (Ix))), as

| L o Ri) |

vRy) = > Pr(Ri(l = 1)) (®(Ri(l k) + d(Ry) + ORi(l) — £ (R))”. (38)
k=1

Then, using (37), the term @ (Ry, (Ix)) can be evaluated via (25).
The proof is concluded here. O

Figure 1 depicts the proposed system model for the service rate evaluation of a quantum repeater.

Service rate of entangled paths
Theorem 2 derives the closed-form service rate of an entangled path in a G/G/1 setting, at a doubling architecture.
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Figure 1. A network situation in a quantum Internet setting with an i-th quantum repeater R; with service
rate S(R; (Ij, Ic) ) in a main path 2 (A — B) between a source quantum node A and receiver quantum node B.
The previous neighbour of R; is Ry, and the next neighbour of R; is R;. The R; node has an incoming entangled
connection [; from the main path with |B§§’ (lj) ‘ incoming Bell states, and with |=¢ lin (R,')| — lother incoming
entangled connections from other nodes, where |V Iin (R,-)| is the number of incoming entangled connections
and an outcoming entangled connection lx. The entangled connections have different / levels of entanglement
(depicted by different colours: the entangled connections of the main path are denoted by red arrows). A C
cycle in the quantum network is set via an O oscillator in the quantum nodes (depicted by a dashed grey line),
tc = 1/fc, at a particular oscillator frequency fc.

Theorem 2 (Closed-form service rate of an entangled path) The S(# (A — B))service rate of an entangled path
P (A — B) between distant quantum nodes A and B at a doubling architecture is

S(;@ (A — B)) = 1/<<I>l=1(A,R1) + Z?_z @11 (Ri, Rit1) + P11 (Rq,B) + T(Uswap)), where q is the total

number of quantum repeatersin? (A — B), ;=) (x,y) = d(x) + d>(y) + CM(x)) + C(M (y)) + C(A (x,y) ),

x and y are | = 1level entangled source and target quantum nodes connected by Ly (x,y), while X (Usyap ) is the
service rate decrement in the entanglement distribution caused by the Usyqp entanglement swapping operation.

Proof Let Rsand Rp be two quantum repeaters connected by an ! = 1level entangled connection L; (x, y), with
service rates S(Rs) and S(Rp) determined via Theorem 1.
Then, the S;—; (Rs, Rp) service rate between Rg and Rp is as

Si=1(Rs;Rp) = q’l:l(}zS»RD)

= <I>(Rs)+<I>(RD)+C(M(Rs)):—C(M(RD))-FC(A(RS,RD)) (39)

= S(Rs) + S(Rp) + &(Rs, Rp),

where term £(Rs, Rp) < 0 refers to service rate degradation, defined as
& (Rs, Rp) = B T MRy 2O (R - CUA Ry Ry R ) (40)

where the simplified notations of ®(R;) and C(M (R;)) are used for & (Ri (lj, lk)) and C(M (R(Ix))), respectively.
Let assume that N is utilized via the doubling architecture, with hop-distance d(x, y) L= 2= for an L-level

entangled connection between quantum nodes x and y. Then, for a source A and destination B, the entanglement

distribution process and the generation of the # (A — B) entangled path is characterized via the S(# (A — B))

service rate (The formula of (41) assumes a path in a doubling architecture with a source node A, destination
node B, and with g intermediate quantum repeaters. The formula defines the inverse of the sum of service rate
inverses—service rate inverse is given in (25)—taken for the total g + 2 nodes of the path, amended by a Y (USWP)
residual quantity (42) that identifies a service rate decrement caused by entanglement swapping in the nodes.), as

S(#? (A— B)) = _ 1 ,
(7 ¢ ) D1y (ARD+ 302 ®1—y (RiRiy 1)+ @11 (RgsB) T (Uswap) (41)

where g is the total number of quantum repeaters of # (A — B),q — 2is the total number of intermediate quan-
tum repeater pairs on the path excluding the boundary nodes, Y (Uswap ) is the service rate decrement (measured
in C cycles) in the entanglement distribution caused by the Uyy,qy entanglement swapping operations

Hswap=d(A,B), —1

Y (Unp) = > C(RfW“P), (42)

i=1

where 15,4, is the number of entanglement swapping operations required for an L;-level entangled connection
between distant A and B,

Nswap = d(A, B)Ll -1 (43)
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while C (waap ) is the cycles required for the entanglement swapping an i-th swapping quantum repeater waup .. O

Path service rate algorithm. Using (41), a cumulative service rate Sy (.9” A — B)) can be evaluated for
all source A and destination B in the network N as

52(# (4 B) ZZPr (2 4~ B)S(? (4~ B), (44)

A

where Pr (2 (A — B)) is the probability of an entangled path # (A — B) between A and B, and
SA>sPr(Z(A—B) =1

The steps are detailed in Algorithm 1. The algorithm utilizes the proposed system parameterization for a
given path 2 (A — B) between source node A and target node B, with g intermediate quantum repeaters. The
algorithm evaluates p(Br(l; — Ii)) via (22), the coefficient wy (R;) via (21), determines Pr (I(R; (1), Ri(lx)) ) via
(34), evaluates 0 (Rj (lk)) via (33),v (Rj(lk)) via (38), and x> (M (R,- I, lk)) via (37), along with the determination
of the cycle reduction via the usage of the internal quantum memory ¢ ,-(lj, lk)) by (28), and Y, (R;) via (29).
Finally, the S(R; (I;, I ) ) service rates of node R; with incoming entangled connection /; and outcoming entangled
connection J; are determined using (13) for all nodes of the path, and outputs S (9’ (A — B)) of the entangled
path 2 (A — B)via (41).

Algorithm 1 Service rate of a path

Input: Parameterization of path 2 (A — B) between source node A and target node B, with g intermediate quantum repeaters.

Output: Service rate S(J? (A — B)) of 2 (A — B).

Step 1. Set the C cycle via oscillator O¢ used in the quantum nodes of the quantum network N.

Step 2. Parameterize the quantum network via 4 (Br (A)), )(,-2,1 (A), Pr (I(A, B)) for a source node A and target node B, and via j(Br (Ix)), and
C(M(R;(Ix))) for an R; i-th quantum repeater,i = 1,...,4q.

Step 3. Determine 1(Bp (l; — I)) via (22), and i (R;) via (21).

Step 4. Evaluate Pr (Z(R,( ) Ri( k)))via (34).

Step 5. Determine 6 (R;(Ix)) via (33), v (R;(Ix)) via (38), and x* (M (R; (Ij, Ik ) ) ) via (37).

Step 6. Evaluate the cycle reduction via the usage of the internal quantum memory ¢ (R,- (l], lk) ) by (28), and ¥k (R;) via (29).

Step 7. Compute the S(R; (I, I ) ) service rate of node R; with incoming entangled connection J; and outcoming entangled connection Iy via
13).

(Stel)) 8. Output S(Z (A — B)) of the entangled path 2 (A — B) via (41).

Routing space exploration and scalable routing
Theorem 3 derives the optimal routing for the subnetworks, using the closed-form service rate formulas of
Theorems 1-2. The derivations utilize a G/G/1 setting and a doubling architecture.

Theorem 3 (Scalable routing in the quantum Internet) An #s(N) scaled routing function for the quantum
Internet can be determined as As(N) = paRq + paRa> where pg = |f%»d{/|VR| and p, = |fy;u|/|VR| are

the probabilities of R4 deterministic routing and R, adaptive routing in the network N, ps + pa = 1, while
|Vl = | 4,

can be applied, 3, = S, U---U S, ,» where 9 is the number of subsets, and &z, is a set of subnetworks
in which R, adaptive routing can be applied, ' 3, = S 2,, U U S B, Where o/ is the number of subsets.

+ |,V_@d ‘ and |- is the cardinality, & 3, is a set of subnetworks in which R4 deterministic routing

Proof The proof includes a predictive method for routing space exploration in the quantum Internet. The method
utilizes the properties of the quantum nodes, such as transmission between the nodes, and also integrates an
updating mechanism motivated by machine learning approaches''®'*® to find the highest service rate path in
the quantum network. The scalable routing function is derived via Algorithm 2.

Let A and B be the source and target quantum nodes. Then, let S(R;) refer to the service rate of R; as defined
in (13). Let R; be a neighbor node connected by an entangled connection with R;, and let Ry be a next neighbor
of R;, with service rates S( ) and S(Ry), respectively.

LetR; (WRk_> 3) be the max1mal weighted service rate Sg, _, g from the k-th quantum repeater to the destina-
tion B evaluated in the j-th node R;, as

Ri(Wiop) = max (We,—n). (45)

where S N( 1) is the set of next (i.e., toward destination) quantum nodes that share entangled connection with
R, Ry € &N ( ]) while Wp, _, pis the weighted service rate from R, to B, defined as
VRy—B
Wr—p= Y S(Rp) +v(Rp), (46)
p=1

where Vg, _, pis the number of quantum repeaters of path # (R, — B) from R, to B, defined as
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Figure 2. Routing space exploration in the quantum Internet. This method evaluates the service rates of paths
between a source quantum repeater R; and target node B; y is the entanglement throughput reduction associated
with the nodes and coefficients 2, ¥ (€2) and % for a given # (A — B). An i-th quantum repeater R; has a next
neighbour set N (R;) (depicted by a cloud) with a set of neighbouring quantum repeaters. From each %y (R;),
a particular quantum repeater R; is selected such that the Wg,_, p weighted service rate from R; to B is maximized
(the quantum repeaters of the initial path are depicted by green nodes). The Ry (WRk — B) service rate
information is backpropagated from Ry to R; as side information, and R; (W, —. ) is backpropagated from R; to

R; to update estimation E{ R; ( Wg,— B)) (classical links are depicted by grey dashed lines).

Vi,—8=|? (R, > B)| — 1, (47)

where | 2 (R, — B) | is refers to the total number of nodes of path # (R, — B), whiley (Rp) < 0is the entangle-
ment throughput reduction associated with R, defined as

D(Rp)—(P(Rp)+C(M(Ry))+C(A(Ry,Rp41
7 (Rs) = T A o ) (48)

where C(A (RP, Rpt1 ) ) is a delay between R, and Ry 1, (Ryy, , 5+1 = B); in (48) the simplified notations of ®(R;)
and C(M (R;)) are used for ® (Ri (lj, lk)) and C(M(R(Ix))), respectively.

By propagating backward (see Fig. 2) the value of R; (WR,(H B) [see (45)] to node R;, node R; can determine
the estimation [E( R; Wr;—>B ) ) as (A backpropagation method is also used in Q-learning based routing
methods!'” 118))

E(Ri(Wiy) ) = Ri(Wis) + (S(R) + 7 (R))), (49)

Using the side information available, an algorithm can be defined to determine the routing space of the quantum
Internet. The details are given in Algorithm 2.
The proof concludes here. a

Figure 2 shows the procedure for determining the service rates of the paths. The initial path between an i-th
. is? O (R.
quantum repeater R; and the target node Bis 2 ¥ (R; — B).

Routing space exploration algorithm. Algorithm 2 utilizes local and nonlocal information for the
determination of the service rate of a particular path. The algorithm uses the proposed service rates formulas
of quantum nodes of N, and evaluates the related coeflicients. The algorithm determines the Wp,_, p maximized
weighted service rate between R; and B in an iterative manner. The algorithm also utilizes an £ learning rate coef-
ficient in the parameter updating mechanism. The algorithm evaluates Su—, g, 2, & (2) [see (8)] and %+ [see (9)]
of path # (A — B), for all paths 2 (A; — B;),i = 1,..., K. In the internal steps, it evaluates y; via (7), along
with the number ©; of available routes for 2 (A; — B;), determines %’ (€2;) via (8), and £,/ via in (9). Finally,
the algorithm outputs the routing space Sz (N) via (4).
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Algorithm 2 Routing space exploration

Input: Service rates of quantum nodes of N.

Output: Routing space Sz (N) of N.

Step 1. Let R; and R; be quantum repeaters with service rates S(R;) and S(Ry) evaluated via (13) and let 2 © (R; — B) be an initial
path from R; to Bwith Vg,_.p = ‘J? OR; — B)| — 1 quantum repeaters. Set the R}O) (WR,—>B) initial value in R; for the Wr;—B

weighted service rate (46) from to R; to B, as

0 0
& (W) 2
where Wl({?g g is the initial value of the weighted service rate in R;, as

(©0) VRi~B
Witp =gt SORy) +7O(Ry) G

and (@ (Rp) is determined via (13), while y © (RP) is via (48) for all quantum repeaters.

Step 2. In R;, evaluate R (W, ) via the maximization of (45) for all neighbors of R,\¥R, € & (R;).

Step 3. Propagate back R; ( WRkﬁB) to R;, and update Rfo) (WRJ.93> (50) via estimation E (R,‘ (WRJ.93> ) (49) to R; (WRI&B) as

Bo( i) = R (Wa) + (2R (Wa-n)) =R (Wa—s) ) 2
where IE(R{(WR]%B)) = Rj(Wr,—8) + (S(Rj) + v (R;)),and ¢ is the learning rate, £ € [0, 1].

Step 4. Repeat step 3 to for all neighbors of R;, VR, € &N (R)).

Step 5. Output the W, _, p maximized weighted service rate between R; and B as

Wri8 = Rner.ny/i?(m,) (R" (WR]HB) )’ 63
where R, (WR’HB> is determined via (52).

Step 6. Repeat the procedure until source node A to output Sa_. g, 2, ¥ () [see (8)] and . [see (9)] of path # (A — B).

Step 7. Repeat the steps for all paths # (A; — B;),i = 1,..., K. Determine y; via (7), the number £; of available routes for
2 (Ai — By), S () via (8),and 2, via in (9).
Step 8. Output routing space So (N) via (4).

Routing scaling algorithm.  Using the results of Algorithm 2 for determining the service rates of paths,
the neighbouring quantum repeaters can be selected from each quantum repeater to establish scalable routing.
The routing scaling algorithm uses the path service rate information to find the entangled path 2 * with the
highest weighted service rate W4_, g, and uses %, deterministic routing if the service rate degradation coeffi-
cient & (Ri, Rj) [see (40)] between a particular source and destination quantum repeater in 2 * is below a critical
threshold value 3S*; otherwise, it uses %, adaptive routing between the quantum nodes.

Algorithm 3 provides the steps of the routing scaling. The algorithm outputs a highest service path 2 * with
a scaled routing function #Zs(N) for quantum network N. The algorithm utilizes the parameterized routin,
space Sz () of N outputted via Algorithm 2. As a main contribution of the algorithm, it evaluates S;—; (Ri, RS
between R; and R; via (39) as §j—; (R,-, Rj) =SR)+S (Rj) + & (R,', Rj), where S(R;)and S (Rj) are determined via
(13), while & (Ri, Rj) is as in (40). Then, it makes a decision, using the relation 0f|€ (R,-, Rj) } < 0S*. If the relation
is true, then it sets a Z24 deterministic routing between R; and R;. Otherwise, the algorithm sets a %, adaptive
routing between R; and R;. After some internal steps and calculations, the algorithm determines 2 *(Rs — Rp)
for all Rg source and Rp destinations, and it establishes the selection of the appropriate routing method for all
{Ri, R; } quantum repeater pairs of path 2 *(Rs — Rp). Finally, the algorithm determines the appropriate rout-
ing mechanism for all sub-networks of the particular quantum Internet scenario.

Algorithm 3 Scalable routing in the quantum Internet

Input: Routing space Ssg (N) of N.
Output: Z(N) routing scaling for the quantum network N.

Step 1. Set a critical upper bound 3S* > 0 on the service rate fluctuation in N. Assume that Y (Usyqp ) is constant for all swapping
quantum repeaters (i.e., T(Uswap) has no impact on routing).

Step 2. Determine Rj (W, ) and R; Wx;—p ) in nodes Rjand R; via Algorithm 2.

Step 3. In R;, select a neighbour node R,, that maximizes R; (WRkﬁB) and set it as R, = Ry. In R;, select a neighbour node R, that
maximizes R; WRJQB) and set it as R, = R;.

Step 4. Update the initial path 2 © (R; — B)to path 2 *(R; — B) with the highest service rate (53) Wg;_, p between R; and B.
Step 5. Compute Sj—; (R,-,Rj) between R; and R; via (39) as §—; (R,-, Rj) = S(R)) + S(Rj) + E(Ri, Rj), where S(R;) and S(Rj) are
determined via (13), while £ (R;, Rj) is as in (40).

Step 6. If‘é (R,', Rj) | < 988*, then use 2,4 deterministic routing between R; and R;.

Step 7. If|£ (R;, R) | > S, then use %, adaptive routing between R; and R;.

Step 8. Repeat steps 5-7 for all { R;, R; } quantum repeater pairs of path 2 *(R; — B).

Step 9. Apply step 4 to find 2 *(Rs — Rp) for all Rg source and Rp destinations, and repeat step 8 for all { R;, R; } quantum repeater
pairs of path 2 *(Rs — Rp).

Step 10. Output sets S, = Sz, U---US 2,0 a0d S 3, = L3,, U+ --U ¥ ,.,» where Z and .o/ are the number of subsets
of quantum nodes for which %, and %, routing functions can be applied in N. Output the Zs(N) scaled routing function for the
quantum network N as

Rs(N) = paRa + paRa (54)
where pg = |ff;4d /IVrland p, = ‘f/’ R | /1 Vr|are the probabilities of deterministic and adaptive routing in the network,

Pa+pa =1, while|Vg| = |5’%a + |.9’%d { and|-|is the cardinality.
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Figure 3. Scaled routing in the quantum Internet. The network is decomposed into subnetworks with 2,
adaptive routing (depicted by yellow clouds) and 2, deterministic routing (depicted by grey-blue clouds)
between the nodes of the subnetwork. Each subset consists of quantum repeaters and entangled connections
with heterogeneous entanglement levels.

Deterministic and adaptive routing. Ina %, deterministic routing between R; and R), the shortest path
2 *(R; — R;) is fixed such that R; is always selected as the neighbouring node of R; from the set /'y (R;) of
possible neighbours in R; (A shortest path is selected with respect to a particular cost function, in our set-
ting the cost function of the path selection is the inverse of Wg,—, r,). Z4 deterministic routing is theoretically
more compact and faster than adaptive routing %,. Practically, this also means that # (AB, R; (I, Ix))in (22) is
predetermined'!* !>, regardless of topology and cost function. A straightforward selection for %4 is

. (r = { IN(R)=R;, i R'=R
Ra (R ) = {fN ER/S =, otherwise, (55)

where R’ is a current node processed by %4, while function fy (R’) selects the next neighbour node of R'.

In %, adaptive routing between R; and R;, the shortest path 2 * (Ri — Rj) is not fixed. The next neighbour R;
is adaptively selected from set ¥ (R;) according to the current network situation. %, adaptive routing requires
more resources and computational power than does . Practically, this also means that (AB, R; (l], lk)) in
(22) is not predetermined and depends on the actual topology and cost function of %,. Algorithm 2 is a straight-
forward selection for Z, in our setting.

Figure 3 depicts scaled routing in a quantum Internet setting. The network consists of K transmit users,
Ay, ..., Ak, and Kreceiver users By, . . ., Bk. As the highest service rate path 2 *(A; — B;)is determined between
all transmit and receiver users, the quantum repeaters nodes of the quantum network are partitioned into sub-
networks Sz, = S5, U---U <L a,, with deterministic routing Z; and S5, = Lz,, U---U L a,., with
adaptive routing %, between the nodes.

Performance evaluation. Service rate. Assume that R is a quantum repeater in N with a standard qual-
ity optical fiber .4 with a link loss & (/") ~ 3.3 dB. In Fig. 4, the S(R) service rate of quantum repeater R is
depicted in function of the| B} | number of incoming Bell states at a particular fidelity F through ./", and in func-
tion of ®(R) |B’h11 , where @ (R) is evaluated via (25). The service rate is measured as the |Br| number of outcoming
Bell states per sC cycles, where s is selected such that stc = 1's, while the ®(R) }B}_f‘| quantity is measured in sC
cycles. The values of|B}?‘ are set to the range of [0, 250], while ®(R) B’F’“ is scaled between ®(R) ]Bm € [1,2]sC
cycles (Fig. 4a) and between ®(R) |B’I§1| € [1,1.3]sC cycles (Fig. 4b), at node efficiency (ratio of outcoming and
incoming number of Bell states) ng = |Br|/ B}S’} =0.9.

Computational complexity. Let|Vg|be the total number of quantum repeaters in N, with an average number
!V in (R)‘ of incoming entangled connections per quantum repeater R, and with an average number ’9’ out (R) ‘ of
outcoming entangled connections. Then, by utilizing the complexity of a service rate determination!* 15, the
computational complexity of the routing scaling algorithm is

O IVl |7 ® - |Z o ®)] ). (56)
Assuming that ’F/ in (R)! = |5” out(R)‘ in the nodes, the computational complexity is
0 (IVal- |Zu@®). (57)

For a detailed proof, see Section A.1 of the Appendix.
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: (R)| By
(a) (b)
Figure 4. The S(R) service rate of a quantum repeater R with an optical fiber ./” with a standard link loss
& (A") ~ 3.3 dB. The service rate is depicted in function of the ‘B}? ‘ number of incoming Bell states at a
particular fidelity F and ®(R)| B}’

incoming number of Bell states) ng = |Br |/|B§§’ } = 0.9. a The values 0f|Bj!‘| are set to the range of [0, 250],

while ®(R) ’B}D” ‘ is scaled between ®(R) |B§1 } € [1,2]sC cycles. b The values of ‘B}? ‘ are set to the range of
[0, 250], while ®(R) ’Bj;” ‘ is scaled between ®(R) ‘B}? ’ € [1,1.3] sC cycles.

, where ®(R) is evaluated via (25), node efficiency (ratio of outcoming and

No Ny

106

[, (B)[

3 3
|VR | 109 10 |VR | 108 10

Figure 5. a The computational complexity (No: number of operations) of the proposed algorithm at a
realistic network setting,ly in(R) | < J/[VR], with |V in(R) | = |y out (R) ], in function of | Vz|and | Lin(R)
|VR| € [1, 10° }, LinR)| € [l, 10° } b The computational complexity of the PG method at a realistic network
Fin(®)| < VIVRL,O (IVr*?)ataparticular [V} |Vk| € [1,10°}| 7 ®)|* € [1,10%]

3
>

setting,

Comparison. 'The computational complexity of the algorithm is compared with the computational complexity
of the PG (performance queueing) G/G/1 routing method!*>.
For analytical purposes, we assume a realistic network setting with |V in(R) } < /| VRl, and for simplicity we

set|Lin(R)| = | Lo (R)], with| V| € [1,10°], and |3 (R)|* € [1,10%)

Figure 5a depicts the resulting complexity of our algorithm, the complexity of the PG routing method is
depicted in Fig. 5b.

Conclusions

Here, we defined a method for routing space evaluation and scalable routing in the quantum Internet. The derived
methods utilize the framework of queueing theory along with the characteristics and physical attributes of the
quantum Internet. We proved the service rate formulas of quantum repeaters and entangled paths. We defined
a method for routing space evaluation to explore the service rates of quantum repeaters and entangled paths
of the quantum Internet. Using the results of the routing space exploration, we defined scalable routing for the
quantum Internet. The scaled routing function determines the most appropriate routing mechanism for the
subnetworks to realize high efficiency and routing in the quantum Internet.
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