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The management of COVID-19 patients in the ICUs requires several and prolonged life-support systems (me-
chanical ventilation, continuous infusions of medications and nutrition, renal replacement therapy). Parameters
have to be entered continuously into the device user interface by healthcare personnel according to the dynamic
clinical condition. This leads to an increased risk of cross-contamination, use of personal protective equipment
and the need for stringent and demanding protocols. Cables and tubing extensions have been utilized to make
certain devices usable outside the patient's room but at the cost of introducing further hazards. Remote control
of these devices decreases the frequency of unnecessary interventions and reduces the risk of exposure for
both patients and healthcare personnel.

© 2020 Elsevier Inc. All rights reserved.
SARS-CoV-2 severe acute respiratory syndrome coronavirus 2.
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1. Background

At the end of 2019, infectionwith a novel coronavirus, named severe
acute respiratory syndrome coronavirus 2 (SARS-CoV-2), resulted in an
acute respiratory illness termed Coronavirus Disease 2019 (COVID-19)
by theWorld Health Organization (WHO). TheWHO issued preliminary
guidelines for prevention and control of infection based on recommen-
dations released for management of the Middle East Respiratory Syn-
drome coronavirus (MERS-CoV) infection in Saudi Arabia in 2012.
Several other viral epidemics such as the severe acute respiratory syn-
drome coronavirus (SARS-CoV) in 2002–2003, and H1N1 influenza in-
fection in 2009, have been recorded worldwide. SARS-CoV-2 virus
quickly spread globally killingmore than onemillion people to date, de-
spite important containment measures taken by the 210 most affected
countries [1].

Even though we constantly face infectious diseases, this one seems
very contagious, forcing healthcare workers to take strict precautionary
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measures to prevent hospital cross-contaminations, particularly when
looking after critically ill patients with confirmed or suspected COVID-
19 [2]. In an early report [3], 41% of hospitalized COVID-19 cases had ad-
ditional hospital-acquired infections including patients who were hos-
pitalized for other pathologies and healthcare workers. They represent
3.8% of the 44.672 confirmed cases described by the Chinese Center
for Disease Control and Prevention [4]. During the SARS epidemic this
percentage rose to 51.8% [5]. There are several important contributing
factors: first, the proximity and duration of contact with infected pa-
tients, and second, the high risk of exposure to aerosol-generating pro-
cedures, especially endotracheal intubation and ventilation.
Furthermore, transmission from an infected (and potentially asymp-
tomatic) healthcare worker to patients can occur through respiratory
droplets, aerosol and physical contact. As SARS-CoV-2 seems to be
able to spread quickly, the issue of healthcare-associated Infections
(HAI) is particularly important. Respiratory viral HAIs are already
known to be a serious problem, and viral surveillance screening pro-
grams [6] are increasing, especially in high-risk areas such as Intensive
Care Units (ICUs), bone marrow transplant and oncology wards [7]. In
addition to viruses, bacteria present in the environment can be an im-
portant source of infections, typically associated with medical devices,
such as vascular catheters or ventilators. This element becomes even
more serious and important in the case of Multi-Drug Resistant Organ-
isms (MDRO). It has been reported that, despite protocols to prevent
contamination which are shared by the prevention controls units of all
the countries, HAIs affect approximately 1.7 million patients annually
in the US and 8.3% of patients admitted to ICU for more than 48 h in
Europe [8]. Moreover, HAIs are well known to be associated with in-
creased costs, longer length of stay and higher mortality rates [6].

1.1. Cross-contaminations and Medical Devices remote control

The management of Covid-19 patients in the ICU requires the use of
several different life-support systems, often for a prolonged period. In
severe cases, Covid-19may be complicated by acute respiratory disease
syndrome (ARDS), sepsis and septic shock, multiorgan failure, including
acute kidney injury (AKI) and cardiac failure. Patients are cared for in
ICU facilities equippedwith ventilators and accessories, vital signsmon-
itoring systems and syringe pumps for nutrition, drugs andfluid admin-
istration. In addition, Renal Replacement Therapy (RRT) machines for
management of AKI and fluid overload [9] and extracorporeal mem-
brane oxygenation may be required. The utilisation of these devices
can be challenging, especially in a biohazard environment, as regular
adjustment of various different parameters by healthcare personnel is
often required. This increases the risk of cross-contamination due to
aerosol, infected organic fluids or direct contact with the contaminated
device panel [10,11]. Tomitigate these risks and to reduce the consump-
tion of personal protective equipment (PPE) [12], a group of
anaesthesiologists recently connected cable extensions in order to
make ventilators' control panel usable outside patients' rooms. Some
suppliers have made these cables available as accessories. They have
also been approved by regulatory agencies. Site assessments and inde-
pendent double checks have been agreed according to local procedures
(e.g. attaching the patient's barcode in an accessible location for scan-
ning). Moreover, extension tubing sets have been integrated into infu-
sion pumps and RRT machine lines, at the cost of introducing further
hazards as described by a UK Government alert [13]. In the current cri-
sis, the risks and benefits [14] need to be re-assessed and actions aimed
to increase patient safety [15] should be taken immediately. A step for-
ward in managing medical devices in an emergency setting (but not
only then), where patients and medical equipment are exposed to
viral and bacterial cross-contamination [16], is the use of remote-
control systems to avoid bio-hazardous interactions. For the same rea-
son, the FDA reconsidered the benefits/risks of remote control systems
and allowed expanded use of devices tomonitor patients' vital signs re-
motely [17]. Nowadays, the data from several medical devices are
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steadily collected, displayed remotely, analysed and stored using real-
time monitoring software. Advantages of remote control use and mon-
itoring have already been reported in home peritoneal dialysis, includ-
ing updating the prescription of personalized therapies [18].
Furthermore, an improvement in health-related quality of life has
been shown in patients with remote control of pacemaker settings [19].

Although there was some initial resistance to the introduction in
clinical practice, all these systems are currently viewed as essential,
both in hospital and in-home settings. At this point in time, communica-
tion between a remote station and the devices placed in the patient's
room is not only technologically possible but essential in many areas
(Fig. 1). It also reduces unnecessary and frequent biohazard exposure
of personnel and limits physical contacts between patients and
healthcare workers. Furthermore, the need for PPE is reduced which
saves time and costs.

Here, we propose a minimum set of parameters needed for a basic
remote-control device. Focusing on a CRRT device, we suggest that
blood flow rate (QB), net ultrafiltration flowrate (QNET

UF ), dialysate (QD)
and replacement flow rates (QR

PRE, QR
POST) and anticoagulant infusion

can be remotely controlled (Figure 1 and Table 1). In case of regional
anticoagulation, the citrate dose and calcium compensation variation
shall be allowed in order to maintain systemic and post-filter ionized
calcium in the correct range, according to local protocols [20]. Impor-
tantly, monitoring of continuous circuit pressures (Table 2.) [21], such
as the inflow and outflow, pre- and post- filter and effluent pressure,
has potential to prevent premature filter clotting and catheter-related
interruptions resulting in less downtimeand better provision of the pre-
scribed dose. Other data than those related to the administered dose
and the schedule of maintenance for technical reason, for instance,
bag changes or blood sampling, are important in order to minimize de-
vice interventions and improve and optimize the CRRT prescription. It is
important to note that currently available RRT devices have a different
number of scales and pumps, requiring specific prescriptions and man-
agement. The Nomenclature Standardization Initiative alliance [22]
raised awareness among manufacturers and highlighted the need for a
common language to facilitate the development of a generic remote
platform. A special effort should be undertaken to allow interface cus-
tomization according to the patient / caregivers needs. With regards
to mechanical ventilation, certain parameters need to be set and ad-
justed, such as the ventilation mode (volume, pressure or dual) and
themodality (controlled, assisted, support ventilation). In addition, sev-
eral respiratory parameters are collected: tidal volume, minute volume
in volumemodalities, peak pressure, respiratory frequency, positive end
expiratory pressure, inspiratory time, inspiratory flow, inspiratory-to-
expiratory ratio, time of pause, trigger sensitivity, support pressure,
and expiratory trigger sensitivity. A minimum set of parameters for
both volume and pressure control are reported in Table 3. Alarms and
monitoring for tidal and minute volume, peak pressure, plateau pres-
sure, respiratory rate, FiO2, and apnea must be adjustable [23,24].

Regarding drug andfluid administration, infusion pumps require the
flow rate to be set. Although most infusion pumps administer fluids in
millilitres per hour (ml/h), a volumetric flow, some can be programmed
to administer in milligrams per kg per hour (mcg/kg/min), a mass flow.
Techniques exist to assess and monitor the pressures generated within
the pump.

1.2. Technological issues

The care of ICU patients can be complex, involving different multi-
disciplinary teams and many therapies. In addition, decisions often
need to be made quickly. To ensure patient safety in this complex clin-
ical setting, a wide range of actions is necessary to deliver care, facilitate
appropriate use of devices, prevent infections, ensure safe drug pre-
scribing and promote a safe working environment [15,25].

It is extremely useful for healthcareworkers to have all clinical infor-
mation available in one place when making a decision. The



Fig. 1. Remote Control of Medical Devices in ICUs. Example of implementation of remote control andmonitoring in an ICU setting. The control panel, located in a separate control room, is
connected to the devices (RRT in the current image). Modification of parameters can be undertaken by medical personnel, without the need to enter the patient's room.
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implementation of a unique scalable platform [26] to support several
devices and IT services simultaneously would be an optimal solution.
At present, there are several potential options in the ICU, from simple
data exchange to bidirectional communication with monitors. In gen-
eral, these solutions require customization that also involves support
from hospital IT services, especially when devices of different brands
need to be connected.

The lack of interoperability betweenmedical devices can lead to pre-
ventable medical errors and potentially serious inefficiencies [25].
Looking at future implementations, a feasibility study in healthy pigs
has already been conducted utilizing a fully automated life support
system [26].
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Existing frameworks focus predominantly on reducingworkload but
other aspectsmay improve, too, including patient safety and prevention
of infections. To facilitate the successful interoperability of devices and
IT systems, it is necessary to agree how to define connectivity and syn-
chronization, end-to-end encryption, integrity and confidentiality of in-
formation. Safety, general requirements and conceptual model have
already been defined by the American Society for Testing and Materials
International [27]. Communication standards and remote control, in-
cluding a bidirectional communication platform, have been defined by
the ISO/IEEE [28] for medical point of care devices. This will also facili-
tate the communication between the vast number of devices and differ-
ent suppliers. Future communication protocols should involve



Table 2
Renal Replacement Therapies monitoring. Example of main parameter to monitor from a
remote unit.

Symbol Unit of measure Color

In-flow pressure/ Pre-filter pressure QB mmHg red
Post-filter/Out-flow pressure QR

PRE/POST mmHg dark blue
Effluent pressure QD mmHg yellow
Transmembrane TMP pressure TMP mmHg
Actual dose Dose ml/kg/h
Next action Next minutes

Table 3
Ventilator remote control, main parameters:

Parameter Symbol (Unit
of Measure)

Volume
control

Pressure
Control

Fraction of inspired oxygen FiO2 (%) X X
Tidal Volume VT (mL/Kg) X
Inspiratory Pressure Pinsp X
Inspiratory Time
OR Inspired to Expired

Ti (s)
I:E

X X

Respiratory Rate RR (bpm) X X
Positive End-Expiratory
Pressure

PEEP
(cmH2O)

X X

Inspiratory Flow Flow (L/min) X
Trigger O O
Support Pressure PSUPP(cmH2O) O O
Inspiratory pause TIpause O O

Abbreviations: X: Mandatory, O: Optionals.

Table 1
Renal Replacement Therapies (RRT) remote control. Example of main parameter to con-
trol by a RRT remote unit.

Symbol Unit of measure Color Allowed

Blood flow rate QB ml/min red ≤ + 20%*
Net ultrafiltration
flow rate

QUF
NET ml/h yellow

Replacement
flow rate

QR
PRE – QR

POST

QR
PRE – POST

ml/h Purple

Dialysate flow rate QD ml/h green
Anticoagulant
heparin QEFF ml/h white
Calcium
Citrate

ml/h or
compensation(%)
mmol/L

orange/
black

A visual inspection of circuit and vascular access are mandatory for >20% in blood flow.
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multidisciplinary teams of different medical disciplines with the aim to
evaluate andmitigate clinical risks [14]. If standards are essential for ef-
fective technology interoperability, human communication is equally
relevant and highly considered in the emerging field of human factors
analyses [29]. To define common terminology and color-coding, thus re-
ducing user errors, the nomenclature related to RRT [30,31] has been
agreed as mentioned above.

We recently raised several points for consideration related to Con-
tinuous Renal Replacement Therapy (CRRT) and relevant therapies be-
yond 2027 [32]. In the light of the recent COVID-19 crisis,
communication with devices should be anticipated and prioritized
even if currently available systems with network capability typically
only connect to their own proprietary platforms. While prioritizing
the development of a generic platform, suppliers should enable a tem-
porary solution to control the device in the same clinical unit where
the patient is treated. With the introduction of 5G, the short time
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required for a set of data to travel between two points (latency) will
allow for safer remote control. In the immediate future, a local connec-
tion can be chosen, thus avoiding the need to open to a “public” and less
secure (for both stability and cybersecurity) public network. Remote
desktop applications, often utilized for remote assistance, are widely
available and may represent an easier and more effective way to allow
remote control of devices during the COVID-19 emergency. In this
case, the graphical user interface (GUI) of the device can allow full con-
trol. This can be viewed as a software alternative to the user interface
extension cable. In this way, a human intervention can be actioned im-
mediately. Thus, mitigating both the probability of failure and the harm
from a bio-hazard, the overall risk related to caring for a COVID-19 pa-
tient is reduced.

To ensure an appropriate level of safety and to prevent accidental
changes, a “remote modality” should be set at the beginning of any
new treatment while the user interface should always be password
protected. Lastly, in order to preserve and improve patient safety, med-
ical prescriptions and all devices should be linked to one patient only
(e.g. through radio-frequency identification wristbands), thus avoiding
drug errors.
1.3. Regulatory issues

From a regulatory point of view, devices “shall be safe and effective
and shall not compromise the clinical condition or the safety of patients,
or the safety and health of users…” and”…any risks whichmay be asso-
ciated with their use constitute acceptable risks when weighed against
the benefits to the patient…” [33]. Thus, it is necessary to take into ac-
count the associated risks and biohazards of multiple extension lines
when placing devices outside the patient's room, as highlighted by sev-
eral suppliers of infusion pumps and RRT devices in specific field safety
notices [34,35] and a recent UK Government Alert [13]. Flow rate may
also be impacted by a higher resistance to flow due to longer tubing.
Its internal diameter, the length and the materials are within the fluid
viscosity variables that impact on the phenomena magnitude. Further-
more, pressuremonitoring, disconnections or catheter related problems
may not be revealed which contributes further to the risks for the
patients.

The implementation of such a system capable of modifying the set-
tings of a device during treatment requires an analysis of all risks, fur-
ther validation, submission to a regulatory agency (notified bodies in
Europe) and, once approved, an official launch. This process which is
mandatory for all medical software, is usually long; however, approval
may be accelerated in exceptional circumstances, for instance in re-
sponse to the COVID-19 pandemic [36]. The U.S. Food and Drug Admin-
istration (FDA) has already issued Emergency Use Authorizations (EUA)
for various diagnostic, therapeutic, and protective medical devices in-
cluding ventilators, infusion pumps and extracorporeal blood purifica-
tion systems. Furthermore the FDA has allowed medical device
suppliers to make changes to existing products, such as changes to de-
vices or materials, in an easier way [37].
2. Conclusions

In a critical care setting, direct patient monitoring and patient inter-
action are key elements of clinical practice. However, the frequency of
these interactions should be re-evaluated in particular circumstances,
such as in high biological risk situations. Device-associated HAIs pose
a severe threat to patients, although many advances have been made
in the field of prevention that have led to a significant risk reduction.

Similar to other pandemics, we have learnt fromCovid-19 outbreaks
that the virus can spread quickly among patients and medical person-
nel. In these critical settings, preventing transmission of infections and
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protecting healthcare workers should be priority in order to preserve
medical personnel resources and achieve patient safety.

The advantage of bi-directional communicationwithmedical equip-
ment is the prevention of contamination of patients andmedical staff. A
personalized therapy prescription and administration with strict moni-
toring of vital signs are further advantages. Interoperability of devices
and IT systems will also facilitate decision making and timely interven-
tions. In the coming years, preventing infectious diseases to hospitalized
patients and protecting healthcare workers should be a daily priority;
especially (but not exclusively) during recurring viral epidemics [38].
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