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Abstract

Over the last decade, we’ve observed an enormous social media development, which have
recently become commercial services. Hence, we aimed to verify if Facebook might be con-
sidered as a source of access to medicines. We also intended to identify prescription (Rx)
and over the counter (OTC) medicines if available on that platform. The study was con-
ducted from January 2019 to July 2020. We investigated offers of pharmaceuticals posted
on Facebook (individual posts and communities) between 2016 and 2019. Medicines were
divided into Rx and OTC brands and in accordance with their possible therapeutic use. We
verified whether the medicines were for sale, to exchange, or available for free. Posts and
groups were investigated for example, by entering the phrase “for free,” followed by a city in
Poland. Out of 409 offers, 380 (92.91%) concerned Rx brands and 29 (7.09%) OTC brands.
315 (77.02%) medications were available “for free”. In 47 (11.49%) cases, an “exchange”
was expected, and 47 (11.49%) announcements were marked as “for sale”. Cardiovascular
medicines (n = 125; 30.56%) were the most popular. There were also antidiabetics (n = 38;
9.29%) and antipsychotics (n = 28; 6.84%). We also found clear candidates for misuse.
These were opioids (n =7; 1.71%), benzodiazepines (n = 2; 0.48%), clomifene (n=1;
0.24%), and letrozole (n = 1; 0.24%). Facebook provides the possibility of uncontrolled
access to medicines. The majority of offers concerned Rx brands, including opioids and
benzodiazepines. Medicines offered on Facebook were mainly accessible for free. The
scope and the number of medications offered on Facebook should make this issue a haz-
ardous phenomenon.

Introduction

The Internet was designed to be unstoppable, and essentially it is [1]. It contributes, among
others, to the enormous development and popularity of online communities, networks, and
social media like Facebook or Twitter. These services have become the primary source of gen-
eral information, especially for teenagers and young adults [2, 3], including information on
health and medicines [2, 3].
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Nevertheless, medicines are not the same commodities like clothes or office supplies, for
instance [4]. Despite many indisputable benefits related to pharmacotherapy, medications
might be harmful when not used correctly [5]. Hence, most of them require a prescription or
advice from trained medical professionals or pharmacists before they can be taken [4]. In
online reality, drugs are frequently marketed and sold as “no prescription required” and with-
out risk-related information of possible side effects or interactions [6]. This contributes to the
significant scope of falsified medicines available on the Internet [6-8]. Considering that drug
misuse has become a global public health and economic issue [7, 9, 10], local and international
agencies should focus on decreasing the risks of buying medicines over the Internet platforms
[11] or social networking services which like Facebook do not have a medicines license.
Despite the swift growth of the trade of several goods on Facebook it is, to our knowledge, the
first study evaluating Facebook as a platform allowing access to medicines.

For instance, in the European Union (EU), patients should only buy medicines from online
pharmacies registered with the EU Member States” competent national authorities. Besides,
the European Commission has imposed a common logo on these registered retailers [12]. In
the USA, one of the United States Food and Drug Administration’s (FDA) recommendations
for safe online pharmacies is to have a U.S. state-licensed pharmacist available to answer your
questions. Moreover, the patient should check on the pharmacy’s website for the seal of the
National Association of Boards of Pharmacy (NABP) [13].

Facebook facilitates sharing information, messages, and the exchange of goods [14]. The
variety of features that serve different purposes for the user also provide health education [14,
15]. Therefore social media platforms have increasingly enabled drug manufacturers to engage
with patients and healthcare providers [15]. Simultaneously, however, social media are being
redesigned to improve their commercial services, which allow for selling or exchanging com-
modities, including medicines. The popularity, lack of control, and global access to informa-
tion and goods shared by social media make medicines’ trade on such services a hazardous
issue.

Our study aimed to verify if Facebook might be considered as a source of access to medi-
cines. We also intended to evaluate the scope of that phenomenon and to identify prescription
(Rx) and over the counter (OTC) medicines, if available.

Materials and methods

The study was conducted from January 2019 to July 2021 and both data collection and analysis
complied with conditions for the source of the data. The study period also covers the start of
the COVID-19 pandemic, which contributed to many people’s financial insecurity and related
difficulties. Being in crisis, some started their activity with digital currency exchange platforms,
betting, playing in the stock exchange, or online trade. Hence, it is conceivable that medicines
could have been used for that purpose, and people used social media sites like Facebook for
such trade.

We investigated, written in Polish, offers of pharmaceuticals posted on Facebook (individ-
ual posts and communities) from 2016 to 2019. Out of 409 trade offers found in that period, 13
were from 2016, 23 concerned 2017, 111 concerned 2018, and 262 concerned 2019. We exam-
ined these offers to verify if medicines were for sale, to exchange for other goods, or available
for free. We investigated posts and groups using the Facebook browser, for example, by enter-
ing the phrase “for free” followed by a city in Poland, such as Poznan or Warsaw. We used our
private accounts to mine the data, joining open and, if accepted by the moderator, closed
groups or societies on Facebook like e.g., “zero waste” followed by the city name. We have
investigated posts only from private accounts excluding shops, retail points, or anonymous
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offers. If an offer of medicines trade was found, we saved just information in the excel sheet
about the medicine and expected payment form. No personal data was collected so as not to
contravene the data protection or the GDPR [16]. We have not contacted tenderers to be not
accused of having personal data in the contact box. In case of screenshots (Figs 1-3) confirm-
ing, in our opinion, the most important examples of medicines traded on Facebook, we anon-
ymized all posts permanently removing or hiding personal information. For that purpose, we
used Corel Photo-Paint 9. Besides, we collected data only for scientific purposes. In the case of
screenshots and figures, these were similar but not identical (partial screenshot with concealed
parts of the picture) to the original image and, therefore, only for illustrative purposes. More-
over, we obtained the confirmation from the Bioethics Committee that the study is not a medi-
cal experiment and, according to the Polish law and GCP regulations, does not require
approval of the Bioethics Committee at Poznan University of Medical Sciences.

Medicines were divided into Rx and OTC brands and in accordance with their possible
therapeutic use. Because of the scope of investigated medicines and the fact that the majority
of the offers concerned Rx brands, we decided to present medications categorized in the fol-
lowing groups: antibiotics, anticancer medicines, anticoagulants, antidiabetics, anti-asthma
medications, antihistamines, antipsychotic medicines, cardiovascular medicines, hormones,
and painkillers. We classified the rest of the medicines into the group “others”.

In our opinion there were substances which might be categorized in several groups like
novel oral anticoagulants (NOACs) in cardiovascular medicines or anticoagulants. Nonethe-
less, these medicines like rivaroxaban, dabigatran, apixaban were classified into the cardiovas-
cular medicines category. Anticoagulants, however, were dedicated to substances like
enoxaparin, for instance. We decided to classify neuroleptics, antidepressants, and benzodiaze-
pines as antipsychotic medicines. Medicines found severally or very rarely like immunosup-
pressant’s or veterinary medicines were classified as “others”.

The use of brand names is strongly limited to avoid any accusations of advertising, although
the names are sometimes presented to ensure text clarity.

Money values were converted from Polish Zloty (PLN) to EURO (€) at the average €
exchange rate in July 2020 as published by the National Bank of Poland (€ 1 = PLN 4.4528).
The study’s monetary values comprise rounded calculated amounts resulting from converting
monetary units into the common European currency. Results presented in € should make this
paper clear and useful for the readers.

Results

Out of 409 offers of medicines posted on Facebook, 380 (92.91%) concerned Rx brands, and
29 (7.09%) OTC. 315 (77.02%) medications were available “for free”. Both offers marked as
“for exchange” and “for sale” concerned 47 (11.49%) cases. In the group “for sale” there were
14 offers presenting the exact price (x = € 16.44) and the rest was negotiable.

We present the results with percentages in square brackets. In most cases, these are part of
all analyzed offers. If the result constitutes the percentage of cases in the separated group, it is
always indicated in the text. We believe that the results presented in that way will contribute to
the clearness of this chapter.

Types of medicines found

The most popular medicines were cardiovascular medicines (n = 125; 30.56%), including

eight offers (1.95%) related to novel oral anticoagulants. These were followed by antidiabetics
(n = 38;9.29%, e.g., insulins or metformin), anti-asthma medications (n = 30; 7.33%, e.g., cicle-
sonide, budesonide), and antipsychotics (n = 28; 6.84%, e.g., olanzapine, quetiapine). Out of
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Fig 1. The example of the illegal online trade of medicines. Offer including morphine (Sevredol™) and tramadol
(Polram Combo™). Source: Facebook. The URL address was not collected and is not reported to avoid the possible
traceability of the Facebook user and to not to contravene the data protection or the GDPR. The presented figure is
similar but not identical (partial screenshot with concealed parts of the picture) to the original image and is therefore

only for illustrative purposes.

https://doi.org/10.1371/journal.pone.0275272.9001
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Fig 2. The example of the illegal online trade of medicines. Offer for estazolam (Estazolam™). Source: Facebook.
The URL address was not collected and is not reported to avoid the possible traceability of the Facebook user and to
not to contravene the data protection or the GDPR. The presented figure is similar but not identical (partial screenshot
with concealed parts of the picture) to the original image and is therefore only for illustrative purposes.

https://doi.org/10.1371/journal.pone.0275272.9002
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Fig 3. The example of the illegal online trade of medicines. Offer for palbociclib (Ibrance™). Source: Facebook. The
URL address was not collected and is not reported to avoid the possible traceability of the Facebook user and to not to
contravene the data protection or the GDPR. The presented figure is similar but not identical (partial screenshot with
concealed parts of the picture) to the original image and is therefore only for illustrative purposes.

https://doi.org/10.1371/journal.pone.0275272.9003
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Table 1. The examples of medicines found on Facebook”.

Medicines from
Facebook

409 offers found
in the study®

Medicines category

Cardiovascular including
novel oral anticoagulants
Hormones
Anticoagulants

Antihistamines

Others

Number of Number of medicines | Example of the found medicine (brand Price of presented
advertised offered ,,for sale” name/substance/ATC Code) example in Euro (€)
medicines
n =125 (30.56%) 3 Dopegyt™ / 250 mg Methyldopa / C02ABO1 €6.74
n =26 (6.35%) 4 Duphaston® / 10 mg Dydrogesterone / €3.37
G03DB01
n =17 (4.15%) 2 Clexane®™ / 40 mg enoxaparin sodium / €337
BO1ABO5
n=13(3.17%) 1 CetAlergin" / 10 mg cetirizine €1.12
dihydrochloride / RO6AE07
n =87 (21.27%) 4 Mysimba® / 8mg naltrexone hydrochloride €78.60
+ 90 mg bupropion hydrochloride /
AO08AA62

*We present only these groups of medicines where the exact retail price was indicated.

$The number concerns all analyzed offers for medicines.

https://doi.org/10.1371/journal.pone.0275272.t001

26 (6.35%) offers for hormones the majority (n = 15; 3.66%) were related to contraceptives.
The one offer (0.24%) considered clomifene and one (0.24%) was related to letrozole.

For antibiotics (e.g., amoxicillin, lymecycline) and painkillers (including opioids), there
were 19 (4.64%) offers in each group. There were 17 (4.15%) posts related to anticoagulants
(e.g. enoxaparin, dalteparin) and 13 (3.17%) to antihistamines (e.g., cetirizine, loratadine). 87
(21.27%) posts were in the “others” group, including three (0.73%) offers of immunosuppres-
sant’s (e.g., ciclosporin), and two (0.48%) of veterinary medicines (e.g., doxycycline for dogs).
One (0.24%) offer from the “others” group considered Mysimba™ (€ 77.04), which is the Rx
brand used among obese and overweight patients. It contains, however, naltrexone and bupro-
pion, which are individually used in the treatment of alcoholism and depression, respectively
[17]. With reference to the medicines groups, results are also presented in Table 1, which was
created to provide transparency for those who prefer tabulated data.

Types of exchange agreement

Despite that the majority of investigated medicines were “for free,” there were also trade offers.
For instance, out of 19 offers in the group of antibiotics there were 15 (78.95%) posts “for
free”, 1 (5.26%) for exchange, and 3 (15.79%) offers for sale in that group. Considering pain-
killers (including opioids), out of 19 in that group there were 17 (89.47%) posts for free and 2
(10.53%) for sale. The structure of offers related to opioids, benzodiazepines, and anti-cancer
medicines is presented in Table 2. We showed these relatively small groups of studied medi-
cines separately, because of their therapeutic significance and risk of a recreational use.

Among goods expected for exchange, the most popular was coffee, followed by sweets and a
smile. Although a smile might be categorized in the group “for free”, we decided to analyze it
among the "exchange" group, emphasizing the importance of the studied phenomenon.
Besides, the smile was clearly indicated as an expected commodity. The type of goods may
result from the characteristics of market places like Facebook or similar platforms, where peo-
ple frequently offer goods within local societies in exchange for something symbolic. The
structure of goods expected by the bidders is presented in Fig 4. In the group of posts offered
for exchange, we found, e.g., olanzapine, dabigatran, and rovamycine.

In the case of medicines “for sale”, the highest price (€ 96.57) pertained to SYNVISC
ONE™HYLAN G-F 20, which is osteoarthritis knee pain relief [18]. The cheapest was the
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Table 2. The structure of offers related to opioids, benzodiazepines, and anti-cancer medicines’.

Opioids n = 7 E Benzodiazepines n = 2 E Anti-cancer medicines n = 7
Morphine | Tramadol | Oxycodone | Estazolam Zolpidem E Megestrol | Palbociclib | Ondansetron | Filgrastim | Letrozole
n=2 n=4 n=1 E n=1 n=1 E n=2 n=2 n=1 n=1 n=1
For free n=2 n=4 n=1 E n=1 n=1 E n=2 n=2 n=1 n=1 N/A
For sale N/A N/A N/A | N/A N/A i N/A N/A N/A N/A n=1"

N/A-not applicable.

* There were no offers for the exchange within these groups of medicines.

A Negotiable price.

https:/doi.org/10.1371/journal.pone.0275272.t002

18

16

14

12

10

(o]

D

SN

N

OTC cetirizine (€ 1.10). If a medicine was “for sale” the usual offer ranged between € 3.37 and
€ 6.74. However, in 29 cases, the payment method was to be negotiated. It concerned, e.g., clo-
mifene and letrozole, which are clear candidates for misuse. We also found one offer of lutein
for € 3.37, which pregnant women frequently use. Hence the usage should be controlled by
professional medical staff instead of self-treatment.

Interestingly, there was one offer for 5 mg bisoprolol 28 pills (Bisocard ™) for € 3.37 like-
wise. In community pharmacies, this medicine is usually cheaper and costs between € 2.25 and
€ 3.00. Nevertheless, the brand mentioned above is not reimbursed in Poland. Thus the price
may vary between pharmacies and as presented in the study, the medicine might be cheaper
buying it in the regular pharmacy than on Facebook.
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Fig 4. Goods expected in exchange for medicines.

https://doi.org/10.1371/journal.pone.0275272.9004
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Among the offered medicines, there were also medicines requiring special storage condi-
tions like filgrastim or insulins. Nevertheless, posts and the content of the offers did not con-
firm suitable storage and further transportation. We also found one case of medicine that is
not officially available in Poland (SabSimplex™ against infantile colic).

Discussion
Medicines trade on Facebook might be a developing phenomenon

The analysis revealed that Facebook might be a source of uncontrolled access to several medi-
cations. Out of 409 investigated offers, the majority (92.91%) related to Rx brands. Cardiovas-
cular medicines were most frequently (30.56%) posted on Facebook and were followed by
antidiabetics (9.29%), and anti-asthma medications (7.33%). Importantly, we also found offers
of medicines that might be misused. There were, among others, 7 (1.71%) posts related to opi-
oids. Most of the investigated medicines were available for free.

The severity of medicines offered on Facebook makes this most popular networking plat-
form an important medicines trade source. Free and uncontrolled access to medicines might
be related to possible misuse of prescription drugs, which became a hazardous phenomenon
worldwide [3, 9, 19, 20]. It is in line with our study, where most investigated posts considered
Rx brands. Thus the development of that market may significantly jeopardize public health
and boosts related costs [20, 21]. In 2017, approximately 18 million people misused prescrip-
tion medicines. It mainly concerned adolescents and young adults [9]. Worldwide, opioids
remain the most frequently misused prescription drugs. In the United States, the number of
people who misused these medicines in 2017 was 2 million. However, in Europe, about 40% of
all medicine use comprised tranquilizer and sedative misuse [9]. It contributes to the huge eco-
nomic burden of that issue [20-22], and e.g., total US societal costs of prescription opioid mis-
use were estimated at almost $ 56 billion in 2007, influencing productivity loss, costs of health
care and criminal justice [20]. Moreover, direct health care costs per person were almost nine
times higher among opioid abusers ($ 15,854) than in the non-abusers group ($ 1,830) [23]. In
total, however, the misuse or the use of doubtful or substandard medicines are responsible for
a substantial economic burden, which in 2002 amounted to more than $ 180 billion in the
USA, and in 2018 these costs rose to over $ 600 billion [23, 24].

Unregulated access to medicines on online platforms may contribute to the
misuse of medications or mislabelled medicines

It is estimated that in the USA, 36 million Americans have bought medicines online, including
lifestyle and lifesaving drugs, without a valid prescription [7]. Facebook might be a source of
these medicines too. In our study we revealed posts offering cardiovascular medicines, antibi-
otics, and antidiabetics, for example. In the case of antibiotics, there were offers for doxycy-
cline. It could be related to the self-medication practices to manage COVID-19 [25, 26]. Asa
relatively cheap and easily accessible medicine, doxycycline was frequently used in the first
days of the symptoms of a SARS-CoV-2 infection, especially at the beginning of the pandemic
[27]. Later studies found that it should not be used as a routine treatment for COVID-19 [28].
However, it could be a more developed phenomenon than presented in this study. It might
result from the underestimated number of SARS-CoV-2 infections related to limited test avail-
ability in the first months of the pandemic and then hidden cases which are frequently not
reported in official statistics [29, 30].

We also found offers e.g., for morphine, oxycodone, and benzodiazepines. People build up
a tolerance to these medicines very quickly, and often escalate their dosage to get a similar
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state. Therefore, the overdose risk is vast [4], and uncontrolled access, and misuse of these
medicines may contribute to dire consequences to patients and society [4, 23, 31]. Besides, the
same or very similar risks are related to the other medicines. For instance, Mysimba™, revealed
in the study too, seems to require monitoring through pharmacovigilance stages and the safety
of supply chains. Likewise, it should be an issue for all market stakeholders, including politi-
cians and marketing authorisation holders.

We found, in our study, several offers of neuroleptics and hormones likewise. The impor-
tance of using medicines from legitimate supply chains also confirms the example from the
Democratic Republic of Congo. 11 children died there and it was disclosed that they had been
given tablets labeled diazepam. Still, when tested, the pills were found to contain haloperidol
[32]. The trade on Facebook does not protect potential users from such dangers. In the hor-
mones group, we mainly found contraceptives, but there were offers for clomifene and letro-
zole. These might be used for anabolic purposes or to counter the side effects of anabolic
steroid abuse [33, 34].

Surprisingly, OTC medicines’ offers constituted a minority in our study. Still, their misuse
should not be downplayed because it is also a developing problem and a serious global public
health challenge [9, 10, 35]. In supra-therapeutic doses, substances like dextromethorphan or
pseudoephedrine can elicit psychoactive effects such as euphoric or dissociating [9, 10].
Although pharmaceutical law in Poland was amended to reduce recreational use of OTC med-
icines, access to medications containing substances mentioned above is still relatively free [10].
It may explain why these and other OTC medicines were not frequently offered on Facebook.

Internet is a source of health information and goods, including medicines

For many people, the Internet, including social media, became a primary and trustworthy
source of health information [2, 36]. Nevertheless, such trust might be dangerous. It raises e.g.,
from the fact that online sources of information are not supported by professional informa-
tion. Pharmacists as patient’s advisors guarantee drug safety and public awareness resulting,
e.g., from pharmaceutical care, pharmacists’ responsibilities, and conditions aimed at suitable
drug storage and delivery [37-39]. Moreover, Coloma et al. [36] revealed that data from social
networks might not include complete health information, which could be essential for a cor-
rect understanding of widely commented health issues like vaccination or side effects [36, 40].
Besides, Coloma et al. [36] revealed that the country where posts originate could not be auto-
matically identified in almost 60% of cases. It confirms the potential risks of improper storage
and transportation like in the case of found insulins or filgrastim, which require cool storage
conditions. It, and the study as a whole, also demonstrates some failures of the falsified medi-
cines directive, which applies to legitimate medicines providers instead of illegal points of fre-
quently substandard medicines turnover [39, 41]. As also stated by the Reviewer (thank you
for the valuable comments), it confirms the urgent need for law amendments and the health-
care decision makers’ focus on societal education and access to safe pharmaceuticals.

The globalization of several markets and COVID-19 pandemic lead to the very fast growth
of e-commerce. It also concerns the pharmaceutical market with easy purchase and delivery of
medicines via the Internet [42]. Despite worldwide warnings related to the dangers of buying
pharmaceuticals online, patients increasingly turn to online retailers to reduce out-of-pocket
costs and to avoid queues as well as coverage-based limitations [6]. For these reasons, people
look for the best retail offers, and therefore drugs are increasingly bought from informal phar-
macies or websites that look legitimate, but in fact, are falsified [3, 6, 7, 32, 39, 41, 42].

The simultaneous development of medicines trade on Facebook and other Internet chan-
nels makes uncontrolled access to medicines, misuse of drugs, and their inappropriate supply
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an urgent issue requiring the engagement of healthcare decision-makers, politicians, and all
stakeholders of the pharmaceutical market. Moreover, there is a lack of not only societal but
also school education concerning risks of misuse of medicines and their access through illegiti-
mate sources like Facebook. This social media is one of the most popular platforms among
teenagers, and the uncontrolled access to several medicines from Facebook only adds to the
scale of the problem.

Limitations

The study has some limitations. Namely we did not attempt to buy the investigated medicines to
evaluate bargaining possibilities or to ask about storage conditions for example. It could be inter-
esting to check these medicines, every tenth for instance, in a laboratory to evaluate if the medi-
cines were fake. It could be valuable to analyse not only Facebook, but also several auction sites,
where medicines might be offered too. Nevertheless, this might be a topic for future research in
the field. It would also be worth considering the potential advantages of the medicines market
on Facebook and related networking platforms. These may provide an unrestrained chance to
find a medicine that is not commonly accessible, for example, due to drug shortages.

Conclusions

Facebook provides the possibility of uncontrolled access to medicines. The majority of offers
concerned several Rx brands, including opioids and benzodiazepines. Medications offered on
Facebook were mainly available for free, resulting in open access to many substances for end-
users at any age. There are no guarantees of proper storage conditions, supply chain, or drug
origin. The scope and the number of medicines offered on Facebook should make this issue a
hazardous phenomenon. Safeguarding the pharmaceutical market and society in the age of
globalization represents an urgent challenge for politicians, researchers, and all market stake-
holders. Further studies are needed to aggregate data in the field and to extend the conclusions.
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