SCIENTIFIC REPLIRTS

Twin-Field Quantum Key
Distribution

Received: 2 August 2018 Hua-LeiYin%? & Yao Fu?
Accepted: 25 January 2019
Published online: 28 February 2019 The ultimate aim of quantum key distribution (QKD) is improving the transmission distance and key

generation speed. Unfortunately, it is believed to be limited by the secret-key capacity of quantum
channel without quantum repeater. Recently, a novel twin-field QKD (TF-QKD) is proposed to break
through the limit, where the key rate is proportional to the square-root of channel transmittance.
. Here, by using the vacuum and one-photon state as a qubit, we show that the TF-QKD can be regarded
. as ameasurement-device-independent QKD (MDI-QKD) with single-photon Bell state measurement.
. Therefore, the MDI property of TF-QKD can be understood clearly. Importantly, the universal security
. proof theories can be directly used for TF-QKD, such as BB84 encoding, six-state encoding and
. reference-frame-independent scheme. Furthermore, we propose a feasible experimental scheme for
. the proof-of-principle experimental demonstration.

. Throughout history, the battle between encryption and decryption never ends. Currently, relying on computa-
: tional complexity, the widely used public-key cryptosystem becomes vulnerable to quantum computing attacks.
. The one-time pad is the only provably secure cryptosystem according to information theory known today.

Thereinto, an important issue exists that the common secret key is at least as long as the message itself and can be
. used only once. Quantum key distribution (QKD) constitutes the only way to solve the real time key distribution
© problem!. QKD allows two distant parties to establish a string of secret keys with information-theoretic secu-
. rity>’. One can ensure legitimate parties to exchange messages with perfect confidentiality by combining QKD
: with one-time pad.

The longest transmission distance of QKD has been implemented over 421 km with ultralow-loss optical fiber*
and 1200 km satellite-to-ground®. Improving the transmission distance and key rate are the most important tasks
of QKD research. However, this task has been proven impossible beyond a certain limit without quantum repeat-
ers®’. The secret-key capacity of quantum channel can be used to bound the extractable maximum secret key®”.
Generally, the secret-key capacity can be regarded as a linear key rate Pirandola-Laurenza-Ottaviani-Banchi
(PLOB) bound’ Rp; o5 =— log,(1 — 1), where 7 is the transmittance. To overcome the rate-distance limit of QKD,

: quantum repeaters are usually believed as a strong candidate®®. However, the long-time quantum memory and
* high-fidelity entanglement distillation are far from feasible. Despite the recent advance'” relaxing the requirement,
. the actual implementation is also difficult to realize, for example, quantum non-demolition (QND) measurement.
. Although the trusted relay-based QKD has been deployed over 2000 km'}, its security is compromised.
: Recently, a novel protocol called twin-field QKD (TF-QKD)'? has been proposed to overcome the
- rate-distance limit. The secret key rate of TF-QKD has been scaled with the square-root of the transmittance,
© R ~ O(./m). In the TF-QKD, a pair of optical fields are generated respectively at locations of two remote parties
© and then sent to the untrusted center to implement single-photon detection. Compared with
measurement-device-independent QKD (MDI-QKD)'?, TF-QKD retains the properties of being immune to all
detector attack, multiplexing of expensive single-photon detectors and natural star network architecture. In the
original paper of TF-QKD'2, the communication parties, Alice and Bob, prepare the phase-randomized coherent
state with phase encoding in X and Y basis. To acquire the correction of raw keys, they should announce the ran-
dom phase of each pulse. The key rate of unconditional security proof is still missing in the original paper'2.
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Figure 1. Scheme to overcome the PLOB bound of QKD. (a) Setup for entanglement-based MDI-QKD with
single-photon BSM. Alice and Bob prepare single-photon Bell state, while Charlie implements entanglement
swapping. M represents the measurement operation, such as Z, X and Y basis. Alice and Bob implement the M
measurement operation after Charlie performs the single-photon BSM. (b) Prepare-and-measure MDI-QKD
with single-photon BSM. Alice and Bob directly prepare the qubit with superpositions of the vacuum and
one-photon states. Alice and Bob implement the M measurement operation before Charlie performs the single-
photon BSM. (c) Effective TF-QKD with single-photon and laser sources. The photons from single-photon
source and laser source are indistinguishable in every degree of freedom. The phase-reference of long-distance
should be stabilized to implement laser interference. The single-photon source is used to implement Z basis
encoding, while the laser source is used to implement the phase encoding, such as X and Y basis.

Various different important works have been shown to give the key rate formulas with information-theoretic
security!*%,

Here, we prove that TF-QKD can be seen as a special type of MDI-QKD. Thereinto, a qubit is physically imple-
mented by a two-dimensional subspace with vacuum and one-photon state. One can consider that the untrusted
center performs the single-photon Bell state measurement (BSM) while Alice and Bob prepare quantum state in
the complementary bases. Since the vacuum state is immune to the loss, it can always have a detection (detector
without click means a successful detection), thus the probability of coincident detection is exactly equal to that
of single detection. Therefore, the TF-QKD inherits all positive features of MDI-QKD and increases the key rate
a lot to break through the linear key rate bound. The unconditional security proof technologies with entangle-
ment purification®*?!, information theory analysis*, entropy uncertainty relation can be directly applied in the
TF-QKD. The bit of Z basis is independent of the phase misalignment. Naturally, there is no need to publish ran-
dom phase of Z basis and the state can be seen as a mixture of photon number states. Therefore, the distilled secret
key of Z basis in the TF-QKD can exploit the tagging-method of Gottesman-Lo-Liitkenhaus-Preskill (GLLP)
analysis?®. Combining the decoy-state method?~%’, we could acquire the tight key rate formula of TF-QKD with
BB84 encoding’, six-state encoding®® and reference-frame-independent (RFI)* scheme.

Results

MDI-QKD with single-photon BSM.  Here, let us first introduce an entanglement-based MDI-QKD with
single-photon BSM protocol, as shown in Fig. 1(a). Let {|0), |1)} represent Z basis, where 0 and 1 are the vacuum
and the one-photon state, respectively. Accordingly, the eigenvectors of X basis and Y basis are
|[£) = ([0) + |1))/ﬁ and |£i) = (]0) £ i|1))/ﬁ. Considering that one photon inputs a lossless symmetric
beam splitter, the output state is a single- photon entangled state, [¢p") = (|0)|1) + |1) \0))/ 2. Alice and Bob
prepare a series of entangled states|1/;+) (|0)4]1), + |1)4]0),)/~2 and |¢)T) b + [1)5/0),)/4/2,
respectively, where A (B) and a (b) are a palr of field modes. Afterwards, they holdB thhe qublt of a and b modes and
send the quantum states of A and B modes to the untrusted third party, Charlie, who performs the BSM to iden-
tify the two single- photonBellstates\z/ﬁ') = (|0)4]1)g + [1)4]0)5)/~2and [ty ) 45 = (|0)4[1)5 — [1)4]0)5)/~/2.
Therefore, a coincidence detection with chck and R no click indicates a projection into the Bell state 1)) . A
coincidence detection with R click and L no click, implies a projection into the Bell state|t)"), 5. Note that the
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identification of any one Bell state is enough to prove the security. When Charlie performs a successful BSM, the
qubit that the legitimate users hold becomes a single-photon Bell state, the process of which can be regarded as an
entanglement swapping, as experimentally demonstrated®. Alice and Bob can utilize quantum memory to store
their qubit a and b modes. After Charlie announces the events through public channels whether he has obtained
a Bell state and which Bell state he has identified, Alice and Bob will measure qubit a and b modes, respectively.
They publish the basis information through an authenticated classical channel. Bob will apply a bit flip when they
choose Z (X or Y) basis and Charlie receives a Bell state [)™) _(|/7),5). They use the data of Z basis to form the
raw key, while the data of other bases are all used to estimate the leaked information. Alice and Bob can acquire
the secure key through the error correction and privacy amplification.

We can equivalently convert our entanglement-based protocol in Fig. 1(a) to the prepare-and-measure proto-
col as shown in Fig. 1(b) by the Shor-Preskill’s arguments?. Let Alice and Bob measure the modes a and b before
they send the qubit of A and B modes to Charlie, meaning Alice and Bob directly prepare the quantum state A
mode and B mode. Other steps are all same to the entanglement-based protocol, including the BSM, basis com-
parison, bit flip, error correction and privacy amplification. Hereafter, we use the TF state to represent the joint
quantum state of Alice’s A mode and Bob’s B mode. In the case of ideal detector (photon-number-resolving and
without dark count) and lossless channel, the MDI-QKD with single-photon BSM protocol is similar with the
two-photon BSM protocol. However, the single-photon BSM exploits the vacuum state identification, namely,
detector without click, the case of TF state with |1,)|15) will create error Bell state detection under the case of
lossy channel, which will cause the unbalanced bit value and high bit error rate.

To solve this issue, Alice and Bob need to decrease the probability of qubit |1) preparation and increase the
probability of qubit |0) preparation. Therefore, Alice (Bob) should exploit the entangled state
[1)), = ~/T — £]0)|1) + -/£|1)|0) to replace the maximally entangled state [t)*) = (|0)|1) + |1}|0})/~2 in the
entanglement-based protocol with Fig. 1(a), where t is the transmittance of partial BS. Note that the
non-maximally entangled state is also used to prove the security in the TF-QKD'®. Taking into account the
threshold detector and lossy channel, the joint quantum state of Alice’s @ mode and Bob’s b mode after Charlie’s
BSM with W)i)AB under the case without eavesdropper’s disturbance can be written as (see Methods for detail)

q q q
Py = M) (1] + 205 (0 + 2(00),,(00)],
1 1 1 (1)

where g=qy+ 4, + g2 90 ¢ and q, are the probabilities of Charlie’s successful BSM given that the photon num-
bers of TF state are zero, one and two. Consider a virtual step, if Alice and Bob jointly perform QND measure-
ment on TF state to implement photon-number-resolving before they send TF state to Charlie, the joint quantum
state of Alice’s a mode and Bob’s b mode is W)i) given that the TF state with one-photon and Charlie’s BSM with
|4) » Which reduces to the the case of ideal detector and lossless channel.

st imilarly, we can have a equivalent prepare-and-measure protocol corresponding to the entanglement-based
protocol with entangled state |1), = +/1 — £|0)|1) + +/£[1)|0). Alice (Bob) prepares the qubit |+z) =|0) and
|—z) =|1) with probability 1 — f and ¢ as Z basis logic bit 0 and 1, respectively. Alice (Bob) prepares the qubit
[+x) = +/1 — £|0) + ~/#|1)and|—x) = +/T — £]0) — -/t|1) with equal probability as X basis logic bit 0 and 1,
respectively. Alice (Bob) prepares the qubit |+y) = +/1 — £]0) + i-/f|1) and|—y) = +/1 — £|0) — i-/£|1) with
equal probability as Y basis logic bit 0 and 1, respectively. Obviously, the quantum state can be seen as a mixture
of photon number states for TF state in the Z basis. For the TF state with one-photon in the Z basis, one of Alice
and Bob needs to prepare |0) as logic bit 0 and the other prepare |1) as logic bit 1. However, the quantum state is
coherent superposition of photon number states for TF state in the X (Y) basis. Here, if we assume Alice and Bob
knowing the quantum bit error rate (QBER) of TF state with one-photon in the X basis, for example, Alice and
Bob can perform joint QND measurement on TF state to implement photon-number-resolving in the X basis, one
can use the case of TF state with one-photon to extract secure key in the BB84 encoding, which can be given by
(see Methods for detail)

Rgpsy = qy[1 — (exx | = qH(Ey), 2)

where E,, = (qo +4,)/q is the QBER of Z basis, H(x) =—xlog,(x) — (1 — x) log,(1 — x) is the binary Shannon
entropy and e’} is the QBER in X basis for TF state with one-photon. We can have optlmal secure key rate in Eq. (2)
with the transmittance of partial BS t~ 8% given that QBER eb1 = 3%, dark count rate of threshold detector
Ppa=1075, efficiency of threshold detector 7, =40% and the ﬁber distance between Alice and Bob L > 100 km.
Note that the entanglement-based protocol in Fig. 1(a) and prepare-and-measure protocol in Fig. 1(b) are the
virtual protocols, which are not used to perform experiment but prove the security in theory.

TF-QKD with phase-encoding coherent state. Manipulating the quantum state with superpositions of the
vacuum and one-photon states and, in particular, requiring control about the relative phase between the vacuum and
— /2 ~00 (ewﬁ)"
n=0  j,7
the relative phase 6 between the different Fock states in the superposition is reflected physically in the phase of the
classical electric field. Hereafter, the phase-encoding basis means to implement phase modulation of coherent state,
such as X and Y basis. In order to achieve Alice and Bob knowing the QBER of TF state with one-photon in the
phase-encoding basis without the requirement of QND measurement, one can use the post-selected phase-matching
method for phase-randomized coherent state'>'*. By using the post-selected phase-matching method, the phases of

one-photon state is quite problematic®!. However, we consider the coherent state | a) —e

‘ n), where
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Figure 2. The practical TF-QKD setup. (a) practical TF-QKD with independent lasers. The phase modulator
(PM) can realize phase encoding and random phase modulation at one time. CW-Laser: continuous-wave laser,
AM: amplitude modulator, VOA, variable optical attenuator, BPF: band pass filter, PC: polarization controller,
BS: beam splitter, RNG: random number generator. (b) Phase self-aligned TF-QKD with single laser. The
Faraday mirror (FM) or the polarization beam splitter (PBS) and the 7/2 Faraday rotator (FR) are exploited to
realize the transformation between horizontal and vertical polarizations. Alice and Bob could choose to prepare
the qubit in Z basis by using Charlie’s laser or their own pulse lasers. The security will be enhanced if they use
their own laser. Some polarization-maintaining fiber are required to keep the polarization in the systems of
Alice, Bob and Charlie. P-Laser: pulse laser, OS: optical switch, PD, photoelectric detector, Cir: circulator.

Alice’s and Bob’s coherent state can be seen as equal and randomized, which means that they can use decoy-state
method to estimate the yield and QBER of TF state with one-photon in the phase-encoding basis (see Methods).

Efficient TF-QKD. Here, we propose an efficient TF-QKD that the single-photon source used for Z basis and
laser source used for phase-encoding basis in Fig. 1(c). The qubit prepared in Z basis can be implemented by
turning on and off (such as optical switch) the single-photon source, while the qubit of phase encoding basis
should exploit the phase-randomized coherent state combined with phase modulation. However, the perfect
single-photon source is still a challenge under the current technology. Therefore, we propose a practical TF-QKD
by exploiting phase-randomized coherent state to replace single-photon source used for Z basis encoding.

Practical TF-QKD.  In the following, let us explain our practical TF-QKD in detail as shown in Fig. 2(a). (i) Alice
and Bob use the stabilized narrow line-width continuous-wave laser and amplitude modulator to prepare the
global phase stabilized optical pulses. Alice’s and Bob’s random phases 6, € [0, 27) and 05 € [0, 27) are realized by
using phase modulators. For Z basis encoding, the phase-randomized coherent state with intensities 0 and y as
logic bits 0 and 1 with probabilities 1 — t and ¢ by using amplitude modulator. For X (Y) basis encoding, they use the
phase and amplitude modulator to randomly implement 0 (7/2) and 7 (—7/2) phase modulation as logic bits 0 and
1 with intensities {¢/2, w/2, 0}. (ii) Then they send quantum states to Charlie for single-photon BSM through the
insecure quantum channel. Charlie publishes the successful events of single-photon BSM. (iii) Alice and Bob will
announce the basis information through the authenticated classical channel. The intensity and random phase
information k, 5 of phase-encoding basis should be disclosed, while those of Z basis are confidential to Charlie,

where they have Oy € AkA E AkA L= 2mhkap , w() and k, 3€10, 1, ..., M—1}. (iv) Alice and Bob use the data

M
of Z basis as the raw key, while the data of phase-encoding basis are announced to estimate the amount of leaked
information. (v) They exploit the classical error correction and privacy amplification to extract the secure key rate.

After Charlie announces the measurement results, he cannot change the yield and QBER due to information
causality®?. The decoy-state method of estimating the yield and QBER of TF state with n-photon in
phase-encoding basis is also true even for the post-selected phase-matching method, which has also been used in
phase-matching QKD?. The GLLP analysis?* can be used for the data of Z basis, since the random phases infor-
mation of Alice’s and Bob’s coherent states are all confidential to Charlie. Bob will always flit his bit in Z basis. Due
to the density matrix of TF state with one-photon pTlFZZ = pTlfx = %(|01)AB<01‘ + |10)45(10]), we can use the
yield of TF state with one-photon Y144 = Y1+¥ in the asymptotic limit. Note that, we can also directly estimate the
yield Y144 by using the data of phase-encoding basis given that one of Alice and Bob sends intensity 0.

For the BB84 encoding’, Alice and Bob only keep the data of |k — k4| =0 and M/2 when they both choose X
basis by the post-selected phase-matching method. If |kz — k| =0 (kg — k4| = M/2), Bob will flit his bit when

Charlie receives a Bell state|t) ) . (W)JF)AB ) The secure key rate of practical TF-QKD can be given by
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Figure 3. The key rate of practical TF-QKD with BB84 encoding in the asymptotic limit. For each transmission
loss, we optimize the parameters  and ¢ with e, = 1%, v=0.1, w=0.02 and M = 16. For the PLOB bound, we
use Ry op =—10g, (1 — 7, o) Mpros =174 % 10~%%%. The secure key rate of TF-QKD with BB84 encoding can
surpass the PLOB bound under the case of detector with 14=40%, p;=1077, the performance of detector has
been realized much more.

Ryp_ gy = 2601 — Dpe "Y1 — H(egy)] — Quy fH(Ey), (3)

where Q;, is the gain in Z basis acquired directly from the experiment, f=1.15 is the error correction coefficient.

For the RFI scheme®**, one can allow Alice and Bob to have different phase references which can be changed
slowly (details can be found in Methods). Therefore, they can collect the data of |kz— k4| =k, k€{0,1,..., M —1}
to form a set Dy, where the probability of |kz— k| =k is ﬁ For each set Dy, they calculate the value
C,: =1 - Ze)b&k)2 + (1 — 2e§§,k)2 + (1 — 261%1(,()2 + (1 — Zefll,k)z, where e}&k(XYk,YXk,m) is the QBER of TF
state with one-photon in set Dy given that Alice and Bob choose X — X(X— Y, Y — X, Y —Y) basis. The secure key
rate of practical TF-QKD with RFI scheme can be given by

Ryp_pip = 2t(1 — Hpe "V (1 — I(CY] — Quy fH(E ), (4)

where IE(CI) =(1— eZb%)H(lJ;’L) + eZ”%H(t—”) describes eavesdropper Eve’s information, thereinto,

v= ,Jcl/z — (1 — ef)?u¥ell,u = min[+/C'/2/(1 — ¢f}), 1]andC' = LMt ¢l Compared with the BB84
encoding, all data of RFI scheme can be exploited to estimate parameter C', which can be used to slow down the
finite size effect. Alice and Bob can change M to acquire the maximum key rate without impacts on efficiency. The

QBER of Z basis for TF state with one-photon eg = Oleads to IE(CI) = H((1 + +/C'12)/2).

The secure key rate of practical TF-QKD using BB84 encoding changes with the dark count rate as shown in
Fig. 3. We use the practical parameters to simulate the secure key rate in Fig. 3, where the efficiency of detector
is 7,=40%, the loss coefficient of the channel is 0.2 dB/km and the optical error rate of system is e, = 1%. The
optical error rate is usually large due to the long-distance single-photon-type interference. We compare the secure
key rates of practical TF-QKD using BB84 encoding and RFI scheme with the different optical error rate as shown
in Fig. 4. To show the advantage of TF-QKD, the efficiency and dark count rate of detector are assumed to be
14=90% and p,= 10~° in Fig. 4, respectively. In the simulation, both schemes can surpass the PLOB bound and
tolerate the big optical error rate e,,. The key rate of TF-QKD with BB84 encoding will significantly decline with
€pt Tising, while the RFI scheme is robust. However, the long-distance phase-stabilization (it could not be a per-
fect match but is required to vary slowly) also exists since the relative phase changes too fast in the long-distance
fiber or free-space channel.

The experimental demonstration of TF-QKD with independent lasers in Fig. 2(a) is a big challenge, although
the MDI-QKD with two-photon BSM has been implemented over 404 km optical fiber** by using asymmetric
four-intensity decoy-state method?*. Compared with the two-photon BSM, greater technological challenges exist
in the TF-QKD with single-photon BSM. The frequency difference of two independent lasers is required more
rigorously'?. The phase-locking technique may be used to compensate the frequency difference. Importantly,
the long-distance phase-stabilization technique is required to implement single-photon interference with phase
matching. The RFI scheme can allow the phase mismatching. However, the relative phase change is still required
to vary slowly. To rapidly implement the proof-of-principle TF-QKD experiment, we present a phase self-aligned
TF-QKD with single laser interference as shown in Fig. 2(b). The horizontal polarization optical pulse gen-
erated by Charlie is divided into two pulses by the polarization-maintaining beam splitter. By exploiting the
/2 rotation effect of Faraday mirror, the two pulses interfere after they go through the same path. Though the
phase self-aligned scheme would be affected by the loss and noise, the frequency difference and long-distance
phase-stabilization problems are both solved*. An extra security analysis with untrusted source®” should be used
to defeat the attack from systems of Alice and Bob.

SCIENTIFIC REPORTS | (2019) 9:3045 | https://doi.org/10.1038/s41598-019-39454-1 5


https://doi.org/10.1038/s41598-019-39454-1

www.nature.com/scientificreports/

10° ——PLOB bound | 100 N ——PLOBbound |}
eopt=0% ——TF-RFI eop‘=3% —— TF—RFI
——TF-BB84 ——TF-BB84
o 107
2
©
©
>
Q
<
10710 L
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Alice—Bob distance in standard fiber (km) Alice—Bob distance in standard fiber (km)
10° ——PLOB bound |} 10° N ——PLOB bound |
e, =6% ——TF-RFI €,,=20% ——TF-RFI
P ——TF-BB84 P ——TF-BBs4
o 107 0 107
L L
& [
>
3 3
~ ~
,IO-|D [ 10—\0 L
0 100 200 300 400 500 600 700 0 100 200 300 400 500 600 700
Alice—Bob distance in standard fiber (km) Alice—Bob distance in standard fiber (km)

Figure 4. The key rates of practical TF-QKD with BB84 encoding and RFI scheme in the asymptotic limit.
For each transmission loss, we optimize the parameters y and ¢ with 77,=90%, p,=107°, v=0.1, w=0.02 and
M= 16. The secure key rate of practical TF-QKD with RFI scheme do not change obviously with optical error
rate e,,,. The secure key rate of practical TF-QKD with BB84 encoding can also beat the PLOB bound even the
optical error rate up to e, = 20%.

Discussion

In summary, we have proved that the TF-QKD can be regarded as a MDI-QKD with single-photon BSM. By
introducing the Z basis encoding, the secret key extraction can exploit the tagging method of GLLP analysis and
the decoy-state method. Compared with BB84 encoding, the RFI scheme has the advantages of increasing the
data of parameter estimation and reducing the effect of phase drift. We should point out that the extra Y basis
preparation in RFI scheme does not add additional operation due to the active phase randomization require-
ment, which is different from the traditional QKD. We propose a feasible experimental scheme to implement the
proof-of-principle experimental demonstration. Note that, the security of this proof-of-principle experiment in
Fig. 2b is not guaranteed with our current analysis, which requires a further security evaluation due to introduc-
ing untrusted source. Through simulation, we show that the secure key rate of practical TF-QKD can surpass the
PLOB bound. The universally composable security with finite-key analysis needs to be considered in the future.
Our proposal suggests an important avenue for practical high-speed and long-distance QKD without detector
vulnerabilities. During the preparation of this paper and posting it on the arXiv, we became aware of some impor-
tant works!4!® of TF-QKD.

Methods
MDI-QKD with single-photon BSM. For the case of entanglement-based protocol with the entangled

state|1),) = /T — £]0)|1) + ~/£]1)|0), the joint quantum state of Alice and Bob can be given by
¥PABab = |¢+)Aa @ |¢+)Bb
(1 — 1)]0011) 44y + /(1 — 1) (|0110) 45, + [1001) 45,5,) + £[1100),5,p- (5)

For the threshold detector and lossy channel, the TF state |00) 45, |01) 45, |10) 55 and |11} 45 will all have
single-photon Bell state clicks. Due to the single-photon BSM of Charlie, the photon number of TF state will
collapse to three events, namely vacuum, one-photon and two-photon. The corresponding probability can be
expressed as

q = 20— t’p (1 —p),
q = 2t(1 = O{p,(1 — p)(1 — ;) + (1 — p)[1 — (1 — p)(1 — )]}
g, = 1 —p)d — M)’ + 1 —p)ll — (1 —p)a — . 1, 6)

where the expression of g, is acquired by the Hong-Ou-Mandel interference of two-photon. The parameter
p q q y 8 p p
A=y % 10799212 js the transmittance between Alice (Bob) and Charlie.
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For the case of prepare-and-measure protocol corresponding to entanglement-based protocol with the entan-
gled state|1),) = +/1 — £]0)|1) + -/£|1)|0), the density matrix of TF state in the Z basis is

pre = (1 = ) (|01)45(01] + [10)45(10]) + (1 — 1)?|00)4(00] + £2|11) 45 (11, (7)

which means a mixture of photon number states for TF state in the Z basis. The TF state of Z basis is the product
state of Alice’s and Bob’s quantum state. The density matrix of TF state with one-photon in the Z basis is

Pt = (|01>AB(01| + [10),5(10)),

®)
which needs one of Alice and Bob prepares |0) as logic bit 0 and the other prepares |1) as logic bit 1.
The density matrix of TF state in the X basis can be written as
x 1
Prp = Z[|+x, + x) g2, 4+ x| + | +x, — x),p(+x, — x|
=2+ xap(—x + x|+ =% = x)ap(—x — x[]. 9)
Thereinto, we have
|£x, +x),5 = (1 — 1)|00),5 + /H(1 — ) (|01)45 £ [10)45) £ t|11) 5,

|£x, —x),5 = (1 —1)|00),5 — +/t(1 — £)(J01),5 F |10),45) F t[11),5, (10)

which means a coherent superposition of photon number state for TF state in the X basis. If Alice and Bob jointly
perform QND measurement on TF state to implement photon-number-resolving, we have

QND measurement 1
|:|:x, +x)AB one_photon ﬁ(l()l)AB + ‘IO)AB)’
QND measurement 1
|£% —X)ap —h) —(|01)AB F [10)4p),
one-photon
P = 2(10145(01] + [10)35(10]) = p7,

11)

where pTFZZ (pTIXX ) is the density matrlx of TF state w1th one-photon in the Z (X) basis. We have YTle = YTF

the asymptotic limit due to p.; 122 p XX where Y127 (Y1) is the yield given that Alice and Bob choose Z (X)
basis and TF state contains one- photon Alice and Bob can know the locations of the TF state with one-photon by
using the QND measurement, they could discard all other states and apply error correction and privacy amplifi-

cation only to the TF state with one-photon. In this case with BB84 encoding, they can achieve a key rate of***!

Rppgy = q1[1 (EZZ) ( )]) (12)

For the TF state with one-photon in the Z basis, we have e2}, = 0 since we only have the case of Alice’s logic bit

0 (1) and Bob’s logic bit 1 (0) corresponding to quantum state [01) (|10})).

However, if we assume that Alice and Bob can know the QBER of TF state with one-photon in the X basis, one
can acquire the secure key in the Z basis without Alice and Bob knowing the locations (QND measurement) of
the TF state with one-photon by using the GLLP analysis?*. The secure key rate can be given by

Rppgs = q[1 — Hey )] — qH(Ez,), (13)

where the parameter g, should be calculated by using the decoy-state method, for example, we choose three value
of tin the Z basis.

TF-QKD with phase-encoding coherent state. In order to make Alice and Bob know the QBER of TF
state with one-photon in the X basis without the requirement of QND measurement, we need to consider the case
of phase-randomized coherent state

1 i i i
p = L [T la)alal @ lea),(e"aldo
2T
» oo oo ntm ei&(k—n)un+m
= e n) (k| ® |m)g{n + m — k|,
,,Z;f) ,,,go ,;) n!lm!k!(n + m — k)! Im)a k] @ Jm)s( | (14)
where the global phases of Alice’s coherent state o), = |ei9 ft), and Bob’s \e’éa) =le i(9+6)ﬂ ), should be

randomized and have a fixed phase difference 6. Therefore, we have
i hase-randomized 1 _is

a)lefa) 2 —(|o1 e °[10)4p)-

a)ale"a), P (01), -+ ¢ ]10),)

(15)

For the X basis encoding, we have
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phase-randomized 1

one-photon ﬁ

phase-randomized
L

|Ea),|+a)y (|01)4p = [10)45),

|a), | —aly %uonw  110).48).

one-photon

1
P = S(00)a5(01] + [10)45(10)). 16
where the global phases of Alice’s and Bob’s coherent state should be equal and randomized. It can be realized
by using post-selected phase-matching method for phase-randomized coherent state introduced in the original
TF-QKD' and phase-matching QKD". If we consider the photon number space of TF state given that the global
phases of Alice’s coherent state and Bob’s are randomized and have a fixed phase difference, the density matrix
can be given by

— 72;»0(] (Zﬂ)n
p=e Z:O—n! )y (nl, (17)

which is similar with the phase encoding phase-randomized coherent state in the traditional decoy-state QKD?*?".
Therefore, the decoy state method can be used for estimating the yield and QBER of TF state with one-photon.
For phase-randomized coherent state used for Z basis encoding, we have

pil = (1= 17)00),5(00] + £

> e n)A(n][i e““;'f|m>3<m|]

m=0

+t(1 — 1)

|0)A<o|[i “—|)<] - [i e-“‘;—jn>A<n|]|o>B<0|

n=0

(18)

We need |0) as logic bit 0 and |1) as logic bit 1, therefore the efficient TF state with one-photon in Z basis only
results from the case of logic bit 0,15 and 1,0 with the probability 2#(1 — ) ue*. For simulation, we consider the
case without Charlie’s disturbance. In the Z basis of practical TF-QKD, by going through the quantum channel
and beam splitter, we have (1 — £)? probability of quantum state

10,4 (0l—=10),[0)» (19)

t(1 — t) probability of quantum state

i BS
O)ale77), > ;

el /Lﬁ> ‘_eiﬁB NW>
'y , >
R

(20
t(1 — t) probability of quantum state
‘eiBAq/ﬁ)A‘O)BE) eiOA, M'\/ﬁ> EMA, /‘L’\m> ,
2 2 Ik 1)
and £ probability of quantum state
i i BS | i \/M«/ﬁ i \/uﬁ i, \/M«/ﬁ iy | 1T

e e’s — e + e’ e —e'f .

) e ), : ) - o

Here, we have 0, € [0, 27) and 05 € [0, 27), L and R represent the left detector and right detector of Charlie,
respectively. The gain Q,, and QBER E_;, of practical TF-QKD can be given by

1%
Qu = 2p(1 —p)(1 — 1) +4(1 — pe 2"

1-(1 - pd)efgﬁ}t(l —)
+2(1 = pe " MIy(u ) — (1 — p)e Ve, 23)
and

EQz = 20,1 — p)(1 — 0 + 21 — pe "I i) — (1 — pe "¢, (24)

For phase-encoding basis of practical TF-QKD, by going through the quantum channel and beam splitter, we
have 1/4 probability of quantum state
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‘ei(9A+7rgA+§hA)ﬁ)A‘ei(03+7rg3+§h3)’\/7)3

N ! Oat g+ 5 hs) ’)‘ﬂ + ei(€B+WgB+%hB)’ /m
2 2 .
® ei(0A+7rgA+§hA) Mﬁ _ ei(03+wgﬂ+§h3)’/X«m> ,
2 2 [ (25)

where hy, hg € {0, 1} represent basis X and Y, g4, g5 € {0, 1} represent logic bit 0 and 1 given that the intensities of
Alice’s and Bob's are A and x; respectively, A, x € {v/2, w/2, 0}. Here, we define QfA’gi’A’X and E f:’gg”\’x are the gain
" .

and QBER that Alice and Bob choose basis h, and hz when they send the global phase 6, and 6; optical pulses
with intensities A and x;, respectively. Here,

Ax
Q%:zﬁ,)\,x — (1 _ pd)e_Tﬁ[e_” Ax7 cosx + e Axn cosx] o ( P )2 —(/\+X)(

(26)
and

—)\+X+ AX cosx |,/
04508 XX ) 04508, A5 X _ -
E QhA’hB =(1-p)e

2 ,—(A+x) 1
hyhy -1 —p)e A7,

27)

wherex = 0, — 6, + %(hB — hy) Eff:gg’)"A o~ 17% when we assume /7 — Oand p;— 0.

Obviously, we can directly estimate the yield Y12~ by using the data of phase-encoding basis given that one of
Alice and Bob sends intensity 0. We define Ay Wy as the intensity set when Alice and Bob send intensity A and x
phase-randomized coherent state. Therefore, Qz Q2 and Q° are the gain when Alice and Bob send intensities set
{OUE’ EUO}, {OU? 7UO} and {0w0}, which can be written as

v 2 27 2m
QG = %[ﬁfo I Qe 2ty + — f f Q2" do, o,
T

= 201 - p)e i1 — (1 — I)d)[%ﬁ],
Q7 = 201 — p)e V1 — (1 — pe 37,
Q" = 2p(1 - p). (28)

The YOZZ and YlZZ are the yields of TF state with vacuum and one-photon in the Z basis, respectively, which
can be given by (v>w > 0)*%

Yiif = %= Q" =21 - p). (29)
and

2v

VUJ—L«J

W2 2 2
YTIZZ > YlZZL [ezQz - —ezQz - %Qo].
(30)
We assume that the optical error rate e, of X basis exists due to the single-photon interference. For simplicity, we
assume that the optical error rate is introduced by the phase misalignment'?. Here, a fixed phase difference between
Alice’s and Bob’s global phase is §,=arccos(1 — 2e,). By using the post-selected phase-matching method in practi-
cal TF-QKD with BB84 encoding, Qyx (Qyy)and Eyy (EXX) are gain and QBER given that Alice chooses X basis with

intensity 2 ( ) and Bob chooses X basis with intensity ~ ( ) in the case of |k — k| =0 and M They can be given by

M f6°+ﬁ7r fﬁw OpOp55 6°+7 M 93
v _ M dhydly, Qi = f f 22 46,d6,,
Qux an? Js, o Qoo by Qxx 8 B (31)
and

so+2%

ExxQix = ' fM B2 Q"2 g6,
0
5+— ww ww

Q;XQ}U(JX = ' fM EooeB‘z,ngfé’gB’z)zdeAdQB-
b (32)

Due to the random phase shifting, there is still an intrinsic QBER because the random phases are not perfectly
matched If e, =0.03, we have §,=0.35and Ey ~ 3.6%. By using the decoy-state mentod?, the yield Y13 and
QBER %} can be given by
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2 2 2

1XX 1XXL __ v wAw WA vV —w o
Yt 2 Yrp = _z[eQxx——zeQxx— > Q],

W — w v v

wpw w b0 ~0
el < bV e"ExxQxx — e Q
XX = XX YIXXL >

Wtp (33)

where ¢?® = 1 is the QBER of TF state with vacuum in phase-encoding basis.

For six-state encoding?, the probability that both bit flip and phase shift occurs can be given by*

a=(efy + ek —eth. (34)

To simplify, we assume that those cases of qubit preparation with relative phase modulation are symmetrical
since the random phase is unknown before Charlie performs single-photon BSM. Therefore, we abtaina = eJL/2.
Interestingly, the QBER 2, = 0, which means that the key rate of practical TF-QKD with six-state encoding has
no advantage compared with BB84 encoding.

For the RFI scheme?®, the Z basis is always well defined, which is Z, = Z; = Z for Alice and Bob. The other two
bases may vary with the slow phase shifting 3, the relation can be given by X = cos3X, +sin3Y,, Yy = cosBY,—
sinfYg and = B — B4, where Z, and Z, X, and X3, Y,, and Y} are the location reference frames for Z, X and Y
basis of Alice and Bob, respectively. 3, () is the deviation between the practical and standard reference frame
for Alice (Bob). Therefore, the eigenstates of X, (X;) and Y, (Y3) can be writtenas| + ), = (|0) + e’ﬁA\ 1))/+2
(| £)5 = (0) £ €%1))/42)) and | i), = (|0) £ ie”[1))/-2 (|£i)y = (|0) % ie"¥|1))/+/2). Note that 3, and
3 are the phases of intrinsic degree of freedom between 0 and 1 and can vary slowly in the virtual protocol with
RFI theory. The key rate of single-photon with RFI theory is given by?

Rper = 1 — H(ep) — I(O). (35)

Here, I(C) = (1 — eh)H(l ﬂ‘) +e bH(l +V) quantifies the information of Eve’s knowledge, parameters
v = w/C/Z — (1 - eb) u /ebandu = min [/C/2/(1 — ey), 1]. Wehave I,(C) = H((1 + JC/2)/2)if the QBER
¢, =0. The value C can be defined as
C = <XAXB>2 + <XAY}3>2 + <YAXB>2 + <YAYB>2
= (1 — 2Ex)* + (1 — 2Exy)* + (1 — 2Eyy)* + (1 — 2Eyy)%, (36)
which is independent of phase drifting 5, (8;) and can just be used to bound Eve’s information. However, the

phase drifting will add the QBER of X basis, which will decrease the key rate of BB84 encoding. Thereinto, Eyyyy
xy, vx) is the QBER given that Alice and Bob choose X — X(Y — Y, X — Y, Y — X) basis, which can be written as

Eyx Eyy = %(1 — cosf),

1 1
Eyy = 5(1 + sing), Eyx = 5(1 — sinf3). (37)

One can acquire the maximum value C=2 in the ideal case and I;(C=2) =0 if the phase difference (s fixed. For
phase change from 3 to B+ AS, AB€ [0, 27] (uniformity variation), we have

4(1 — cosAp)

T (Apy? (38)
We can see that C is only related to phase change A3 and is not related to phase difference 3 in theory. The value
Cwill decrease with A increasing.

In the practical TF-QKD with RFI scheme, we define that Qyy, and E;Xk are gain and QBER when Alice
chooses X basis with intensity 2 and Bob chooses X basis with intensity ~ in the case of set D by using the

Aﬁ) {[ sin(8 + AB) — sin8 + [ cos(8 + AB) — cosfBP} =

2 2
post-selected phase-matching method. Therefore, the gain Qyy;. Qxyi Qyxi and Qyy, of set Dy are

M? poot2rk+1) a2
Qi = —f = fM 522 4, db,
k

47
Qwe = 4&7:2 j; éi_iﬁ:(kﬂ) f M 022 46,6,
M
Qb = 4%22 f5 5i:_iﬁz(k+l) f o 0832 46,6,
Qly = %;faﬁ—(kﬂ) fM 952 5 46,46,

(39)

The QBER Eyxi> Exyio Eyxi and Eyy, of set Dy can be written as
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M2 oot anler) 0,0 W)
ExaQix = 2 f fM Eyq & 2Q by ZdeAdGB,

2 2
M2 pootifk+1) pZt gy r0
v M M ‘AVB S B5
EXYkQ;(Yk = F 2y f Ep, 2 2Q 2 deAdGB,
2
L M 60+2ﬁ’r(k+1) 3\4 9A,93 2 12’ O 93,2 2d0 40
EfQlu = —— [ e o :
Yxk LRy xk JRE A B
M? 60+—(k+1) 9,9, 04,0522
EfnQive = ~— f f WSS QNS g g,
4m (40)
By using the decoy-state method, the lower and upper bounds of yield Yap ¥, YAx*®, ylX¥* and YL will be
2 2
1XXk 1XXKL v w vt —w" o
Yip© > Yo = ——|e“Qxq — ¢ Qo — —5—Q ]
W — w v
2 2 2
1XYk 1XYKL v w v —w ~o
> v = Qi - Se'Qiy - S ]
W — w v
2 2
1YXk 1YXKL v w v —Ww o
Yo > Yy = ———|e“Quq — € Quy — —5—Q ]
W — w v
1YYk 1YYKL v w? V- 0
Y > = Ve, — Qi - L),
W — w v v (41)
and
0 0
YRk < yhoku e’ Qe — Q YRk <yl _ e“Qiy — Q

w w

0 0
YlYXk < YlYXkU _ erfzJXk -Q YlYYk < YlYYkU er;ij -Q
= <¥Xk =< TE — — <V¥k <

w w ’ (42)

The lower and upper bounds of QBER e}y, e2h,, efa, and e/}, can be given by

bl b1l v wpw w Wy v vVeo— W  p0~0
exxk = exxk = 5 —oan | € ook — € ExaQxxk — ——=5—¢ Q|
(1w — w?) YU v B
b1 blL v w? V-’ b0 ~0
_ wpw w 2014 v
exyk = Exyk = —IXYkU e ExyiQxvk — —5¢ ExnilQxyx — ——5—¢ Q' |,
(rw — w ) v v
b1 b1L v w? V-’ b0 ~0
_ wpw w vpv v
eyxk = eyxx = —(VUJ 2 y1TXkU € EyxiQyxx — 7‘3 EvxiQyxk — 7 e Q|
b1 b1L v w? V-’ b0 ~0
_ W w w vpv v
eyyk = Eyyk = —lmU € EyyiQyv — —¢ EyuiQvne — ———¢ Q|
(rw — w ) v v (43)
and
wpw w b0 ~0 wpw w b0 ~0
bl bIU e ExyQxxr — e Q b1 <e piu _ € ExviQxy — ¢ Q
exxk = Oxxk = YR ’ Exvk = oYX J
w
w b0 ~0 w b0 ~0
bl bIU _ € EYXkQYXk —e Q bl blU € EYYkQYYk —e Q
eyxk = Cyxk = YL v Eyrk S fyvk T YT (44)
w w

For the practical TF-QKD with RFI scheme, we need to calculate the minimum value of| C,z. Therefore, for the value

Cl=(1—2e88)* + (1 — 2ef0)% + (1 — 2e2)% + (1 — 2e2,)%, (45)
we have
piv piu _ L
exxk exxk < >
b1 biL b1l - 1
exxk = exxk €xxk = >
1 mr _ 1 b1U
-, e < -—-<e )
2 M=, = (46)

the parameters ely,, ey, and ey, are similar with the case of eJ;.
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