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INTRODUCTION

The United Nations defines an “aging society” as one in which 
the proportion of people over 65 years of age accounts for more 
than 7% of the total population.1 According to some reports, the 
rate of aging is progressing rapidly in societies worldwide.2,3 A 
key issue to be addressed in this context is the resultant increas-
es in medical expenses and the number of chronic disease pa-
tients.4 The aging population and increases in medical expenses 

have emerged as social problems, and efforts are being made 
to efficiently respond to these issues. One potential solution to 
combat these challenges is smart healthcare.1

Smart healthcare provides healthcare services based on in-
formation and communication technologies (ICT), and re-
cently, various health-related services have been provided for 
older adults. Smart healthcare has been developing sensor 
technologies that analyze health data for older adults and mon-
itor their daily lives.5,6 Therefore, smart healthcare has signifi-
cant advantages over traditional healthcare services in that it 
can provide medical services by monitoring the overall health 
of older adults and securing their safety in daily life.7

Recently, the growing smart healthcare field has been pro-
viding psychological and emotional support for frequently oc-
curring problems in older adult populations, such as anxiety, 
insomnia, and depression.8 It has proven to be a promising and 
future-oriented field for both psychological support and physi-
cal health management for older adults.9,10 However, current 
improvements in smart healthcare are focused primarily on 
technological advancements, despite concerns for possible data 
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leakage from data sharing, unauthorized access, and disclosure 
of health information through smart healthcare practice, which 
can cause physical and ethical damage to users.11-13 Therefore, 
it is necessary to consider the ethical issues associated with 
smart healthcare in the context of older adult patients.

Although older adults can improve their quality of life through 
new science and technologies, they often experience difficulties 
accepting new technologies when unfamiliar with the use of 
ICT.14,15 Older people are often indifferent to, or have difficulty 
getting used to, new technologies. Therefore, in order to effec-
tively introduce smart healthcare to older adults, it is necessary 
to understand these advancements from their point of view, 
and this first step should be from an ethical perspective. How-
ever, there is a lack of discussion about ethical issues associat-
ed with smart healthcare that older adults may experience as 
users.16-19 

LITERATURE SEARCH STRATEGY

This study was conducted by applying the scoping review meth-
odology with a specific subject scope.20 The procedure for the 
literature review in this study is shown in Fig. 1. In the process of 
confirming the research topic, research papers related to ethics 

in smart health research for older adults were selected to se-
cure papers related to the research topic. A total of 292 articles 
were identified and collected from PubMed, a database of medi-
cal papers, by inputting the keywords (‘Smart health’) [AND] 
[‘Ethic’ (OR) ‘Ethics’] as of March 16, 2021. Two experts in the 
field of medical informatics, focusing on the titles of the iden-
tified articles, reviewed their suitability to the research topic.

The eligibility criteria for this study were that the research 
article had to include research on older adults. There were 210 
articles that were excluded, particularly articles that did not 
primarily deal with ethical issues (n=119), articles that did not 
target older adults (n=25), and articles that focused solely on 
the technological development of smart healthcare (n=66). 
Among the remaining 82 articles, after reading their abstracts, 
the contents were analyzed based on the same criteria as above, 
and the papers that did not primarily deal with ethical issues 
(n=20), papers that focused on the technological development 
of smart healthcare (n=13), or papers that did not target older 
adults (n=6) were excluded. After application of these eligibil-
ity criteria, 43 articles were selected for analysis in this scoping 
review. Subsequently, a full-text scoping review was conduct-
ed, and as a result of this process, a total of 29 articles was final-
ly selected, excluding 14 papers that were considered inconsis-
tent with the research purpose in their ethical text content. The 

Articles excluded by title (n=210)
Did not primarily concern ethical issues (n=119)
Focused on technical issues (n=66)
Did not target the elderly (n=25)

Articles excluded by abstract (n=39)
Did not primarily concern ethical issues (n=20)
Focused on technical issues (n=13)
Did not target the elderly (n=6)

Articles excluded based on full-text review (n=14)
Did not fully focus on smart health and ethical issues (n=14)

Responsibility & Autonomy 
(n=10)

Understanding needs of the elderly

Smart Healthcare Based on Ethics for the Elderly

Developing Smart Healthcare Technology Guidelines for the elderly

Privacy 
(n=9)

Digital Divide 
(n=10)

Ethics

Potentially relevant papers 
identified through literature search 

(n=292)

Articles screened 
(n=82)

Full-text articles reviewed 
(n=29)

Full-text articles 
assessed for eligibility 

(n=43)

Fig. 1. Flow diagram of the scoping review in this study.
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main contents of the study were organized into the charting of 
data to analyze topics covered by each area, and the validity of 
the contents was confirmed through cross-analysis conducted 
by two medical informatics experts.

CURRENT CLINICAL TRENDS

Among the 29 papers that comprised the scoping review, 10 
studies were related to themes of responsibility and autonomy 
(Table 1),21-30 9 studies were related to privacy (Table 2),21,23,31-37 
and 10 studies were related to the digital divide (Table 3).15,36,38-45 
The first issue identified as an ethical dilemma caused by smart 
healthcare is responsibility and autonomy. In the case of older 
adults who need absolute support from healthcare, the auton-

omy of their tacit choices may be violated due to technical as-
sistance associated with smart healthcare, and therefore, it is 
necessary to identify where to place responsibility when such 
an ethical issue arises. Because smart healthcare uses sensor-
based monitoring technology, privacy issues have also been 
raised insofar as they infringe on an individual’s personal life. 
Lastly, for aged populations, a problem can arise due to the 
“digital divide,” because their responsiveness to progressive 
technological change is typically low.

Responsibility and autonomy
Understanding the problems encountered by older adults and 
identifying adequate means to provide them with the techni-
cal support they require are directly linked to ethical issues.29 
This is because healthcare for older adult patients regularly 

Table 1. Scoping Review of Articles Pertaining to Responsibility and Autonomy

Results Limitation Notice
Responsibility & Autonomy

Birchley, et al.,  
 201721

Provision of user choice for unauthorized 
sharing of personal information 

Undeveloped system considering the 
personal information protection of 
technicians

Provision of options for information 
sharing and user responsibility of smart 
healthcare users

Rajesh, et al.,  
202022

Emphasis on social and economic factors 
rather than technological factors as 
determining factors for the success  
of telemedicine

It is difficult for IT technology to provide 
optimal clinical application results 
according to the effectiveness/efficiency 
of the medical system

Emphasizes the logic of physician-patient 
joint decision-making and patient 
selection on the use of technology

Berridge,  
201623

Lack of control over users’ personal 
information

It is difficult to solve the problem of basic 
consent procedures for control and 
follow-up measures for information 
access

Opportunity to give users voluntary prior 
consent and the right to decide the use 
of personal information

Entwistle,  
et al., 201424

Provides management support for patient 
self-monitoring, open connection and 
opportunity, and opportunity for joint 
decision-making

Lack of careful attention and attention 
to patient participation

Providing opportunities for voluntary 
management and participation of medical 
service users

Responsibility

Institute of  
Medicine,  
201225

Contents affecting the safety of EHR The impact of patient safety is a  
long-term issue

Responsibilities of both patients and 
providers for system design and use are 
required

Berlinger,  
200526

Consideration of rationality and  
morality in medical errors

Problems of service provider attitudes 
in solving moral problems in medical 
practice

Recognition of the healthcare system as 
an actor who raises ethical issues in the 
process of providing medical services

Autonomy

Wang, et al.,  
201927

The user, older adults, is interested in  
co-design for the use of technology on  
their own and aspirations for data control

Low technical literacy, restrictions 
on the ability to use technology, etc.

The need to reflect the will of older adults 
to participate in technology design and 
to control data in a joint partnership

Klugman,  
et al., 201828

Right to exercise autonomy due to patient 
voluntary consent and to be responsible  
for data management

Adopting a transparency policy and the 
issue of patient roles in user  
agreements

Maximize patient autonomy for consent 
and withdrawal of use of digital devices

Collste, et al.,  
201229

Moral decisions are made autonomously Lack of attempts to establish a common 
moral basis among experts

Strengthening respect for autonomy by 
confronting moral issues caused by 
advances in healthcare technology

Floridi and  
Sanders, 
200130

Allowing the moral status 
of artificial agents

Computer technology as a new feature 
makes it difficult to draw on traditional 
moral concepts and norms

The realm of cyberspace is the result of 
autonomous execution of artificial agents, 
application of technological ethics

EHR, electronic health record.
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relates to issues of responsibility regarding side effects or risks. 
The ethical principles of ICT can be applied to this problem.30 
This framework presents standards that consider smart health 
as a moral actor, and it emphasizes that the smart health in-
dustry should be recognized as an actor that has the potential 
to cause moral and ethical problems.14,26 Thus, if current or fu-
ture industry actors fail to adhere to prescribed ethical stan-
dards, there will be an established baseline against which they 
can be held accountable, and an argument could be put forth 
about whether to exclude such non-compliant players from 
broader healthcare services.

However, previous results from a qualitative study on 20 ex-
perimenters21 have identified that users’ choices in smart 
healthcare services are often limited due to technical reasons. 
As a result, there are limitations for the process of interacting 
with older adults who use smart healthcare.22 In particular, older 

adults are often reluctant when engaging in novel healthcare 
systems, not only in the areas of prescription and diagnosis by 
clinicians, but also in the utilization of their own information.28

Researchers have identified that subjects who use smart 
health services are viewed as mere consumers, rather than 
as healthcare patients, which can infringe on their autonomy 
and exacerbate power imbalances in the healthcare system.24,25 
Therefore, if the ethical dilemma of autonomy is reduced 
through an increase in available choices, the result may be situ-
ations wherein responsibility may not be taken, as the smart 
health patients are viewed only as customers.21 This also sug-
gests that tasks pertaining to patient selection are considerably 
more important than focusing solely the technical aspects of 
smart health systems.46 In fact, one study suggested that older 
adults are also interested in, and willing to participate in, the co-
design and data control for smart health technologies.23,27 Over-

Table 2. Scoping Review of Articles Pertaining to Privacy

Results Limitation Notice
User privacy protection 

Gutierrez,  
et al., 201831

Stability of collaborative smart health 
applications and the importance of data 
protection

The need for an ethical approach  
to medical safety

The need to respect patient rights in the 
ethical sector related to smart health

Birchley,  
et al., 201721

Providing user choice as a solution 
to unauthorized sharing of personal  
information

Privacy concerns may reduce the  
attitude of users to adopt the  
technology

Importance of technical and ethical 
guarantees that respect users’ privacy 

Berridge,  
201623

Privacy issues for older people who rely 
on monitoring should provide  
opportunities to make their own decisions

The problem of privacy cannot be  
solved only by disclosing information

The need to use “opportunity for boundary 
management” as a design and practice 
principle for privacy

Jacelon and  
Hanson,  
201332

Older people demand a role as decision 
makers in their smart health settings

No feedback on actual use after  
collecting information from older  
adults in the monitoring system

Education and support are needed so 
that older adults can control and use 
information with their own technological 
control

User consent 

Townsend,  
et al., 201133

Privacy must be traded to make older  
people embrace monitoring technology

Loss of average level of privacy for  
older people receiving healthcare

An older adult who uses smart home 
monitoring should provide voluntary 
consent in the process of receiving medical 
services

User privacy protection and user consent 

Demiris, et al., 
200834

Smart home technology provides innovative 
health monitoring functions, but the safety  
of residents must be paramount

User’s consent to personal safety and 
privacy is important due to physical  
and functional priorities

Smart home monitoring should be based 
on user consent that does not interfere 
with the privacy of the occupants

Essén, 200835 Feeling of being cared for by electronic  
medical care and worrying about invasion  
of personal information

Conflicts arise for older people’s  
caring functions and violations of  
their freedom of privacy

The need to develop technology to solve 
the problem of involuntary consent and 
protect personal information

User driven design

Demiris, et al., 
200436

ICT technology monitors older adult residents, 
and although there are positive attitudes of 
management, several concerns are expressed

Older adult expectations and  
perceptions are not communicated  
to healthcare service providers

User-led design of technology is required

Cook and Song, 
200937

Establishing a system through participation 
of governments, providers, and patients  
by conducting monitoring surveys

Patient safety issues are complex and  
time consuming

Maintaining close relationships 
with regulatory agencies, users and 
suppliers for patient safety and sharing 
of responsibilities

ICT, Information and Communication Technology
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all, the issue of providing autonomy to older adults throughout 
this process is critically important.

Our analyses demonstrate that, when it comes to the ethical 
issues of responsibility and autonomy, opportunities must be 
provided for older adult users to receive information and make 
autonomous choices about the use of the smart healthcare 
system and the provision, management, and utilization of col-
lected data. Additionally, aged users must be allowed to take 
responsibility for problems that occur in the smart healthcare 
process, so that they can be offered selective autonomy.

Privacy
In the case of smart healthcare, a network connection for moni-
toring residents is essential.37,47 Here, as a measure to increase 
user independence, various applications are utilized, including 
the monitoring and support of a patient’s physiological status, 
safety monitoring and support, security monitoring, and social 
interaction.34 The privacy of clinical health data transmitted 
and exchanged between applications, devices, and providers 

has clear ethical implications, and the challenge of privacy pro-
tection has been identified as a significant potential barrier to 
the acceptance of information technology by older adults.31,36 

In general, smart healthcare users accept privacy infringe-
ments in favor of the benefits provided by the smart health ser-
vices and devices. Indeed, in some cases, it is argued that this is 
a user’s privacy fair trade.32,33,35 However, because monitoring a 
patient’s personal information infringes on their personal in-
formation and rights,48 smart healthcare is not free from the 
invasion of personal privacy.

For this reason, considerable efforts are being made to im-
prove the safety of smart healthcare through improved cyber 
security and personal information protection. In one study, 
rather than establishing an operating principle from the per-
spective of the provider of health services, users who were highly 
dependent on technological use were able to establish an oper-
ating principle from the subjective standpoint of the design 
principle.23 That study suggested that medical service providers 
who manage or care for data in terms of personal information 

Table 3. Scoping Review of Articles Pertaining to Digital Divide

Results Limitation Notice
Digital Literacy

Venkatesh,  
et al., 201215

Survey on the acceptance and use 
of technology by various subjects

Difficulties in accepting and using 
technology for older adults

Older people have difficulty using 
new technology, i.e., technologically 
innovative applications

Demiris, et al.,  
200436

Functional limitations of older adults are 
a digital divide problem

Difficulties in reading, recognizing, and 
using information provided by digital 
devices for older adults

One barrier to the development 
of smart health is the absence of  
ethical frameworks

Miller and West, 
200738

Based on the frequency of surveys 
accessing health information, 
the participation rate of older adults  
aged 65 or older is extremely low

The problem of digital divide appears 
according to the user characteristic

Effort should be made to bridge 
the information gap between users

Markmann and 
Goodman, 200639

Disclosure of personal medical  
information may affect users with  
digital divide

User’s information might be obtained  
by various people and manufacturers 
without their approval

Each individual, government, and 
policy-maker should attempt to 
implement ethical frameworks with IoT 
smart medical services

Abascal, 200440 For users with digital divide, smart 
healthcare is acceptable

Older adults become dependent  
on function

User’s functional dependence creates 
ethical problems

Van Berlo, 200241 Need to develop smart home technology 
tailored to the needs of older adult users

It takes more time for older adults  
to accept technology

Smart technology should be developed 
based on feedback from older adults

Cabrita, et al.,  
201942

The older adult’s opinions and wishes are 
not considered in the design 
of new technologies

There are many issues regarding the 
cognitive function of older adults’  
use of technology

Technology needs to be developed focusing 
on ethical concerns of older adults

Equality in the digital age

Townsend, et al., 
201543

Older people are forced to use digital 
medical resources

Ethical issues caused by managers  
being exposed to the health  
information of older adults

Compared to the development of common 
people into mutual relationships, older 
adults face difficulties

Buchman and Ho,  
201444

Older adult patients face technical 
discomfort

Uncritical acceptance of the device Patient’s safety can be threatened

Holt-Lunstad,  
et al., 201545

Social isolation due to the digital divide 
among older adults

Failure to participate in managing  
one’s own healthcare information

Need to improve clinical and ethical 
problems by solving the information gap 
problem
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must also provide feedback after using said data, providing an 
opportunity for users to become aware of when and how their 
data are being used; rather than approaching privacy from the 
perspective of physically minimizing data exposure, it is more 
important for users to provide their consent and exercise some 
degree of technical control and for the subsequent manage-
ment of their data to proceed according to the user’s consent 
and requests. Considering these points, in the field of smart 
healthcare, privacy can be described as a pertinent issue that 
must be addressed in a practical manner to encourage usage 
without putting user privacy at risk.

Digital divide
The digital divide refers to the gap that exists between an indi-
vidual who is knowledgeable and one who is relatively unin-
formed with respect to digital information and technology.49 
This digital divide is linked to issues of equity in medical care for 
aged persons, which is additionally associated with problems of 
digital literacy.38 Studies on the usability of digital healthcare tar-
geting older adult users have demonstrated that older users of-
ten experience greater difficulties when using novel or techno-
logically innovative applications.15 The basis of smart healthcare 
is the process of assisting patients through the storage, pro-
cessing, and transmission of patient information based on ICT, 
which has resulted in significant ethical debate.39 In addition, 
the adoption of smart healthcare strategies can cause moral 
problems by creating users’ functional dependency on the smart 
health systems.40 In the case of older adults who lack experi-
ence with technology, problems have emerged in that they of-
ten require more time and effort to learn and effectively utilize 
smart health technologies, which can result in poor or inaccu-
rate measurements.36,41 Aged individuals have a desire to play 
an active role not only as users who interface with the technol-
ogy, but also as users involved in sharing data. However, due to 
problems related to digital health literacy, difficulties arise for 
the role of older adult populations in digital healthcare.42,50

Broader sections of the public who are familiar with digital 
environments typically have higher medical literacy levels, 
which helps facilitate mutual, therapeutic relationships with 
physicians.43 Smart healthcare itself is considered to have im-
proved access to medical care, and in this sense, the equity of 
the digital age is now a major factor in improving the quality of 
services. In the case of older adult patients, most feel uncom-
fortable with these technologies, yet often depend on their de-
vices, and, as a result patient safety, may be compromised due 
to distrust in the expert advice or treatment because of this de-
pendent attitude.44 With rapid social change and as digital tech-
nology develops, social isolation caused by this digital divide 
appears at the outset to be inevitable for older adults. The digi-
tal divide should be addressed as a separate clinical and ethi-
cal issue so that individuals can actively participate in smart 
healthcare for their own health as an active participant in lead-
ing healthcare.45 This should be recognized as a key issue to be 

resolved to improve healthcare opportunities and outcomes for 
older adult patients. Reducing the digital divide can fundamen-
tally contribute to reducing social inequalities in health and re-
moving barriers to access to healthcare. Therefore, for smart 
healthcare to succeed, it is necessary to adopt a multi-faceted 
approach to medical access and equity. To date, the issue of ac-
cessibility has been raised, however, discussions on equity or 
digital divide are lacking. There should be no unfair differentia-
tion between population groups, and users should be free from 
the potential disadvantages of their own healthcare provision 
and provided with fair opportunities within the same system. 
This concept has recently been established as an important 
area for research in smart healthcare requiring further devel-
opment in the future.

FUTURE PROSPECTS FOR SMART 
HEALTHCARE ETHICS IN OLDER ADULT 
POPULATIONS

This study aimed to identify ethical issues affecting how older 
adult individuals receiving healthcare support via ICT. In the 
case of aged individuals with lower adaptability to new tech-
nologies and less digital literacy than younger populations, we 
identified several ethical issues to be considered from the per-
spective of smart healthcare providers and the developers of 
such smart healthcare technologies.

Although smart healthcare is recognized as an essential 
component of modern healthcare systems, older adults often 
experience infringements on their autonomy of choice, and im-
plicit consent must be given to delegate all rights to service pro-
viders of the healthcare. Autonomy is the ability for older adult 
individuals to be given the authority to decide what happens to 
themselves in the healthcare system. Because the principle of 
respect for autonomy is important in biomedical ethics, respect 
for autonomy has similar importance in smart health technolo-
gies. The older adult should be empowered not only to make 
choices independently, but also to share responsibility for vari-
ous problems that may occur as a result of using a smart health-
care system. 

Despite the conveniences provided by digital healthcare, 
the issue of privacy cannot be neglected, and must be consid-
ered with respect to actual operation management rather than 
through countermeasures to the technical or physical environ-
ment. In the process of data collection and use, technical sup-
port is necessary to ensure that collected data are used within 
the scope allowed and in a manner that has been consented 
to by older adults themselves. 

As a result of lack of technological information, experience, 
and knowledge in some older adult individuals because of the 
digital divide, inequalities in the quality of service may also 
emerge. Naturally, technical support for bridging the digital 
divide must be provided. It is necessary to clearly understand 
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the requirements of users and develop technology consider-
ing its utility and the ability of its end users to guarantee that it 
will not exacerbate existing inequalities. To increase ease of ac-
cess, it is necessary to increase technological confidence and 
digital knowledge in older adult populations by improving their 
exposure to smart healthcare-related technologies and educa-
tional programs. 

CONCLUSIONS

Smart healthcare has an important role to play for older adult 
and chronic patients. For various smart healthcare service pro-
viders, however, considering ethical issues will be key to sup-
porting the effective integration of older adult populations into 
their systems while simultaneously supporting their needs, 
without compromising their specific rights and requirements. 
In the future, as an indispensable element of life in an aging 
society, the ethical considerations of smart healthcare must 
be identified, and measures must be taken to ensure the ef-
fective application of solutions to alleviate them.

Because this research applied the scoping review method, 
some limitations exist in terms of providing specific guidelines. 
This review method does not formally evaluate the quality of ev-
idence and often gathers information from a wide range of study 
designs and methods, thereby putting it at risk of introducing 
biases from different sources. Furthermore, additional research 
on the topic is required before specific guidelines on ethical 
considerations in this context can be fully developed.

Unlike previous studies related to smart healthcare, which 
focused largely on clinical or technological points, this study 
focused on the ethical issues associated with smart healthcare 
research targeting older adults. It was necessary to review the 
ethical issues that must be recognized from the position of engi-
neers who develop these technologies to be used in smart health-
care, as well as medical staff who provide medical services.

We must accept the challenges associated with infringing on 
individual autonomy that results from older adults using smart 
healthcare. It is necessary to strengthen the autonomy of older 
adults in terms of their own choices such that they can main-
tain a shared responsibility for the future use of technologies 
that may emerge as important for healthcare provision. Addi-
tionally, it is necessary to provide older adults with opportunities 
to gain access to education on technology utilization to help 
bridge the digital divide that has occurred based on education 
and age. Accordingly, it may be necessary to develop a partici-
patory system that increases medical accessibility in general. 
Considering these ethical issues in the development and ap-
plication of smart healthcare systems in the future will enable 
the efficient and effective use of smart healthcare technology 
as an auxiliary tool for positive healthcare promotion among 
older adults.
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