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Individual identification and authentication techniques are merged into many aspects of human life with various
applications, including access control, payment or banking transfer, and healthcare. Yet conventional identifi-
cation and authentication methods such as passwords, biometrics, tokens, and smart cards suffer from incon-
venience and/or insecurity. Here, inspired by quick response (QR) code and implantable microdevices,
implantable and minimally-invasive QR code subcutaneous microchips (QRC-SMs) are proposed to be an
effective approach to carry useful and private information, thus enabling individual identification and authen-
tication. Two types of QRC-SMs, QRC-SMs with “hole” and “flat” elements and QRC-SMs with “titanium-coated”
and “non-coated” elements, are designed and fabricated to store personal information. Corresponding ultrasound
microscopy and photoacoustic microscopy are used for imaging the QR code pattern underneath skin, and open-
source artificial intelligence algorithm is applied for QR code detection and recognition. Ex vivo experiments
under tissue and in vivo experiments with QRC-SMs implanted in live mice have been performed, demonstrating
successful information retrieval from implanted QRC-SMs. QRC-SMs are hidden subcutaneously and invisible to
the eyes. They cannot be forgotten, misplaced or lost, and can always be ready for timely medical identification,
access control, and payment or banking transfer. Hence, QRC-SMs provide promising routes towards private,
secure, and convenient individual identification and authentication.

emergency situations, timely identification could allow healthcare
professionals to quickly retrieve critical medical information such as the

1. Introduction

Nowadays, information technology and internet service make peo-
ple’s lives more convenient; meanwhile, the threat of personal infor-
mation disclosure or theft is also increasing. To ensure personal privacy
and information security, user identification and authentication tech-
niques have been ubiquitously deployed in various applications,
including access control, payment or banking transfer, transit, individ-
ual healthcare, etc.[1-4] Especially, in healthcare and medical

blood types, allergies, and anamnesis, which is essential for people that
suffer from memory loss and communication disability, such as de-
mentia (e.g., Alzheimer) or loss of consciousness in accidents.[5-7]
Generally, identification and authentication information can be carried
by three types of media: those based on knowledge such as memorized
text or graphic passwords, those based on biometrics such as fingerprints
or face recognition, and those based on possession such as physical
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identifying tokens and smart cards using radio frequency identification
(RFID). Research and development towards enhancing privacy and se-
curity of user identification and authentication, while maintaining ease
of access, have been rapidly emerging.[8].

Passwords are widely used but could be forgotten or stolen, making
them inconvenient and insecure for critical information.[9,10] By
contrast, biometric identification and authentication by using the bio-
logical information that is different for everyone are much more
convenient as there is no need to memorize complex passwords, which
makes biometrics increasingly popular.[9-11] However, biometrics still
suffer from privacy disclosure and insecurity because the biometric
credentials employed in the authentication system are part of user pri-
vacy, and are difficult to be hidden or kept secret in practical environ-
ment.[12,13] For example, the face information and even iris
information can be recorded in high resolution pictures, the fingerprints
are left on objects after touching, and the voice can also be recorded or
generated. The leaked biological information could be maliciously
applied to faking/replay attacks at the biometric identification and
authentication system and could lead to heavy loss.[12,13].

Besides biometrics, RFID plays an important role in the identification
and authentication as well.[14-16] RFID-based contactless smart cards,
which are particularly versatile, are applied to a number of
security-sensitive applications, such as electronic passports, physical
access control, and contactless credit cards for payment systems.[17,18]
In particular, for healthcare systems, an RFID bracelet or necklace worn
by a patient could mitigate the risk of misidentification and improve
patient management.|[19] However, RFID bracelets or necklaces can be
misplaced, forgotten, or lost. In 2004, the first implantable RFID
microchip, which was known as VeriChip and allowed patient identifi-
cation, was approved by the U.S. Food and Drug Administration.[20]
While both non-implanted and implanted RFIDs are useful for various
identification and authentication purposes, RFID implants as “prosthetic
biometrics” are more convenient as they are automatically carried with
people when implanted.[21,22] Nevertheless, non-implanted and
implanted RFID chips still suffer from security threats, because RFID
tags can be accessed wirelessly and instantaneously without individual
awareness or consent.[16,23] Specifically, spoofing attacks can be per-
formed by scanning RFID tags or by eavesdropping on data exchanged
between RFID tags and readers, whether the RFID tags are implanted or
not.[21].

Quick response (QR) code, a type of two-dimensional (2D) barcode
that can carry various information, now becomes more and more
frequently used in daily life.[24,25] Normally, QR code encodes infor-
mation with the arrangement of “black” and “white” square elements,
which correspond to “0” and “1”, respectively, and can thus be easily
recognized by computing systems using the decoding rules. Then the
information will be further processed automatically and efficiently,
including information storage, comparison with the information in the
database, linking to the webpages, etc. Accordingly, QR code has been
widely used in a variety of applications: not only in inventory tracking
and product marketing, but also in individual identification and
authentication, such as QR-code-based access control systems and QR
code printed on cards as proof of identity.[24,26-28] In particular, for
healthcare purposes, QR code identity tags (e.g., QR code identity
bracelets or necklaces) have been employed for outpatient identification
and medical emergency in some medical facilities.[29].

In this work, inspired by implantable chips and QR code technology,
we demonstrate an individual identification and authentication method,
named QR code subcutaneous microchip (QRC-SM), towards enhanced
privacy and security while maintaining ease of access. Here the QRC-SM
under skin can carry useful and private information, and imaging
techniques are used for retrieving the information. We explore
ultrasound-related imaging techniques including ultrasound microscopy
(USM) and acoustic-resolution photoacoustic microscopy (AR-PAM),
which is one kind of implementation of photoacoustic imaging, to pro-
vide sufficient penetration depth and spatial resolution for imaging
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QRC-SMs. Corresponding to the two imaging modalities, two types of
QRC-SMs are designed and fabricated, respectively. As ultrasound is
sensitive to the depth of reflective surfaces, we design and fabricate
QRC-SMs using “hole” and “flat” elements (with different depth) on a
silicon (Si) chip to stand for the “black” and “white” elements in the
conventional QR code image, respectively, and the difference in the time
of receiving the reflected ultrasound signal (i.e., time of flight) is used
for reconstruction of the original QR code image by USM. As photo-
acoustic imaging is sensitive to optical absorption, we also design and
fabricate QRC-SMs using “titanium (Ti)-coated” (strong optical absorp-
tion) and “non-coated” (weak optical absorption) elements to stand for
the “black” and “white” elements in the conventional QR code image,
respectively, and the different photoacoustic signal strength is used to
for reconstruction of the original QR code image by AR-PAM. Further-
more, we have performed both ex vivo imaging of the QRC-SM under
chicken breast tissue and in vivo imaging of the QRC-SM implanted into
a nude mouse, and demonstrated reliable retrieval of the QR code
pattern and the encoded information. In the experiments, we showcase
four application scenarios that involve individual identification and
authentication, including individual healthcare, company access con-
trol, payment or banking transfer, and a link to a website for showing
more identity information. The patterns on QRC-SMs that are hidden
subcutaneously ensure the privacy of personal information, in contrast
to biometrics and identity objects (stickers, bracelets, necklaces, etc.)
that are exposed. In addition, QRC-SMs almost cannot be stolen, lost,
misplaced or forgotten like physical identifying tokens, thus providing
both security and convenience. Another advantage of ultrasound-related
imaging for QRC-SMs is the requirement of coupling media contact,
which avoids the eavesdropping and spoofing attacks, and in this regard,
QRC-SMs are superior to RFID implants accessed by non-contact readout
through wireless transmission. Therefore, these QRC-SMs may open
interesting opportunities for widespread implantable microchips with
functionalities including private, secure, and convenient individual
identification and authentication.

2. Results
2.1. Principle and design of QRC-SMs

We illustrate the working principles of the QRC-SMs imaged by USM
and AR-PAM in Fig. 1. Fig. 1A shows a QRC-SM with “hole” and “flat”
elements under skin, and the difference in the time of flight of back-
scattered ultrasound from “hole” and “flat” elements is employed for
imaging. Fig. 1B shows a QRC-SM with “Ti-coated” and “non-coated”
elements under skin, and the difference in the strength of photoacoustic
signals from “Ti-coated” and “non-coated” elements is used for imaging.
Specifically, the design of QRC-SMs consists of three steps and is tightly
correlated with the chosen biomedical imaging methods.

The first step is the consideration of suitable imaging techniques that
can retrieve the QR code patterns under skin. Pure optical imaging
techniques such as optical coherence tomography, multiphoton micro-
scopy, and confocal microscopy have limited penetration depth of
~1 mm due to the strong optical scattering of tissue, and are less
preferred for noninvasive imaging of objects under skin [30,31]. To
noninvasively image objects or patterns under skin, ultrasound-related
imaging techniques are good candidates because of the high penetra-
tion depth of ultrasound in tissue. Thus, two imaging modalities that
involve ultrasound, ultrasound imaging and photoacoustic imaging, are
selected. Besides, designing the QR code patterns as small as possible
under skin is important as it can minimize the influence on tissue and
provide convenience for implanting. Therefore, we choose the method
of microscopy to image the small QR code patterns under skin.
Combining the need of ultrasound-related imaging techniques and the
need of microscopy, in this work, we select USM and AR-PAM to image
QR code patterns under skin. For AR-PAM, pulsed laser at near-infrared
wavelength of 1064 nm, within the biological window, is chosen for
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Fig. 1. Working principles of QRC-SM. A) QRC-SM with “hole” and “flat” el-
ements coupled with USM for identification and authentication. B) QRC-SM
with “Ti-coated” and “non-coated” elements coupled with AR-PAM for identi-
fication and authentication. Note that QRC-SMs are hidden subcutaneously and
invisible to the eyes. UST, ultrasound transducer; US, ultrasound; PA,
photoacoustic.

photoacoustic excitation to ensure sufficient penetration.[32,33].

The second step is determining the materials and structures of the
QRC-SMs based on the selected imaging modalities. To create QRC-SMs
allowing ultrasound imaging, we select Si chips that can offer hard
reflective surfaces. We then design the QRC-SMs with “hole” and “flat”
elements on the Si chips, and when the ultrasound transducer is scanned
across the “hole” and “flat” elements, the time difference for receiving
the reflected signal can stand for the “black” and “white” elements in the
conventional QR code image (Fig. 2 A), respectively, forming a depth-
encoded image. The three-dimensional (3D) schematics of the QRC-
SM with “hole” and “flat” square elements are shown in Fig. 2B (top
view) and 2 C (tilted view), which resemble a labyrinth. The “hole”
patterns are defined lithographically and etched down into the Si chip,
forming the “hole” and “flat” structure. In addition, Si is also biocom-
patible and can ensure safety when implanted into the human body [34].
To create QRC-SMs allowing photoacoustic imaging, which is sensitive
to optical absorption, we lithographically define the regions to coat
100 nm Ti on a Si dioxide (SiO5) substrate. Ti is chosen because it has
much stronger optical absorption at the wavelength of 1064 nm than
SiO, (1.084 %x10% em™! versus 115.54 cm’l) and thus can generate a
stronger photoacoustic signal [35,36]. The contrast in the photoacoustic
signal amplitude can be used to form the photoacoustic image in 2D
maximum amplitude projection (MAP) to reflect the original QR code
pattern. Corresponding to the same conventional QR code image with
“black” and “white” elements (Fig. 2 A), the 3D schematics of the
QRC-SM with “Ti-coated” elements and “non-coated” elements (SiO3)
are shown in Figs. 2E and 2 F. It is also important that Ti and SiO5 are
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biocompatible [34], and can ensure the safety for the human body. A
layer of polydimethylsiloxane (PDMS) is coated on the surface of the
chips to protect the chips for long-term operation and ensure even better
biocompatibility [34,37].

The third step is determining the size of each square element in QRC-
SMs, so that every element can be resolved by the microscopy system we
used. For QRC-SMs with “hole” and “flat” elements, the size of each
element is designed based on the resolution of the USM system. In our
USM (see Fig. SIA in the Supporting Information), a flat ultrasound
transducer with 50-MHz central frequency and a 77% nominal band-
width is used. An acoustic lens is attached on the transducer to provide
an NA of 0.44 and a focal length of 6.7 mm. Accordingly, the lateral
resolution of the USM system is calibrated as 52 pm (Fig. 2I) by imaging
the sharp edge of a blade. Therefore, we design the length of each “hole”
and “flat” element as 100 pm, which is adequate for resolving adjacent
elements in the ultrasound image and can enable reliable QR code
recognition. In addition, the depth resolving capability of the USM
system is calibrated as around or smaller than 10 pm (Fig. 2H) by using
the time at the peak of the envelope of ultrasound A-line signals (ul-
trasound pressure versus time). The depth can be then calculated
accordingly with the known sound speed. When setting different refer-
ence depths (ground truth) with 10 pm interval of a reflector by using a
motorized stage, USM can discriminate the different depths (Fig. 2H),
although the measured depth by USM is always a bit smaller than the
reference depth, which might be because the motorized stage does not
precisely move to the designated position. Therefore, we design the
depth of each “hole” element as 30 um, which is adequate for discrim-
inating the “hole” and “flat” elements. As shown by the example in
Fig. 2D, each “hole” or “flat” element has a length of 100 um and a depth
(for “hole” element) or a height (for “flat” element) of 30 um. Similarly,
for QRC-SMs with “Ti-coated” and “non-coated” elements, the size of
each element is designed based on the resolution of the AR-PAM system.
In the AR-PAM system (see Fig. S1B in the Supporting Information), a
pulsed laser that emits light at wavelength of 1064 nm is used. Upon
laser irradiation, strong photoacoustic signals are generated from the
“Ti-coated” elements, while those elements without Ti coating show
much lower signals because SiO; has very low optical absorption. Then
the photoacoustic signals are collected by the same 50-MHz ultrasound
transducer (with the acoustic lens attached) used in the USM system.
The lateral resolution of the AR-PAM system is then calibrated as 65 pm
(Fig. 2 J), which is slightly larger than the USM system. To leave enough
safety margin for resolving neighboring elements, we design the length
of each “Ti-coated” or “non-coated” element as 150 pm. As shown by the
example in Fig. 2 G, each single “Ti-coated” and “non-coated” square
element has a length of 150 um and a thickness of 100 nm. Note that
considering the lateral resolution, a smaller feature size may be
designed, yet the QR code pattern becomes more obscure, which impairs
its successful recognition.

2.2. Applications, fabrication and characterization of QRC-SMs

To demonstrate the applications of our QRC-SMs for individual
identification and authentication, we encode four representative mes-
sages in four QR code patterns, each representing a type of critical in-
formation for a certain identification and authentication scenario. The
first representative QR code pattern encodes the message of “Eric Li:
Type B, Asthma” (Pattern No. 1, see Fig. S2A in the Supporting Infor-
mation), which describes a virtual person’s name, blood type and
anamnesis. This showcases that the QRC-SM is useful for efficient and
timely medical identification in individual healthcare and emergency
scenarios. Healthcare professionals can quickly retrieve critical medical
information from both outpatients and emergency patients. The second
representative QR code pattern encodes the message of “Eric Li: CHASE,
123456789" (Pattern No. 2, see Fig. S2B in the Supporting Information),
which describes virtual bank account information including user name,
bank name and account number. This demonstrates that the QRC-SM
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Fig. 2. Design, fabrication, and initial characterization of QRC-SM. A) Conventional QR code image with “black” and “white” elements. B) to D) QRC-SM with “hole”
or “flat” elements for USM: (B) 3D schematic (top view), (C) 3D schematic (tilted view), and (D) Zoomed-in view from the red box in (C) showing the feature size of
the QRC-SM and the “hole” or “flat” elements. E) to G) QRC-SM with “Ti-coated” and “non-coated” elements for AR-PAM: (E) 3D schematic (top view), (F) 3D
schematic (tilted view), and (G) Zoomed-in view from the red box in (F) showing the feature size of the QRC-SM and the “Ti-coated” or “non-coated” elements. H)
Measured depth resolving capability of USM. I) Resolution calibration of USM. J) Resolution calibration of AR-PAM. K) Front view of the two types of QRC-SMs laid
side by side on a finger, with the one with “Ti-coated” and “non-coated” elements on the left, and the one with “hole” and “flat” elements on the right. L) Side view of

the two types of QRC-SMs on a finger.

can be employed for identification and authentication in the process of
payment or banking transfer so that individual account security and
asset security can be ensured. The third representative QR code pattern
encodes the message of “Eric Li: Engineer of Google, 035" (Pattern No. 3,
see Fig. S2C in the Supporting Information), which describes a virtual
employee named Eric Li, the employer, the position and the employee
number. This demonstrates that the QRC-SM can be applied to access
control for institutions with high security level such as some companies
and government agencies. Not only physical access control, which refers
to entering a room or building, but also access control for online service
can be realized by using such an identification and authentication
technique. The fourth representative QR code pattern encodes the

message of “https://www.ji.sjtu.edu.cn” (Pattern No. 4, see Fig. S2D in
the Supporting Information), a link to the website of the University of
Michigan-Shanghai Jiao Tong University Joint Institute. We set it as an
example to demonstrate that the QRC-SM can be used for linking to a
personal website, so that more identity or other information can be
retrieved for identification and authentication, despite the finite ca-
pacity of the QR code itself.

As shown in Fig. S2 (Supporting Information), all the four QR code
patterns consist of 27 x 27 square elements, and each element is either
“black” or “white”. Based on these four patterns, we make the photo-
mask to fabricate QRC-SMs using photolithography. The detailed
fabrication process is shown in Fig. S3 (Supporting Information). As we
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design each “hole” and “flat” element with a length of 100 pum, the whole
size of the QRC-SM for ultrasound imaging is about 3 mm x 3 mm
(Fig. 2 K). After fabrication, the four QRC-SMs with “hole” and “flat”
elements are imaged by optical microscopy (see Figs. S4A—S4D in the
Supporting Information). Similarly, as we design each “Ti-coated” and
“non-coated” element with the length of 150 um, the total size of the
QRC-SM for photoacoustic imaging is about 4.3 mm x 4.3 mm (Fig. 2 K
and see Figs. S4E—S4H in the Supporting Information). The thickness of
the Si chip with “hole” and “flat” elements and the SiO, chip with “Ti-
coated” and “non-coated” elements are both about 500 um (Fig. 2 L).
Both types of chips have a 5-pm-thick layer of PDMS film for packaging
and protection.

2.3. Imaging QRC-SMs with “hole” and “flat” elements using USM

We first use a step profiler (LSM 800 Zeiss) to scan the fabricated
QRC-SMs to verify the exact depth of the etched “holes” (Fig. 3A), which
is about 30 um. Then, to evaluate the imaging performance of the QRC-
SMs with “hole” and “flat” elements, we image four QRC-SMs using USM
without any tissue on top, which correspond to the four representative
applications mentioned above. During imaging, we scan the ultrasound
transducer across the QRC-SMs with a scanning step size of 20 um in
both X and Y directions and record the time of flight between sending
and receiving the ultrasound signal. After imaging, open-source artifi-
cial intelligence algorithm published by WeChat Computer Vision Team
is applied to QR code detection and recognition [38]. For convenience,
we term this algorithm as “CVQR” in the following description. Readers
are also encouraged to use WeChat application or other QR code scan-
ning applications to scan the images and verify the personal information
retrieval.

We show the imaging results for QRC-SMs that depict pattern No. 3
as an example. The depth-encoded image is shown in Fig. 3B. Setting the
depth-encoded image as an input, the personal information “Eric Li:
Engineer of Google, 035" can be retrieved using CVQR algorithm. A
representative B-mode image (cross-sectional image along the lateral
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and depth directions), corresponding to the blue dashed line in Fig. 3B,
is shown in Fig. 3C, where the “hole” and “flat” elements with different
depths are clearly imaged. Similarly, for bare QRC-SMs that depict No.
1, No. 2 and No. 4 patterns, the depth-encoded images are shown in
Figs. SSA-S5C (Supporting Information).

To demonstrate the ability of depth penetration of our USM system,
we image a QRC-SM with “hole” and “flat” elements (also pattern No. 3
as an example) covered by a 2.3-mm-thick layer of chicken breast tissue,
under which the QRC-SM is hidden and invisible to eyes. Chicken breast
tissue has been frequently used in various ultrasound or photoacoustic
imaging studies to test the penetration depth [39-41]. In addition,
practically, the ultrasound scanning direction X (or Y) may not be par-
allel to the boundary of the QR code pattern, and, therefore, we image
QRC-SMs covered by chicken breast tissue with a set angle of ~45°
between the scanning direction X (or Y) and the boundary of the QR
code pattern. With a scanning step size of 20 um, we obtain the
depth-encoded image (Fig. 3D) and the personal information “Eric Li:
Engineer of Google, 035" using the CVQR algorithm.

To demonstrate the whole process of implanting the QRC-SM with
“hole” and “flat” elements and retrieving the personal information with
USM and CVQR algorithm, we have further performed in vivo experi-
ments (Fig. 4) also using the QRC-SM depicting pattern No. 3 as an
example. Specifically, an 8-weeks-old adult nude mouse is anesthetized,
and then a small incision in its skin is made with the size just enough for
implanting the QRC-SM (Fig. S5D). Then, a QRC-SM (No. 3 pattern) with
“hole” and “flat” elements is implanted under its skin (Fig. 4 A and 4B).
After implantation, the QR code pattern is covered by mouse skin and is
thus totally hidden and cannot be seen (Fig. 4 C). Later, USM is applied
for imaging with a scanning step size of 20 um. The depth-encoded

image obtained from the in vivo measurement is shown in Fig. 4D,
and the personal information of “Eric Li: Engineer of Google, 035" is
retrieved by the CVQR algorithm. Fig. 4E shows the workflow of the
CVQR algorithm for retrieving the information from the depth-encoded
image of a QRC-SM, and Fig. 4 F— 41 are the corresponding step-by-step
outputs. Specifically, using a depth-encoded image (Fig. 4 F) as the
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Fig. 3. Ex vivo imaging of a QRC-SM with “hole” and “flat” elements. A) Illustration of the 3D structure of a QRC-SM with “hole” and “flat” elements (Pattern No. 3),
and the color map of the depth profile measured by a step profiler. B) USM image of a bare QRC-SM (Pattern No. 3). C) B-mode image corresponding to the dashed
blue line in (B). D) USM image of a QRC-SM (Pattern No. 3) covered by a 2.3-mm-thick layer of chicken breast tissue. Scale bars, 500 pm.
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schematic of implanting a QRC-SM underneath mouse skin. C) A nude mouse with an implanted QRC-SM such that the QR code patterns are hidden underneath the
mouse skin. D) USM image of the QRC-SM implanted into the nude mouse. E) Workflow of the CVQR algorithm for retrieving the information from depth-encoded
image of a QRC-SM. F) Depth-encoded image as input. G) Output after CNN-based detection and super resolution. H) Output after binarization. I) Final output. Scale
bar, 500 pm.

input, the CVQR algorithm first processes the data using a convolutional in the image.

neural network (CNN) for detection and super resolution (Fig. 4 G), and

then binarization is performed (Fig. 4H). Lastly, the binarized result is 2.4. Imaging QRC-SMs with “Ti-coated” and “non-coated” elements
decoded, and the CVQR outputs a final result (Fig. 41). Note that the final using AR-PAM

output includes the retrieved information and a rectangle drawn on the

initial input (Fig. 4 F), which is used to locate the position of the QR code We also perform AR-PAM measurements on four types of QRC-SMs
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Fig. 5. Ex vivo imaging of a QRC-SM with “Ti-coated” and “non-coated” elements. A) AR-PAM image of a bare QRC-SM (Pattern No. 1). B) B-mode image corre-
sponding to the dashed red line in (A). C) AR-PAM image of a QRC-SM (Pattern No. 1) covered by a 2.3-mm-thick layer of chicken breast tissue. Scale bars, 500 um.
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with “Ti-coated” and “non-coated” elements to demonstrate the capa-
bility of identification and authentication. We show the MAP image of a
bare QRC-SM with No. 1 pattern as an example (Fig. 5A). Setting the
MAP image as an input, the personal information “Eric Li: Type B,
Asthma” is retrieved using the CVQR algorithm. During imaging, the
scanning step size is 30 um for both X and Y directions. A representative
B-mode image, corresponding to the red dashed line in Fig. 5A, is shown
in Fig. 5B, where “Ti-coated” and “non-coated” elements with different
photoacoustic amplitudes are clearly imaged. Similarly, for QRC-SMs

A

Photoacoustics 31 (2023) 100504

that depict No. 2, No. 3 and No. 4 patterns, the MAP images are
shown in Figs. S6A—S6C (Supporting Information).

To demonstrate the ability of depth penetration of our AR-PAM
system, we also image the QRC-SM (also pattern No. 1 as an example)
covered by a 2.3-mm-thick layer of chicken breast tissue with a set angle
of ~45° between the scanning direction and the boundary of the QR
code pattern. With a scanning step size of 30 pm, the MAP image is
shown in Fig. 5C, and the personal information “Eric Li: Type B, Asthma”
can be retrieved by the CVQR algorithm.
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Fig. 6. In vivo experiments of a QRC-SM with “Ti-coated” and “non-coated” elements. A) Photograph showing the process of implanting a QRC-SM into a nude
mouse. B) 3D schematic of implanting a QRC-SM underneath mouse skin. C) A nude mouse with an implanted QRC-SM such that the QR code pattern is hidden under
the mouse skin. D) AR-PAM image of the QRC-SM implanted into the nude mouse. E) Workflow of the CVQR algorithm for retrieving the information from MAP
image of a QRC-SM. F) MAP image as input. G) Output after CNN-based detection and super resolution. H) Output after binarization. I) Final output. J) AR-PAM
image of the same QRC-SM implanted in the nude mouse imaged using laser wavelength at 670 nm. K) AR-PAM image with vessels enhanced based on (J). Scale

bar for (D, J and K), 500 pm.
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We also perform in vivo experiments by imaging the QRC-SM with
“Ti-coated” and “non-coated” elements using AR-PAM. The process of
implanting the QRC-SM (No. 1 pattern) into an 8-weeks-old adult nude
mouse is shown in Fig. 6 A— 6 C. Similarly, a small incision in its skin is
made, with the size just enough for implanting the QRC-SM (see Fig. S6D
in the Supporting Information). Then AR-PAM is employed for imaging
with laser wavelength of 1064 nm and a scanning step size of 30 um. The
MAP image (Fig. 6D) can be clearly observed, and the personal infor-
mation “Eric Li: Type B, Asthma” is successfully retrieved by the CVQR
algorithm. Similarly, Fig. 6E shows the workflow of the CVQR algo-
rithm, and Fig. 6 F— 61 are corresponding step-by-step outputs. If we
adjust the wavelength to 670 nm, besides the QR code pattern, we can
also image the vessels under the skin (Fig. 6 J), which results from the
optical absorption of hemoglobin. Interestingly, vessels in the MAP
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image do not affect the QR code recognition. To present the vessels more
clearly, based on Fig. 6 J, the amplitude of the area outside the QR code
pattern is intentionally enhanced by two times, as shown in Fig. 6 K.
This demonstrates the robustness of our imaging technique and CVQR
algorithm for retrieving the correct encoded information in the complex
environment in a living body.

As for the scanning time, in vivo imaging of QRC-SMs with “hole”
and “flat” elements by USM takes 3.5 min, with a step size of 20 ym.
When we increase the step size to 40 um (see Fig. S7A in the Supporting
Information), information retrieval can still be realized, and the scan-
ning time is decreased to about 1.1 min. On the other hand, in vivo
imaging of QRC-SMs with “Ti-coated” and “non-coated” elements by AR-
PAM takes 7.7 min, with the step size of 30 um. When we increase the
step size to 60 um (see Fig. S7B in the Supporting Information),
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Fig. 7. Representative H&E-stained images and inflammation responses of contacting tissues (with the QRC-SM implants) after the implantation of QRC-SMs. A) to
C): Representative H&E-stained images of tissue slices on day O (negative control), day 2, and day 15 after the implantation of QRC-SMs with “hole” and “flat”
elements. D) to F): Representative H&E-stained images tissue slices on day 0 (negative control), day 2, and day 15 after the implantation of QRC-SMs with “Ti-coated”
and “non-coated” elements. Black arrows: neutrophils; Scale bars, 50 ym. G) Inflammatory responses of tissue slices on day 0 (negative control), day 2, and day 15
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implantation of QRC-SMs with “Ti-coated” and “non-coated” elements. The median + the range is indicated at each time point. * *, p < 0.01 compared with day 0.



N. Wan et al.

information retrieval can also be realized, and the scanning time is
decreased to about 2.5 min. Although there is a tradeoff between the
image resolution and the imaging speed due to the different step sizes,
once the QR code pattern can be successfully recognized by the CVQR
algorithm, the text information that matters can still be retrieved.
Therefore, in actual applications, using a large step size to save the
scanning time is desired.

2.5. Long-term stability and functionality of QRC-SM

For verifying the long-term stability and functionality of QRC-SMs,
we first perform in vitro dissolution test by putting QRC-SMs with
“hole” and “flat” elements and QRC-SMs with “Ti-coated” and “non-
coated” elements into phosphate buffer saline (PBS) solution at 80 °C for
one month, and then, these QRC-SMs are imaged by USM and AR-PAM,
respectively. From the imaging results in Fig. S8 (Supporting Informa-
tion), we confirm the desirable long-term stability of QRC-SMs, indi-
cating that the information may still be retrieved after long-term
implantation. In addition, in vivo multiple imaging of the same mouse
during a long period of time is conducted. As shown in Fig. S9 (Sup-
porting Information), QRC-SMs implanted in mice at 15 and 40 days
after implantation surgery are imaged. The imaging for two types of
QRC-SMs (with “hole” and “flat” elements; with “Ti-coated” and “non-
coated” elements) are both conducted. As can be seen, the image quality
remains consistent without obvious degradation throughout the moni-
toring period for both types of QRC-SMs. The personal information “Eric
Li: Engineer of Google, 035" and “Eric Li: Type B, Asthma” can be suc-
cessfully retrieved using CVQR algorithm for all the 4 images in Fig. S9
(Supporting Information).

2.6. Long-term biosafety and biocompatibility of QRC-SM

For verifying the long-term biosafety and biocompatibility of QRC-
SMs, a histology study is conducted. Histological analysis is performed
on the contacting tissue at the center of the QRC-SMs implants. The
representative H&E-stained images of the tissue slices on day 0 (negative
control), day 2, and day 15 after implantation are shown in Fig. 7A—7F.
It is obvious that inflammatory cells presented on day 2 are more than
that on day 15 and day O (negative control). Then, the relative numbers
of inflammatory cells are used to assess the inflammatory response on a
5-point ordinal severity scale: no inflammation (Grade 0), minimal
(Grade 1), mild (Grade 2), moderate (Grade 3), or severe (Grade 4),[42]
as shown in Fig. 7 G and 7 H. Six samples on each time point are sta-
tistically analyzed, and the two-tailed stratified
Wilcoxon-Mann-Whitney test is used to calculate the p value of com-
parison with the tissue slices on day 0.[42] The results show that the
inflammatory response on day 2 is severe, and is significantly different
from that on day O (negative control), while the inflammatory response
on day 15 is not significantly different from that on day O (negative
control), indicating the long-term biosafety and biocompatibility of
QRC-SMs after implantation.

Despite that the long-term biosafety and biocompatibility of QRC-
SMs have been verified for implanted devices, a round shape is more
favorable for tissue. To showcase the feasibility of fabrication of such a
QRC-SM, we fabricated the QRC-SM with “hole” and “flat” elements and
the QRC-SM with “Ti-coated” and “non-coated” elements with round
shape by laser cutting, as shown in Fig. S10 (Supporting Information).
Note that only the shape of QRC-SMs changes from square to round,
while the size, material, and structure of QRC-SM elements remain un-
changed. These round chips avoid sharp corners and should be even
more compatible with tissue. In the future, the QRC-SMs could be
potentially fabricated on flexible substrates for more conformal contact
with human tissues, and both photolithography and printing can be
performed on flexible substrates. With flexible substrates, the chips may
also be made thinner. Caution should be paid to make sure that the
flexible substrate does not deform too much to obscure the QR code

Photoacoustics 31 (2023) 100504

pattern.
3. Discussion

In this work, QRC-SMs are designed to mimic biometrics such as
fingerprints or face recognition but are inserted under the skin, so that
personal information storage with high level of security can be achieved.
Meanwhile, by cooperation of QRC-SM transducing systems based on
optical (AR-PAM) and acoustic (USM and AR-PAM) transduction, im-
aging processing, and information processing, sensing individual infor-
mation from body can be realized.

The main materials used in the QRC-SMs are Si, Ti, SiO5, and PDMS,
which are all biocompatible and can ensure the safety for humans. As for
imaging methods, both USM and AR-PAM (non-ionizing radiation) are
also considered to be safe for the human body. Si, Ti, and SiO; are all
compatible with standard semiconductor device fabrication technolo-
gies, and thus, the QRC-SMs are highly promising for large-scale fabri-
cation. Besides, QRC-SM patterns with a feature size of 100 um (with
elements “hole” vs. “flat”) and 150 pym (with elements “Ti-coated” vs.
“non-coated”) allow low-cost fabrication techniques to be used,
including photolithography with much relaxed requirements on reso-
lution as we use in this work, as well as additive manufacturing tech-
niques such as printing technology, etc.

The patterns on QRC-SMs that are hidden subcutaneously ensure the
privacy of personal information, in contrast to biometrics and identity
objects that are exposed (e.g., stickers, bracelets, necklaces, tattoos, and
QR code identity tags). In addition, QRC-SMs almost cannot be stolen,
lost, misplaced, or forgotten like physical identifying tokens, thus
providing both security and convenience.

As mentioned previously, since the implantable RFID microchip has
been approved by the U.S. Food and Drug Administration [20],
QRC-SMs which are also implanted and used for personal identification
may not suffer serious problems with bioethical implications, while
more regulations and laws should be developed to further enhance the
data security and privacy protection, along with the development of
QRC-SMs in the future.

Compared with using RF-readers for retrieving information, we find
that the cost of ultrasound and photoacoustic imaging systems is indeed
much more expensive than that of RF-readers. Even so, QRC-SMs with
ultrasound and photoacoustic imaging systems have wide application
scenarios because of their unique advantage in security. As elaborated
previously, compared with RFIDs, QRC-SMs have the advantage of more
secure individual identification and authentication, because ultrasound-
related imaging for QRC-SMs requires contact coupling media, which
circumvents the eavesdropping and spoofing attacks by non-contact
readout through wireless transmission like RFIDs. Therefore, RFIDs
and QRC-SMs are complementary in the application markets. RFIDs may
be used for the application scenarios with low requirements of security,
such as public transportation and routine access to buildings and offices.
By contrast, QRC-SMs may be used for the application scenarios with
high requirements of security, such as special access to buildings (e.g.,
governmental agencies and armies), storing and retrieving private
medical information, and banking transfer. Besides, the cost of ultra-
sound and photoacoustic imaging systems has a high potential to be
reduced. Currently, the USM system employs a motorized stage to scan a
single-element transducer. The cost of the USM system can be reduced
by using a scanning mirror to replace the motorized stage [43]. Simi-
larly, the cost of the AR-PAM system can be reduced as well, and the
approach of the scanning mirror can also be applied to AR-PAM [43].
Besides, low-cost light sources using laser diodes and light-emitting di-
odes would further save the cost [44,45], usually at the expense of image
signal-to-noise ratio (SNR). Considering that the generated photo-
acoustic signal amplitude of QRC-SMs is typically stronger than the
intrinsic absorber in tissue (e.g., hemoglobin), it would be feasible to
adopt low-cost light sources to allow enough image SNR. Moreover,
towards practical applications, the state-of-the-art USM and AR-PAM
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imaging systems are capable of fast and even real-time imaging, which
facilitates the QR code scanning procedure [46,47]. It is worth
mentioning that compared with ultrasound-related imaging, pure opti-
cal imaging is more suitable for imaging or recognition of “skin object”
(in contrast to subcutaneous object) for individual identification and
authentication [48].

In this work, we design the QRC-SMs based on the Version 2 with the
error correction level L of QR code to demonstrate the feasibility of QRC-
SMs for individual identification and authentication (https://www.
qrcode.com/en/about/version.html). QRC-SMs with different Versions
of QR code can be designed and fabricated to demonstrate the versatility
of QRC-SMs in future applications. Once the lateral resolution of the
imaging system is sufficient to resolve the adjacent elements, the QR
code can be reliably recognized.

In this work, we encounter the issue of artifacts in the in vivo ex-
periments of QRC-SMs imaged by USM in part due to mouse breathing.
The methods developed to solve the issue are elaborated (see Section S1
and Fig. S11 in the Supporting Information). On the other hand, in part
because the experiments of QRC-SMs imaged by AR-PAM are based on
the photoacoustic signal amplitude, we do not observe obvious artifacts
in AR-PAM images in the in vivo experiments.

The USM-based QRC-SM and AR-PAM-based QRC-SM have different
advantages. As mentioned above, for the AR-PAM-based QRC-SM, no
obvious artifacts are observed. As for USM-based QRC-SM, when the
same ultrasound transducer is used for USM and AR-PAM, USM enjoys
higher lateral resolution. As a result, the element length and the QRC-SM
size can be made smaller, which is more friendly to human tissue for
implantation. Besides, as the imaging capability of USM remains similar
for different skin colors and the presence of strong optical absorbers (e.
g., hair), the USM-based QRC-SM is more suitable in these cases.

One of the potential human body parts suitable for QRC-SM im-
plantation would be the palm based on the following reasons. First,
compared with the parts like the arm and thigh that are usually covered
by clothes, the palm is usually exposed, which is convenient for con-
ducting imaging (or scanning) of QRC-SMs. Secondly, there are almost
no hair follicles on the palm so AR-PAM imaging of QRC-SMs under the
skin of the palm would be least interfered by the hair [49]. Thirdly, the
imaging capability of USM is expected to remain the same for different
skin colors. As for AR-PAM, as the melanocyte density in the skin of the
human palm is five times lower than that found in nonpalmoplantar sites
[50], the imaging results by AR-PAM would be less influenced by the
melanoma. Lastly, as QRC-SMs are designed to be implanted just under
the skin (i.e., subcutaneous implantation), the ultrasound-related im-
aging results are not affected by the bone, which is supposed to be at a
deeper location than the implanted QRC-SMs. For future applications,
using a commercial high-frequency ultrasonic probe, in conjunction
with ultrasound gel for ultrasound coupling, to image the human palm is
a potential and convenient approach to facilitate the verification
process.

We can clearly observe the trend of developing more implantable or
insertable devices with technological advances [51-53]. For example,
there have been various implantable medical devices such as pace-
makers, cochlear implants, neurostimulation, insulin pumps, and some
capsule robotics [54-56]. Such a trend also emerges for non-medical
devices [57,58], such as implanted RFID microchips that are devel-
oped from a non-implanted to an implanted manner, greatly improving
the convenience for applications such as entrance authentication or
payment [21,22]. For implantable devices that are non-medical and go
underneath the skin, they can be named insertables [57]. Different from
implantable medical devices that are surgical and for restorative medi-
cal purposes, insertables are minimally invasive and aim for bringing
significant convenience to human life [57,58]. In this work, the QRC-SM
we propose can be categorized as “insertables”, as they are designed to
be placed underneath the skin and not for restorative purposes. A
QRC-SM has the inherent advantage of significant convenience as an
insertable. In various applications of identification and authentication,
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QRC-SMs are convenient as they cannot be forgotten, misplaced, and
lost, so they could always be ready for medical identification, access
control, and payment or banking transfer. Besides convenience, the
QRC-SM can provide better privacy and security compared with bio-
metrics or physical identification tokens based on exposed information
because the personal information is hidden subcutaneously and cannot
be disclosed. Comparison of the methods for individual identification
and authentication is provided in Table 1. In addition, personal infor-
mation that is placed underneath the skin and encoded into the QR code
can enable automatic and efficient identification and authentication
using machines.

4. Conclusion

In conclusion, we propose and demonstrate that implantable and
minimally-invasive QRC-SMs can be an effective approach to carry
useful and private information, and the information can be retrieved by
imaging techniques and open-source QR code recognition algorithm,
thus enabling various applications in individual identification and
authentication. Two schemes, QRC-SMs with “hole” and “flat” elements
imaged by USM and QRC-SMs with “Ti-coated” and “non-coated” ele-
ments imaged by AR-PAM have been designed and implemented. In ex
vivo and in vivo experiments, QRC-SMs, together with the corresponding
imaging systems and the QR code recognition algorithm, have realized
personal information storage, QR code image acquisition, and QR code
information retrieval, demonstrating the feasibility of QRC-SMs for in-
dividual identification and authentication. Combining the advantages of
high convenience, privacy, security, and automatic information
retrieval, QRC-SM technique is promising and has the potential to be one
of the next-generation identification and authentication technologies in
the future.

5. Material and methods
5.1. Imaging systems

QRC-SMs with “hole” and “flat” elements are imaged by USM. A
focused ultrasound transducer is used to emit acoustic waves and then
receive the backscattered acoustic waves. The focused transducer is
made by attaching an acoustic lens (45006, Edmund Optics, NJ) to a 50-
MHz flat ultrasonic transducer (V214-BC-RM, 77% bandwidth, Pana-
metrics NDT, MA), which provides an NA of 0.44 and a focal length of
6.7 mm. A pulse receiver (5073PR, Olympus Inc.) is utilized to drive the
focused transducer for generating ultrasound waves, and the pulse
repetition frequency is set as 200 Hz. During image acquisition, the
focused transducer is fixed with a 2D motorized stage (M-L01.2A1,
Physik Instrumente) for 2D raster scanning. Backscattered ultrasound
signals are recorded by a digitizer (CSE1422, Gage) and then stored in a

Table 1
Comparison of the methods for individual identification and authentication.

Methods Security and Convenience  Refs.
privacy

Account and password Middle Middle [9,10]

Biometrics® Low High [12,13]

Exposed identity object” Low Middle -

RFID-based object (non- Middle Middle [16]

implant)®

RFID implant Middle High* [21,23]

QRC-SM High High! This
work

? Face, iris, fingerprint, voice, etc.

b Sticker, bracelet, necklace, tattoo, and QR code identity tag (tape, sticker,
tattoo, etc.).

¢ RFID-based card, bracelet, necklace, etc.

4 After implantation.
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computer. Especially for imaging QRC-SMs covered by 2.3-mm-layer
chicken breast tissue and imaging QRC-SMs implanted underneath
mouse skin in ex vivo and in vivo experiments, respectively, the pulse
receiver also serves as a preamplifier to amplify the received ultrasound
signals with gain of 20 dB and 6 dB, respectively.

QRC-SMs with “Ti-coated” and “non-coated” elements are imaged by
AR-PAM. A 6 ns pulsed laser (Spitlight DPSS EVO [, InnoLas, German)
with pulse repetition frequency of 100 Hz and wavelength of 1064 nm
(and 670 nm) is used for photoacoustic excitation. The laser is coupled
into a multimode optical patch cord (MHP910L02, Thorlabs). The same
focused transducer (used in USM mentioned above) is used to receive
photoacoustic waves. During image acquisition, the imaging head of AR-
PAM, consisting of the laser illumination parts and the acoustic detec-
tion parts, is fixed with the same 2D motorized stage for raster scanning.
Detected photoacoustic signals are amplified by a low-noise preampli-
fier (ZFL-500LN+, Mini-Circuits), recorded by a digitizer (CSE1422,
Gage), and then stored in a computer. For imaging bare QRC-SMs, the
laser fluence is measured as 0.18 mJ/cm?. For ex vivo and in vivo ex-
periments, the laser fluence is measured as 12.27 mJ/cm? and 1.47 mJ/
cm?, respectively. All the values are lower than American National
Standards Institute safety limit (100 mJ/cm? for 1064 nm wavelength).
In addition, besides 1064 nm wavelength, laser at 670 nm wavelength is
also used for in vivo experiment, and the laser fluence is measured as
3.93 mJ/cm?, which is also lower than American National Standards
Institute safety limit (about 20 mJ/cm? for the 670 nm wavelength).

For lateral resolution measurements of USM and AR-PAM, the one-
dimensional (1D) profiles of a sharp edge coated with chromium (on
the top surface; for optical absorption) are imaged by USM and AR-PAM,
respectively. The 1D profiles are fitted by edge spread function (ESF).
Line-spread function (LSF) is then obtained by taking the first derivative
of the ESF, and the lateral resolution can be estimated by the full width
at half maximum of the LSF.

5.2. Nude mouse preparation for in vivo experiments

Two 8-weeks-old Balb/c nude mice are used for the results in Figs. 4
and 6. One is for implanting a QRC-SM with “hole” and “flat” elements,
and the other is for implanting a QRC-SM with “Ti-coated” and “non-
coated” elements. During implantation, the mice are anesthetized by the
isoflurane anesthesia machine (R500IP, RWD Life Science) with a gas
mixture of 1% isoflurane and oxygen. For the mouse to be implanted
with the QRC-SM with “hole” and “flat” elements, a 4.5 mm incision is
made at the lower part of the dorsal for implantation, while for the
mouse to be implanted with the QRC-SM with “Ti-coated” and “non-
coated” elements, the incision is about 6.5 mm. After incision, the skin
near the incision is lifted using a tweezer, and then the QRC-SM is
implanted underneath the skin. After implantation, the small incision is
closed. During imaging, the mouse is also anesthetized and is fixed using
a homemade fixation device to avoid potential motion artifacts. All
experimental animal procedures are carried out in conformity with the
laboratory animal protocol approved by Laboratory Animal Care Com-
mittee at Shanghai Jiao Tong University.

5.3. Image processing

For QRC-SMs with “hole” and “flat” elements, the time at the peak of
the envelope of ultrasound A-line signals is used to generate the 2D
depth-encoded image. Then, the depth-encoded image is fed into the
CVOQR algorithm to retrieve personal information. For QRC-SMs with
“Ti-coated” and “non-coated” elements, the photoacoustic A-line signals
are recorded, and MAP along the axial direction is applied to the 3D data
to obtain the 2D MAP image. Similarly, the MAP image is then fed into
CVQR algorithm to retrieve personal information. Directly inputting
depth-encoded images or MAP images into CVQR algorithm enables
automatic and efficient identification and authentication.

The presented depth-encoded images and MAP images in this paper
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are output by MATLAB software. When using WeChat application to test
the information retrieval, the colormap choice, the display effect of the
computer screen, the light shooting angle, and the camera performance
would all affect the retrieval result, which is a little different from
directly inputting the depth-encoded images or MAP images into the
CVQR algorithm for information retrieval. We have performed a test
using WeChat application (version 14.0.1) on iPhone XR, which can
successfully retrieve information from all the depth-encoded images and
MAP images presented in this manuscript. For an Android smartphone,
WecChat application (version 8.0.16) on Mi Mix2 (manufactured by
Xiaomi) can also realize information retrieval.
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