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Abstract
The rapid adoption of electronic health records (EHRs) has created extensive re-
positories of digitized data that can be used to inform improvements in care de-
livery, processes, and patient outcomes. While the clinical data captured in EHRs 
are widely used for such efforts, EHRs also capture audit log data that reflect 
how users interact with the EHR to deliver care. Automatically collected audit 
log data provide a unique opportunity for new insights into EHR user behavior 
and decision- making processes. Here, we provide an overview of audit log data 
and examples that could be used to improve oncology care and outcomes in four 
domains: diagnostic reasoning and consumption, care team collaboration and 
communication, patient outcomes and experience, and provider burnout/fatigue. 
This data source could identify gaps in performance and care, physician uptake 
of EHR features that enhance decision- making, and integration of data trends 
for oncology. Ensuring researchers and oncologists are familiar with the data's 
potential and developing the data engineering capacity to utilize this rich data 
source, will expand the breadth of research to improve cancer care.
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1  |  INTRODUCTION

The electronic health record (EHR) contains readily avail-
able, highly detailed data, which has the potential to be 
used to generate clinical insights.1,2 Current cancer in-
formatics research has focused on the clinical patient 
information contained within EHR.3– 5 While these data 
are clinically useful, automatically collected, unprocessed 
data are available to analyze for research and quality im-
provement purposes that have been underutilized. We in-
troduce the reader to the methodologies of using the audit 
log dataset in the field of oncology. As domain experts, on-
cologists can play a role in guiding the development and 
use of this methodology with health administrators and 
informatics researchers. This review can facilitate collab-
oration between oncologists, health administrators, and 
data scientists to better understand clinical EHR behav-
iors, and accordingly improve the EHR and their patient 
care.

1.1 | Defining the audit log dataset

The audit log is defined as the metadata and details of 
every user interaction within the EHR. This information 
is automatically collected by the EHR system. Historically, 
these data have been used to audit any security breaches to 
key information technology (IT) infrastructure. Figure 1 
shows how the audit log tracks information about differ-
ent aspects of patient record access: the viewer, the action, 
the timestamp, and the patient record.6

2  |  THE AUDIT LOG IN ONCOLOGY

Health information technology in the past two decades 
has enabled this highly detailed, audit log data to be col-
lected. The Health Information Technology for Economic 
and Clinical Health (HITECH) Act in 2009 led to the 

broad adoption of electronic health records, which has 
been ubiquitously used by clinicians. Anticipating the im-
portance of privacy protections in this software, the EHR 
audit log was required to be collected as part of the Health 
Insurance Portability and Accountability Act (HIPAA) 
Security Rule of 2005.7

In contrast with research conducted on clinical data 
entered by a health care professional into the EHR, audit 
log research is automatically derived from user behaviors. 
The audit log allows researchers to study physician behav-
iors, because it systematically captures data that reflects a 
user's behavior in a software system.8 The benefit of using 
the audit log for data collection, aggregation, and analysis 
is that there is no independent human observer necessary 
to conduct the collection.8 However, as introduced later in 
this review, the drawback to this data type is that clinicians 
and researchers are needed to interpret the audit log data 
elements and verify that the conclusions reflect real- world 
behaviors. The gold standard for validation through man-
ual data collected is by administering observation- based 
time and motion studies, which have in the past been used 
to validate the audit log dataset and their behaviors.9,10

2.1 | A non- traditional dataset for  
research

EHR audit log data represent a class of data that has 
rarely been used in research yet holds potential insights 
for cancer care improvement. Specifically, they can 
extend current research by better elucidating clinical 
decision- making and health care processes that con-
tribute to the quality and health services improvement 
missions of cancer care. This underutilized dataset ac-
cessible to most organizations using EHRs has the po-
tential to fuel an integrated learning ecosystem between 
clinical practice and research.5,11 Many audit log data-
sets can also be used in conjunction with other user- 
level, time- level, or patient- level datasets and variables 
that make it a versatile tool to collect insights about 
health services research.

3  |  OPPORTUNITIES FOR 
RESEARCH

The use of the audit log in oncology is limited. We charac-
terize themes by research questions, identifying four pos-
sible oncology research areas that could be advanced via 
using EHR audit log data: diagnostic reasoning and con-
sumption, care team collaboration and communication, 
patient outcomes and experience, and EHR user charac-
terizations. For those seeking a more technical review, 

F I G U R E  1  Automatic data collection in the audit log dataset. 
The information in this figure is collected automatically as part of 
the audit log metadata. While initially collected solely for security 
reasons, this data can be repurposed for informatics and health 
services research into EHR user behavior
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Rule et al.6 provide a list of previous work organized by 
technique and specialty.

3.1 | Diagnostic reasoning and 
consumption

It is cognitively challenging for oncologists to find and 
consume multiple streams of data that are available in 
the EHR (radiology, pathology, labs, and notes) in an ef-
ficient manner.12 Current EHRs have been designed for 
coding and structuring forms, rather than for stream-
lining doctor or caregiver use to make and interpret 
decisions.13,14 While chart review of historical data is 
important, many clinicians worry about overlooking 
relevant information due to the volume of data and dif-
fering EHR configurations.

The audit log can assist in tracking a user's informa-
tion consumption pattern, which can be a proxy for a phy-
sician's decision- making. Audit log studies can be useful 
to confirm self- reported survey data collected about EHR 
review by physicians. A study found that while nearly all 
intensive care unit (ICU) clinicians surveyed perform an 
EHR review when admitting new patients, nearly half 
(49%) of clinicians indicated that a significant amount 
of time was spent reviewing EHR charts “haphazardly,” 
with searches going back three or more years to find rel-
evant information.12 Information- seeking behaviors also 
differed.15

Prior studies have studied how physicians might con-
sume or add information. A study of task analyses of 16 
physicians tried to understand what relevant notes are 
reviewed for particular appointments, given the cognitive 
burden of current charts, for both acute and chronic clinic 
visit types.16 Note review and input method varied by spe-
cialty: specialists tended to prefer using a voice recorder, 
while primary care physicians tended to use templates tai-
lored for visit types (e.g., “well visit” vs. urgent problem- 
based visit).17 Consumption can also include information 
seeking and charting. Commonly searched terms can be 
used to improve the EHR's ability to conveniently retrieve 
this information and train providers more effectively.18 
The study was also able to determine that most physicians 
used the search feature, but its use was generally low 
among nonphysicians and pharmacists.

Given the cognitive burden of excessive informa-
tion, access log studies can also be used to predict EHR 
user roles based on their behavior, and assess if particu-
lar roles are given the access appropriate for their level 
and usage.19,20 This is important because if data are not 
necessary for particular roles to access, its presence may 
overwhelm the user and prevent them from properly per-
forming their tasks.

These studies have implications for cancer care since 
audit log studies could identify optimal review strategies 
to improve workflows and make it more efficient for phy-
sicians to find relevant information in large patient files. 
These could also impact the design and development of 
new features in the EHR to make it easier to find the in-
formation that is needed specifically for cancer patients.

3.2 | Care team collaboration and 
communication

Cancer care is an inherently collaborative and interdisci-
plinary effort, with many different care providers provid-
ing distinct support to cancer patients. In the literature, 
high intensity of interprofessional collaboration is associ-
ated with increased patient satisfaction, which is associ-
ated with improved care, cost control, and reduction in 
clinical errors.21,22 Cancer care often is centered around 
multidisciplinary patient tumor boards or team huddles 
to review patient records. Improving interprofessional, 
team- based performance can potentially improve care 
quality, impact patient diagnoses and treatments, and 
outcomes.23– 27 However, understanding how different 
members of a care team might interact with one another– 
especially through an EHR–is presently a complex un-
dertaking. For example, each team member may interact 
with notes asynchronously or access different information 
panels. It is also not known whether certain team interac-
tions may occur only in an EHR, and not in- person, which 
is how collaboration is conventionally defined.

Assessing team- based collaborations and the logistics 
of care administration is a possible use case for audit log 
data. For example, audit log studies to understand collabo-
ration and communication have been conducted in obstet-
rics/gynecology and neonatal care.28,29 Audit log studies 
outside of the oncology context have found that as team 
size increased, so too did the use of electronic actions, daily 
hours of use, and the number of computer sessions.30 This 
means that larger teams are associated with increased in-
teractions with the EHR. Another study found that greater 
delegation of tasks within clinician teams is associated 
with improved productivity, as measured by work relative 
value units (RVUs).31 Studies have also been conducted to 
determine which members of the care team collaborate at 
different times in the patient's visit cycle.

Of the domains discussed in this paper, collaboration 
and communication have been the most robustly studied 
in the oncology context using the audit log. Some exam-
ples include network analyses to better understand the 
different physicians who contributed notes to patient en-
counters. A study of surgical colorectal cancer audit log 
records found that a given health care professional was on 
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average connected with six other professionals for each 
patient record.32 These studies can assess not only who is 
on a particular patient team, but also to what extent each 
team member plays a role. These data could also be used 
to understand whether certain principal care team mem-
bers share increased responsibilities in communicating 
with one another and interacting on the patient record.33 
Future research might consider which roles tend to have 
higher EHR use burden, and identify areas in which com-
munication and interfaces are lacking, especially for pa-
tient supportive care services and social work. If these 
deficiencies exist, these studies could allow programs to 
prioritize cross- training and familiarity between roles to 
ensure linkages and continuity of care. These audit log 
studies can determine if collaboration on patient records 
occurs at a given point in time.34,35 These studies could 
complement prior research that attempts to understand 
the order in which events take place when providing clin-
ical pathways for treatment.36

3.3 | Patient outcomes and experience

Oncology is characterized as a long- term journey with the 
potential for many touchpoints with the medical system. 
Further research is necessary to study patterns in EHR 
use and downstream outcomes, such as patient outcomes 
(e.g., emergency care events) or patient- reported out-
comes (e.g., satisfaction). Though the literature is sparse, 
we describe how work in other care contexts could guide 
research in the oncology context.

These studies could be conducted in an inpatient en-
vironment specifically studying those who care for hospi-
talized oncology patients. For example, a study conducted 
in a general medicine ward found an association between 
EHR- measured work hours and a patient outcome com-
posite variable of mortality, transfer to the ICU, or 30- day 
same- hospital readmission.30 This study confirmed previ-
ous literature which suggested that high workload (includ-
ing EHR use burden) can lead to worse patient outcomes, 
such as increased length of stay and ICU transfers.37,38

The audit log literature has found contradictory ef-
fects on the role of EHR usage and patient outcomes, 
and likely is specific to the ambulatory context. For the 
emergency department, these could include door- to- 
disposition, throughput efficiency, or readmissions. For 
example, a study of physician EHR usage activities in 
the emergency department found that there were posi-
tive correlations between physician EHR review time and 
door- to- disposition.39 In contrast, overall emergency de-
partment throughput efficiency in the emergency depart-
ment decreased with increased time for physician's note 
review.39 Another study found that review of notes by an 

emergency physician led to a decrease in 7- day readmis-
sion by 6%.40 This work would continue efforts underway 
in the outpatient cancer care context, where researchers 
have already started studying oncology treatment- based 
acute care needs or unplanned care visits.41– 43

Another example of an outpatient oncology study 
could be studying EHR use and patient satisfaction. A 
pilot study of general internists and medical subspecial-
ists' daytime EHR usage was inversely related to patient 
satisfaction metrics.44 Audit log data could also be used to 
study the efficacy and patient satisfaction metrics of those 
physicians who are early adopters of new EHR features, 
such as an interoperable integrated view.45 These types of 
studies could be conducted in an outpatient oncology con-
text and study informatics initiatives designed to improve 
patient care.

Ultimately, further research is needed to disentangle 
whether patient outcomes or patient- reported outcomes 
are impacted positively or negatively by a physician's EHR 
usage. In oncology, it is not yet known if the audit log 
could provide a useful dataset for further investigation of 
patient outcomes or patient experience.

3.4 | EHR use and burnout

The causes of burnout are multifaceted and well docu-
mented in oncology.46– 48 Burnout and emotional fa-
tigue can affect individuals differently, but one way to 
study these differences is through EHR use patterns. 
For instance, clinicians at an academic medical center 
spent about one- third of their EHR usage after hours.49 
Workload and task demand could heterogeneously im-
pact specific members of the cancer care team. In this sec-
tion, we describe how differing EHR user behavior could 
have implications for burnout.

Audit log studies have found differences in EHR behav-
ior by gender. In an ambulatory setting, female physicians 
spent more time than male physicians in the EHR on week-
ends and after hours.50 Second, audit log studies to study 
physician EHR usage have been conducted across special-
ties. General surgery residents spent more time per patient 
than orthopedic surgery residents on EHR time, chart re-
view, and documentation.51 EHR use behaviors were also 
dependent on the service through which residents were 
rotating and the attending on each team.52,53 Prior studies 
have considered a diverse number of specialties (e.g., radi-
ation oncology, dermatology). Often, these papers do not 
provide disaggregated analyses on these groups.54

Future research could disaggregate EHR use burden 
and present a complement to published literature on burn-
out and charting burden in oncology. For example, one 
paper found that surgical oncologists spent the most time 
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using the EHR compared to other surgeons with a mean 
usage time of 2.5 h. When disaggregated, breast surgeons' 
use was even higher than other surgical oncologists.55

The research priorities are to focus on different cancer 
specialties and training levels within each (e.g., internal 
medicine residents and fellows vs. radiation oncology res-
idents and fellows) to better understand their behaviors. A 
next step might be to consider how these behaviors might 
be correlated with burnout and job satisfaction specifically 
in the oncology context. Furthermore, additional studies are 
needed to better understand the causal pathway of EHR use 
and burnout, in consideration of other variables known to 
contribute to burnout. For example, one recent study found 
that adjusting by clinician sex and work culture play a more 
significant role in predicting burnout than EHR use.56

Though differences in EHR usage are not inherently 
good or bad, they could play a role in explaining burnout 
on an oncology care team. Identifying those users' behav-
iors and characteristics (e.g., if they spend excessive time 
on EHRs after hours or bear a disproportionate burden) 
could be useful to improve the health and well- being of 
physicians.47,57,58 These studies could be correlated with 
job satisfaction data and burnout, and help inform institu-
tional initiatives and policy.

4  |  THE CLINICAL ONCOLOGIST 'S 
ROLE

Due to its implications on practice, domain experts will 
play an indispensable role in the cycle of audit log re-
search, from conception to EHR redesign, based on find-
ings in these data.

4.1 | Project conception

Informaticians and health system administrators often 
lack the context to understand how to improve the physi-
cian experience in the EHR. The oncologist in audit log re-
search could collaborate with these individuals to propose 
appropriate research questions (e.g., with the domains 
mentioned above) or tie usage to EHR user behaviors or 
meaningful patient outcomes. The sheer volume of data 
being automatically collected needs to be better leveraged 
to improve care, so oncologists could propose to repurpose 
the data to answer pressing clinical questions.

4.2 | Data validation

The audit log dataset will also need to be properly vali-
dated, as the use of these data to answer clinical questions 

remains in its nascence. For example, the EHR log may 
consider a window of time that either overestimates 
(e.g., physician steps away from EHR to see patient with 
the session open) or underestimates (e.g., physician has 
multiple windows or panels open at the same time) user 
actions.

These unique differences also may contribute to dif-
ficulty generalizing the data across different institutions 
or clinical sites with different EHR features. Therefore, 
it is in the interests of oncologists and those curating 
these data to ensure that physician EHR use is accurate. 
Oncologists can collaborate with researchers in in- person 
observational studies collected in time and motion stud-
ies, which have previously research studies that have been 
conducted with EHR audit logs.9,10

4.3 | Contextualizing findings with other 
research spheres

As leaders in their clinical environments, oncologists can 
collaborate with informaticians and health administrators 
to contextualize the findings of audit log studies in their 
daily clinical environments and lead to quality improve-
ment. For example, research has also found that the EHR 
burden is also disproportionately impacting women and 
younger trainees, so experts and clinical leaders can better 
contextualize and understand where disparities in their 
care team's EHR usage could be occurring. Oncologists 
can also ensure synergies with current precision medi-
cine and implementation sciences efforts in cancer care. 
Ensuring synergy could support effective practices.2

4.4 | EHR redesign

Beyond providing qualitative data to EHR developers 
on how best they could redesign EHR infrastructure, 
oncologist- researchers can propose to test hypotheses on 
the most effective ways of navigating the EHR or facili-
tating searches. These findings, if proven quantitatively, 
could perhaps lead to changes in future EHR systems for 
their health system. By participating in research on audit 
log usage, oncologists could help to redesign the EHR to 
reduce their clicks or overall time in the EHR.

5  |  FUTURE OPPORTUNITIES

The study of the audit log, especially in oncology, is in its 
infancy. While the EHR audit log dataset has been stud-
ied in various contexts as described in the four domains, 
there are opportunities to tie this work more closely to the 
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cancer context. While treatment and systems- level inter-
ventions appear most obviously at the top of the cancer 
research agenda, there remains a substantial research gap 
in understanding the role of physician decision- making 
in health and health care outcomes. Some considerations 
have already been studied elsewhere, including the use 
of heuristics, patient/physician decision- making mod-
els, and time spent by physicians with patients.56,59 The 
current cancer research agenda can be enhanced by con-
sidering the role that physician behavior might play in 
contributing to the quality of care, behavioral and gender 
care disparities, and physician/patient well- being and 
clinical outcomes.

Any work conducted in the oncology community spe-
cifically would be part of a burgeoning literature base 
studying audit log usage. Utilizing the audit log would 
enable researchers to study how oncologists access rele-
vant information in the EHR to make their treatment de-
cisions, enhance team- based collaboration, and improve 
patient outcomes in the process.
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