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Novel Digital Tools

Digital exposure notification (EN) differs from conventional 
contact tracing in that potential exposures to COVID-19 are 
identified from automatically collected data, such as proxim-
ity of mobile devices, in addition to retrospective interviews.1 
As soon as a smartphone application (app) user reports a 
positive COVID-19 test result, recent contacts receive notifi-
cations about their potential exposure and public health guid-
ance for next steps. Because digital contact tracing can 
convey timely information in a scalable manner, it has been 
a core strategy in containing large outbreaks—for example, 
the Itaewon Night Club outbreak of SARS-CoV-2 in South 
Korea.2-4 Modeling suggests that even if outbreak contain-
ment fails, EN can reduce community transmission,5 espe-
cially when the level of adoption of the technology is 
high.6-8

However, conventional EN apps offer little direct benefit 
to the individual user.9 Alerts are received only after a user is 
exposed, at which point quarantine could prevent exposure 
of others but could not reverse the user’s own exposure. 

Financial compensation for using an EN app has been shown 
to improve uptake9-11 but is not feasible for large-scale 
deployment.12,13

Privacy concerns are cited as major barriers to adoption of 
EN apps,14 especially when they track a user’s location (eg, 
using global positioning systems, Wi-Fi, QR code scanners, 
financial transaction data).15,16 Some technologies avoid 
recording a person’s geolocation by measuring only proximity 
between users (eg, Bluetooth signal strength17,18 or inaudible 
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Abstract

Health authorities encouraged the use of digital contact tracing mobile applications (apps) during the COVID-19 pandemic, 
but the level of adoption was low because apps offered few direct benefits to counterbalance risks to personal privacy. 
Adoption of such apps could improve if they provided benefits to users. NOVID (COVID-19 Radar), a smartphone app, 
provided users with personalized data on social proximity of COVID-19 cases and exposed contacts. We analyzed uptake 
of NOVID at the Georgia Institute of Technology (Georgia Tech) during the 2020-2021 academic year. Data included 
anonymous NOVID users who self-identified with Georgia Tech and their first- and second-degree network contacts. 
NOVID achieved 13%-30% adoption at Georgia Tech. Because of technical challenges, adoption waned after an initial peak. 
The largest increases in adoption (from 41 to 3704) followed administrative promotion of NOVID. Adoption increased 
modestly (from 2512 to 2661) after faculty- and student-led promotion, such as distribution of door hangers and a public 
seminar. Two-thirds of on-campus NOVID users were connected to a large network of other users, enabling them to 
receive data on social proximity of COVID-19 cases and exposed contacts. Network cohesion was observed to emerge 
rapidly when adoption rates passed just 10%, consistent with estimates from network theory. The key lesson learned in 
this case study is that top-down administrative promotion outperforms bottom-up grassroots promotion. Relatively high 
levels of adoption and network cohesion, despite technical challenges during the Georgia Tech pilot of NOVID, illustrate 
the promise of digital contact tracing when apps provide privacy and inherently beneficial personalized data to their users, 
especially in regions where Google Apple Exposure Notification is not available.
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ultrasonic “squeaks” from the device’s speaker19,20). However, 
even these technologies21,22 collect potentially identifiable 
data, such as device identification,23 which technology compa-
nies could triangulate with user data from other platforms to 
deanonymize users.24,25 Additionally, despite being the de 
facto national and international standard, Google Apple EN 
was not available in some regions, including Georgia.

The dearth of direct benefit to app users, who bear the 
potential harm of privacy invasion, is believed to cause an 
imbalance of incentives that underlies the low rates of adop-
tion of EN apps.26-28 A need exists for privacy-respecting 
apps that directly benefit their users, ideally to an extent 
where the perceived benefit outweighs the perceived harm. 
Such technologies could improve the lives of app users while 
promoting uptake in populations.

Purpose

We sought to study the effect of tipping the balance of incen-
tives by increasing the direct benefits to the user while mini-
mizing the harms of privacy invasion. The smartphone app 
NOVID provided a unique personalized COVID-19 “radar” 
with real-time visual information on social proximity of dis-
ease while taking extensive measures to preserve privacy and 
ensure anonymity. This case study analyzed uptake, social 
network connectivity, and practical lessons learned during 
the pilot of NOVID at the Georgia Institute of Technology 
(Georgia Tech) during the 2020-2021 academic year.

Methods

Programmatic Development of the NOVID App

Upon installation, NOVID assigned each user a random 
identifier. Optionally, users could enter a community code 
identifying themselves as members of a specific user com-
munity. The app did not request the user’s name, demo-
graphic data, or any other personal information. While in 
use, the NOVID app collected information about the proxim-
ity and duration of time spent near other NOVID app–
enabled devices. These data were collected via Bluetooth by 
using the inverse square law to translate signal strength into 
estimated distance.29 Between Android phones, NOVID also 
issued inaudible ultrasonic microphone “squeaks” to more 
accurately measure proximity and duration and to avoid spu-
rious connections that may occur with Bluetooth technolo-
gies (eg, connecting neighbors in adjoining rooms because of 
Bluetooth signals penetrating walls).30 NOVID also detected 
when users were connected to a common Wi-Fi access point, 
but it maintained an anonymized table of random identifiers 
as temporary aliases for Wi-Fi access points. These Wi-Fi 
alias tables were overwritten hourly to minimize the risk of 
identifying the specific Wi-Fi access point being used.

Users could report either receiving a positive COVID-19 
test result or being notified of a COVID-19 exposure by a 

conventional contact tracer. NOVID automatically labeled 
self-reports as unverified. Optionally, users could enter a 
one-time confirmation code provided by their local health 
authority, which caused the notification received by contacts 
to be labeled as verified.

NOVID measured social proximity of disease based on 
degrees of separation (ie, network “hops”) between cases 
and contacts in the social network (Figure 1). In Figure 1, 
“you” would have 1 degree of separation from your family 
and friends, 2 degrees of separation from distant friends, 3 
degrees of separation from acquaintances, and further 
degrees of separations (≥4) from others. Within those social 
networks, individuals may be vaccinated, have symptoms, or 
even have COVID-19. This type of information visualization 
provides the user with a social network “radar” map. Like 
other EN apps, NOVID alerted users if they came in direct 
contact with a confirmed case. However, NOVID also pro-
vided users their own personalized COVID-19 “radar” dis-
playing the number of positive cases and total users at 
different numbers of network hops away (Figure 2). A button 
allowed users to animate the bar graphs to see how their 
exposure risk was evolving over time, which could inform 
whether risk was increasing because cases were becoming 
more proximal or decreasing because cases were becoming 
more distant in their personalized network.

NOVID Pilot at Georgia Tech

Georgia Tech piloted NOVID during the 2020-2021 aca-
demic year. Classes began August 17, 2020, and final exami-
nations ended May 8, 2021. Students and staff were given 
campus access to reside, attend courses, use office and labo-
ratory facilities, and attend events such as athletic games. 
Layered COVID-19 mitigation measures included social dis-
tancing, face mask wearing, symptom screening, and weekly 
surveillance testing.31 NOVID’s role was to supplement the 
campus’s conventional contact tracing program.

Before the academic year began, the Georgia Tech 
Research Institute’s Software Assurance Branch conducted 
an independent review of the NOVID app. The report, pub-
lished July 27, 2020,32 confirmed that NOVID did not col-
lect, use, or store personally identifiable information. 
Information about the NOVID app was disseminated by a 
campuswide newsletter on August 17, 2020.33 The newslet-
ter included Georgia Tech’s community code for the app, 
allowing users the option to self-identify as part of the 
Georgia Tech community. This information was reiterated 
during a town hall event on August 20, 2020. During the 
winter recess, the Residence Hall Association hung door 
hangers in dormitories advertising NOVID. Faculty and staff 
also organized a virtual, public scientific seminar about 
NOVID on March 1, 2021.

Because NOVID was under active development during 
the 2020-2021 academic year, some functionality of the app 
was limited at certain times. The ability to self-report a 
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positive test result or exposure was unavailable on iOS 
devices until September 9, 2020. The ability of iOS devices 
to detect the proximity of other iOS devices was unavailable 
until January 6, 2021, although Android devices were able 
to connect to iOS devices and to each other. For all devices, 
local health authority confirmation codes to verify a positive 
test result or an exposure were unavailable until January 7, 
2021.

The institutional review boards at the Georgia Institute of 
Technology, Carnegie Melon University, and New York 

University all concluded that this research was exempt 
because no personally identifiable information was collected 
or analyzed.

Analysis of NOVID Networks

In our retrospective analysis of the 2020-2021 academic year, 
the broader Georgia Tech community was defined as 3 groups 
of NOVID app users: (1) those who voluntarily entered the 
Georgia Tech community code when installing the app, (2) 

Figure 1.  Hypothetical illustration of how NOVID (COVID-19 Radar) informs users about their degrees of separation (ie, network 
“hops”) from the nearest reported COVID-19 case or exposed contact, Georgia Institute of Technology, 2020. “You” would have 
1 degree of separation from your family and friends, 2 degrees of separation from distant friends, 3 degrees of separation from 
acquaintances, and further degrees of separation (≥4) from others. Within those social networks, individuals may be vaccinated, have 
symptoms, or even have COVID-19. A key difference from standard exposure notification applications is that NOVID informed the user 
of exposures to other contacts and to cases >1 degree away (ie, beyond one’s direct circle of contacts). The system also supported 
labeling users with other self-reported attributes, such as vaccination or symptoms.
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anyone whose apps ever communicated via Bluetooth with 
users from that first group, and (3) anyone whose apps ever 
communicated via Bluetooth with users from the second group. 
We further defined a more stringent on-campus community as 
the subset of the Georgia Tech community who, at any time dur-
ing the academic year, was part of a connected network compo-
nent consisting of at least 200 Georgia Tech community 
members during a 2-week period. This definition was intended 
to reduce the number of off-campus contacts of Georgia Tech 
community members who were included.

A dynamic network was constructed with anonymous 
data from these 3 groups. Network connections were defined 
by pairs of users whose smartphones spent ≥15 minutes 
within 10 m of each other or ≥3 hours connected to the same 
Wi-Fi access point. Networks were constructed daily for a 
14-day moving window.

We examined connectivity of the NOVID network, includ-
ing the number of users in network components of ≥12 users 
and the size of the largest network component (ie, the giant 
component). We estimated the fraction of the on-campus 
community actively using the NOVID app by dividing the 
number of active users by Georgia Tech’s estimate of 12 370 
daily students, faculty, and staff on campus.31 We hypothe-
sized, based on theoretical studies of networks,34 that even 
low rates of app adoption would produce network cohesion 

and enable the COVID-19 radar feature to present meaningful 
information to users.

Outcomes

Initial NOVID app uptake was rapid (Figure 3), peaking at 
approximately 3723 total active users in the Georgia Tech 
community on August 26, 2021. A subset of 1633 users met 
the more stringent definition of belonging to the on-campus 
community, representing a lower bound of 13% (1633 of 12 
370) and an upper bound of 30% (3723 of 12 370) for app 
uptake as the academic year began.

As uptake increased, so did network connectivity. The 
network’s giant component peaked at 710 users on September 
2, 2020. During the winter recess, most NOVID users kept 
their apps installed; however, the giant component disap-
peared because users traveled off-campus. The return of stu-
dents for the spring semester caused a modest increase in 
participation (peaking at 2665 total active users in the 
Georgia Tech community during February 2-3, 2021) with 
the subset meeting the more stringent definition of belonging 
to the on-campus community peaking on February 11 at 
1567 users. The giant component rebounded markedly, from 
a low of 4 on January 4 to a peak of 898 on March 10, which 
exceeded the fall semester peak.

Figure 2.  Hypothetical personalized data visualization (“radar”) available to users of NOVID (COVID-19 Radar), Georgia Institute of 
Technology, 2020. The NOVID smartphone application depicted distribution of degrees of separation to COVID-19 cases and other 
exposed people in the network. When a NOVID user self-reported recent COVID-19 infection (ie, is a new case) and was 1 degree 
away, the user received a smartphone alert message and was prompted to open the application. A, On that day, all cases reported in 
the past 14 days were ≥10 degrees away. B, On another day, the nearest case was 4 degrees away. C, How NOVID displayed the total 
number of other NOVID users within 12 degrees of separation in the network for any given day, regardless of their case or exposure 
status. The “replay history” button allowed the user to see how one’s potential exposure status changed over time, analogous to a 
weather radar.
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Figure 3.  NOVID (COVID-19 Radar) application (app) use at the Georgia Institute of Technology (Georgia Tech), 2020-2021 academic 
year. On-campus refers to the subset of users in the Georgia Tech community who, at any time during the academic year, was part of a 
connected network component consisting of ≥200 Georgia Tech community members during a 2-week period. Giant component refers 
to the subset of users in the largest network component. The final instructional day was moved up to align with the Thanksgiving holiday 
in anticipation of increased transmission of COVID-19. Vaccine rollout (shaded region) occurred during spring 2021.

Lessons Learned

Our analysis and indeed the Georgia Tech pilot itself were 
limited by technical challenges, especially on iOS devices, 
which constituted the majority (~70%) of devices used by 
Georgia Tech students and staff. In the fall semester, network 
connectivity was reduced for iOS users, so interest in NOVID 
might have waned. These experiences underscore the need to 
preemptively develop and pilot digital technologies in prepa-
ration for future infectious disease outbreaks, rather than 
developing and piloting them “on the fly” in the context of an 
ongoing pandemic.

Despite technical challenges, NOVID achieved relatively 
high rates of adoption during its pilot at Georgia Tech. Even 
our lower-bound estimate of 13% adoption of NOVID on 
Georgia Tech’s campus exceeded typical adoption of EN 
apps in the United States.26 NOVID relied on the user con-
necting to a sizable network of other users. Based on theo-
retical studies of prototypical social networks, such as the 
Erdős-Rényi network,34 we expected that the network nodes 
would become interconnected even with a small fraction of 
the on-campus community participating in NOVID. At the 
start of the 2020-2021 academic year, NOVID network cohe-
sion occurred at approximately 10% adoption. At peak adop-
tion, conservatively estimated at 13%, NOVID was able to 
connect 60%-70% of on-campus users to a large network of 
other on-campus users. Network connectivity changed 
according to behavioral patterns—dissolving, for example, 
during the winter recess and rebounding in the spring 

semester—providing reassurance that the network reflected 
real interactions on campus.

To our knowledge, NOVID was the first app to provide 
users with a personalized radar depicting social proximity to 
an infectious disease. It was among the first apps to provide 
a direct benefit to the users, helping them to avoid exposure 
rather than notifying them postexposure. NOVID also col-
lected no personal data or location information and used 
short-term aliases for Wi-Fi networks.

We observed the largest increases in NOVID adoption 
after administrative announcements, rather than through 
community efforts such as the student-organized door hanger 
campaign and the faculty-organized seminar. We expected 
NOVID uptake to grow throughout the academic year as net-
work cohesion made the app more useful for determining the 
social proximity of COVID-19. Instead, we observed a grad-
ual decline in active users throughout the fall and only a 
modest rebound in the spring. Further exploration is needed 
to understand barriers and facilitators to the use of NOVID 
and other EN apps.
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