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Abstract

Background: The management of extensive longitudinal data in cohort studies presents significant challenges, particularly in
middle-income countries like Malaysia where technological resources may be limited. These challenges include ensuring
data integrity, security, and scalability of storage solutions over extended periods.

Objective: This article outlines innovative methods developed and implemented by The Malaysian Cohort project to effectively
manage and maintain large-scale databases from project inception through the follow-up phase, ensuring robust data priv-
acy and security.

Methods: We describe the comprehensive strategies employed to develop and sustain the database infrastructure necessary
for handling large volumes of data collected during the study. This includes the integration of advanced information man-
agement systems and adherence to stringent data security protocols.

Outcomes: Key achievements include the establishment of a scalable database architecture and an effective data privacy
framework that together support the dynamic requirements of longitudinal healthcare research. The solutions implemented
serve as a model for similar cohort studies in resource-limited settings. The article also explores the broader implications of
these methodologies for public health and personalized medicine, addressing both the challenges posed by big data in
healthcare and the opportunities it offers for enhancing disease prevention and management strategies.

Conclusion: By sharing these insights, we aim to contribute to the global discourse on improving data management practices
in cohort studies and to assist other researchers in overcoming the complexities associated with longitudinal health data.
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Introduction

The healthcare system continuously generates enormous
amount of data from patients’ medical records, administra-
tive data, human resource data, laboratory data, drugs and
prescription data, costs, and insurance claims data, and
many more.1 It is advantageous if the healthcare system,
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including the healthcare facilities, is digitalized, and inte-
grated at the national level, like in most developed coun-
tries, such as the NHS in the United Kingdom and
Medicare in Australia. In many low- and middle-income
countries, like Malaysia, patients’ records are mostly still
in manual written form and not fully integrated into the
laboratory, radiological, or pharmacy information systems
within the same hospital. These manual patient records
are not easy to manage, laborious to store and retrieve,
and prone to be lost or misplaced. Electronic medical
records (EMRs) have emerged with the development of
Web 3.0 and Healthcare 3.0, enabling tailoring and opti-
mization of EMRs for better, and customizable utiliza-
tion.2,3 Thus, the use of EMRs is critical to generate and
gather information in the era of big data technology to
ensure functional exploitation of this enormous data to
improve healthcare delivery systems. The concept of digi-
tized health information should also be extended and
applied to large-scale population-based cohort studies.

Since its establishment in 2006, The Malaysian Cohort
(TMC) project has recruited more than 120,000 volunteers
aged 35 and older to participate in the prospective population-
based cohort study.4 To date, it has successfully resurveyed at
least 40% of its baseline participants.5 TMC is a platform for
the storage of both big data and biospecimens. The biobank
processes and stores biospecimens (such as blood and urine
samples), while the database stores various datasets, including
demographic data, healthcare and medical data, exposure data,
data on physical activity and diet, data on biophysical mea-
surements, laboratory data, follow-up data and mortality
data which are all digitized and could be used for future
research, especially for identification of risk factors and bio-
marker discovery research.6–8 TMC is a deeply phenotyped
population with representation from the three major ethnic
groups, namely Malay, Chinese, and Indian. TMC has also
performed genotyping on about 10% of the participants,
while there are also whole genome and whole exome sequen-
cing data on a limited number of cases. Combining both geno-
typic and phenotypic data and linking this to outcomes and
mortality will allow researchers to explore associations, pre-
dictive algorithms, biomarker panels for early detection of dis-
eases and modelling of disease burden with time.1

The data of prospective studies like TMC will continue to
increase over time; hence it is crucial to develop a database
system that will be sustainable for the future.9 The database
created should be functional, secure, flexible, robust and able
to adapt according to additional data from the participants,
new surveys, and biophysical measurements added to
increase the value of the cohort study. Developing this
kind of database requires extensive planning and technical
expertise, which are usually costly. Over the past 18 years
from the time of establishment, TMC has consistently devel-
oped and improved the TMC data and information manage-
ment systems to cater the needs of data capacity, and
technology advancement. Since baseline recruitment

through the follow-up phase, we have developed several in
house databases and systems such as listed in Figure 1.

The first database that developed in-house was Cohort
Information Management System (CIMS) that manages the
critical aspects of the study, especially with the data collected.4

The CIMS consists of four parts, namely the electronic Cohort
Information Management System (eCIMS), Diet Information
Management System (DIMS), Health Diary Information
Management System (HeDIMS), and Tube and Sample
Information Management System (TSIMS). The information
systems were designed by the information and communication
technology (ICT) team using the specifications requested by
the management team of TMC. The TMC ICT team collabo-
rated with a local ICT vendor, and this smart partnership
helped to substantially reduce the cost as compared to using
commercially available information management systems.
The source code is shared by the ICT vendor with the TMC
ICT team, allowing complete and independent maintenance
by the local team. The development of CIMS is not only for
data collection, processing, and storage but also for business
intelligence, dashboarding, and reporting to management.

Methods and outcomes

Database management system

TMC is a prospective health study that has been collecting
health-related data from healthy Malaysian citizens aged 35
to 70 across the entire country, including both Peninsular
Malaysia and Borneo, since its initiation in 2006.4 The
project has been ongoing for approximately 18 years and con-
tinues to accumulate significant volumes of health-related
information, necessitating large databases for data archival.
As medical data is diverse in nature, our cohort data consists
of different types of data, ranging from administrative health
information to biophysical and laboratory measurements.
Managing and retaining this data can be tedious due to the
diversity and complexity of the data types. Additionally, envir-
onmental conditions and the availability of electricity supply
and connections also need to be considered when collecting
data in the field. Hence, our primary concerns when selecting
an appropriate Database Management System (DBMS) in
2007 were stability, security, system compatibility, and high
performance. Other minor considerations included feasibility,
performance, scalability, operation, and efficiency.

To store the data in the DBMS, TMC used Michael
Widenius’s Structured Query Language (MySQL) server.
A relational database that uses SQL was chosen for its
ability to create meaningful information by joining informa-
tion from various sources. Moreover, physical conditions
like a shortage of electricity and no internet connection in
the field made a staging SQL server with Ethernet is the
appropriate choice for temporarily storing the data. SQL
servers were used to avoid data incompatibility when trans-
ferring data from the staging server to the main server.
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Figure 1. The development of information system TMC. TMC: The Malaysian Cohort.
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As the data grew and required higher scalability to perform
complicated queries, TMC upgraded from MySQL to
Microsoft SQL (MS SQL) servers. MS SQL is more adaptive
to data sharing and enables data distribution from one table to
multiple instances andmachines. Furthermore,MS SQL does
not block the database while backing up data, making it easier
for users to back up and restore vast amounts of data.

Migrating from MySQL to MS SQL server offers a range
of compelling advantages. Upgrading Cohort Management
System to the new features use ASP.NET language. MS
SQL Server seamlessly integrates with the .NET ecosystem,
including Visual Studio which offering smoother collabor-
ation compared to MySQL. Moreover, SQL Server’s T-SQL
boasts powerful imperative programming features enabling
users to accomplish complex tasks efficiently. MS SQL
Server’s superior replication support makes it ideal for
scaling databases beyond basic configurations while its granu-
lar locking mechanisms minimize access disruptions com-
pared to MySQL. In short, the use of appropriate DBMS
and staging servers has allowed TMC to manage its data effi-
ciently, ensuring data integrity and security.

Data security and confidentiality

Maintaining privacy and confidentiality is crucial to any
ecosystem that collects personal and health-related data.
In terms of data security and confidentiality, an independent
infrastructure was developed to limit access to the databases
to specifically authorized personnel. Having this control
over the data is crucial, as highlighted in other
studies.10,11 Each authorized personnel are given a unique
password based on their access level.

Since TMC is parked at the Universiti Kebangsaan
Malaysia (UKM) Medical Molecular Biology Institute
(UMBI), all systems are protected within the university
network infrastructure and cannot be accessed beyond the
university network. There are five layers of security to
protect the data: physical security, storage security, access
management security, network security, and internal secur-
ity. The layers of security were meant to address the oper-
ational control of data and protect it from loss or
unauthorized disclosure, including cyber-attacks (Figure 2).

Sensitive data, including name, MyKad number (the
unique identification number given to each citizen of
Malaysia), and contact number, will be encrypted. Cohort
Information Management System (CIMS) has implemented
the AES 128-bit encryption techniques to safeguard and
encrypt the sensitive data. Personal data is legally collected
with informed consent and protected from abuse and exploit-
ation, as well as respecting the rights of data owners. In add-
ition, written informed consent, including consent to publish
the study results, was obtained from all subjects prior to their
participation in the study. AES 128-bit encryption scrambles
data into blocks applies multiple rounds of substitutions and
mixing operations using a 128-bit key. This process trans-
forms the data iteratively, producing ciphertext that
extremely difficult to decipher without the corresponding
decryption key. AES 128-bit achieves a harmonious equilib-
rium between security and efficiency, rendering it
well-suited for numerous practical applications requiring
robust encryption while mitigating computational burdens
compare to AES 256-bit which greater computational
resources and time. Those who have access to the data will
need to sign and keep a current Privacy Protocol agreement
and an Oath of Secrecy upon their appointment of work in
TMC. Audit trails are also built into the system to track
users and any processing and downloading of data.

Data back-up

Maintaining reliable backups is a critical component of data
management. Consistent backup procedures help to miti-
gate potential damage or loss resulting from hardware
failure, software or media faults, virus or hacking attacks,
power outages, or other human errors. Details on backup
locations, dates, and times are electronically recorded by
automated backup procedure. If the data was backup manu-
ally, the backup’s file contains the address of the file, the
system’s name, data type, backup date, and location.

Due to the large amount of data in TMC, full daily
backups (both manual and scheduled) are executed, accom-
panied by the maintenance of write-ahead logs to facilitate
restoration to any desired point within the retention period
after working hours, when the server is at its low-usage
time. Manual backup enables us to select a specific collec-
tion of files, file groups, or transaction logs from MS SQL
Server Graphical User Interface (GUI), while the scheduled
backup is planned at midnight each day. In addition, the
unstructured data backups are performed weekly by the
team after all the files are completed and reviewed.

To ensure comprehensive data preservation and enhance
data security, it is essential to have a backup and recovery
strategy in place. This strategy should be determined
based on the Data Management Plan, as outlined in the
Standard Operating Procedure (SOP) for Backup Plan
Management.Figure 2. Five security layers.
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These backup data are securely stored in discipline-
specific repositories located within different local network
server storage with authentication or DVDs (during recruit-
ment at field) and kept in a safety locker in a room with a
security door that only authorized personnel can access.
Additionally, an off-site backup (two physical backups
with authentication stored in different locations) was also
created to ensure redundancy and disaster recovery. This
practice not only enhances the efficiency of data backups
but also offers a cost-effective option.

Cohort information management system

Electronic cohort information management system. The
eCIMS contains 16 modules to collect various information
from the participants. The modules have a total of 310
digital data parameters. The eCIMS generates a unique
subject identifier (SID) for every participant and manages
the various types of information archived to ensure easy ref-
erence and retrieval of data during the long-term follow up
of participants. It also serves as the primary system that
manages data such as contact details and participation
status, as well as health-related information, including
demographic data, questionnaire data, biophysical data,
biochemical tests, biobank, and follow-up data. All the
data from the participants were digitalized except the
consent form, which remained in the written format for
ethical purposes. The eCIMS is integrated all modules
and upgraded CIMS that is web-based design compatible
with PC browser and mobile view for better user experi-
ence. In addition, it provides a solution for CIMS to
easily access real-time data and ensure data reliability by
using a Personal Area Network to access the system and
connect all recruitment PC via the network.

Subject identifiers. The subject identifier (SID) is generated
automatically by the eCIMS for each participant at registra-
tion and before the interview and health screening. This SID
serves as the only reference for individual data information.

Usually, this SID is comprehensive yet simple enough to be
applied practically. Unlike the identifier in Australian
Longitudinal Study on Women’s Health (ALSWH),9 our
10-digit SID number is relatively more straightforward.
The ALSWH ID format includes nine digits, with the first
digit denoting age cohort, the second digit representing
state of residence and the third digit indicating urban,
rural, or remote area of residence within Australia. The
middle five reflect the sequential number of invitations
sent to each age cohort. A check digit ensures the validity
of the ID (Table 1). The basic information about participant
recruitment, such as the recruitment date and location, is
incorporated into the SID. This allows us to identify the
basic information about the participants for follow-up,
contact tracing, and answering queries, enabling us to
retrieve the records quickly (Table 2). The format of the
SID is arranged as “D-D-M-M-Y-Y-L-L-T-T,” where the
first six digits of the SID represent the recruitment date in
the day-month-year format: D, M, and Y indicate for
“day,” “month,” and “year,” respectively, for the date of
recruitment. As for L (-_-_-), it indicates the location

Table 1. The nine-digit ALSWH ID number format, ABC-DEFGH-I as
follows.

Item Code Classification*

A 1, 2, 3 Age group

B 1, 2, 3, 4, 5, 6, 7, 8 State

C - 1, 2, 3 Area

DEFGH- 0–9 5-digit counting code

I 0–9 0–9 Check digit

ALSWH: Australian Longitudinal Study on Women’s Health.

Table 2. Basic information of the recruitment location.

Code Description Classification*

0-_ Federal Land Development Authority
(FELDA)

Rural

1-_ Hospital Universiti Kebangsaan
Malaysia (headquarter)

Urban

2-_ Village Rural

3-_ Town Urban

4-_ Aboriginal/Indigenous areas Rural

5-_ Sabah (East Malaysia) Urban

6-_ Sarawak (East Malaysia) Urban

7-_ Rural areas in Sarawak (East Malaysia) Rural

8-_ Recruitment from home** Urban

A-Z Respective new collaboration project Not applicable

_-0 Red team Not applicable

_-1 Blue team Not applicable

_-2 Green team Not applicable

*The recruitment location generally can be classified into two main groups
(rural and urban) with some additional information as described above.
** Serves for the participants who unable to return for a follow-up screening
due to various reasons as described in Abdullah et al.5
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information that being described in Table 2: the first digit of L
indicates the recruitment location, while the second code indi-
cates the recruitment team. During recruitment at field, three
separated teams were assigned to recruit study subjects simul-
taneously at different locations. The T indicates for the “turn
number” during the recruitment day. For instance, if the SID
is 2702231001, wewill know that the participant was recruited
on 27 February 2023 (2702311001) at the headquarter
(Hospital Universiti Kebangsaan Malaysia) by the red team
(2702311001), and he/she was the first participant of that
day (2702231001).

Each participant of TMC has two identification numbers,
the SID, and the Malaysian national identity card (MyKad)

number. Although the SID was created for each participant,
the MyKad number is used to confirm the participant’s
identity, especially during follow up. These unique forms
of identification, such as MyKad number, could help elim-
inate substitutions of participants in large-scale population
studies.9 Besides, a new SID will be assigned to the partici-
pants if they return for follow-up recruitment, which is
linked to the original SID in the system. Since the SID
did not contain information regarding the number of
times a participant took part in the study, especially for
those involved in the follow-up phase, the MyKad
number plays its essential role here in linking all the recruit-
ment information together. Also, the MyKad numbers are
linked to the National Registration Department (NRD),
which registers all the deaths in the nation. We send all
the MyKad numbers every six months to the NRD, and it
then provides us with the mortality data and the cause of
death. For security reasons, the MyKad numbers will be
encrypted in our system and can only be decrypted for
valid reasons such as data checking and confirmation.

Contact details and participation status. Each participant’s
name, as per MyKad, is recorded during the baseline
recruitment. Our participants seldom change names by mar-
riage or for other reasons; however, if there are any, we will
record them accordingly.

Contact details of participants and their next of kin, such
as their residential and workplace telephone numbers are
recorded for follow-up purposes. The follow-up is primarily
to obtain information regarding the health-related events of
the participants such as morbidity, hospital admissions,
visits to the clinics, updates on medication and surgical pro-
cedures as well as mortality status.12 The contact number of
a close relative or a proxy contact number, usually offspring
or younger close relatives of the participant, plays a crucial
role as a communicator between the elderly participants and
us. Also, using a proxy will help us to give information on
follow-up data13 if the participant is uncontactable or has
language barriers or difficulties in communication.

Our database also records the mailing addresses of each
participant. Each address has a postal code that serves as a
unique identifier to help us locate the participant and gives
an indication of whether the participant comes from a rural
or urban area. The mailing address is also crucial for us to
send out the health screening report to the participants.
Furthermore, in cases where the participants are uncontact-
able via phone call for a follow-up visit, we will send the
invitation and reminder based on the address to update
their latest contact information and health status. In a par-
ticular situation where the participants have difficulties
coming to us for the follow-up visit, our mobile health
screening team will visit them based on their addresses.5

Although this information is encrypted in the database for
security and privacy, it can be referred to and decrypted
for authorized personnel only during the follow-up session

Table 3. Participation follow-up status categorization.

Category Description

Participating Participants recruited during baseline agreed
and are actively participating in subsequent
follow-up recruitment.

Pending Participants who did not answer the follow-up
invitation call or those who are not sure to
further participate in the project due to:

• Traveling, outstation, or currently not
available at the recruitment site;

• Transportation difficulties / Depending on
others to deliver them to the recruitment site;
and

• Too busy or not free during the recruitment
period

which will be noted in the subfield of our
databases.

Withdrawn Participants who would like to withdraw from
the study are unwilling to contribute in the
future. In this category, we further note their
reason for withdrawal in the subfield, which
includes:

• No reason was given;
• No longer interested;
• Unsatisfied with the service provided by TMC;

and
• The participant is undergoing treatment at

other places.

Lost to
contact

Participants who are uncontactable include:
• Wrong contact number/Participant has

changed their contact number and
• Contact number not in service or could not be

reached.

Deceased Participant has died, and the death information
is cross-validated with National Registration
Department twice annually.

TMC: The Malaysian Cohort.
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and data checking. The data is not sharedwith any third party
to ensure the privacy and confidentiality of the participants.

This project’s follow-up status is also regularly recorded
and updated in our database. The participation status at
follow up is divided into five categories: participating,
pending, withdrawn, lost to contact, and deceased (Table 3).

Medical history and lifestyle details. A piece of important
information in a longitudinal study is the health and life-
style data such as medical and surgical histories, physical
activity, living environment, exposure to alcohol and
tobacco, and dietary patterns. These are rigorously obtained
at baseline and follow up, and this information is main-
tained in the database and updated during follow up.

Quality control. To conduct effective analysis of large data-
sets, it is imperative to implement quality control measures
such as data standardization and calibration. These mea-
sures help eliminate data noises that can impede analytics.
In TMC, a quality control system was developed in every
section to minimize errors and ensure data quality. A
quality control assessment was conducted by trained per-
sonnel on each data collected before importing data into
the system. It is known that self-reported questionnaires
collected in longitudinal studies are prone to error14 as
they depend highly on the participant’s memory.
Moreover, there is also a frequent recall and reporting
bias. Thus, to minimize the error, each administered inter-
view was recorded on an MP3 player and was played
backed during quality control session by another independ-
ent enumerator. This procedure will allow the enumerators
to rectify the errors if there is any.4

As for our data generated from the laboratory test, the
quality of laboratory assays and readings were audited
every month according to the Royal College of
Pathologists of Australasia (RCPA) external quality assur-
ance (EQA) programs.15,16 In addition, the laboratory was
accredited with the MS ISO 15189:2014 for Medical
Testing for Pathology and Hematology by the Department
of Standards Malaysia.15,16

There are also quality control procedures covering data
storage and data management. Our biostatisticians per-
formed a semi-annual audit to ensure that the data is
up-to-date and ready for analysis. Any issues identified
during the audit are reviewed by our database officer to
ensure data integrity. This rigorous process guarantees
high-quality and reliable data for accurate analysis.

Diet information management system

The DIMS is a system to manage diet information from
both the 24-hour food recall and the data from the Food
Frequency Questionnaires (FFQ). The development and
validation of TMC dietary intake based on both dietary
tools have been published elsewhere.17 Based on our

knowledge, the DIMS from TMC is the largest food data-
base in Malaysia that has collected more than 4000 kinds
of food to date, comprising the diverse and rich
Malaysia’s multi-ethnic and multi-cultural dishes. In add-
ition, this system has been developed to calculate every-
one’s nutrition and calorie intake automatically. Both
eCIMS and DIMS are linked together to ensure the feasibil-
ity of data retrieval and extraction on an individual basis.

Health diary information management system

Another system developed under CIMS was the HeDIMS
to collect information on participants’ health status.
Previously, a Health Dairy booklet was given to the partici-
pants during the baseline to fill in any information on every
health check-up, hospital admission, and medication
update. They had to return it via post or self-delivery to
our center. However, due to the low return rate, the
HeDIMS was developed to replace the Health Dairy
booklet and used during the follow-up call or visit.

Tube and sample information management system

TMC biobank is the largest in Southeast Asia that consists
of 42 units of −80˚C freezers and 40 liquid nitrogen tanks,
and stores over 9 million tubes of biospecimens, including
blood, urine, and stool. Due to the large volume of samples,
we cannot catalog the biospecimen manually. Hence, the
TSIMS was developed to manage the inventory of the
biobank. This system allows us to capture the information
and location of biospecimens effectively.

Biospecimens are kept in the cryogenic tubes on 96-well
tube racks for biobanking. Each tube has a two-dimensional
barcode at the bottom of the tube. The sample-containing
tubes are scanned using the Tracxer Code Reader (Micronic,
USA) after processing them into various sample types and frac-
tions. The information of each sample (such as SID) is keyed in
accordingly to allow us to identify the owner and origin of the
biospecimen. A total of 54 tubes consists of 44 tubes of blood
samples (plasma, serum,whole blood, red blood cell, andwhite
blood cell) and 10 tubes of urine samples (whole urine and
urine pallet) are generated and stored for each participant
during the baseline phase. While in the follow-up phase, we
reduced the production to 20 tubes, which include 16 tubes
of blood samples and 4 tubes of urine samples. The details of
the samples fraction can be referred in Table 4. In addition,
there is also a barcode embedded on the tube rack, the so-called
rack ID, for identification purposes.

When each 96-well tube rack is filled up, an in-house
8-digit alphanumeric code will be assigned to the rack.
The code contains information on the location of the rack
in the biobank. For example, L34G0511 indicates that the
rack was stored at liquid nitrogen tank number 34 (L34),
compartment G (G), rack number five (05), and at level
11 (11), counted from below, of the rack. Depending on
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its arrangement, each nitrogen tank has six to nine compart-
ments in either a “pie” or “rectangular” pattern. A liquid
nitrogen tank can store 96 tube racks, with 15 to 16
layers for each rack.

The rack ID and the eight-digit alphanumeric code serve
as vital information for sample retrieval in TSIMS. The SID
of the sample will be used as the entered query to search in
TSIMS and link to the eight-digit alphanumeric code for the
SID and its related information. Our trained research assis-
tants will retrieve the samples according to the location
indicated by the eight-digit alphanumeric code.

Cohort Mobile Application
Big data, together with digitalization, also has the potential to
engage and empower patients’ health.18 By leveraging big data
analytics and linking the datawith our databases, our participants
can access their personalized health information at their finger-
tips, allowing them to monitor their health using the Cohort
Mobile Application (app) installed in their smart phone.19–21

The app’s goal is to simplify the data collection process
and integrate multiple users into a user-friendly system

(Figure 3). It also improves on the limitations of the
current information management system, such as being
limited to on-premises servers and restrictions on changes
to the questionnaires’ structure. The mobile app developed
may save time and streamline the communication between
the cohort participants, researchers, and the technical man-
agement team, making the processes of data collection and
management more user-friendly and efficient (Figure 3).

The mobile app was designed to include various features
to enhance its functionality for the cohort participants.
These features include an early registration option, EMR
management, generation of health reports and scores, track-
ing of the participant’s dietary patterns, health diagnosis,
administering of questionnaires, and a health calculator
(to calculate metrics such as body mass index, calorie
intake, and body fat percentage). Besides, the design of
the mobile app took into consideration the need to
improve participants’ engagement and reduce cohort attri-
tion. The inclusion of a reward points system, user
support frequently asked questions (FAQ) section, notifica-
tions for health campaigns, and links to reliable health
information are all features aimed at enhancing participants’
experience and ensuring their continued use of the app.

The reward points system, for instance, serves as a
motivational tool to encourage participants to stay
engaged with the app and maintains healthy habits. The
user support FAQ section provides a resource for partici-
pants to seek answers to common questions and resolve
issues they may encounter while using the app.
Notifications for health campaigns and links to reliable
health information also serve to educate participants about
healthy practices and provide them with the resources,
they need to maintain good health.

Furthermore, to stay up to date with current technology
trends, the app will incorporate artificial intelligence tech-
nology to enable diagnosis based on reported symptoms.
This will provide medical personnel with a better under-
standing of the participant’s condition before they attend
and receive treatment at a healthcare center.

Apart from that, the Cohort Mobile Application serves as
the prototype of a smartphone-based EMR, where partici-
pants can access their data exclusively based on the
unique ID provided. The app also enables general compar-
isons between the participant’s current health status, the
overall TMC participants, and the general healthy popula-
tion, allowing the participants to know their real-time
health status compared to the others. Through this interven-
tion, the healthcare providers can tailor patient education
and engagement strategies according to the evidence,
needs, preferences, and goals of respective patients.21,22

Eventually, this approach will improve patient satisfaction
and outcomes, while also promoting patient-centered care.

Although this mobile app is still under development, this
can help healthcare providers identify gaps in patient
engagement in the near future. These gaps can be later

Table 4. The fraction of samples generated from The Malaysian
Cohort.

Number Sample type Fractions Baseline
Follow
up

1 ACD (6.0 ml)
× 1

Whole Blood
DMSO

2 4

Plasma 4

MNC-ACD 2

DNA extraction 2

2 EDTA (10 ml)
× 1

Plasma 16 4

Buffy coat 4 1

Red blood cells 4 2

3 SST (8.5 ml)
× 1

Serum 12 3

4 Urine (25 ml) Whole urine 8 2

Pellet urine 2 2

Total
aliquots

54 20

DMSO: dimethylsulfoxide; EDTA: ethylenediaminetetraacetic acid; MNC:
multinational corporation.
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addressed by developing targeted interventions that
improve patient activation and involvement in their own
health.18 Through these efforts, healthcare delivery and out-
comes would be improved in the long run.

Big data analysis using machine learning and
artificial intelligence

Machine learning (ML) analysis has become increasingly
popular in medical health studies in recent years, as it can
help identifypatterns and relationships thatmaynot be apparent
using traditional statistical methods. Thus, we have embarked
onML topredict diseases usingTMC’s data, such as cardiovas-
cular disease (CVD) and colorectal cancer.

We have conducted a discovery study on 60 participants
from TMC to predict the risk of CVD in Malaysian indivi-
duals using ML techniques.23 This study analyzed digital
electrocardiogram (ECG) data, blood pressure, and choles-
terol levels. Six different ML algorithms were evaluated for

the most accurate CVD risk prediction, and the artificial
neural network (ANN) method had the highest prediction
performance, with a 90% accuracy rate.23 Later, we vali-
dated this study in larger dataset consist of 244 partici-
pants.24 In this study, an automated peak detection
algorithm was used to detect certain fiducial points of
ECG and extracted 48 different features.24 Out of 48, 6 fea-
tures related to the T wave were important in identifying
individuals with CVD.24 In addition, five different ML,
namely ANN, k-nearest neighbors (kNN), support vector
machine (SVM), discriminant analysis (DA), and decision
tree (DT), were used to distinguish individuals with
CVD.24 Similar to previous study, they found that ANN
was the best-performing method in distinguishing CVD,
with a high level of accuracy and specificity.23,24

In addition to cardiovascular disease, ML has also been
used to predict the risk of colorectal cancer among
Malaysian cohort participants.25,26 In this predictive
model, 25 trace elements (TE) and their interactions with
environmental risk factors were used to predict the risk of

Figure 3. The Cohort Mobile Application aims to streamline and automate the data collection and management process by integrating
multiple parties such as system administrators, researchers, and cohort participants into a web application server. The server will be
synchronized with our main database server using a wide area network to ensure that our main database is always up to date. The mobile
app features a user-friendly interface that enhances the user experience. Furthermore, it will also incorporate social media platforms to
deliver credible news and information related to health.
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developing colorectal cancer. The prediction model was
developed based on three ML algorithms, logistic regres-
sion, SVM, and ANN with good accuracy during the dis-
covery phase.26 Further modeling using a 24-TE panel
resulted in 100% accuracy in predicting colorectal cancer,
followed by the TE-environmental risk combination
(86.5%) and environmental risk factors alone (67.3%).26

In short, the study revealed a positive interaction between
red meat intake of≥ 50 g/day and cobalt levels of≥ 4.77
µg/L, which doubled the risk of colorectal cancer.26

Discussion

Challenges of big data in public health and precision
medicine

Big data has transformed the field of public health and pre-
cision medicine by providing unprecedented access to vast
amounts of health-related data. However, it also poses
several challenges that need to be addressed to make the
most of the data available.

Medical data are unique compared to other types of big
data.27 It includes administrative health information, biomarker
data, clinical measurements, biometrics, and images that origin-
ate from various sources like electronic health records, labora-
tory testing, clinical registries, governmental databases,
biobanks, and the self-report of the patient.28 Due to the com-
plicated and diversified nature of medical data, managing and
streamlining these data from disparate sources can be
extremely challenging.29 This is because different sources of
data often use different formats and standards, making it diffi-
cult to integrate. In addition, ensuring data quality will be a sig-
nificant challenge when we have multiple data sources.29,30

Multiple data sources of varying levels of quality may
impact the accuracy, completeness and consistency of data
that are critical for effective analysis and decision making.

Apart from that, large-scale datasets contain sensitive
health information. Hence, strict data security and privacy
measures are required to protect participant confidentiality.
However, maintaining privacy and security while also
making data accessible for analysis is a complex chal-
lenge.31 At TMC, we use a unique identifier called SID,
to keep the participant confidentiality.4 Personal data such
as name, MyKad number, and contact details were
encrypted and kept separated from other data. In short,
maintaining privacy and security is crucial to ensuring
public trust in the use of big data in healthcare.31,32

The complexity of big data in healthcare requires multidis-
ciplinary expertise who can comprehend data science, com-
puter science, public health, and epidemiology as well as
medical sciences.33 Analyzing large-scale datasets requires
advanced analytical capabilities, including machine learning,
natural language processing, and data visualization.29

Advanced infrastructures and settings would also be needed
for the data analytics. For instance, recent application of

neural networks in constructing disease prediction models
relies heavily on large-scale datasets and high-end computing
infrastructure.34 Nevertheless, developing and deploying these
capabilities in the fields of public health and precision medi-
cine can be a significant challenge in a low- and
middle-income countries (LMICs),35 like Malaysia as it
requires significant investment in technology and expertise.

In addition, due to the vast amount of data (130 TB), main-
taining andmanaging the serverwould be very expensive in the
long run. Thus, TMC is exploring cloud storage for more feas-
ible, cost effective, and secure data storage in the near future.

Opportunities of big data in public health and
precision medicine

The potential for big data to revolutionize healthcare deliv-
ery and research in public health and precision medicine is
undeniable. With the help of big data analytics, early
disease detection and effective treatment as well as preven-
tion strategies can be implemented.30,33 Predictive algo-
rithms and analytics can be used to identify the patterns
and risk factor associated with certain diseases, enabling
healthcare providers to intervene early and prevent the pro-
gression of complication.29 Furthermore, personalized
treatment plans can be tailored based on individual charac-
teristics such as genetic, environmental, lifestyle, and risk
factors. This could ultimately lead to more effective and tar-
geted treatments with fewer side effects.

Apart from that, big data analytics could advance clinical
research by revolutionizing the workflow of drug discovery,
including drug repurposing.36,37 With the ability to analyze
vast amounts of data, new drug targets can be identified, thus
improving clinical trial design. Consequently, this will result
inmore effective treatments, speeding up the drug development
processes.29 In fact, similar workflow and pipeline have been
applied in accelerating drug reposition during the COVID-19
pandemic.38–40 By integrating artificial intelligence, deep learn-
ing, and network medicine, potential drug structures and candi-
dates to treat COVID-19 can be predicted in a cheaper, faster,
and effective approach, with reduced possibility of adverse
effect in future clinical trials.38,39 Additionally, researchers
and stakeholders can make better decisions on the potential
drug candidates to pursue by leveraging big data analytics.
This effort can optimize patient selection criteria20 and identify
unrealized safety concerns beforehand in the development
process.29 This approach will significantly reduce the costs
and time-to-market of a medication,36 ultimately leading to
more efficient and affordable healthcare.18–22

Potential application of blockchain-based database
in healthcare

The future of healthcare database development could rely
on blockchain technology, which ensures safety, security,
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and scalability when sharing data.3 Unlike the Healthcare
3.0 era, where data management was more centralized,
blockchain technology provides a platform to decentralize
data management and disrupt traditional practices.3

Blockchain technology plays a critical role in Healthcare
4.0, facilitating smarter and more interconnected healthcare
systems.41,42

With blockchain, patient data and EMRs can be stored
across different blocks of healthcare providers (such as
clinics and hospitals) and databases (such as EMRs and
radiographic images). These data are chained only by the
patients’ identity, forming a single network focused on
that patient.3 Decentralized data storage and management
also enables real-time data auditing and tracing for all
operations. The technology also allows for vast data collec-
tion in real-time, reducing the time required for disease
detection and diagnosis.

Furthermore, data stored under blockchain technology
can be left unsupervised, autonomously audited, and con-
trolled by embedded algorithms, which could eventually
reduce the manpower required to oversee and curate data.
Besides, data stored is secured by shared cryptography,
where users are assigned a unique username and password
that is encrypted,3 providing increased security, privacy,
and exclusivity for the respective patient.

The future is now: Application of natural language
processing and large language models in precision
medicine

The integration of natural language processing (NLP) and large
language models (LLMs) has revolutionized precision medi-
cine, offering unprecedented capabilities in data management,
data analysis, information extraction, and predictive modelling.
NLP techniques enable researchers to extract valuable insights
from unstructured textual data sources such as EMRs, clinical
notes, and biomedical literature.43 By automatically analyzing
and synthesizing vast amounts of textual data, NLP facilitates
the identification of disease patterns, risk factors,44 treatment
outcomes,45,46 and adverse events with greater efficiency and
accuracy than conventional approaches, such as prognostic
scores.47 Besides, NLP will enable clinicians to design perso-
nalized treatment plans based on the patient’s unique genetic
profile and their medical history.48,49 Additionally, NLP facil-
itates the integration of diverse data modalities,50 including
genomics,51,52 proteomics,53,54 metabolomics,55 and clinical
imaging,56 to provide a comprehensive view of disease path-
ology and treatment outcomes.

The advent of LLMs such as GPT (Generative
Pre-trained Transformer) has further advanced the capabil-
ities of NLP in precision medicine.57 LLMs leverage vast
amounts of pre-existing textual data to learn intricate lan-
guage patterns, semantic relationships, and contextual
nuances, enabling them to generate coherent text,

summarize information, and answer complex queries.57 In
the future, LLMs may assist clinicians in interpreting
genomic data, generating patient-specific clinical summar-
ies, and predicting treatment outcomes based on historical
data and medical literature.

Despite the considerable potential of NLP and LLMs in
precision medicine, numerous hurdles persist. These
encompass safeguarding patient data privacy and security58

and rectifying biases and inaccuracies in algorithmic fore-
casts.59 Notably, a recent study has shown that the perform-
ance sensitivity to prompt format and result instability
across LLM (i.e. GPT-4) versions pose significant limita-
tions to its clinical diagnostic utility.60 Further efforts are
warranted to enhance (1) the evolution of clinical NLP
methods from mere extraction to comprehension; (2) the
identification of relationships among entities rather than
isolated entities; (3) temporal extraction for comprehensive
understanding of past, present, and future clinical events;
(4) utilization of alternative sources of clinical knowledge;
and (5) accessibility of large-scale, de-identified clinical
datasets.61 To surmount these challenges, interdisciplinary
collaboration between data scientists, clinicians, and
domain experts is imperative. Nonetheless, the ongoing
advancement and integration of NLP and LLMs hold
immense promise in advancing our comprehension of
disease mechanisms, enhancing patient care, and funda-
mentally reshaping medical practice.

Conclusion
This article has described the development of TMC data
and information management systems over the past 18
years from the time of establishment, baseline recruitment
through the follow up of the participants. The systems
and databases that have been developed are still function-
ing, flexible, durable and sustainable over time. The
systems have allowed us to manage and maintain our data
cost-effectively and keep track of our participants’
records. We have generated and published many publica-
tions leveraging the deeply phenotype data and genotype
data obtained from the participants. As in other longitudinal
studies, the value of TMC will undoubtedly increase with
time. In addition, this article also discussed on the chal-
lenges and potentials of big data to transform public
health and precision medicine by providing new insights
into various aspects.
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