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Abstract
The impacts caused by the unprecedented transmission of COVID-19 have given rise to new challenges that are shaking the 
structures of humanity. Several enabling technologies are currently being used as key strategies in creating improvements and 
responses to the difficulties created by the pandemic and blockchain is one of these solution proposals. Within this scenario, 
this work aims to study and analyze how the blockchain technology can help in the struggle against the COVID-19 pandemic 
through a systematic review of the literature. Although the study is limited by the moment when the crisis is still in progress, 
the results show that it is clear that the adoption of the blockchain can effectively help in the fight against the coronavirus, 
considering that the main features of the blockchain can support the successful implementation of many use cases. This 
paper has the role of assisting academics and professionals in identifying the application focus of the blockchain, as well 
as showing the main opportunities and challenges and the relevance of the subject to the current context of the pandemic.
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1 Introduction

The COVID-19 pandemic has affected almost all countries 
and has had a significant effect on the human lives and eco-
nomical activities. Manufacturing operations, supply chain 
and logistics are facing serious disruptions [1], healthcare 
teams are dealing with a high burden of work [2] and people 
are going through changes in their lifestyle.

Technological advances as artificial intelligence (AI) and 
machine learning (ML), internet of things (IoT), blockchain, 
robotics, 5G, nanotechnology, synthetic biology, cloud and 
edge computing and big data are one of the key strengths of 
the current era that may help the world to overcome the chal-
lenges posed by COVID-19, creating intelligent emergency 

strategies and improving public health response to the pan-
demic [3].

Some authors even discuss the use of these technologies 
in an integrated way to fight COVID-19, such as the col-
laboration of blockchain and multi-robot and multi-drones 
in order to optimize a End-to-End chain, monitoring and 
detecting important aspects of the pandemic, including 
social distance and body temperature, and delivering medi-
cal supplies [4, 5].

According to Tan et al. [6] blockchain technology is one 
of the many disruptive technologies of the Fourth Industrial 
Revolution that will inevitably change the way people live 
and work. In a research made by Kritikos [7], the blockchain 
was considered one of the 10 most recommended technolo-
gies to combat COVID-19.

Blockchain is an electronic cryptographic ledger that 
operates on a decentralized network model, instead of stor-
ing all information in a single database as in traditional 
cloud-based applications, the information is distributed 
and synchronized across all nodes in the network [8]. The 
blocks (set of transactions) in the network of the blocking 
chain are checked by the most of the nodes. Hash values 
can be incorporated into a storage chain format to verify 
that stored data is tampered with to ensure data integrity. 
The digital signature is used to verify the actual identities 
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of the providers and receivers of data in the stored transac-
tions. Additionally, the consensus mechanism is designed to 
involve all computer nodes, thus reducing the potential risks 
of data manipulation by minority attackers. After valida-
tion, the block is added to the chain shared by all nodes in 
a network [9–11].

As [12] shows, blockchain is broadly classified into three 
types: public, private and consortium. Public blockchain is 
the one that anyone can effectively participate in the net-
work, private blockchain is a restricted network which only 
authorized participants can take part in [13] and in the con-
sortium blockchain, the right to read Blockchain can be 
public or restricted to participants only. Moreover, the con-
sortium blockchains are considered partially decentralized 
in contrast to the private Blockchains [12].

Blockchain is gaining increasingly prominence due to its 
wide applications in various sectors of life. Seeing its utility, 
several companies and authorities around the world have 
started to use blockchain to develop solutions that can help 
to fight COVID-19 [14]. Clinical trial management, medi-
cal supply chain, user privacy protection, data aggregation, 
contact tracing, donation tracking and outbreak tracking are 
some mainly use cases of blockchain for COVID-19 [15].

Within this scenario, the objective of this study was to 
make a systematic analysis of the implementation and/or use 
of the blockchain technology applied in the struggle against 
the pandemic, in diverse segments. The proposal was to 
answer the following question through the systematic review 
of the literature:

1.1  How blockchain technology can help 
a pandemic situation like COVID‑19?

The main contributions of this paper are as follows:

○ Determining the number of studies published since the 
start of the pandemic;

○ Identifying the countries that have produced more and 
published the most solutions to combat COVID-19;

○ Representing an overview of research areas related to 
using blockchain against COVID;

○ Identifying the main approaches adopted by the pub-
lished studies;

○ Determining the types of blockchain and platforms most 
commonly used for this purpose;

○ Investigating the published studies in terms of their area 
of application;

○ Identifying and discussing the main challenges and 
opportunities of using blockchain to combat COVID-19.

Section 2 of this paper presents the methodology and the 
data treatment approach. Section 3 illustrates the results of 

the systematic review. Section 4 shows the findings and dis-
cussion, and Sect. 5 concludes the study.

2  Methodology

This is an exploratory study, which aims to provide a more 
approximate overview, about a certain issue, developing, 
clarifying concepts and refining ideas [16]. It has a quali-
tative approach, that has a systematic and comprehensive 
process, needs data selection, simplification, presentation 
and conclusion/verification, in which data treatment includes 
an analysis activity, the data is segmented into relevant units 
[17].

Systematic review provides an evidence-based approach 
to identify, select, and analyze data, differing from other 
review methods due to its principles, which allow a more 
objective view of the results, eliminating any issues of bias 
and error [18].

This research method aims to analyze the studies on the 
main subject matter of this research. This method also allows 
to analyze the studies already published on this thematic and 
creates a solid base for advanced knowledge, facilitates the 
development of theories, concludes the areas where there 
have been many studies and discovers new areas of research, 
being essential for any type of academic project [19, 20].

To provide a transparent, reproducible and scientific lit-
erature review of blockchain-based applications in COVID-
19 situations, this review followed the Preferred Reporting 
Items for Systematic reviews and Meta-Analyses (PRISMA) 
guidelines [21]. PRISMA is a set of evidence-based ele-
ments that helps authors improve the reporting of systematic 
reviews and meta-analyses, which can be used as the basis 
for reporting systematic reviews [21, 22].

2.1  Study protocol

The study protocol phase is about determining the eligibility 
criteria (inclusion and exclusion), the sources of informa-
tion, and the search strategy (main question, objectives, key-
words, language, and type of document), shown in Table 1.

The searches for these data were conducted in July 2021. 
The databases chosen were Scopus and Web of Science 
because they are important and recognized for their rele-
vance to articles in the field of engineering III.

2.2  Study selection

The first result showed a range of 724 documents found (697 
in "Scopus" and 27 in "Web of Science"). Thereafter, some 
filters were selected as "only articles", "English language" 
and “open access”, and no filter was used for period, since 
the theme is relatively new. After those filters and duplicated 
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removal, a total of 471 documents were discarded, and the 
final number of articles selected was 253.

With the filtered list of articles, the results were 
exported to an auxiliary tool. In this case the software 
R Studio with bibliometrix [23] was chosen due to its 
versatility. The data exported from both databases were 
converted into a single file. Then it was uploaded to a 
Microsoft Excel spreadsheet where it was possible to clas-
sify the papers according to the relevance of the subject in 

relation to the work being performed. In addition, it allows 
the user to include the details and their comments on the 
paper. The systematic flow followed to the paper selection 
process can be seen in Fig. 1.

In the eligibility step, the 253 selected papers from 
stage 1 were filtered regarding title, keywords and abstract. 
Those that met the inclusion criteria in this stage were 
considered approved. The 39 approved papers were sub-
mitted to the classification phase.

Table 1  Full research protocol Protocol Parameter

Main question How blockchain technology can help a pandemic situation like COVID-19?
Objectives Systematic analysis of the implementation and/or use of blockchain in facing 

the pandemic, in the most diverse segments
Source engine Scopus and Web of Science
Search keywords Blockchain, Smart contracts, COVID-19, Coronavirus, Supply chain
Document type Papers and conference papers
Studies languages English
Inclusion criteria IC1: Papers using blockchain as a solution to COVID-19

IC2: Papers published and fully available in the scientific bases
Exclusion criteria EC1: Papers COVID-19 but are not related to blockchain

EC2: Papers that refer to blockchain but are not related to COVID-19
EC3: Papers that discuss neither COVID-19 nor blockchain
EC4: Papers not available for complete reading

Fig. 1  Selection of articles in 
the Scopus and Web of Science 
databases
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2.3  Data collection and classification

At this stage the 39 articles that were approved in the pre-
vious filters were read in full. Simultaneously to the read-
ing, a specific data collection of each one was made using 
the Excel 2019 tool. After the full reading, 30 papers were 
selected for the final analysis.

The papers were classified according to parameters: gen-
eral bibliometrics (country, month and subject area) and 
systematic (research method, and application area, block-
chain characterization). The discussion was classified as 
“improvements and difficulties” and the conclusion were 
the final topic.

3  Results

3.1  Bibliometric review

This section presents the main results of the bibliometric 
analysis of the 30 approved papers, concerning the num-
ber of published references grouped by the main areas of 
research concentration, by month and by country.

The research fields observed in Fig. 2 show the areas of 
research concentration of the selected articles. Computer 

Science appears in the first, justified by the fact that block-
chain involves knowledge related to computing, program-
ming and other technologies, such as artificial intelligence. 
Engineering is the second one, indicating that blockchain 
is a subject very connected to the application of scientific, 
mathematical, statistical and creative knowledge to create 
and implement technology environments. Also in the second 
place, there is Social Science, as the pandemic had a dra-
matic social impact all over the world. In third place comes 
Medicine indicating that, although blockchain is a subject 
very connected to technical area, it has extreme relevance in 
the health field due to the fact that it is being used to combat 
COVID-19, and this disease has a profound impact on the 
individuals' lives.

Figure 3 shows the country scientific production. The 
countries with the most publications are China (18%), India 
(16%), Australia (14%), Italy (10%), and the UK (10%). 
Together, these countries account for approximately 70% 
of all scientific production on blockchain and COVID-19.

It is interesting to link some facts to these countries. For 
example, India, Italy and the UK were severely affected by 
the pandemic at certain peak times, where India became the 
second largest country with number of cases [24, 25].

China, the place where the pandemic started, as well as 
Australia, managed a good fight against the virus, as they 

Fig. 2  Research concentration areas
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worked tirelessly together to bring the disease to this very 
low level [26, 27].

The other countries with scientific publications are: 
United States, Denmark, Israel, Sweden, Egypt, Ireland, 
Malaysia, the Netherlands, New Zealand, Pakistan, Qatar 
and Spain.

Another interesting fact is that the top countries (China, 
India, Australia, Italy, UK) and some countries with smaller 
entries (US, Denmark, Sweden and Netherlands) are 
included in the list of vaccine producing countries with func-
tional NRAs (The National Regulatory Authorities) [28].

Although this is a fairly motivator, it is not possible to 
state that there is a relationship between how affected a 
country was with its scientific production about the topic. 
However, it is possible to assume that there is a tendency 
for some countries to lead, while others implement simi-
lar measures later [29]. The data presented in this section 
illustrate the capacity and pro-activity of countries to mobi-
lize their intellectual capital, regardless of how it has been 
affected.

Figure 4 shows the corresponding author's country. MCP 
means Multiple Countries Publication, indicating for each 
country, the number of papers in which there is at least one 
co-author from a different country, i.e., it measures the inten-
sity of a country's international collaboration. SCP stands 
for Single Countries Publication, in which there is only one 
corresponding author.

As can be seen, UK and Australia are the only countries 
with international collaboration.

Because COVID-19 is a recent subject, Fig. 5 presents 
an updated scenario of the number of papers published 
per month. It can be observed that the first articles were 

published at the beginning of 2020, more specifically in 
April, period in which the pandemic started to gain more 
notoriety outside of China. The increase of publications 
happened in May, month in which the pandemic started to 
assume a global proportion, affecting almost all countries of 
the globe, as it has also been showed by [24].

March 2021 is the month with the highest number of 
publications. One possible reason for this outcome is that 
research which was carried out in 2020 (the peak year of 
the pandemic), while the world was experiencing the chal-
lenges posed by COVID-19, was completed earlier this year, 
and was published during this month in the first quarter of 
the year.

Although there are variations in the numbers of publica-
tions over the months shown, the trend line shows a direc-
tion of growth in publications, albeit small, for the coming 
months. As the COVID-19 pandemic has led researchers 
from various fields of knowledge to work intensively, the use 
and applicability of blockchain is gaining even more notori-
ety by enterprises and the academic field, and the develop-
ment of new solutions becomes easier and more and more 
accepted by the population, with more precise applications.

3.2  Studies classification

The studies were classified by the research method (see 
Fig. 6). The categories are defined based on [30], being:

○ Theoretical-conceptual (TC)—studies are based on 
theory, such as literature reviews, systematic reviews or 
conceptual discussions;

Fig. 3  Country scientific pro-
duction
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○ Action Research (AR)—a type of empirical study that 
approaches an action or resolution of a collective prob-
lem and involves the researcher and participants of the 
situation;

○ Case study (CS)—an approach of multiple methods and 
tools from data collection that has no direct impact on 
the problem, but rather is a type of simulation;

○ Survey (S)—quantitative procedure for information col-
lection through questionnaires or interviews.

The result shows that, from 30 papers, 17 were identified 
as TC, such as the studies from [14, 31, 32] which present 
a discussion of the use of blockchain in the fight against 
COVID through some cases, as facilitating increased test-
ing and reporting, recording the details of the COVID-19 
patients, managing the lockdown implementation, limiting 
supply chain disruptions, for a trace-route for a COVID-19 
safe clinical practice or even propose a supply chain integra-
tion framework to overcome the pandemics shortfall.

Fig. 4  Corresponding author’s country (bibliometrix)

Fig. 5  Publications by month 
– Scopus and Web of Science 
databases
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The others 11 papers were represented by Case Study, 
as the studies from [1] that examined the viability of using 
blockchain technology in a public distribution system (PDS) 
supply chain to overcome issues of shrinkage, misplacement 
and ghost demand, [15] who proposed, implemented, and 
evaluated a blockchain-based system using Ethereum smart 
contracts and oracles to track reported data related to the 
number of new cases, deaths, and recovered cases obtained 
from trusted sources, and [33] who created an intelligent 
framework that is designed to deal with the severe shortage 
of PPE for the medical team, reduce the massive pressure 
on hospitals, and track recovered patients to treat COVID-19 
patients with plasma.

Lastly, there are 2 papers classified as a survey. These 
papers are from [34], which consists in identify the factor 
that can be improved and reliable using blockchain-based 
technology in requirement engineering for COVID-19 soft-
ware projects, and from [35] that aimed to provide insights 
into how to gain consumer loyalty through the use of 
blockchain.

Table 2 shows the classification of each study.

3.3  Main application areas

With the pandemic, many studies have emerged on how vari-
ous sectors will cope with the current crisis, and considering 
the global context of connectivity and information, block-
chain technology has a significant impact in this scenario.

Figure 7 shows the areas that were mentioned in the 
studies analyzed for this review. As it is a pandemic that 

is causing a global health crisis, the first two most men-
tioned areas were: Public Health (31%) and Healthcare 
(26%). Together, these two areas that symbolize the broad 
area of health represent about 60% of all mentioned. These 
papers propose assistance to authorities in assuring that 
the COVID-19 medical waste is disposed of properly and 
COVID-19 testing centers are using genuine medical equip-
ment to treat COVID-19 patients [36], a solution for man-
aging data related to COVID-19 vaccines’ distribution and 
delivery [37], to develop a tracking system for COVID-19 
data collected from external sources and ensure privacy, 
trust and traceability for patients’ information [3, 31, 38, 39].

Other areas have also received studies related to the cur-
rent pandemic and the blockchain technology. For instance, 
in the logistics area, [1] proposed a model to evaluate the 
viability of using blockchain in a public distribution sup-
ply chain system to overcome issues as inaccuracies and 
demand disruptions, and [40] aimed to develop a cross-
border capacity-building framework for small and medium-
sized ports communities with focus on digital transforma-
tion to overcome to overcome challenges and increase their 
competitiveness. For agriculture, [10] a blockchain-bases 
system to improve the tracking issues related to asymmetric 
information in the post COVID-19 pandemic.

For tourism [13] proposed a solution to check and record 
a trail of individuals’ immigration data about the coronavi-
rus. In the donation area, [41] envisages the feasibility and 
reliability of developing a charity donation service system 
using blockchain technology in response to the complex ser-
vice demands encountered by charity operators due to the 
COVID-19 epidemic and [42] demonstrated the blockchain 
impact on developing of charity 4.0, ensuring trust in phi-
lanthropy by avoiding potential cases of fraud and misap-
propriation of charitable funds as well as economic, financial 
and social repercussions.

For environment, was proposed an innovative approach 
for scaling-up and transformational change to secure a more 
effective, ethical and resilient future for marine protected 
and conserved areas in a post-COVID world [43] and ana-
lyzed the potential of blockchain technology as a game 
changer in solving some of the most pressing issues hinder-
ing the global recovery post COVID-19 to transition towards 
greener and more inclusive economy [44]. A blockchain net-
work was designed for the food industry improves transpar-
ency throughout the supply chain to import cold chain prod-
ucts and certify the quality of the final product, eliminating 
malpractices that risk consumer safety and health [45].

Factors were identified for improvement in requirement 
engineering practices and blockchain platforms can make 
these factors more reliable and effective, helping to create suc-
cessful projects that will reduce the rate of failure of projects 
of COVID-19 [34]. For education, a novel distance-learning 
solution that takes advantage of blockchain technology in 

Fig. 6  Classification by research method
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Table 2  Application overview by paper title

Title Type Platform Use Case Classification

Improvement of public distribution 
system efficiency applying blockchain 
technology during pandemic outbreak 
(COVID-19) [1]

Hybrid Hyperledger Food supply chain and Data aggregation CS

The role of blockchain to fight against 
covid-19 [3]

NA NA Contact tracing, User privacy protection 
and Outbreak tracking

TC

Part 2: blockchain technology in health 
care [6]

NA NA Traceability, trust and transparency TC

Blockchain technology in current 
agricultural systems: from techniques 
to applications [10]

Private NA Food supply chain and Data aggregation TC

Promoting trustless computation through 
blockchain technology [13]

Private Hyperledger Contact tracing, User privacy protection 
and Data aggregation

TC

A comprehensive review of the covid-19 
pandemic and the role of iot, drones, 
ai, blockchain and 5 g in managing its 
impact [14]

NA NA Data aggregation and Outbreak tracking TC

Blockchain for covid-19: review, 
opportunities and a trusted tracking 
system [15]

Public Ethereum Data aggregation, outbreak tracking and 
Contact tracing

CS

Blockchain in healthcare: insights on 
covid-19 [31]

Public NA Data aggregation, Outbreak tracking and 
Contact tracing

TC

At the epicenter of covid-19: the tragic 
failure of the global supply chain for 
medical supplies [32]

NA NA Medical supply chain TC

An intelligent framework using 
disruptive technologies for covid-19 
analysis [33]

NA NA Outbreak tracking EC

Reliable requirements engineering 
practices for covid-19 using blockchain 
[34]

NA NA Improve reliability and effectiveness of 
projects

SU

Blockchain technology for winning 
consumer loyalty social norm analysis 
using structural equation modeling 
[35]

NA NA Gain and maintain consumers loyalty SU

Blockchain-based forward supply chain 
and waste management for covid-19 
medical equipment and supplies [36]

Public or Private Ethereum Medical supply chain TC

Blockchain-based solution for distribution 
and delivery of covid-19 vaccines [37]

Hybrid Ethereum Medical supply chain TC

Privacy-preserving contact tracing in 
5G-integrated and blockchain-based 
medical applications [38]

Hybrid Hyperledger Contact tracing and User privacy 
protection

TC

VPassport: a digital architecture to support 
social restart during the SARSCOV-2 
pandemic [39]

Private NA Contact tracing and Clinical trial 
management

TC

Cross-border capacity-building for port 
ecosystems in small and medium-sized 
baltic ports [40]

NA NA Training and Competitiveness EC

Developing a reliable service system of 
charity donation during the covid-19 
outbreak [41]

Hybrid Ethereum Donation tracking

Managing charity 4.0 with blockchain: a 
case study at the time of covid-19 [42]

Public VeChain and Ethereum Donation tracking EC

Marine protected and conserved areas in 
the time of covid [43]

NA NA Protect and Conserve areas TC
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order to proposes teaching quality, course deployment and 
student’s examination [46]. A framework was developed to 

improve the future of the labor market within COVID-19 
through an integrated information exchange system [47].

Table 2  (continued)

Title Type Platform Use Case Classification

Blockchain-based solutions in achieving 
SGDs after covid19 [44]

NA NA Food security and Support to sustainable 
development

TC

Blockchain-based traceability system 
that ensures food safety measures to 
protect consumer safety and covid-19 
free supply chains [45]

Hybrid Hyperledger Data aggregation and Food security EC

NOTA: a novel online teaching and 
assessment scheme using blockchain 
for emergency cases [46]

Private Ethereum Easy learning, Easy teaching, Data 
aggregation

EC

Disruptive technologies for labor market 
information system implementation 
enhancement in the UAE a conceptual 
perspective [47]

NA NA Data-driven and Service-oriented EC

Blockchain-based healthcare workflow 
for telemedical laboratory in federated 
hospital iot clouds [48]

Public and Hybrid Ethereum Clinical trial management, Data 
aggregation, User privacy protection 
and Contact tracing

CS

CovidChain: an anonymity preserving 
blockchain based framework for 
protection against covid-19 [49]

Hybrid NA Contact tracing, User privacy and Outbreak 
tracking

TC

Construction of a medical resource sharing  
mechanism based on blockchain 
technology: evidence from the medical 
resource imbalance of China [50]

NA NA Medical supply chain, User privacy EC

How blockchain helps to enhance healthcare 
quality potential impact on crisis situations 
like covid-19 pandemic [51]

NA NA Clinical trial management, Medical 
education, Contact Tracing and Data 
aggregation

TC

Proposed framework for dealing covid-19 
pandemic using blockchain technology 
[52]

Private R3 Corda Medical supply chain TC

Is blockchain for internet of medical 
things a panacea for covid-19 pandemic? 
[53]

Private NA Contact tracing, and medical supply 
chain

TC

Fig. 7  Main application areas
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3.4  Application overview

As a way to facilitate an overview of the blockchain tech-
nology application of the studied papers, a table containing 
information on each one was built (see Table 2), adapting 
the use cases definition from [15].

As can be seen, the most adopted type of blockchain is 
hybrid. Examples are [41] that show that for a charitable 
donation service it is more appropriate to adopt a hybrid 
form involving public and alliance blockchain, combining 
decentralization and data authenticity, due to the complex 
conditions of relationship between various organizations 
and individuals. Likewise, [1] also state that a hybrid 
blockchain is more suitable for targeted public distribution 
systems.

Regarding the platform, Ethereum was the most used. It is 
the most active blockchain platform in the world for block-
chain practitioners and researchers, because of its applica-
tion platform and development of the blocking chain work 

well, be well recognized, mature and stable in technology 
[54].

4  Findings and discussion

This research reveals during the outbreak there was an 
intense increase in the dissemination of disinformation, sup-
ply chain disruptions and the amount of medical data, and 
the existing platforms do not have the ability to validate the 
authenticity of data and ensure effective sharing between 
the parties involved.

In Table 3 it is possible to see the relation between paper, 
area and application. The denominations are: for “areas”:

○ A1 – Public Health;
○ A2 – Healthcare;
○ A3 – Logistics;
○ A4 – Agriculture;

Table 3  Review overview Authors A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A11 AP1 AP2 AP3 AP4 AP5

[1] X X X
[3] X X X X
[6] X X X X X
[10] X X X
[13] X X X
[14] X X X X
[15] X X X
[31] X X X X X
[32] X X X X
[33] X X X X
[34] X X
[35] X X X
[36] X X X X
[37] X X X
[38] X X X X
[39] X X X
[40] X X X
[41] X X X X
[42] X X X X
[43] X X X
[44] X X X X
[45] X X X X
[46] X X X X
[47] X X X X
[48] X X X X
[49] X X X
[50] X X X X
[51] X X X X X
[52] X X X X
[53] X X X X
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○ A5 – Tourism;
○ A6 – Donation;
○ A7 – Environment;
○ A8 – Food;
○ A9 – Software Engineering;
○ A10 – Education;
○ A11 – Labor Market.

And for “application”:

○ AP1 – Traceability;
○ AP2 – Transparency;
○ AP3 – Trust;
○ AP4 – Privacy;
○ AP5 – Automation.

4.1  Challenges and opportunities

Analyzing the results, it is possible to observe that the block-
chain presents sufficient opportunities to become an integral 
part of the fight against COVID-19. However, it also pre-
sents challenges that need to be addressed.

About the challenges of the papers observed, it is possible 
to group them into:

○ Scalability: as blockchain throughput is lower than con-
ventional centralized databases, this technology often 
suffers from lack of scalability;

○ Integration with legal issues and data privacy: the trans-
parency and distributed data storage can highly affect 
data privacy. The methods of data processing, storage 
and visualization must comply with the privacy laws 
(f.e. GDPR in USA and LGPD in Brazil);

○ Security risks: the information is transparent to all 
nodes in the network and in some cases the decentrali-
zation makes the system highly fault-tolerant, and this 
is a problem since the technology may be susceptible to 
hacker attacks;

○ Smart contracts development: A poorly designed or 
poorly written smart contract can exhibit low perfor-
mance, limited security, and high execution transaction 
rates.

○ Resource utilization: system operating costs remain high 
and it is necessary to have a high level of data storage 
capacity. In addition, some platforms require "fuel" pay-
ments to run the functions, which in some cases, may be 
difficult to estimate the cost of execution;

○ Personnel problems: there is still resistance to change 
due to the lack of information about blockchain and its 
potential and there is also a lack of qualified profession-
als;

○ Applicability: studies need to initiate tests in real cases 
to effectively validate the application.

Blockchain technology in the context of COVID-19 has 
several cases of potential use, such as:

○ Traceability of collected data, in order to control pan-
demics (medical data, data about virus spread and 
patient movement) or to control failures and disruptions 
in distribution (food and medical supply distribution);

○ Transparency in sharing the information collected, 
whether it is between hospitals and patients to facilitate 
medical care, governments and citizens to control virus 
transmission, or in the medical or food supply chain;

○ Trust in data, in demand variation, in information 
sources and in stakeholders. Immutability and synchro-
nization by consensus protocols are great attractions for 
dealing not only with pandemics and disruptions, but 
also with business;

○ Privacy in information sharing (patients, government, 
enterprises, hospitals, etc.). In the current context, the 
privacy of information has become an extremely sensi-
tive issue. Although privacy is still a major challenge, 
the possibility of developing smart contracts and per-
missioned networks to control access to the data in the 
chain ensures confidentiality and data privacy through 
blockchain;

○ Automation: Real-time data availability with easy 
updating and access to participants. The development 
of smart contracts helps in the automation of decision 
making and, in the updating and availability of data for 
the participants in the chain. In situations such as medi-
cal, government or supply chain data, this can be a great 
alternative.;

○ Data control: in epidemic disasters, or even nowadays, 
the availability of large amounts of data is increasingly 
in evidence. Integrating blockchain with big data for 
disaster control and sharing or business rules can be an 
attractive

The categorization of the improvements assists in iden-
tifying the research focus for academics and professionals. 
The purpose of this section was not to report limitations as 
failures, but rather to highlight possible research opportuni-
ties and applications for future work.

It is evident that the adoption of enabling technologies, 
such as blockchain, can support proper implementation of 
many use cases, such as in the effective planning of opera-
tion, the distribution of resources and in counteracting mis-
information during pandemics.

The impacts caused by the unprecedented transmission 
of COVID-19 have given rise to new challenges that are 
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shaking the structures of humanity. In this context, there has 
been a significant increase in demand for science, technol-
ogy and medicine. There is a balance between technology 
and medicine related to this subject, because although block-
chain is a very technological topic, the fact that it is related 
to COVID-19 makes evident that its main application is in 
the health field, which is the most affected by the pandemic.

The main applications of blockchain to support the popu-
lation in dealing with COVID-19 are associated with control 
and management of infected areas and movement of indi-
viduals, remote care and information sharing between hos-
pitals and patients, better distribution of medical equipment, 
vaccines, and food, control of information shared between 
individuals, and security in donation systems.

Opportunities still existing for exploration within this 
area. Many studies use only blockchain as a disruptive tech-
nology, but there are possibilities for other technologies to 
be explored to mitigate the effects of the pandemic, even 
being integrated with blockchain to optimize results, such as 
big data and multi-robot and artificial intelligence.

The use of hybrid blockchain and the Ethereum platform 
is a trend in the papers analyzed, but still presents security 
and protection flaws, opening opportunities for blockchain 
development on other platforms such as Hyperledger and R3 
Corda. Moreover, with data sharing and information security 
issues becoming increasingly important in today's discus-
sions, it is essential that smart contracts be adapted to ensure 
that laws will be followed, while at the same time meeting 
all the requirements of the network participants.

The topic is still relatively new, as we are still living the 
pandemic. The knowledge needed to identify the range of 
new technologies and the impact they will have on people's 
lives is still growing. Since some effects caused by this pan-
demic will not be carried along with its end, there are still 
opportunities for future researchers to conduct new research-
ers with novel solutions involving blockchain, especially in 
empirical studies, which is still a gap to be addressed.

5  Conclusion

This study aimed to answer how blockchain has helped the 
world overcome the various difficulties imposed by the pan-
demic of COVID-19. All the analyses conducted through-
out this study provide insights into how blockchain is being 
used for this purpose. Several sectors are being contemplated 
with proposals of blockchain systems, mainly the health one, 
considering the impact of the crisis on people's lives. For 
the scope of COVID-19, the most used blockchain case is 
related to data collection and distribution, involving several 
stakeholders, such as hospitals, patients, companies and the 
government. The limitations of this article are related to the 
time of research. As the pandemic is still in course at the 

moment of this paper's publication, it is recommended to 
update the data in future research to understand the pro-
gress of the proposals. This paper contributes to the under-
standing of academics and professionals about the potential 
use of blockchain in pandemic situations, more specifically 
COVID-19 and opens opportunities for applications in other 
areas and development of new models.
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