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Abstract: Growing interest in intelligent vehicles is leading automotive systems to include numerous
electronic control units (ECUs) inside. As a result, efficient implementation and management of
automotive systems is gaining importance. Flexible updating and reconfiguration of ECUs is one
appropriate strategy for these goals. Software updates to the ECUs are expected to improve perfor-
mance and bug handling, but there are limitations due to the fixed hardware circuit. By applying
hardware-reconfigurable ECUs to the automotive system, patches that are not able to be handled
with only software updates are enabled. In this paper, a remotely hardware-reconfigurable ECU for
automotive systems is proposed. The proposed ECU is implemented with a field programmable
gate array (FPGA) and microcontroller unit (MCU) to support in-system reconfiguration (ISR). The
communication interface between the FPGA and MCU employs Zipwire communication for high
speed and resilient communication. For the Zipwire communication, a Zipwire controller is de-
signed and implemented in the FPGA. The proposed hardware-reconfigurable ECU was successfully
implemented, and feasibility was demonstrated.

Keywords: automotive systems; electronic control units; hardware-reconfigurable ECUs; in-system
reconfiguration; Zipwire controller

1. Introduction

As interest in intelligent vehicles is increasing, automotive systems will include a
number of electronic control units (ECUs) in order to provide various functions and
controls [1]. Not only high-end cars, but also entry models, are planning to be equipped
with high performance systems with multiple ECUs. Considering high-end cars are already
applying more than 100 ECUs and embedded computing units each, it can be anticipated
that there will be more demand for highly efficient systems for vehicles [2-4]. In addition,
self-driving vehicles and modern automobiles employ multi-modal sensors, numerous
digital processors, complex embedded software, and multiple in-vehicle networks [5-8].
Since the automotive system needs to perform various tasks, such as dealing with amounts
of sensor data and reliable communication with electrical units, the system becomes more
complex and larger, including numerous ECUs inside [9,10]. As a result, there are some
challenges for implementing and managing the automotive systems, and flexible updating
and reconfiguration of ECUs are required.

The ECU that controls core applications in the automotive system implements various
functions which are initially programmed when the ECU is rolled out. The initial program
occasionally needs to be updated for various reasons, such as performance improvement,
security enhancement and error handling [11-15]. In order to update the firmware of
the ECU with convenience, the techniques for automotive wireless software updates
are under study, achieving efficient and secure goals with over the air (OTA) software
updates [12,16,17]. However, the software update only changes the functional operation
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of an ECU which has specific hardware circuits. Therefore, there are limitations to the
reconfiguration domain and performance improvement.

With a hardware reconfiguration of an ECU, there are some advantages that hard to
achieve with software updates in the automotive system. For instance, when implementing
communication networks in automotive systems, hardware-reconfigurable ECUs improve
compatibility and performance. In automotive communication, the controller area network
(CAN) protocol is widely adopted due to its high reliability [18,19]. However, as the
number of ECUs increase, limited bandwidth makes it difficult to implement real-time
communication [2,18]. In order to address the issue, a CAN with flexible data rate (CAN
FD) protocol supports wider bandwidths while maintaining the characteristics of a CAN
protocol such as arbitration, stuffing, and acknowledge frame [19-21]. In addition, the
in-vehicle network, such as local interconnect network (LIN), FlexRay, and single edge
nibble transmission (SENT) also can be revised to satisfy the demands of bandwidth and
reliability, as the number of ECUs adopted by automobiles are increasing [22]. In that case, it
is hard to replace the revised network with software updates, but hardware reconfiguration
enables the ECU to support the network as long as the resource of the ECU is suitable to
implement the revised protocol. In this point of view, hardware-reconfigurable ECUs in
automotive systems save the cost of updating the network and provide up-to-date features
for passengers.

In order to apply a reconfigurable ECU, employing a field programmable gate array
(FPGA) is appropriate due to the flexible circuit configuration [23-26]. By applying the
FPGA-based ECU, automotive systems are able to achieve performance improvements
which are hard to achieve with only software updates. FPGA-based ECUs provide hard-
ware flexibility for functional extension, physical specification of in-vehicle networks, and
the implementation of multiple ECUs on one chip. Several studies have been conducted
applying the configuration characteristics of the FPGA in automotive systems and indus-
tries [1,2,27]. In [1], the authors proposed ECU architecture for secure and dependable
automotive system with FPGA implementation. In [2], the authors designed an extensible
FlexRay communication controller for FPGA-based automotive systems. The authors
of [27] presented the technology of secure boot and OTA updates for a reconfigurable hard-
ware of internet of things (IoT) device which is implemented on the FPGA. When it comes
to reconfiguring the FPGA-based ECU in an automotive system, the updating process
needs to be progressed in specific place, incurs a high cost, and is time-consuming [28,29].
As reconfiguring the FPGA-based ECU with physical lines is inconvenient and risky due
to the complex structure of automobiles, a convenient way for the remote reconfiguration
is required.

In this paper, a hardware reconfigurable ECU with in-system reconfiguration (ISR) is
proposed. In order to address the inconvenience of ECU updates, an FPGA-based ISR that
is able to apply remote hardware updates is presented. The proposed reconfiguration of the
ECU is implemented with FPGA and microcontroller unit (MCU) co-designed architecture.
The MCU is employed to implement the ISR and to control the functionality of the FPGA.
For communication with the MCU and FPGA, Zipwire communication is adopted because
of its reliability and high-speed serial communication [30]. The ECUs ] implemented on
the FPGA and its reconfiguration process are controlled by the MCU through Zipwire com-
munication for system stability. By applying an MCU, FPGA and Zipwire communication,
the proposed ISR for a hardware-reconfigurable ECU is successfully implemented.

The contributions of this paper are as follows. The architecture for the reconfigurable
ECU is presented and implemented on Intel MAX10 FPGA and NXP MPC5777C auto-
motive MCU. Detailed methods of the in-system reconfiguration are described with error
sources and solutions that affect system stability. A Zipwire controller is designed with
Verilog HDL to provide Zipwire interface to the proposed ECU. The designed Zipwire
controller is implemented on the MAX10 FPGA with less than 1% resource utilization and
verified by experimenting with the NXP MCU.
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The remainder of this paper is organized as follows. In Section 2, the backgrounds
for Zipwire communication are described. The description of in-system programming
is also presented for FPGA configuration flow. Section 3 presents the proposed system
architecture and mechanism. Section 4 explains the result and discussion. Finally, the
conclusion is given in Section 5.

2. Background
2.1. Zipwire Communication

The Zipwire protocol was invented for inter-processor communication in automotive
systems [30]. Zipwire, a master—slave-based full duplex, is point to point communication
that consists of five pins. Since Zipwire adopts low voltage differential signal (LVDS), the
two pairs of positive and negative pins are used for transmission, and one other pin is
a reference clock pin. The reference clock is generated by a slave node and provided to
a master node. The master node can select the reference clock or oscillator clock source
as an input of internal phase-locked loop (PLL) to operate the Zipwire module. The
Zipwire frame includes several frame units such as request frame or response frame to
communicate between the master and slave node. Every frame is generated by the LVDS
fast asynchronous serial transmission interface (LFAST) and serial inter-processor interface
(SIPI) modules.

The Zipwire module consists of the physical layer module, LFAST module, and SIPI
module, as shown in Figure 1. The physical module acts as transceiver of the Zipwire
module. Therefore, it transforms the whole frame into differential signals. The LFAST
module integrates a frame generated from the SIPI module. The master and slave node
can synchronize communication and get the information of the whole frame as the LFAST
module adds the sync and header field to the frame. The SIPI module builds a payload of
the Zipwire frame and informs the transmission ID and data to the target node.

Processor 1 Processor 2
Control, Status, Configuration Registers | | Control, Status, Configuration Registers
4 ZaS 20y 7=
{} {} Zipwire Zipwire i L {}
SIPI K= LFAST PHY [|¢mmmmmmd PHY K= LFAST K= SIPI
[ 1] | | |
¥ ¥ ¥ ¥ ¥ ¥
Interrupt DMA Interrupt Interrupt Interrupt DMA
Request Request Request Request Request Request

Figure 1. Zipwire communication overview.

As shown in Figure 2, the frame is made up of 16-bit sync field, 8-bit header, and 32 to
288-bit payload. The payload of LFAST frame contains the SIPI header, actual payload, and
cyclic redundancy check (CRC) of the SIPI. The LFAST sync field which has fixed 16-bit
1010_1000_0100_1011 data, enables synchronized communication between the master and
slave node. The LFAST header contains 3-bit payload information, 4-bit data channel
information and 1-bit clear to sent (CTS) information. The SIPI header consists of a 3-bit
transaction ID from request frame, 5-bit frame command, 3-bit channel number, and 5-bit
reserved bits. Since the LFAST frame has several fields, the SIPI payload contains from
32-bit to 256-bit data or address of the frame. The CRC field, calculation results of CRC-16,
is used to verify the reliability of frame.

In consideration of communication between a MCU and FPGA, it is essential to
ensure high-speed and high reliability in an automotive system. The Zipwire protocol has
the advantages of low power consumption and high data rate when adopting the LVDS
interface [31]. Additionally, Zipwire can qualify the frame by adopting CRC.
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Figure 2. Zipwire protocol.

2.2. In-System Programming

The FPGA offers in-system programming that provides configuration, erasing, and
verification [32]. In order to execute a specific logic on an FPGA, the configuration data
which includes the information of the logic needing to be loaded to the internal memory
of the FPGA, such as configuration RAM or configuration latches [32,33]. Since internal
memory is a volatile memory, the configuration data must be stored in flash memory
and the data must be shifted to the internal memory when the FPGA powers up. For
implementing in-system reconfiguration (ISR), the configuration process of the FPGA
needs to be controlled. In Figure 3, the configuration sequence is presented. The FPGA
resets 1O pins, registers, and clears internal memory to start configuration. The FPGA reads
the settings and loads configuration data to the internal memory. During configuration,
the FPGA receives instruction, addresses, and data through the external interface that
loads the configuration data directly to the configuration RAM, or through the internal
programming sequence that shifts the configuration data from the internal flash memory to
the configuration RAM. As the various interfaces for configuration are supported according
to the FPGA models, employing an appropriate interface is required. When the loading
process is completed, the FPGA initializes the internal registers and executes the design.
In this work, an Intel MAX 10 FPGA that provides internal configuration flash memory
(CFM) for the internal programming is employed.

Reset all 1I/O pins and registers
Clear configuration bits

Read settings

!

Configuration
(Writes configuration data to FPGA)

Configuration
Done?

YES

Error handling
(Restart configuration
if error option enabled)

Initializes internal logic and registers

Figure 3. FPGA configuration sequence.

3. System Architecture and Mechanism
3.1. Owverall Design of System
The proposed system is composed of FPGA-based ECUs and the MCU performing

the ISR. Figure 4 shows the overall architecture of the proposed design. The MCU com-
municates with the external system, and stores reconfiguration data including the ECU
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logics in the memory. The external system can be an on-board diagnostic (OBD), which
is generally utilized in automotive applications, or server sending system that employs
OBD-2 protocols or 5G to implement the remote ISR. The MCU and the FPGA communi-
cate with Zipwire communication that ensures high speed and stable data transfers. The
FPGA includes internal flash memories and a programmable logic (PL) area. The PL area
implements the ECUs’ logic and enables the ECUs to achieve more diverse operations.

MCU FPGA
| N Processor )
<:$ Communication Controller \1"_Pvﬂ’§ = | On-chip | CFM | CFM
Zipwire INT Flash P | 0 | 1/2
1 Controller Core
External GPio | wor z g
piT [ PiT [ PIT | f*{ Dual Configuration IP

| Interrupt [ Processor

Controller % {}reconfigure

Memory Controller ECU ECU | | ECU Programmable Logic
#1 #2 #n Area

Memory

Figure 4. Architecture of the proposed system.

The MCU contains the communication controller, processor, external interrupt con-
troller, memory controller, and memory. The MCU receives the reconfiguration data from
the external system through the communication controller and stores the data in the mem-
ory. The external interrupt controller receives commands from the external system and
initiates the reconfiguration process. The memory controller handles memory storing and
according to command from the external system, the MCU transmits reconfiguration data
and triggers to the FPGA.

In the FPGA, the Zipwire controller, processor, on-chip flash IP, configuration flash
memories (CFMs) and dual config IP are implemented for reconfigurable ECUs. The
processor includes peripherals such as a floating point unit (FPU), interrupt controller,
GPIO, watchdog timer (WDT), and programmable interval timers (PITs). Through the
peripherals, the processor controls the ECUs and operates functions for the automotive
system. The on-chip flash IP and dual configuration IP are connected to the processor.
The processor sets up registers of the on-chip flash IP and dual configuration IP to initiate
the FPGA reconfiguration. In order to reconfigure the FPGA logic, the FPGA receives the
reconfiguration data and the trigger from the MCU. The on-chip flash IP stores the recon-
figuration data in CFMO or CFM1/2. When the storing data is completed, the processor
controls the dual configuration IP to select the target logic of CFMO0 or CFM1/2. The dual
configuration IP updates the configuration RAM with the selected reconfiguration data.
Consequently, the PL area is reconfigured with the target logic, and the design is executed.
Since the reconfiguration data are stored in the CFM but the current logic is executed in
configuration RAM, the FPGA-based ECU can be reconfigured during run-time.

3.2. Flow of In-System Reconfiguration

The flow of storing data from the external system to the MCU is demonstrated in
Figure 5a. When the external system sends a trigger to the MCU, the MCU assigns the
memory address to store the reconfiguration data. During the transmission, the data are
stacked in an array. When the transfer process is completed, the MCU memory is locked
and the stable state is confirmed to guarantee memory reliability.
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Figure 5. (a) Data storing flow in the MCU. (b) Reconfiguration flow in the FPGA.

Protect

Figure 5b depicts the reconfiguration flow. The MCU sends a trigger to the FPGA
according to the received command from an external system. The reconfiguration process
of the FPGA is divided into two sequences according to the received trigger. When the
FPGA receives updating trigger, the MCU transmits the reconfiguration data to update,
and the FPGA stores the data in CFM. In order to update the CFM, the processor in
the FPGA allocates the start and end address for the reconfiguration data and executes
memory erasing with the on-chip flash IP. After the erasing, the on-chip flash IP writes the
reconfiguration data to the CFM considering the bit order and data size of the CFM. When
the FPGA receives the programming trigger, the processor sets the registers of the dual
configuration IP. The dual configuration IP controls the internal programming sequence
and updates the PL area with the received reconfiguration data.

3.3. FPGA Reconfiguration Feature

In order to implement the FPGA reconfiguration and revise the CFM area on the
FPGA, the Intel dual configuration IP and Nios II processor are employed [32]. When the
design to update is compiled, the raw programming data file, programmer object file, and
memory map file are generated. The memory map file is required to be checked to verify
the address of CFM and modified according to the assigned address of the configuration
data. The programmer object file contains the logic of the processor and instruction code
data. The code data needs to be loaded to the external flash memory of the FPGA board in
order to boot the processor. The raw programming data file includes the actual bit data
to configurate the target logic. The reconfiguration process starts with receiving the raw
programming data from the external system. The MCU stores the raw data in memory
with a 4-page unit and transmits the data to the FPGA with the trigger.

3.4. Design of the Zipwire Controller

The Zipwire controller unit is designed for communication between the MCU and
processor in the FPGA. In proposed architecture, the MCU controls ECUs through Zipwire
communication as a master. The FPGA processor also controls the ECUs, operating with
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received data from the MCU or sending data about the status of the ECU to the MCU. In
addition, the FPGA processor communicates with the Zipwire controller via the system bus.

The Zipwire controller is made up of the FSM, LVDS communicator, Tx controller,
Rx controller, and PLL module as shown in Figure 6. The FSM controls overall modules
and manages the communication sequence and errors. The LVDS communicator facilitates
the LVDS interface which has a noise-resistant characteristic. The Rx controller stores and
interprets the Zipwire frame data. The Tx controller sends the received data through the
LVDS transmitter. The receiver and the transmitter include a CRC-16 module to detect
errors and to increase system reliability. During the configuration, the FPGA calculates the
CRC value based on the received frame data and compares it against the pre-calculated
CRC value achieved at the end of the transfer. When the CRC values match, it demonstrates
that there is no error in the current transfer.

Zipwire Controller

X
=1 Controller |«

o Fsm —

RX LVDS
<> Controller [** communicator

$ $

PLL

Figure 6. Structure of Zipwire controller.

The Zipwire controller accepts 32-bit data input and creates the Zipwire frame to
communicate with the MCU. With the 50 MHz input clock, the PLL generates the 100 MHz
system clock and 20 MHz reference clock.

In the case of the Rx controller, when the bus is in an idle state, the Zipwire signal
remains low. When the Zipwire signal is driven to high, the RX controller shifts to an
initial state for receiving data. During the receiving process, the Rx controller samples the
received signal at a point of 80 percent of one bit length. When the LFAST sync and header
fields are received with no error, the RX controller is ready to receive SIPI frame. As the
SIPI frame contains SIPI header, data and CRC fields, the Rx controller interprets each field
sequentially. The SIPI header contains the frame ID, channel selection and frame size. The
Rx controller receives the data field according to the information of the SIPI header and
calculates the CRC with the received data. When the calculated CRC value is matched to
the received CRC field, the Rx controller enters the state for receiving stop bit and finishes
the receiving process.

The Tx controller receives the frame ID and transmission data as inputs in order to
compose a Zipwire frame. When the Tx controller receives a start signal, the Tx controller
calculates the CRC-16 with the SIPI header and data to transmit. At the end of CRC
operation, the Zipwire frame is generated and stored in a transmit buffer with the LFAST
sync, LFAST header, SIPI header, data to transfer, CRC value, and stop bit. The Tx controller
sends the Zipwire signal based on the data rate, with shifting the buffer until the transfer
of the stop bit.

4. Results and Discussion
4.1. Experiment Environment and Equipment

The experiment was performed with a MCU board, FPGA board, PC for external
system, and interface board, as shown in Figure 7. The NXP MPC5777CEVB motherboard,
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which contains the 32-bit MPC5777C microcontroller, provides the software library and
physical layer for Zipwire communication. In the case of the FPGA board, a Intel MAX10
FPGA development board with the 10M50DAF484C6GES FPGA was utilized. As the FPGA
development board supports the LVDS physical layer through the high-speed mezzanine
card (HSMC) port, the interface board was fabricated to connect the MCU board and the
FPGA board. The interface board provides port compatibility and impedance matching.
In this experiment, the test focused on how to recompose the FPGA-based ECU through
communication with the MCU. Experiments were performed to verify functionality of
the proposed system. The MCU board controls the transmission process through Zipwire
communication. For Zipwire communication, the MCU and FPGA board shared two LVDS
channels and one reference clock pin through the interface board. The LEDs on the FPGA
board were used to confirm the reconfiguration result.

Interface
Board

Figure 7. Experimental environment.

4.2. Experimental Results of In-System Reconfiguration

In order to demonstrate the reconfiguration of the FPGA-based ECU, the experiment
was conducted. As a first step, the MCU received the trigger command and image data
including reconfiguration information through the PC and stored them in the register. The
MCU assigned the address and wrote the data on the memory. When the receiving process
was completed, the MCU locked the memory to ensure system stability. Subsequently, the
FPGA reset the address of the CFM to receive the reconfiguration data and assigned the
CFM to un-protect mode to clear. The MCU provided the commands and reconfiguration
data to the FPGA according to the input of the user switch. The user switches generated
interrupt signals to the MCU, performing four reconfiguration processes.

1. Switch 1: Send CFMO data to the FPGA and store in the memory.

2. Switch 2: Send CFM1/2 data to the FPGA and store in the memory.
3. Switch 3: Perform reconfiguration with CFMO.

4 Switch 4: Perform reconfiguration with CFM1/2.

When the switch 1 interrupt occurred, the trigger command was sent to the FPGA to
update the CFMO area. The FPGA received the data and swapped the data to arrange in
memory. The data was written into the CFMO and the switch 1 process was completed. The
switch 2 interrupt is for updating CFM1/2 area and performed same process as the switch
1 interrupt. Switch 3 and switch 4 act as triggers for FPGA reconfiguration with the CFMO0
and CFM1/2, respectively. The functionality of the system was verified by reconfiguring
the FPGA with different ECU logic and the reconfiguration result was confirmed with the
user LED. The results of each reconfiguration process are shown in Table 1.
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Table 1. Reconfiguration results of the FPGA-based ECU.
CFM 0 CFM 0 CFM 1/2 CFM 1/2
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Updated Image
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In the reconfiguration process of the FPGA-based ECU, several error handlings are
required for system stability. Firstly, storing error occurs when the FPGA stores the received
reconfiguration data through the on-chip flash IP. The error is independent to the Zipwire
communication and causes critical issues. To address the error, the MCU reads the flash
data immediately after a writing operation, and compares the data to check its validity.
As the on-chip flash IP stores 4-byte data with reversed bit-order at one write operation,
the MCU needs to compare the data in bit unit. Secondly, disturbances which occur in
the middle of the reconfiguration such as disconnection or powering-off cause errors. In
order to protect the ECU from these disturbances, the ECU employs two sections of CFM
which are named CFMO0 and CFM1/2. One section is utilized as a default section that stores
current ECU logic, and the other section stores the reconfiguration data for the update.
When the reconfiguration process is performed, the MCU sets the default section to protect
mode by controlling the on-chip flash IP. The FPGA restores the current logic when the
errors occur in the update sequence.

Table 2 indicates the amount of FPGA resources used for the reconfigurable ECU.
The designed Zipwire controller utilizes 495 logic elements, which account for less than
1% of total resources. The processor, on-chip flash IP, and dual configuration IP, which
are responsible for FPGA reconfiguration utilize 9.6% of logic elements. The processor
contains 64,448 memory bits to operate programming code. The system controller includes
remain parts of design such as system bus. The top design occupies 12.6% of logic elements
and 3.8% of memory resource in MAX10 FPGA. Therefore, the proposed ECU provides
flexibility for applying more complicated ECU logic.

Table 2. MAX 10 implementation of reconfigurable ECU.

Module Logic Elements Memory Bits
Zipwire Controller 495 (1%) 0 (0%)
Processor 3934 (7.9%) 64,448 (3.8%)
On-chip Flash IP 591 (1.2%) 0 (0%)
Dual Configuration IP 230 (0.5%) 0 (0%)
System Controller 998 (2%) 0 (0%)
Total 6248 (12.6%) 64,448 (3.8%)

4.3. Functional Verification of Zipwire Controller

In order to verify the design of Zipwire controller, the oscilloscope and internal logic
analyzer of the FPGA were utilized. Figure 8 depicts the waveform of the Zipwire frame
captured by the oscilloscope. In this experiment, the MCU acts as a master of Zipwire
communication and the Zipwire controller which is implemented on the FPGA checks
the LVDS signals and sends back the response as a slave. In Figure 8, the FPGA receives
the Zipwire frame that includes the sync, header, payload, and CRC field, and transmits
the response with the same Zipwire frame format. The experiment confirmed that the
transmission rate between the MCU and the FPGA was up to 5 Mbps and provided feasible
and reliable Zipwire communication.
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Figure 8. Zipwire waveform from oscilloscope and FPGA internal logic analyzer.

4.4. Discussion

In this work, ISR for hardware-reconfigurable ECUs was implemented with an NXP
MPC5777C microcontroller and Intel MAX10 FPGA. In order to perform the reconfigura-
tion and control the ECUs in the FPGA, a Zipwire interface was implemented with the
designed Zipwire controller. The Zipwire interface ensured the reliability of communi-
cation by applying an LVDS physical layer and CRC. ISR and Zipwire communication
were demonstrated throughout the experiment, and the feasibility of proposal was verified.
To measure power consumption, the Power Analyzer of the Intel Quartus II 15.0 was
used. The total power was estimated to be 569.26 mW, 450.70 mW for the ISR process and
118.56 mW for Zipwire communication.

For applying reconfigurable ECUs in automotive systems, the authors of [1] and [2]
proposed FPGA-based ECUs. In [1], reconfiguration of the FPGA was implemented to
ensure fault tolerance of the ECUs by changing the faulty design. The Xilinx Automotive
Spartan-6 FPGA was employed with LogiCORE IP and XPS HWICAP IP to perform the
ISR, and they achieved security and dependability in the proposed system. The authors
of [2] presented the FPGA-based FlexRay communication controller, which allows sharing
of resources and multiple applications through reconfiguration. They employed Xilinx
Spartan 6 XC6SLX45 FPGA to implement the design.

In comparison with these papers, this work focuses on the detailed method and
sequence of ISR that apply to MCU and FPGA co-designed architecture. The error sources
which occur in the ISR process were analyzed. The ISR process was controlled by the MCU
and FPGA to deal with errors and disturbances. The amount of FPGA resources for the
proposed ECU is presented, which demonstrates the compactness of the ECU. Furthermore,
by employing the MCU, the ISR enabled it to be applied to the remote system when the
remote interface between the MCU and external system is implemented. Remote ISR is
essential when applying hardware-reconfigurable ECUs due to the physical inconvenience
of updating ECUs in a vehicle. Therefore, the proposed reconfigurable ECU achieves the
advantages of application in automotive systems, and further research such as security or
reliability in remote systems can be explored.
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5. Conclusions

In this paper, a remotely hardware-reconfigurable ECU for automotive systems was
proposed. The proposed system, based on in-system reconfiguration (ISR), was designed
with FPGA and MCU co-designed architecture to improve system flexibility and guarantee
the reliability of internal communication. In order to verify its high-speed and reliable
communication, Zipwire communication was employed as an interface between the Intel
MAX10 10M50DAF484C6GES FPGA and NXP MPC5777C MCU. The Zipwire controller is
implemented on each board, and its functionality was verified by oscilloscope and internal
logic analyzer. The proposed reconfigurable ECU was successfully implemented, and the
feasibility of proposal was verified.

In future work, we plan to study and adopt methods to strengthen the security and
reliability of the system. Since this works focuses on secure reconfiguration control, the
experiments were conducted with compact ECU logic, utilizing less than 20% of the FPGA
resources. However, as the complexity of logic and the resource utilization affect the
stability of FPGA, additional experiments with complicated ECUs which include various
in-vehicle networks or processing units are required. Moreover, further research is needed
for the next step of remote reconfiguration of ECUs, such as reliability of the interface
between external server systems and the proposed MCU. Test methodology for the updated
ECUs must also meet the strict automotive standard. As security and reliability are most
important factors for automotive systems, these studies can guarantee the realization
feasibility of remotely hardware-reconfigurable ECUs for automotive systems.

Author Contributions: Conceptualization, K.C. and Y.H.Y.; methodology, ] K. and D.Y.C.; software,
JJH.O.,, YH.Y,; validation, K.C., ].K,, D.Y.C,; investigation, ] K., ].H.O. and D.Y.C.; writing—original
draft preparation, K.C.; writing—review and editing, K.C., ].K,, D.Y.C. and S.E.L.; visualization,
J.K. and Y.H.Y,; supervision, S.E.L. All authors have read and agreed to the published version of
the manuscript.

Funding: This research was funded by the Ministry of Trade, Industry and Energy (MOTIE, Korea)
under Industrial Technology Innovation Program. No. 20016354, ‘Developed proximity/healthcare
convergence sensor SoC for TWS'. This research was also funded by the National Research Foundation
of Korea (NRF) grant funded by the Korea government (MSIT). No. 2019R1F1A1060044, ‘Multi-core
Hardware Accelerator for High-Performance Computing (HPC)'.

Conflicts of Interest: The authors declare no conflict of interest.

References

1. Poudel, B.; Munir, A. Design and Evaluation of a Reconfigurable ECU Architecture for Secure and Dependable Automotive CPS.
IEEE Trans. Dependable Secur. Comput. 2021, 18, 235-252. [CrossRef]

2. Shreejith, S.; Fahmy, S.A. Extensible FlexRay Communication Controller for FPGA-Based Automotive Systems. IEEE Trans. Veh.
Technol. 2015, 64, 453-465. [CrossRef]

3.  Kim, B.; Park, S. ECU Software Updating Scenario Using OTA Technology through Mobile Communication Network. In
Proceedings of the IEEE 3rd International Conference on Communication and Information Systems (ICCIS), Singapore, 28-30
December 2018; pp. 67-72.

4. Herberth, R.; Korper, S.; Stiesch, T.; Gauterin, E; Bringmann, O. Automated Scheduling for Optimal Parallelization to Reduce the
Duration of Vehicle Software Updates. IEEE Trans. Veh. Technol. 2019, 68, 2921-2933. [CrossRef]

5. Poudel, B.; Kumar Giri, N.; Munir, A. Design and comparative evaluation of GPGPU- and FPGA-based MPSoC ECU architectures
for secure, dependable, and real-time automotive CPS. In Proceedings of the IEEE 28th International Conference on Application-
specific Systems, Architectures and Processors (ASAP), Seattle, WA, USA, 10-12 July 2017; pp. 29-36.

6.  Feng, D.; Haase-Schiitz, C.; Rosenbaum, L.; Hertlein, H.; Glaeser, C.; Timm, F.; Wiesbeck, W.; Dietmayer, K. Deep Multi-Modal
Object Detection and Semantic Segmentation for Autonomous Driving: Datasets, Methods, and Challenges. IEEE Trans. Intell.
Transp. Syst. 2021, 22, 1341-1360. [CrossRef]

7. You,C,;Lu,]; Filev, D; Tsiotras, P. Autonomous Planning and Control for Intelligent Vehicles in Traffic. IEEE Trans. Intell. Transp.
Syst. 2020, 21, 2339-2349. [CrossRef]

8. Munir, A.; Koushanfar, F. Design and Analysis of Secure and Dependable Automotive CPS: A Steer-by-Wire Case Study. IEEE
Trans. Dependable Secur. Comput. 2020, 17, 813-827. [CrossRef]

9.  Onuma, Y,; Terashima, Y.; Nakamura, S.; Kiyohara, R. A method of ECU software updating. In Proceedings of the International

Conference on Information Networking (ICOIN), Chiang Mai, Thailand, 10-12 January 2018; pp. 298-303.


http://doi.org/10.1109/TDSC.2018.2883057
http://doi.org/10.1109/TVT.2014.2324532
http://doi.org/10.1109/TVT.2019.2895109
http://doi.org/10.1109/TITS.2020.2972974
http://doi.org/10.1109/TITS.2019.2918071
http://doi.org/10.1109/TDSC.2018.2846741

Micromachines 2021, 12, 1309 12 of 12

10.

11.

12.

13.

14.

15.
16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

Steger, M.; Boano, C.A.; Niedermayr, T.; Karner, M.; Hillebrand, J.; Roemer, K.; Rom, W. An Efficient and Secure Automotive
Wireless Software Update Framework. IEEE Trans. Ind. Inform. 2018, 14, 2181-2193. [CrossRef]

Teraoka, H.; Nakahara, F.; Kurosawa, K. Incremental update method for resource-constrained in-vehicle ECUs. In Proceedings of
the IEEE 5th Global Conference on Consumer Electronics (GCCE), Kyoto, Japan, 11-14 October 2016; pp. 1-2.

Steger, M.; Karner, M.; Hillebrand, J.; Rom, W.; Boano, C.; Romer, K. Generic framework enabling secure and efficient automotive
wireless SW updates. In Proceedings of the IEEE 21st International Conference on Emerging Technologies and Factory Automation
(ETFA), Berlin, Germany, 6-9 September 2016; pp. 1-8.

Ayres, N.; Deka, L.; Paluszczyszyn, D. Continuous Automotive Software Updates through Container Image Layers. Electronics
2021, 10, 739. [CrossRef]

Teraoka, H.; Nakahara, F.; Kurosawa, K. Incremental update method for vehicle microcontrollers. In Proceedings of the IEEE 6th
Global Conference on Consumer Electronics (GCCE), Nagoya, Japan, 24-27 October 2017; pp. 1-2.

Han, C.Y,; Jeong, Y.S.; Lee, S.E. Simulation-Based Fault Analysis for Resilient System-On-Chip Design. JICCE 2021, 19, 175.
Sarwar, M.H.; Shah, A.M.; Umair, M.; Faraz, S.H. Network of ECUs Software Update in Future vehicles. In Proceedings of the
25th International Conference on Automation and Computing (ICAC), Lancaster, UK, 5-7 September 2019; pp. 1-5.
Mirfakhraie, T.; Vitor, G.; Grogan, K. Applicable Protocol for Updating Firmware of Automotive HVAC Electronic Control Units
(ECUs) Over the Air. In Proceedings of the IEEE International Conference on Internet of Things (iThings) and IEEE Green
Computing and Communications (GreenCom) and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data
(SmartData), Halifax, NS, Canada, 30 July-3 August 2018; pp. 21-26.

Xie, Y.; Zeng, G.; Kurachi, R.; Xiao, F.; Takada, H. Optimizing Extensibility of CAN FD for Automotive Cyber-Physical Systems.
IEEE Trans. Intell. Transp. Syst. 2021. [CrossRef]

Shin, J.W.; Oh, ]. H.; Lee, S.M.; Lee, S.E. CAN FD controller for in-vehicle system. In Proceedings of the International SoC Design
Conference (ISOCC), Jeju, Korea, 23-26 October 2016; pp. 227-228.

Wang, Z.; Geng, S.; Peng, X.; Zhang, Y.; Yan, S.; Tang, H. The Driven Design of CAN-FD Bus Controller Based on Cortex-M0. In
Proceedings of the IEEE 5th International Conference on Integrated Circuits and Microsystems (ICICM), Nanjing, China, 23-25
October 2020; pp. 209-212.

Zago, G.M.; Pignaton de Freitas, E. A Quantitative Performance Study on CAN and CAN FD Vehicular Networks. IEEE Trans.
Ind. Electron. 2018, 65, 4413-4422. [CrossRef]

Liu, J.; Xiao, X.; Li, H. Automotive Electronic Control System Unit Design Based on Flexray Bus. In Proceedings of the International
Conference on Artificial Intelligence and Electromechanical Automation (AIEA), Tianjin, China, 26—28 June 2020; pp. 381-384.
Oh, HW,; Kim, ] K.; Hwang, G.B.; Lee, S.E. The Design of a 2D Graphics Accelerator Embedded Systems. Electronics 2021, 10, 469.
[CrossRef]

Basile, C.; Di Carlo, S.; Scionti, A. FPGA-Based Remote-Code Integrity Verification of Programs in Distributed Embedded Systems.
IEEE Trans. Syst. 2012, 42, 187-200. [CrossRef]

Yoon, YH.; Hwang, D.H.; Yang, ]. H.; Lee, S.E. Intellino: Processor for Embedded Artificial Intelligence. Electronics 2020, 9, 868.
[CrossRef]

Hwang, G.B.; Cho, K.N; Han, C.Y.; Oh, HW.; Yoon, Y.H,; Lee, S.E. Lossless Decompression Accelerator for Embedded Processor
with GUI. Micromachines 2021, 9, 1169.

Siddiqui, A.S.; Gui, Y.; Saqib, F. Secure Boot for Reconfigurable Architectures. Cryptography 2020, 4, 26. [CrossRef]

Onuma, Y.; Terashima, Y.; Sumika; Nakamura; Kiyohara, R. Compression method for ECU software updates. In Proceedings of
the Tenth International Conference on Mobile Computing and Ubiquitous Network (ICMU), Toyama, Japan, 3-5 October 2017;
pp- 1-6.

Lauber, A.; Guissouma, H.; Sax, E. Virtual Test Method for Complex and Variant-Rich Automotive Systems. In Proceedings of the
2018 IEEE International Conference on Vehicular Electronics and Safety (ICVES), Madrid, Spain, 12-14 September 2018; pp. 1-7.
Introduction to the Zipwire Interface. Available online: https:/ /www.nxp.com/docs/en/application-note/ AN5134.pdf (accessed
on 3 April 2021).

Oh, J.H.; Yoon, Y.H.; Kim, ].K.; Ihm, H.B.; Jeon, S.H.; Kim, T.H.; Lee, S.E. An FPGA-based Electronic Control Unit for Automotive
Systems. In Proceedings of the IEEE International Conference on Consumer Electronics (ICCE), Las Vegas, NV, USA, 1-13 January
2019; pp. 1-2.

Intel MAX10 FPGA Configuration User Guide. Available online: https:/ /www.intel.com/content/dam/www /programmable/
us/en/pdfs/literature/hb/max-10/ug_m10_config.pdf (accessed on 20 March 2021).

Xilinx 7 Series FPGAs Configuration User Guide. Available online: https:/ /www.xilinx.com/support/documentation /user_
guides/ug470_7Series_Config.pdf (accessed on 20 March 2021).


http://doi.org/10.1109/TII.2017.2776250
http://doi.org/10.3390/electronics10060739
http://doi.org/10.1109/TITS.2021.3059769
http://doi.org/10.1109/TIE.2017.2762638
http://doi.org/10.3390/electronics10040469
http://doi.org/10.1109/TSMCC.2011.2106493
http://doi.org/10.3390/electronics9050868
http://doi.org/10.3390/cryptography4040026
https://www.nxp.com/docs/en/application-note/AN5134.pdf
https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/hb/max-10/ug_m10_config.pdf
https://www.intel.com/content/dam/www/programmable/us/en/pdfs/literature/hb/max-10/ug_m10_config.pdf
https://www.xilinx.com/support/documentation/user_guides/ug470_7Series_Config.pdf
https://www.xilinx.com/support/documentation/user_guides/ug470_7Series_Config.pdf

	Introduction 
	Background 
	Zipwire Communication 
	In-System Programming 

	System Architecture and Mechanism 
	Overall Design of System 
	Flow of In-System Reconfiguration 
	FPGA Reconfiguration Feature 
	Design of the Zipwire Controller 

	Results and Discussion 
	Experiment Environment and Equipment 
	Experimental Results of In-System Reconfiguration 
	Functional Verification of Zipwire Controller 
	Discussion 

	Conclusions 
	References

