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A B S T R A C T   

With the rapid development of clinical diagnosis and treatment, many traditional and conven
tional in vitro diagnosis technologies are unable to meet the demands of clinical medicine 
development. In this situation, nanomaterials are rapidly developing and widely used in the field 
of in vitro diagnosis. Nanomaterials have distinct size-dependent physical or chemical properties, 
and their optical, magnetic, electrical, thermal, and biological properties can be modulated at the 
nanoscale by changing their size, shape, chemical composition, and surface functional groups, 
particularly because they have a larger specific surface area than macromaterials. They provide 
an amount of space to modify different molecules on their surface, allowing them to detect small 
substances, nucleic acids, proteins, and microorganisms. Combining nanomaterials with in vitro 
diagnosis is expected to result in lower detection limits, higher sensitivity, and stronger selec
tivity. In this review, we will discuss the classfication and properties of some common nano
materials, as well as their applications in protein, nucleic acids, and other aspect detection and 
analysis for in vitro diagnosis, especially on aging-related nanodiagnostics. Finally, it is summa
rized with guidelines for in vitro diagnosis.   

1. Introduction 

With the rapid advancement of clinical diagnosis and treatment, many traditional and conventional in vitro diagnosis technologies 
are unable to meet the demands of clinical medicine development. In this situation, nanotechnology grew drastically as an emergent 
discipline in the late 1980s and early 1990s. Nanomaterials are materials in which at least one dimension of the three-dimensional 
spatial scale is in the nanometer scale (1–100 nm), and their surface effect, volume effect, and quantum size influence drastically 
modify the structure of materials, resulting in nanomaterials with several outstanding properties that differ from traditional materials 
at the macro level. People began to research nanoparticles in the 1960s, and in 1963, Uyeda created metal nanoparticles using gas 
evaporation and condensation, then examined them with electron microscopy and electron diffraction [1]. In 1984, Gleiter of Saarland 
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Table 1 
Comparison between different nanomaterials.  

Classification Diameters Properties/advantages Applications Limitations/disadvantages 

Quantum dots 
(QDs) 

2–10 nm [12] Broad absorption spectrum, narrow optical band, excellent 
photovoltaic stability; high penetration capacity in 
biological media, excellent optical properties. 

Multi-color and high stability fluorescence 
imaging, drug delivery systems. 

High light quenching rate, pH sensitivity, broad emission 
spectrum, difficulties dissolving in solution, toxicity, etc. 

Gold nanoparticles 
(AuNPs) 

1–100 nm [20] Surface plasmon resonance, Raman effect enhancement, 
near-infrared spectral absorption; suitable for 
photodynamic therapy, large surface area. 

Cancer treatment, imaging agents, drug 
delivery vehicles and absorptive heating 
agents, cell imaging and therapeutics. 

Low detection sensitivity; poor thermotherapy specificity, 
expensive for commercial production, non-biodegradability, 
etc. 

Magnetic 
nanoparticles 
(MNPs) 

2–20 nm [42] Magnetic responsiveness and superparamagnetism; easy 
elimination from the body, mechanical and chemical 
stability, size uniformity. 

Biomarkers and biosensors, MRI, PET, 
fluorescence imaging, tissue repair, drug 
carriers, disease diagnosis and therapy. 

High cost, low magnetic thermal efficiency, toxicity, low 
biocompatibility and elimination, challenge to direct MNPs 
to desired tissue in the absence of magnetic field, etc. 

Carbon nanotubes 
(CNTs) 

0.2–100 nm [55] High electrical and thermal conductivity; high strength, 
stiffness, and elasticity. 

Artificial bones and joints, biosensors, 
bioimaging, and drug delivery systems. 

High cost, particle aggregation, unstable under extreme 
conditions, potential toxicity, poor biocompatibility and 
elimination, etc. 

Graphene oxide 
(GO) 

Tens of nanometers to 
tens of micrometers 
[60] 

High electrical and thermal conductivity; high specific 
surface area and excellent biocompatibility. 

Medical devices, biosensing, bioimaging, 
and drug delivery systems. 

High cost, particle aggregation, potential toxicity, processing 
difficulty, instability under harsh temperatures, low 
biocompatibility and elimination, etc. 

Nanowires (NWs) 1–100 nm [65] High specific surface area and excellent electrochemical 
properties. 

Biosensors and biomarkers, drug delivery 
systems. 

High cost, potential toxicity, low stability, processing 
difficulties, etc.  
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University in Germany and Siegal of Argonne Laboratory in the United States succeeded in producing nano-fine powders of pure 
substances, and also pressurized iron particles with a diameter of 6 nm into shape in situ in a high-vacuum and sintered 
nano-microscopic crystals, ushering in a new era of nanomaterial research [2]. The development of nanomaterials can be broadly 
divided into three stages based on the connotation and characteristics concentrated on the development of nanocrystalline or nano
phase materials and the differences between them and ordinary materials. From 1990 to 1994, researchers focused on using nano
materials’ physical and chemical properties to develop nanocomposites. The synthesis of composites and discovery of physical 
characteristics became the key goals of nanomaterials research. After 1994, the nanoassembly systems became the dominant trend. 
Their fundamental idea is to use nanoparticles or nanowires as building blocks, then combine them to form nanostructured systems in 
one, two, or three dimensions. 

Nanomaterials have distinct size-dependent physical or chemical properties, and their optical, magnetic, electrical, thermal, and 
biological properties can be modulated at the nanoscale by changing their size, shape, chemical composition, and surface functional 
groups, particularly because they have a larger specific surface area than macromaterials. They have adequate surface area to modify 
numerous chemicals, allowing them to detect small substances, nucleic acids, proteins, and microorganisms. With the support of 
numerous specific properties of nanomaterials, scientists have made remarkable advances in various research fields, which also 
stimulates the applications of nanomaterials more and more widely, such as energy transduction [3,4], electronic fabrication [5], 
nanomedicine fields [6–9]. 

In vitro diagnosis technology is a service that obtains meaningful clinical diagnostic information by evaluating body samples from 
outside the human body, such as blood, body fluids, and tissues, in order to diagnose disease or body function. Combining nano
materials with in vitro diagnosis is expected to result in lower detection limits, higher sensitivity, and stronger selectivity. Currently, 
there are just a few reviews on nanomaterials in vitro diagnosis available. From this perspective, we will discuss the classfication and 
properties of some common nanomaterials, as well as their applications in protein, nucleic acid, and other aspect detection and 
analysis for in vitro diagnosis, especially on aging-related nanodiagnostics. Finally, it is summarized with guidelines for in vitro 
diagnosis. 

2. Classification and properties of nanomaterials 

Nanomaterials are nanometer-scale materials (nm, 10− 9 m) that can be classed as zero-dimensional (such as nanoparticles (NPs)), 
one-dimensional (such as nanofibers, nanowires, and nanotubes), two-dimensional (such as nanofilm), or three-dimensional (such as 
bulk material) [10,11]. In recent years, many nanomaterials have been extensively researched for biomedical applications due to their 
optical, magnetic, electrical, thermal, and biological properties. Quantum dots, gold nanoparticles, magnetic nanoparticles, graphene 
oxide, carbon nanotubes, and nanowires are among the most popular, having been widely used in a variety of in vitro diagnostic 
applications. Table 1 displays their diameters, properties, advantages and applications, limitations and disadvantages. 

2.1. Quantum dots (QDs) 

Quantum dots (QDs) are nanomaterials with exceptional optoelectronic characteristics with sizes ranging from 2 to 10 nm [12]. 
QDs electrons are restricted to three spatial dimensions due to their dimensions being far smaller than the Bragg lattice constants of 
conventional materials, resulting in the quantum size effect. This activity alters the energy band structure and optoelectronic prop
erties of QDs, resulting in superior spectrum features and photoelectric conversion efficiency. Their size, shape, and composition can 
be slightly altered by the “quantum confinement effect” [13], which states that when a semiconductor particle’s radius is smaller than 
its exciton Bohr radius, the particle’s energy spectrum becomes discrete. This process produces a discrete band gap that varies with 
particle size. QDs can thus be made to emit a specific fluorescence spectrum spanning ultraviolet (UV) to near-infrared (NIR) wave
lengths by selecting the appropriate size and composition. They outperform commonly used fluorochromes, such as organic dyes and 
fluorescent probes, due to their broad absorption spectrum, narrow optical band, and high photovoltaic stability. QDs have a narrow 
and symmetrical emission spectrum, making them more suited for detecting numerous fluorescence spectra at the same time, whereas 
ODs have a broader absorption spectrum, allowing for simultaneous emission of all fluorescent colors of various QDs from a single 
excitation source. Furthermore, QDs offer various benifits over ordinary organic fluorescent dyes, such as low photobleaching, large 
molar extinction coefficients, high quantum yields, and long fluorescence lifetimes, making them excellent as optical probes. As a 
result, QDs are recognized as a feasible substitute for organic fluorescent dyes and can be used in a wide range of bioanalysis, including 
biosensing, optical imaging, cell separation, and diagnosis [14,15]. However, ODs have some limitations and drawbacks, including a 
high light quenching rate, pH sensitivity, a broad emission spectrum, difficulties dissolving in solution, and toxicity, etc. 

Biosynthetic quantum dots (BQDs), a form of fluorescent nanomaterial, were recently reported to be synthesized using Staphylo
coccus aureus [16]. Aside from BQDs, protein A binds to the Fc region of monoclonal antibodies, allowing nanomaterials to be 
selectively attached to them. BQDs have enabled the development of novel electrochemical biosensors. Ultra-low levels of 
prostate-specific antigen (PSA) can be detected using differential pulse voltammetry (DPV), electrochemical impedance spectroscopy 
(EIS), and electrochemiluminescence (ECL) as a transduction method. This idea is easily extendable to the ultrasensitive detection of 
vital illness signs such as proteins, viruses and pathogens [17,18]. 

2.2. Gold nanoparticles (AuNPs) 

Gold nanoparticles (AuNPs) are metal particles with diameters ranging from 1 to 100 nm that have the advantages of low toxicity, 
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easy surface modification, biocompatibility, and distinctive optical features, as well as the ability to fine-tune particle size, shape, and 
surface properties [19,20]. AuNPs can be used as contrast agents in imaging tests including computed tomography (CT), magnetic 
resonance imaging (MRI), and optical imaging for their good optical qualities, which allow clinicians to see patients’ lesions more 
clearly. AuNPs surpass traditional contrast agents in terms of biocompatibility and imaging resolution, potentially increasing clinical 
diagnosis accuracy and reliability [21,22]. Among of these, the surface plasma resonance (SPR) effect is a distinguishing optical 
property of AuNPs [23], induced by the resonance phenomenon that occurs when the incident light interacts with the free electrons on 
the surface layer of AuNPs. SPR occurs when the incident light frequency and the vibration frequency of free electrons on the surface 
layer of AuNPs coincide, allowing metal nanoparticles to significantly boost their light absorption and scattering capacities. According 
to Gans theory [24,25], two SPR bands (longitudinal band and the transverse band) will convert AuNPs from spheres to rods. When the 
aspect ratio of AuNPs increases, the longitudinal band redshifts dramatically, causing a color shift from blue to red [26]. Furthermore, 
plasmon resonance is controlled by modulating the shape, size, and composition of metal nanoparticles, as well as the wavelength and 
polarization state of incident light, allowing for precise regulation of the optical properties of metal nanoparticles, opening up new 
avenues for their applications in sensing, imaging, catalysis, and other fields. However, there are certain limitations and disadvantages 
of AuNPs, such as low detection sensitivity, poor thermotherapy specificity, expensive for commercial production, and 
non-biodegradability, etc. 

In recent years, AuNPs have been widely used in the diagnosis of cardiac diseases such as myocardial infarction due to their ca
pacity to detect target biomarkers with surface changes directly from serum samples, making them many times more sensitive than 
conventional biosensors [27–32]. AuNPs have also been used successfully in a range of biological applications, including biomarkers, 
DNA sensors, molecular recognition systems, drug delivery systems, and optical imaging, because of their unique, advanced, and 
enhanced physicochemical features [33–38]. For example, during the SARS-CoV-2 global pandemic in the previous two years, when 
the demand for rapid, simple, and cost-effective point-of-care (POC) diagnostic tests was unprecedentedly high, the combination of 
AuNPs with specific antibodies for detecting the presence of SARS-CoV-2 antigens by lateral flow immunochromatography assay 
(LFIA) greatly improved the sensitivity and specificity of traditional immunochromatographic techniques and provided effective 
support [39]. Prostate cancer, one of the most frequent malignant tumors in men, can be detected early with a biomarker called PSA. 
Alnaimi and his colleagues’ electrochemical biosensor detects PSA throughout a linear range of 1–100 ng/mL, with a minimum 
detection limit of 1 pg/mL. The detection binding time is 5 min, and the PSA is high sensitivity, so the sensor has the characteristics of 
high sensitivity, a wide linear range, a low detection limit, and a low cost, which is extremely important for the early diagnosis of 
prostate [40]. 

2.3. Magnetic nanoparticles (MNPs) 

Magnetic nanoparticles (MNPs) are a significant form of nanoparticle with diameters ranging from 2 to 20 nm. They are typically 
made of pure metals (Fe, Co, Ni, and other rare earth metals) or metal-polymer mixtures [41,42]. Iron oxide nanoparticles have 
become widely used in biomedicine due to their biocompatibility, biodegradability, and superparamagnetism. The capacity of MNPs to 
magnetically modify an external magnetic field provides a considerable advantage [43]. MNPs not only exhibit unique nanomaterial 
properties such as small particle size, large specific surface area, and strong connectivity, but also show significant magnetic 
responsiveness and superparamagnetism [44]. MNPs are classified as paramagnetic, ferromagnetic, or superparamagnetic particles in 
medical and biological applications. Superpara- and ferro-magnetic particles have a magnetic core and a surface coating, whereas 
paramagnetic particles are predominantly chelates of paramagnetic ions with no discernible core or surface layer. MNPs’ magnetic 
properties are primarily determined by their core material, as well as the size and form of the ferromagnetic particles. In general, a 
material’s magnetic properties are highly dependent on temperature. When the temperature approaches the material’s Curie tem
perature, its ferromagnetism and superparamagnetism disappear, and it shows paramagnetic activity [45]. MNPs have been used in a 
range of applications, including biomarkers and biosensors, MRI, positron emission tomography (PET), fluorescence imaging, tissue 
healing, drug carriers, disease detection and treatment [46–50]. Yu et al. discovered that oligomalic acid-modified MNPs can be used 
as bioprobes to specifically recognize and capture complementary nucleotide strands, as well as isolate and purify them in the presence 
of a magnetic field [51]. In cellular phagocytosis assays, it was observed that the aminoglycolic acid-modified particles resisted 
phagocytosis by phagocytes while being readily phagocytosed by cancer cells. This shows great promise in tumor diagnosis and 
treatment [44,52–54]. However, there are certain limitations and disadvantages of MNPs, such as their expensive cost, low magnetic 
thermal efficiency, potential toxicity, low biocompatibility and elimination, difficulties in directing MNPs to desired tissue in the 
absence of magnetic field, etc. 

2.4. Carbon nanotubes (CNTs) 

Carbon nanotubes (CNTs) are tubular structures made of a single layer of carbon atoms. They are divided into two types: single- 
walled CNTs, which have internal diameters between 0.2 and 2 nm and are composed of a single layer of carbon atoms, and multi- 
walled CNTs, which have internal diameters between 2 and 100 nm and are made of many concentric layers of carbon atoms. This 
structure confers a number of unique physical and chemical features to CNTs [55]. These distinctive characteristics include: First, 
because CNTs and graphite have comparable electronic structures, they have strong electrical and thermal conductivity. Second, 
because of its solid structure, CNTs have extraordinarily high strength and stiffness, with values approaching hundreds of megapascals, 
or many times the strength of steel. The elasticity is also high, with the capacity to bear severe bending and tensile deformation. Third, 
CNTs have a highly flat surface that facilitates extensive chemical interactions with other substances, as well as excellent physical and 
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chemical properties. Because of these qualities, CNTs are ideal biological materials for application in prosthetic bones, joints, bio
sensors, and drug delivery systems. However, CNTs have some limitations and disadvantages, such as high cost, particle aggregation, 
instability under extreme conditions, potential toxicity, poor biocompatibility and elimination, etc. 

CNTs’ unique optical properties can be used for bioimaging, and Huai et al. have shown that this imaging technique can aid in the 
clinical diagnosis of disease by detecting and characterizing tumor cells, as well as in the early detection of lesions, hence increasing 
treatment success rates [56]. Because of their strong electrical conductivity and chemical durability, CNTs can be used to create 
extremely sensitive biosensors. These sensors can detect numerous biomolecules, including lipids, proteins, DNA, making them 
suitable for disease detection and treatment. For examples, Ashkan et al. demonstrated higher lipid content in tumor tissue secretions 
than in normal tissues using the results of lipid content detection of more than 100 human breast biopsy tissue secretions by biosensors 
synthesized from CNTs, which complements clinical biopsy-based diagnostic rapid detection methods [57]. Aseel Alnaimi et al. 
developed biosensors built of multi-walled CNTs to add clinical value in the early detection of prostate cancer [40]. They achieved the 
goals of high efficiency, low cost, a low lower limit of detection, a broad linear range, and improved specificity for PSA detection in 
blood. ECL is a cutting-edge analytical method used in clinical monitoring and disease detection. CNTs can be used to improve ECL 
signals and gain new insights into the mechanisms underlying ECL onset, as well as for microsphere-based immunoassays and ECL 
microscopy-based bioimaging [58]. 

2.5. Graphene oxide (GO) 

Graphene, which was first successfully isolated by two British scientists (Geim and Novoselov) in 2004 [59], has revolutionized a 
variety of fields, including electronics and energy. Scientists have made tremendous efforts over the last decade to explore graphene 
and learn more about its physical and chemical properties. Graphene and its derivatives have attracted a lot of attention because of its 
versatility and modifiability. Graphene’s large specific surface area, thermal and electrical conductivity, and ease of modification or 
functionalization make it an attractive candidate for biological applications; however, its poor dispersibility in water and many organic 
solvents limits its use in biomedical applications. 

Graphene oxide (GO) is formed by oxidizing graphene with diameters ranging from tens of nanometers to tens of micrometers [60], 
keeping the graphene’s enormous planar structure and specific surface area while introducing hydrophilic groups such as epoxy, 
hydroxyl, and carboxylic acid groups. These hydrophilic groups can interact with other substances through hydrogen bonding, 
electrostatic interactions, and covalent bonding, making them an effective carrier platform for bioactive chemicals. As a result, GO has 
been proposed as a viable alternative to graphene in a number of biomedical applications, including drug delivery, cancer therapy, and 
therapeutic diagnostics. GO has high electrical conductivity, a large specific surface area, and excellent biocompatibility. It may 
interact selectively with biomolecules to detect biomarkers and disease-related chemicals [61]. Combining GO with biomolecular 
recognition elements allows for the development of highly sensitive and selective biosensors for rapid and accurate disease diagnosis 
[62]. Furthermore, because of its outstanding optical properties and biocompatibility, GO has been used in bioimaging and drug 
administration systems, resulting in novel approaches and technologies for clinical diagnosis and treatment [62–64]. Yang et al. 
showed that gadolinium-functionalized GO nanoparticles can be used as a contrast agent for magnetic resonance imaging to detect the 
location and extent of drug delivery across the blood-brain barrier to tumor tissues [63]. Han et al. found that titanium dioxide 
nanoparticles encapsulated in GO nanoparticles can detect the cardiac marker cTnI with a linear dynamic range of 1.0 × 10− 13-1.0 ×
10− 10 mol/L and detection limit of 4.0 × 10− 14 mol/L using potentiometric ECL. This approach offers a wide linear range and a low 
detection limit, making it a precise, sensitive, and fast tool for identifying myocardial injury [62]. However, there are certain limi
tations and disadvantages of GO, such as high cost, particle aggregation, potential toxicity, processing difficulty, instability under 
harsh temperatures, low biocompatibility and elimination, etc. 

2.6. Nanowires (NWs) 

Nanowires (NWs) are wire-like structures with microscopic scales and widths ranging from 1 to 100 nm [65]. Alternatively, they 
might be defined as structures with a lateral size of a few tens of nanometers or less but an unlimited longitudinal extent. Over the past 
two decades, several metallic, compound semiconducting, and dielectric materials have been developed for NWs. NWs, with their large 
specific surface area and excellent electrochemical characteristics, can be utilized as carriers for biosensors that detect biomarkers and 
disease-related chemicals [66]. Furthermore, researchers have employed functionalized NWs to creat very sensitive biosensors capable 
of rapidly detecting tumor markers and disease-related molecules such as viruses, thereby providing a new technique of clinical 
diagnosis [67,68]. Viruses are the leading cause of human disease, and there is growing worry about their propensity to be used as a 
biological weapon. To date, NWs have successfully detected a variety of viruses, including influenza A H3N2, Dengue, HIV, and H1N1 
[69]. Nanowire-modified sensors detect IFN-γ levels below 150 T cells in individuals with tuberculosis and HIV infection, which 
routine tests cannot detect [70]. Du et al. demonstrated that silicon nanowire array biosensors have a considerable advantage in ctDNA 
detection, with an ultra-low detection limit of 10 aM and good linearity across the ctDNA concentration range of 0.1 fM to 100 pM 
[71]. However, NWs have some limitations and disadvantages, such as high cost, potential toxicity, low stability, and processing 
difficulties, etc. 
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3. Applications of nanomaterials in protein detection and analysis 

3.1. Applications of nanomaterials in protein sequencing 

The proteome may provide a more accurate description of a cell’s or organism’s physiology than DNA does. The sequence and 
spatial structure of a protein are both part of its information. Protein sequencing provides valuable information for disease diagnosis 
and treatment [72]. In recent years, electrochemical nanopore technologies have emerged as a viable alternative approach to pro
teomic analysis. Nanopore structures, which may be modified in size, shape, and surface properties to selectively detect and conduct 
protein molecules, are an important application of nanomaterials in protein sequencing. The combination of nanomaterials with 
nanopore technology can also enable high-throughput protein sequencing, increasing the speed and efficiency of the process. 

The basic idea behind nanopores is that an insulating barrier layer the size of a nanopore separates an electrolyte-filled chamber 
into two microscopic compartments. When the electrolytes are charged, a single molecule can pass through the pore and partially 
prevent ions from entering the nanopore. During translocation, the ionic current level drops and then returns to its previous value. 
Nanopore size, surface properties, voltage, and solution can all influence ionic current. Residence duration, current amplitude, and 
capture rate are all important factors in molecular structure and dynamic motion. When a single molecule makes contact with the 
nanopore sensing surface, a conventional ionic current modulation occurs, revealing the transporter molecule’s composition, charge 
distribution, structure, and sequence. As a result, nanopores’ ability to read the sequences of individual protein residues is determined 
by well-defined fluctuations in ionic currents. Nanopore arrays, in particular, allow high-throughput parallel detection of low- 
abundance proteins, protein rescue in the absence of in vitro amplification methods, and the interpretation of long-read proteins 
without labeling and/or enrichment [73,74]. 

Several bio-nanopores are routinely employed, including α-hemolysin (α-HL), Mycobacterium smegmatis porin A (MspA), aerolysin 
(AeL), and Fragaceatoxin C (FraC) [75–78]. α-HL nanopores were utilized to study the aggregation of Aβ associated with Alzheimer’s 
disease (AD). Results showed that the amyloidosis process of Aβ is influenced by its initial structural properties and can be produced by 
β-CD [77]. FraC nanopores, both wild-type and mutant, were used to detect peptide/protein biomarkers [79]. The modified W116S 
FraC nanopore recognizes angiotensin I (Ang I), II (Ang II), III (Ang III), and IV (Ang IV) peptides in the mixture simultaneously, which 
is critical for regulating blood pressure and fluid balance [72,80]. 

3.2. Applications of protein-nanomaterials (PNs) hybrids in real-time and filed detection 

With the assistance of rapidly advancing nanotechnology, the combination of protein and nanomaterials (PNs) hybrids, which 
integrates various physicochemical properties of nanomaterials while also synergizing the functionality and performance of proteins, 
provides an excellent opportunity to demonstrate significant advantages and potential in a variety of biological applications [81–83]. 
The protein and nanomaterial components of PNs hybrid biosensors work together in a more functionally efficient (synergistic) 
manner to complete the biosensing process, from analyte recognition to signal generation. Proteins have strong affinity and specific 
recognition targets, and nanopaticles’ high surface area and/or porous nature allow for a large number of immobilization sites for 
protein loading or analyte separation/concentration. The excellent biocompatibility of nanomaterials improves protein function; 
nanomaterial components around proteins can protect them from denaturation caused by external influences, boosting stability and 
repeatability. Meanwhile, nanomaterials with diverse physical and chemical properties can serve as direct markers or indirect fixed 
substrates/catalysts for signal generation, greatly extending and diversifying signal types. For example, the novel Ab2-Au@Ag–Cu2O 
hybrid displays outstanding electrocatalytic activity for H2O2 reduction with a low LOD of 0.003 pg/mL for PSA detection because to 
the synergy of Au, Ag, and Cu2O [84]. Furthermore, because proteins and nanomaterials have varied surface chemistry, they can be 
coupled in a variety of ways under basic conditions, yielding protein-nanomaterial hybrids with highly integrated characteristics and 
various functionalities in a compact space. This greatly simplifies the integration/assembly of several components to create 
performance-enhancing and compact biosensors. They can be easily combined with portable readers and/or integrated into miniature 
substrates, exposing distinct advantages and possibilities in field inspections when paired with portable and small equipment such as 

Fig. 1. Schematic diagram of AUNP-based detection methods. AuNP was linked to TBAs and fixed to the reaction plate. TBAs bound to thrombin, 
conformational modifications occurred, charge transfer resistance was changed in the presence of REDOX, and further determination was carried 
out using an electrochemical method. 
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pH/glucose/temperature/gas analyzers, test strips, and microfluidic sheets [85]. 

3.3. Applications of nanomaterials in immune detection and analysis 

Noble metal nanoparticles have several advantages, including electrical conductivity, immobilization, and biosensor stability. 
AuNPs are the most widely used precious metal nanoparticles due to their biocompatibility and electrical properties. The primary use 
of AuNPs is to fix thiophene bridged aldehydes (TBAs), in which TBAs attach to thrombin, causing conformational changes that alter 
charge transfer resistance in the presence of REDOX (reduction-oxidation) couplings, which can then be measured electrochemically 
(Fig. 1). Meanwhile, silver and other noble metal nanoparticles have been used as electrochemical aptamers to thrombin detection [86, 
87]. For their local surface plasmon resonance (LSPR) features, AuNPs have a high extinction coefficient, making them ideal substrate 
materials for traditional substrate materials such as TMB in ELISA experiments (Fig. 2). The presence of analytes in ELISA may cause 
AuNPs to change size or form, allowing them to cluster together in colloidal solutions. The color of the colloidal solution allows the 
naked eye to perceive the AuNPs aggregation, which can then be measured using UV–visible spectrophotometry. Plasma ELISA is an 
ELISA technique that uses AuNPs as a substrate. The fundamental advantage of plasma ELISA over traditional ELISA is that the 
detection limit is substantially lower, yet he number of atomic analytes detectable with the naked eye is the greatest. AuNPs can be 
applied as multifunctional nanomaterials in ELISA immunoassays in the following ways: AuNPs can be used as three-dimensional 
antibody carriers, increasing detection sensitivity. They can also replace traditional enzymes in the preparation of ultra-sensitive 
and extremely stable immunoassay reagents, allowing for rapid and visual point-of-care testing systems in clinical applications [88]. 

Nanomaterials can be employed as protein capture carriers due to their distint interactions with proteins. AuNPs and MNPs, for 
example, can change the surfaces of proteins to selectively trap them. Also, structural alterations like nanopores can be used to capture 
proteins in nanomaterials. Raman scattering happens when nanomaterials are exposed to excitation light, producing distinct Raman 
spectra. Because nanomaterials’ size and morphology have a substantial influence on their Raman spectra, the Raman effect can be 
used to investigate their structure and properties. At the same time, nanomaterials have a large specific surface area and a broad 
surface functional group repertoire, which can be selectively combined with biomarkers to provide highly sensitive detection of 
chemicals and cells in organisms. For example, p24, a viral capsid protein in serum, is an early virological biomarker of HIV-1 
infection. The chemically amplified nanopore assay detects p24 in serum extreme sensitivity, with a detection limit as low as 0.5 
pg/mL, which is 20–100 times more sensitive than the ELISA method currently used in clinical practice [89]. Magnetic nanoparticles 
are used in nanopore blocking sensors to reduce PSA reaction time and atypical binding, allowing for extremely sensitive, specific, and 
rapid detection of PSA concentrations in patient blood while also lowering the PSA minimum detection limit [90]. Metallic nano
particles can considerably increase capacitive sensor sensitivity at the fM-pM level. The morphological complexity of nanoparticles 
does not always result in enhanced sensitivity, but rather broadens the linear response range. The simplest aptamer sensor, which only 
uses AuNPs, has one of the lowest LODs at roughly 0.14 fM, but the Ag Nanowire (Ag-NW)-based sensor has a linear range of almost 
five orders of magnitude. Meanwhile, due to their biocompatibility and anti-biological contamination features, aptamer sensors made 
of polymer materials may detect thrombin in whole blood analysis [91]. 

Cancer biomarkers are biological molecules that can be found in blood, tissues, and body fluids (including saliva, urine), including 
proteins (released or cell surface proteins), carbohydrates, and nucleic acids. Measuring cancer biomarker levels can help with early 
cancer detection. Protein markers such as CEA, AFP, PSA, and CA-125 are approved for cancer diagnosis, and their sensitivity can be 
increased through particular interactions with antibodies, antibody fragments, or aptamers. The interaction event is then turned into a 
quantitative signal. Because of their distinct properties, nanomaterials have been used to detect tumor markers with improved 
specificity and sensitivity. QDs stand out for their high quantum yield, high molar extinction coefficient, wide absorption range, strong 
photobleaching resistance, and outstanding degradation performance. Recent studies have used QD-based biosensors to detect cancer 
biomarkers, such as the detection of ovarian cancer CA-125 biomarker using QDs junction fitting [92], and the detection of PSA 
antigen by side-flow technology using QDs embedded with silica nanoparticles [93], as well as the detection of CEA and AFP antigens 
[93–95]. Meanwhile, AuNPs can detect cancer-related markers such as tumor DNA or cells and exosomes. Introducing many binding 
ligands to cells can have a multidimensional effect, boosting the specificity and sensitivity of the diagnosis [96]. 

Fig. 2. AuNPs is an excellent substrate for typical substrate materials, such as TMB in ELISA tests. The plates were coated with Anti-CA-125 primary 
antibody, treated with serum containing CA-125, and then supplemented with AuNP-Anti-CA-125-HRP secondary antibody, producing a cascade 
amplification effect. 
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4. Applications of nanomaterials in nucleic acid detection and analysis 

Karry Mullis developed the polymerase chain reaction (PCR) in 1983. Multiple heat cycles are used to replicate specific DNA se
quences from little amounts of DNA or RNA. PCR amplification of DNA templates involves several heat cycles in the presence of DNA 
polymerases and primers. During a heat event, the DNA template undergoes three major processes: denaturation, annealing, and 
extension, with the number of DNA strands increasing exponentially as the PCR cycle varies. Despite the fact that PCR is a sensitive 
technology capable of identifying small amounts of template DNA in the reaction (10–100 copies), it has several drawbacks [88]. The 
most common issue with conventional PCR is the production of non-specific amplification products that fail to amplify GC-rich areas of 
genomic DNA. As nanotechnology expanded and research advanced, nanoparticles were thoroughly investigated in assisted PCR 
technique [97]. A wide range of nanoparticles are utilized to increase PCR detection performance, including liposomes, carbon 
nanoparticles, metal nanoparticles, and QDs. In general, using nanoparticles in PCR detection can increase PCR yields, improve DNA 
replication fidelity, increase template DNA binding efficiency with primers and DNA polymerase, and facilitate heat cycling. 
Liposome-based PCR distinguishes itself from inorganic nanoparticle-based PCR by incorporating a distinct form of nano-PCR and 
providing cellular or nucleus-like hardware for PCR reactions [88]. 

Many nanomaterials have been effectively employed to improve the specificity and efficiency of PCR, including QDs, AuNPs [98], 
CNTs [97], GO [97], reduced graphene oxide (rGO) [97], various metal oxide materials (e.g., zinc oxide, titanium dioxide), and other 
composites (such as polymers doped with AuNPs). RNA polyadenylation has an impact on RNA location, function, stability, and 
translation in the cell. Nanopore 3’ end capture sequencing (Nano 3P-seq) eliminates the requirement for RNA polyadenylation, PCR, 
or RNA junction ligation, allowing sequencing of RNA molecules from the 3′ end of the RNA molecule, with the ability to capture non-A 
bases in varied lengths of poly A tails (Fig. 3) [99]. Zhang et al. demonstrated that nanopore sequencing can detect the presence of 
Neisseria gonorrhoeae in clinical samples as well as the 13 most frequently used resistance genes, with a minimum detection limit of 31 
copies/reaction for this method [100]. Circulating tumor DNA (ctDNA) in blood is a critical biomarker for non-invasive cancer 
diagnosis, evaluation, prediction, and treatment. The combination of hybridisation chain reaction (HCR) and nanopore sensors makes 
it possible to detect ctDNA in physiological fluids quickly, efficiently, and sensitively. KRAS G12DM is a small ctDNA biomarker used to 
detect colon cancer. The HCR nanopore sensing technology enables the rapid, specific, and sensitive detection of KRAS G12DM [101]. 
MicroRNAs are a type of non-coding RNAs that is short-stranded (18–22 nucleotides) and regulates the cell cycle, apoptosis, and 
signaling pathways. MicroRNAs are abnormally expressed in all tumor cells, and the types of microRNAs expressed vary by tumor cell 
type. Protein nanopore sensors must enhance membrane stability and high throughput capacity [102]. 

With the emergence of coronavirus disease 2019 (COVID-19), several researchers are proposing rapid and simple nucleic acids tests 
to help prevent the virus from spreading [103,104]. Lee et al., for example, developed two new point-of-care assays to rapidly detect 
infections [105]. One example is the nanoPCR, which uses core-shell magneto-plasmonic nanoparticles (MPNs). The gold shell 
significantly accelerates the thermal cycle by converting volume, plasma, and photothermal energy, whereas the magnetic core’s 
magnetic gap allows for sensitive in situ fluorescence detection. When utilized to detect COVID-19, the SARS-CoV-2 RNA found in 17 
min was as high as 3.2 copies/L, accurately identifying COVID-19 cases in 150 clinical samples, confirming its clinical utility [97]. 

5. Applications of nanomaterials on aging-related nanodiagnostics and other aspects 

Alzheimer’s disease (AD) is a neurodegenerative disease that is a leading cause of dementia and a significant contributor to 
mortality and disability of the elderly. As the aging of the population, insightful research and accurate diagnosis of AD becomes more 
important. miR-34a and amyloid beta (Aβ) are the two mains biomarkers for AD. A study conducted by Pereira et al. demonstrated that 
a novel electrochemical miRNA biosensor, developed using nanotechnology, exhibited high targeting affinity and specific detection 
capabilities for miR-34a. This provides a new, economic, and less invasive diagnostic tool for early detection of AD [106]. Chiu utilized 
immunomagnetic nanoparticle techniques to measure Aβ and tau proteins in plasma. The results indicated that Aβ1-42 × tau (642.58) 
can effectively differentiate patients with dementia from those in the preclinical stage of AD. The positive agreement percentage (PPA) 

Fig. 3. Nanopore sequencing model diagram. To break a double strand into a single strand, a single molecule of DNA passes through a pore protein, 
the pore protein has a protein molecule that acts as a converter, the single molecule of DNA stays in the pore, some ions cause current changes, and 
the current changes are different for different bases, and a computer calculation method is used to obtain the base sequence. 
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is 84.9 %, the negative agreement percentage (NPA) is 78.8 %, and the overall agreement rate (ORA) is 83 % [107]. Furthermore, a 
review published by Somayeh and colleagues outlined the use of nanotechnology-manufactured biosensors for detecting Aβ specif
ically, offering a more precise approach for early detection of AD [108]. Parkinson’s disease is the second most common neurode
generative disease in the elderly population. The pathogenic mechanism is diverse, and there are no specific and reliable laboratory 
diagnostic markers. Clinical diagnosis is mainly based on clinical symptoms and laboratory analysis of certain indicators, such as 
neurotransmitters, alpha-synuclein nucleotides, and dopamine. Traditional diagnostic methods are limited by low sensitivity and 
specificity, as well as poor equipment performance. Biosensors manufactured using nanomaterials such as graphene oxide, carbon 
nanotubes, and gold nanoparticles can improve the specificity and sensitivity of detecting Parkinson-related biological markers. 
Additionally, these biosensors offer a detection method with low-cost, easy-to-operate, and easy-to-functionalize [109]. Diabetic 
nephropathy (DN) is a chronic disease caused by proteinuria and progressive reduction of glomerular filtration rate (GFR) resulted 
from long-term hyperglycemia. It is a common complication of diabetes and one of the common diseases in the elderly population. 
With the aging of the population, its incidence is increasing year by year. Microalbuminuria has been widely regarded as the main 
clinical indicator for the diagnosis of DN, but its specificity is relatively low. With the continuous progress in life science, many 
microRNAs (such as miR-34a) have been speculated as new biomarkers of DN. However, traditional clinical detection methods for 
these biomarkers have limitations in terms of sensitivity and specificity. AuNPs have been successfully applied in the development of 
various diagnostic analyses due to their optical properties [110]. Yuting Liu used biosensors integrated with AuNPs to detect bio
markers associated with DN. The method has a wide range of linear detection capabilities, ranging from 1 pg/mL to 10 ng/mL, and has 
a very low detection limit as low as 0.3 pg/mL, indicating it’s high sensitivity and broad clinical application potential for DN-related 
biomarkers detection [111]. Nossier et al. conducted AuNPs-based analysis and achieved high (78 %, 72 %, 81 %, and 69 %) sensitivity 
and specificity of qualitative detection of urinary miR-210 and 34a. These data are consistent with the results from real-time fluo
rescent quantitative PCR. Therefore, AuNPs analysis is considered to be an effective method for non-invasive diagnosis of DN [112]. 
Diabetes is a chronic metabolic disease characterized by elevated blood glucose levels that can lead to severe damage to the organs and 
systems of the heart, blood vessels, eyes, kidneys, and nerves over time. In clinical practice, timely and accurate diagnosis and effective 
monitoring and management of diabetes are crucial to reducing the mortality of diabetes patients. In a review article, Yang suggested 
that, by combining nanomaterials such as carbon nanotubes, quantum dots, silicon nanowires, and other techniques such as elec
trochemical detection, optical detection, and qualitative spectrum detections, the newly formed analytical technology platforms can 
effectively improve metabolic analysis. This technological strategy has a huge potential to be used in the precise diagnosis of diabetic 
diseases in the early stages [113]. 

Bismuth sulfide nanoprobes have an in vivo half-life of up to 2 h and can be successfully boosted at the tumor site to enable CT 
imaging of the tumor. Additionally, bismuth sulfide has a low bandgap energy, allowing it to efficiently convert absorbed light energy 
into heat energy. CT-guided cancer treatment is now accessible, with tumor elimination is at 100 % [114]. Based on antigen-antibody 
specific recognition, AuNPs for coupling oligonucleotides rapidly capture Mycobacterium tuberculosis CFP-10, and the detection level of 
conjugated CFP-10 antibody by real-time immunofluorescence quantitative polymerase chain reaction (RT–IF–PCR), which reflects 
the proliferation of Mycobacterium tuberculosis and the progression of the disease, and the sensitivity of the RT–IF–PCR technique 
developed on the basis of a colorimetric sensor technology for glutathione detection was developed, based on the biological activity 
and stability of MnO2 nano-enzymes, providing low cost, simple, quick, extremely sensitive, highly selective, visual, and quantitative 
assays [115]. 

6. Summary and outlook 

Nanotechnology, as an emerging technology, has received a lot of attention since its inception and has now become one of the most 
important technologies of the 21st century, driving research in various fields and the development of diverse industries, with visible 
progress in medicine. Nanomaterials can solve many problems that standard treatment cannot. By using nanomaterials into traditional 
medicine, we can increase sensitivity, specificity, and reliability in disease diagnosis. For example, in the context of stroke, nano
materials can be programmed to release payloads in response to specific extracellular processes that occur around the clot and in the 
ischemic penumbral zone, allowing pathogenic characteristics to be detected at different stages of stroke progression [116]. 
Nanomaterial-based biosensors can detect more Leishmania protozoa in biological samples, hence boosting leishmaniasis diagnosis and 
detection [117]. Nanomaterials certainly have great potential in a varie of in vitro diagnostic applications, notably rapid detection. 
However, some obstacles must be addressed before the clinical transformation of in vitro diagnosis may be realized. To begin, 
nanomaterials for in vitro detection applications go through several phases, including design, synthesis, surface modification, and 
biocoupling, all of which are crucial to the overall performance of the nanoprobes. Because of the challenges of nanomaterial surface 
chemistry, improved preparation and modification procedures are necessary to offer nanoprobes with high reproducibility of per
formance, resilient surface coatings, and flexible functionalization and biocoupling processes. Second, the majority of current nano
technology in vitro diagnosis entail many operational phases, such as sample extraction, purification, and detection, all of which 
require professional and qualified personnel to execute. As a result, automated testing and reduced human labor via the creation of 
integrated portable devices are both viable options. Third, many nanoassay kits are still in the pre-clinical stage, and it is critical to 
evaluate and extensively examine the efficacy of these technologies in a clinical setting using a large number of clinical samples. Early 
clinical evaluation of nanomaterial-based in vitro diagnostic technologies can help to accelerate their clinical acceptance by accounting 
for the diversity of patient samples during technology development. Nanomaterials have the potential to disrupt the he cell’s auto
phagy process and change its fate. To advance nanomedicine, we must be more rigorous, concentrating only on nanotechnology and 
nanomaterials for safety research and evaluation, much as we do with cloning technology. Nanotechnology, like cloning technology, 
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requires time for debate; scientific research is ongoing, and new science and technology will be better suited to serve humanity. 
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