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A B S T R A C T

Memristors are considered one of the most promising new-generation memory technologies due to their high 
integration density, fast read/write speeds, and ultra-low power consumption. Natural biomaterials have 
attracted interest in integrated circuits and electronics because of their environmental friendliness, sustainability, 
low cost, and excellent biocompatibility. In this study, a sustainable biomemristor with Ag/mugwort:PVDF/ITO 
structure was prepared using spin-coating and magnetron sputtering methods, which exhibited excellent dura-
bility, significant resistance switching (RS) behavior and unidirectional conduction properties when three metals 
were used as top electrode. By studying the conductivity mechanism of the device, a charge conduction model 
was established by the combination of F-N tunneling, redox, and complexation reaction. Finally, the novel logic 
gate circuits were constructed using the as-prepared memristor, and further memristor based encryption circuit 
using 3-8 decoder was innovatively designed, which can realize uniform rule encryption and decryption of 
medical information for data and medical images. Therefore, this work realizes the integration of memristor with 
traditional electronic technology and expands the applications of sustainable biomemristors in digital circuits, 
data encryption, and medical image security.

1. Introduction

With the rapid development of technology, traditional circuit inte-
gration and in-memory computing are subject to the dual limitations of 
Moore’s law and von Neumann architecture, especially in terms of en-
ergy consumption, read/write speed, integration density, and flexibility 
[1,2]. Moreover, the exponential growth of various types of data in the 
information age has led to an increasingly widespread application of 
data encryption and image reconstruction technologies [3–5]. There-
fore, integrated computation and memory technologies have emerged as 

a research hotspot. Memristor, an emerging nonvolatile memory and 
computation integration technology, shows great potential applications 
in various fields [6]. Memristor facilitate high-density integration, 
which makes them ideal for high-performance computing and memory 
systems [7]. Additionally, memristors are excellent for simulating syn-
aptic functions similar to the human brain, providing new ways to 
develop artificial intelligence and neural networks [7–9]. The primary 
feature of a memristor is its resistance switching (RS) characteristic with 
hysteresis current–voltage (I–V) curve. Specifically, its resistance state 
can be reversibly switched between high–resistance state (HRS) and 
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low–resistance state (LRS) based on the direction and magnitude of the 
applied voltage [10]. The RS behavior of the memristor is usually 
determined by the charge flowing through the functional layer, implying 
that the RS characteristic can be adjusted by controlling the charge flow 
within functional layer of the memristor [11,12]. Therefore, memristor 
is one of the most promising new electronic devices that can overcome 
the limitations of traditional technology.

Memristors can perform logic operations based on two variables, 
which are used in logic gates and latches, using resistance instead of 
voltage or charge as the physical variables [13,14]. Besides, memristors 
can also implement Boolean logic gates based on temporal order and are 
characterized by fast operation and low power consumption [15]. Kuma 
et al. implemented an extreme learning machine algorithm using a 
combination of memristor crossbar array and complementary metal–-
oxide semiconductor (CMOS) circuits, and designed an encoder unit for 
classification tasks on real-time datasets [16]. Secure and efficient 
transmission and storage of sensitive medical information have become 
important challenges, especially for medical images with huge data 
volume, high redundancy and strong correlation [17]. Compared to 
traditional encryption techniques based on software algorithms alone, 
memristor based encryption reduces energy consumption and increases 
the speed of encryption and decryption processes [18,19]. Lin et al. 
developed a memristive-coupled neural network model for biomedical 
image encryption based on two neural networks and one memristor 
synapse [20]. Furthermore, Yang et al. designed a chaotic system based 
on the Chebyshev chaotic system and a memristor model to encrypt 
three-dimensional medical images, which can resist typical encryption 
attacks [21]. However, in practical applications, it is important to pri-
oritize simplicity of operation for the user (patient and physician) and 
effectiveness of encryption [22]. Therefore, it is necessary to develop an 
efficient hardware-encryption method based on memristors with low 
power consumption and high integration density, which can provide 
technical support for ensuring the security of medical data in the era of 
big data.

The performance of memristors mainly depends on the functional 
layer and electrode materials used to construct the core structure of the 
device [23]. A memristor is a three-layer structure, where metals or 
conductive oxides are typically used as the top and bottom electrodes 
[24–26]. Various materials are available for the functional layers of 
memristors, including metal oxides, ferroelectric materials, organic 
materials, and two-dimensional materials [27–29]. Among these, metal 
oxides as functional layer are extensively studied due to their excellent 
stability and durability [28–30]. However, memristors based on metal 
oxides still have some limitations, such as environmental pollution and 
poor biocompatibility [31]. The use of biomaterials as functional layer 
materials in devices can significantly reduce the release of toxic sub-
stances during the production and disposal process of electronic devices 
[32]. Additionally, biomaterials are often readily available from abun-
dant sources and are inexpensive. Hota et al. prepared a biomemristor 
with a high dynamic response using natural silk fibroin protein of silk-
worm [33]. Han et al. prepared an Ag/Au-fibril hybrid/Pt structured 
memristor and demonstrated the potential applications as biocompat-
ible device [34]. Chen et al. investigated a highly durable and biocom-
patible memristor, demonstrating its broad application as the next 
generation of implantable multi–resistor memories for health detection 
[6]. Therefore, these studies proved the potential of biomemristors in 
realizing multiple functions such as hardware-circuit encryption.

In this work, an Ag/mugwort:PVDF/ITO structured biomemristor 
with excellent RS behavior and unidirectional conduction properties 
was prepared. By fitting the I-V curves of the device in logarithmic form, 
the mechanism was attributed to a charge conduction mode driven by 
the combination of Fowler–Nordheim (F–N) tunneling, oxidation reac-
tion and complexation reaction. Finally, the as-prepared memristors 
were used to fabricate novel logic circuits, and the decoder-based 
encryption circuits were devised to enable encryption and decryption 
of ASCII code data and medical image. This work enables the 

combination of memristors with conventional electronic devices and 
expands the applications of memristors in digital circuits and data se-
curity encryption. These results advance the new research fields of 
biomemristor applications and medical information security.

2. Experimental section

2.1. Materials and reagents

In the same harvest period, mugwort leaves were harvested from 
Bozhou, Anhui Province, China. First, the mugwort leaves were rinsed 
with deionized water four times and dried naturally. Subsequently, the 
dried mugwort leaves were processed by mechanical grinding and ball 
milling (QM-2SP20, Xinnuo Instrument Co., Ltd., Shanghai, China) to 
prepare mugwort powder. Ball milling was conducted at a power of 50 
W and running time of 120 min. Unless otherwise stated, the reagents 
used in this experiment, such as N-methylpyrrolidone (NMP) and pol-
yvinylidene difluoride (PVDF), were purchased from Macklin 
Biochemical Co., Ltd., Shanghai, China.

2.2. Devices fabrication

The memristors were prepared by spin-coating and magnetron 
sputtering. First, the ITO substrates with an area of 2 × 2 cm were ul-
trasonically cleaned for 15 min with deionized water, anhydrous ethanol 
and deionized water, respectively. Then, ITO substrates were cleaned 
with a plasma cleaner for 10 min. Mugwort powder (1 g) was mixed with 
NMP (2.5 mL) at 60 ◦C under constant-temperature magnetic stirring for 
120 min. The supernatant was obtained by separating the completely 
dissolved solution from the solid and liquid. The supernatant was then 
mixed with PVDF to obtain a solution. The as-obtained solution was 
applied to the ITO-coated glass substrate via spin-coating method, with 
the spin-coater set to 200 rpm for 10 s and then 1000 rpm for 15 s. The 
mugwort:PVDF film was then dried at 60 ◦C for 24 h to remove volatile 
components. Finally, the device fabrication was completed by depos-
iting the Ag as the top electrode via magnetic sputtering using a metal 
mask. In addition, memristors with Cu/mugwort:PVDF/ITO structures 
and Ti/mugwort:PVDF/ITO structures follow the same manufacturing 
process described above.

2.3. Characterization and circuit simulation

The surface micro-morphology of the memristor and the cross- 
sectional thickness of the sample were characterized by scanning elec-
tron microscopy (SEM, Zeiss, Sigma300, Germany). The structural in-
formation and elemental composition of the mugwort:PVDF films were 
determined by X-ray diffraction (XRD, Rigaku Ultima IV, Japan) and X- 
ray photoelectron spectroscopy (XPS, ESCALAB 250Xi+, America). The 
energy bandwidths were investigated using Ultraviolet photoelectron 
spectroscopy (UPS, Thermo Scientific, ESCALAB Xi+, America) and 
Ultraviolet–Visible (UV–vis) spectroscopy (Hitachi, UH4150, Japan). 
The I–V curves of the device were measured by the electrochemical 
workstation equipped with a source meter (B2900, Keysight, Beijing, 
China) and a probe station (XIBI Semiconductor Technology Co., Ltd, 
Shanghai, China). The memristor-based circuit simulations were con-
ducted using the Simulink module of MATLAB (MathWorks, R2022b, 
USA).

3. Results and discussion

3.1. Microscopic characterization of memristor

The biomemristor was prepared using spin-coating and magnetron 
sputtering methods (Fig. 1a) [35,36]. Mugwort leaves were cleaned, 
dried, and then mechanically ground into superfine powder. After 
mugwort powder was mixed with NMP and PVDF to create a solution, 
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the solution was then spin-coated onto an ITO substrate. The substrate 
was covered with a mask, and then Ag was sputtered onto the surface of 
the mugwort: PVDF to serve as the top electrode of the device. Finally, 
the Ag/mugwort:PVDF/ITO memristor was subjected to I-V testing 
(Fig. S1). The structure of the as-fabricated memristor is shown in Fig. 1b 
and c, from which it can be seen that the ITO thickness is approximately 
700 nm and the thickness of mugwort:PVDF film is approximately 1.45 
μm. To evaluate the composition and structure of the as-fabricated 
mugwort:PVDF film, the film was subjected to XPS testing (Fig. 1d 
and e). The major elements of the mugwort: PVDF film were F, C, and O 
(the F element was from PVDF), which was also confirmed by the XRD 
testing (Fig. 1f). The intrinsic band gap of mugwort:PVDF is 3.4 eV by 
using UV–vis spectra and the corresponding Tauc plot (Fig. 1g). As a 
result, an Ag/mugwort:PVDF/ITO structured memristor was prepared 
without impurities.

3.2. Effect of top electrode on biomemristor

The performance of memristive devices is significantly affected by 
different electrode materials due to their different metal activities, 
binding energies, and valences [37–39]. To investigate the effect of 
different electrodes on the performance of the biomemristor, Cu, Ti, and 
Ag were used as the top electrode materials (Fig. 2). Each memristor 
with a different top electrode was scanned for 100 cycles by applying 
bias voltage sequence. Among them, the Cu/mugwort:PVDF/ITO 
structured memristor showed insignificant RS behavior and the I-V 
curve of the memristor gradually lost the curve window with the 
increasing number of scanning cycles, which indicated the poor stability 
of the Cu as top electrode based memristor (Fig. 2a). Subsequently, the 
memristor with Ti/mugwort:PVDF/ITO structure has a significant RS 
behavior and the window of the I-V curve gradually stabilized as the 
increasing of scanning cycles number (Fig. 2b). Notably, the resistance 

state of the memristor was changed from LRS to HRS when the bias 
voltage was increased, which was contrary to the case of the memristor 
with Cu as the top electrode. This may occur due to C atom related re-
actions in the biomaterials used as the functional layer, as demonstrated 
by Park et al., who fabricated the Au/lignin/ITO/flexible memristor 
with polyethylene terephthalate substrate [40].

When the top electrode material was changed to Ag, the memristor 
with the Ag/mugwort:PVDF/ITO structure exhibited excellent RS 
behavior and unidirectional conductivity. Specifically, the resistance 
state of the memristor can be switched from HRS to LRS when a positive 
bias voltage was applied, and remained at HRS when a negative bias 
voltage was applied. Additionally, the I-V curve window of the mem-
ristor with Ag as the top electrode remained stable even after 100 
scanning cycles, indicating excellent stability. Fig. 2d–f displays the I-V 
curves of three different memristors on a semi-logarithmic scale. The 
Ag/mugwort:PVDF/ITO structured device exhibits excellent RS perfor-
mance and stability. The HRS and LRS of a memristor are crucial pa-
rameters for determining memristor characteristics, and a higher HRS/ 
LRS ratio represents excellent RS behavior and a low misreading rate 
[41,42]. To compare the effect of three top electrodes on the HRS/LRS 
resistance ratio, the HRS and LRS of the devices were tested at specific 
voltages (1.0, 2.5, and 0.4 V). The test voltages were chosen to corre-
spond to the maximums of the windows of the I-V curves (Fig. 2g–i). The 
HRS/LRS resistance ratio of the memristor with Cu as the top electrode is 
the lowest (~1.05), and the resistance at HRS is unstable in the first 20 
cycles. Therefore, the memristor with Ag as the top electrode has the 
best RS performance with the resistance ratio of approximately 3.6 and 
stability. To investigate the optimal operating conditions and potential 
application of the Ag/mugwort:PVDF/ITO structured memristor, its RS 
behavior was analyzed at various bias voltages and scan rates.

Fig. 1. (a) Schematic of the biomemristor fabrication process. (b) Photograph of the as-prepared memristor. (c) Cross-sectional SEM morphology of the device. (d, e) 
XPS test of the as-prepared memristor. (f) XRD test of the mugwort:PVDF film. (g) UV–vis spectrum and corresponding Tauc plot (inset) of the mugwort:PVDF film.
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3.3. Unidirectional conduction property of the biomemristor

Fig. 3a shows the I-V curves of the Ag/mugwort:PVDF/ITO mem-
ristor under different voltage amplitudes (±0.5 V, ±1.0 V, ±1.5 V, and 
±2.0 V). The I-V curves show that the SET voltage of the device is 
increased with the voltage amplitude, suggesting that the threshold 
voltage of the memristor could be affected by the voltage amplitude, 
similar to the results of a previous study (Fig. S2) [43]. The unidirec-
tional conduction property of the memristor is disappeared when the 
voltage amplitude is less than ±0.8 V or more than ±1.5 V. This can be 
ascribed to the too small voltage to reach the SET voltage or increased 
conductivity of the functional layer owing to the increase of the number 
of Ag+ ions in the functional layer under high voltage [44,45]. The HRS 
and LRS of the memristor first increases and then decreases, and the 
HRS/LRS ratio reaches the maximum value at 1.0 V, which is about 3.6 
(Fig. 3c). To investigate the effects of scanning rate on the RS behavior 
and unidirectional conduction property of the memristor, Fig. 3b shows 
the I-V curves measured at the voltage amplitude of ±1.0 V and various 
voltage scanning rates (0.5, 1.0, 1.4, and 2.0 Vs-1). The resistance win-
dow of the memristor is reached its largest value when the voltage 
scanning rate is 1.0 Vs-1 (Fig. S3). The LRS of the memristor remained 
relatively constant with the voltage scan rate was increased from 0.5 
Vs-1 to 3.0 V s− 1, while the HRS initially decreases and then gradually 
increased (Fig. 3d). The reason for this phenomenon is that the injected 
electrons could undergo the trapping/de-trapping process when the scan 
rate was less than 2.0 Vs-1, but they lacked sufficient time to complete 
the process at higher voltage scan rates [46,47].

Fig. 3e shows the I-V curves of the diode and the Ag/mugwort:PVDF/ 
ITO memristor. The diode exhibits excellent unidirectional conduction 
properties (diode conducts at forward voltage and cuts off at reverse 
voltage). This implies that the diode current surge significantly when the 
forward voltage surpasses the conduction voltage (Von), whereas the 
current remains low at the reverse voltage. Diode breakdown becomes a 
risk if the reverse voltage exceeds the breakdown voltage (VBRS). The 
memristor exhibits comparable unidirectional conduction property, 
specifically the current in the memristor rapidly increases when the 
voltage amplitude is higher than Vset in the positive voltage region 
(PVR), whereas it remains low in the negative voltage region (NVR). 
Forward and reverse current and their ratio (F/R Ratio) are crucial in-
dicators of unidirectional conduction (Fig. 3f) [48]. The F/R Ratio was 
measured at different voltage amplitudes and scanning rates, and the 
results indicated that unidirectional conduction property was best at a 
voltage amplitude of ±1.0 V and a scan rate of 1.0 Vs-1 (Fig. 3h). Under 
these parameters, the forward and reverse current and F/R Ratio cor-
responding to each equal voltage of the memristor were tested, and the 
results showed that the F/R Ratio reached the maximum value (~12) at 
approximately 0.9 V (Fig. 3g).

3.4. Mechanism of biomemristor

The physical phenomena of both RS behavior and unidirectional 
conduction characteristics are rare in memristors, so it is necessary to 
further analyze the working mechanism in this study. The I-V curve in 
the PVR was segmented into three parts for analysis: the HRS (step 1), 

Fig. 2. (a) I–V characteristic curves of the device when Cu was used as the top electrode. (b) Ti as top electrode. (c) Ag as top electrode. (d, e, f) Semilogarithmic I–V 
characteristic curves of the devices. (g, h, i) Corresponding resistance value of the device at the HRS and LRS and the HRS/LRS resistance ratio.
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the high voltage region of the LRS (step 2), and the low voltage region of 
the LRS (step 3) (Fig. 4a) [48]. In step 1, the characteristic curve of the 
memristor in the voltage range of 0.48–1.0 V was analyzed using the F-N 
tunneling model [49,50]: 

I∝V2 exp
(

−
4d

̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅̅
2m*Φn

3
√

3hqV

)

(1) 

where q is the charge, d is the barrier width, m* is the effective mass of 
the electron, ϕn is the barrier height, and h is Planck’s constant. The 
equation can also be simplified as: 

Ln
(

I
V2

)

∝ −
1
V

(2) 

The slope of the curve is − 1.5 when V− 1 increased from 0 to 2.04, 
and it abruptly changed to a positive value when V− 1 exceeded 2.04 
(~0.49 V). The shape of the interfacial barrier gradually changed from 
trapezoidal to triangular with increasing bias voltage, indicating that the 
charge transport mechanism can be switched from direct tunneling to F- 
N tunneling with increasing applied voltage.

In step 2, the Schottky conduction model is fitted to the high voltage 
region from 1.0 V to 0.49 V, and the slope is 3.38. The fitting result 
indicates that the charge conduction behavior is consistent with 
Schottky conduction, indicating that some of the electrons are trapped 
during the conduction process (Fig. 4c) [51,52]. The Schottky conduc-
tion model and its simplified form can be described separately as [53]: 

J=
4πqm*(kT)2

h3 exp

⎡

⎢
⎢
⎢
⎢
⎣

q

(

Φn −

̅̅̅̅̅
qV
4πε

√
)

kT

⎤

⎥
⎥
⎥
⎥
⎦

(3) 

Ln(I)∝V1/2 (4) 

where J is the current density, T is the absolute temperature, k and ε are 
the Boltzmann and dielectric constants, respectively. Based on simpli-
fied Equation (4), Ln(J) and V½ has a linear relationship, so the mech-
anism in this region could be explained by the Schottky conduction. The 
energy band structure of the memristor is depicted in Fig. 4f, illustrating 
that the valence band and band gap of mugwort:PVDF film are 4.9 and 
3.4 eV, respectively.

In step 3, the charge transport mechanism is changed to direct 
tunneling, where the energy gained by the electrons decreases due to the 
reduction of the voltage (Fig. 4d). The I-V curves in the NVR were 
subjected to a double-logarithmic linear fit, which showed that the slope 
of the fit (~1.0) was consistent with the Ohmic conduction model 
(Fig. 4e) [44]. In summary, the mechanism of the memristor is influ-
enced by a combination of factors, and the mechanism of Ag/mugwort: 
PVDF/ITO memristor cannot be fully explained by curve fitting alone. 
As a natural biomaterial, mugwort contains numerous chemical com-
ponents, with the highest proportion being terpenes [54,55]. Consid-
ering the wide variety of terpenes, this work took limonene as an 
example to investigate the interaction between Ag+ ions in the func-
tional layer and their interfaces. Limonene typically exists in two 

Fig. 3. I–V curves of the Ag/mugwort:PVDF/ITO memristor under (a) different voltages and (b) different scanning rates. Comparison of the HRS and LRS of the Ag/ 
mugwort:PVDF/ITO memristor under (c) different voltages and (d) different scanning rates. (e) I-V curves of the diode and the memristor. (f) Measurement of the F/R 
Radio. (g) Variation of F/R Radio vs reading voltages under the voltage amplitude of ±1.0 V. (h) Effect of different voltage amplitudes and scanning rates on the F/R 
Radio of the device.
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isomers and is easily oxidized to form various limonene epoxides.
Fig. 4g illustrates three common oxides: 1,2,8,9-diepoxylimonene, 

carveol, and DL-carvone [56,57]. Initially, the application of an 
applied positive voltage to the top electrode resulted in the oxidation of 
Ag atoms, forming a small portion of Ag+ ions at the interface. 
Concurrently, the functional groups in the functional layer were 
oxidized by the electric field to produce oxides such as DL-carvone. The 
memristor was in HRS owing to the low electric field energy acquired by 
the charge, along with direct tunneling. Upon the application of a bias 
voltage exceeding the threshold (0.49 V), Ag+ ions were injected into the 
functional layer, causing the gradual triangularization of the interfacial 
barrier. This action induced energy band bending to induce the passage 
of electrons. As limonene oxides contained functional groups such as 
C-O-C and C-O-H, they could be interacted with metal ions such as Ag+

to form coordination complexes [52,58]. The injected Ag+ ions kept 
jumping towards the bottom electrode under the electric field, which 
were trapped by oxygen atoms on molecules such as carveol until 
reaching the bottom electrode [59]. The conductivity of the functional 
layer was increased, which caused the resistance state to switch from 
HRS to LRS (Fig. 4h). When the bias voltage was decreased from 1 V to 0 
V, the coordination complex between Ag+ ions and the organic oxide 
broke down, increasing the resistance of the memristor. When positive 
voltage was applied to the bottom electrode (ITO), the Ag+ ions were 

moved towards the top electrode and were reduced to Ag atoms at the 
interface. And a part of the organic oxides underwent a reduction re-
action, which caused the resistance of memristor to become HRS. In 
summary, a charge conduction model, which is driven by a combination 
of F-N tunneling, redox, and complexation reactions, is proposed to 
explain the mechanism of the Ag/mugwort:PVDF/ITOmemristor.

3.5. Logic circuits based on biomemristors

The memristor with Ag/mugwort:PVDF/ITO structure exhibites both 
RS behavior and unidirectional conduction properties. Unlike mem-
ristors with bipolar RS behavior, the memristor is more suitable for logic 
regulation because it does not need an additional reset threshold 
voltage, which increases applicability of the memristor in logic gates 
[13,60]. Given that CMOS devices currently represent the dominant 
logic gate circuit element, the integration of memristors with CMOS will 
drive the further application of memristors, which is also a challenge 
[61]. The resistance states during forward and reverse current flow are 
defined as LRS and HRS, respectively [35]. In this work, the Simulink 
module in MATLAB (MathWorks, R2022b, USA) was used to build and 
simulate logic circuits based on a biomemristor. Simulation parameters 
matched those of the memristor characteristics during simulation where 
HRS was 757Ω, LRS was 107Ω, high level input was 1.0V, and low level 

Fig. 4. (a) I–V curve of the device at 0 V → 1 V → 0 V. Fitting curves for the (b) F–N tunneling at 0 V → 1 V, (c) Schottky emission at 1.0 V → 0.49 V, (d) direct 
tunneling at 0.49 V → 0 V, and (e) ohmic conduction at 0 V → − 1 V. (f) Band schematic of the Ag/mugwort:PVDF/ITO structure. (g) Mechanism of Ag+ ions forming 
coordination complexes with limonene epoxides. (h) Schematic of the physical model of resistance state change.
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input was 0.1V. The AND and OR logic gate circuits were built by con-
necting two memristors in series with each other in the opposite (or 
positive) direction (Fig. 5a–c). The histograms of the input and output 
voltages showed that the logic outputs of the circuit were well differ-
entiated, where the output threshold was defined to be 0.6 V (Fig. 5b–d). 
The results demonstrated that the constructed logic gate circuits were in 
accordance with the logic truth tables of AND and OR (Fig. S4).

The three-input AND and OR logic gate circuits were successfully 
constructed, and the results showed that the output logic values were 
consistent with the truth table (Fig. S5). Subsequently, traditional CMOS 
devices were integrated into the circuit to further extend the function-
ality of the logic circuits based on memristors. Then, the CMOS NOT 
units were connected behind the AND and OR logic gate circuits to 
construct the NAND and NOR logic gates, where the value of V+ was 1V 
(Fig. 5e–g). The simulation numerical results and the truth tables of the 
corresponding logic gates were compared to confirm the logic re-
lationships (Fig. S4). The histograms generated from the simulation 
results showed that the NAND and NOR logic gates with CMOS NOT 
units were successfully constructed (Fig. 5f–h).

Furthermore, XOR logic gates were constructed by connecting the 
outputs of AND and OR logic gates consisting only of memristors to the 
inputs of the CMOS NOT units, respectively (Fig. 5j–k). The output result 
was "0″ when the levels of the two inputs were the same, and the output 
result of the XNOR logic gate circuit was the opposite, which was 

consistent with the truth table (Fig. S6). With these results, it was shown 
that the biomemristor with unidirectional conduction properties can not 
only be connected in series to realize logic judgments, but can also be 
integrated with CMOS devices to realize a variety of logic circuit ap-
plications. To test the potential of the memristor logic circuits for large- 
scale integration, a 3-8 decoder was constructed to employ a bio-
memristor. The 3-8 decoder was composed of eight three-input AND 
logic gates and three CMOS NOT units. The outputs of the 3-8 decoder 
based on biomemristors were compared with the truth table, and the 
results showed that the three inputs were logically correctly related to 
the eight outputs (Fig. S7). Then, the 0, 2, 3, and 7 output ports of the 3-8 
decoder based on the biomemristors were connected into one output 
using two OR logic gates, and the remaining four output ports were 
connected in the same way. This novel circuit altered the one-to-one 
correspondence between the inputs and outputs of the 3-8 decoder 
into a many-to-one logical relationship, and it was defined as an 
encryption circuit based on biomemristor (Fig. 5i). The correspondence 
between the output value of the encryption circuit and the truth table is 
shown in Fig. S8, where the threshold voltage is changed to 0.3 V.

3.6. Encryption and decryption of medical information

With the development of medical digitization, medical data has 
shown exponential growth and its complexity has also significantly 

Fig. 5. (a) AND logic gate based on the biomemristor and (b) its simulation results. (c) OR logic gate based on the biomemristor and (d) its simulation results. (e) 
NAND logic gate based on the biomemristor and (f) its simulation results. (g) NOR logic gate based on the biomemristor and (h) its simulation results. (i) Memristor 
encryption circuit based on 3-8 decoder. (j) XOR logic gate based on biomemristor and (k) its simulation results. (l) Histogram of the simulation results of the 
encryption circuit.
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increased [62]. Notably, medical imaging data is vast, and ensuring the 
secure and efficient storage of such large sensitive medical data is a 
major challenge in the medical field [63]. In this study, an encryption 
unit based on the established 3-8 decoder memristor circuit was con-
structed (Fig. 6a). The input X of the encryption unit correspond to the 
original data for encryption, whereas inputs Y and Z correspond to two 
keys (Fig. 6b). Subsequently, m × n encryption units were integrated 
into a hardware-based encryption circuit for encryption and decryption 
(Fig. 6c). It is well known that characters and numbers can be encoded 
using ASCII rules, where each symbol is linked to an 8-bit binary array. 
For instance, “D” can be encoded as “01000100”, with “1” denoting a 
high level and “0” representing a low level. “D r e a m” was encrypted by 
the memristor encryption circuit based on 3-8 decoder into “9 % i Z s”, 
and the outcome indicated a highly effective encryption (Fig. 6d). 
During decryption, the encrypted matrix information was combined 
with the two key matrices to obtain the decryption matrix. By comparing 
the decryption matrix with the original data, it could be proven that the 
entire encryption and decryption process was effective and complete. 
Depending on the requirements of the actual application, the encryption 

level can be improved by increasing the number of keys of the encryp-
tion circuit (increasing the number of input). Additionally, the logic and 
number of outputs can be expanded by changing the number and order 
of series and parallel connections of the memristor logic gates. Based on 
this encryption method, binary digit groups and images can be 
encrypted and decrypted in a similar manner (Fig. S9).

Magnetic resonance imaging (MRI) and computed tomography (CT) 
images are commonly used as medical imaging modalities for diagnosis. 
In this work, CT images of the abdomen were used as an example. The 
information in these medical images was represented by gray values, 
which ranged between 256 levels (from 0 to 255). It is noteworthy that 
256 can also be represented by an 8-bit binary array, which enables the 
unification in the format of medical information (texts and images). This 
implies that medical images can be encrypted using the same encryption 
rules as information of letters and numbers. In particular, the gray value 
information of a medical image can be represented by eight slicing 
matrices, with each pixel jointly represented by the same position cell of 
the eight slicing matrices. The effectiveness and accuracy of medical 
image encryption and decryption could be demonstrated by the 

Fig. 6. (a) Memristor encryption circuit based on 3-8 decoder. (b) Encapsulation diagram of the encryption unit. (c) Encryption matrix of m × n array. (d) Encryption 
and decryption of medical information by ASCII. (e) Encryption and decryption of the medical image.
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memristor encryption circuit based on a 3-8 decoder, which realized the 
unified encryption rule of medical information (Fig. 6e). Furthermore, 
this novel hardware encryption circuit based on biomemristors is 
capable of expedient and efficacious encryption and decryption of 
medical information, while also being environmentally friendly and 
cost-effective due to its utilization of natural biomaterials.

4. Conclusion

A biomemristor with Ag/mugwort: PVDF/ITO structure was pre-
pared using spin-coating and magnetron sputtering methods. The bio-
memristor with the Ag/mugwort:PVDF/ITO structure exhibited 
excellent durability, RS behavior and unidirectional conduction prop-
erties when compared to three different top electrodes: Cu, Ti, and Ag. 
Furthermore, the RS behavior and unidirectional conduction properties 
of the biomemristor were investigated under different voltage ampli-
tudes and scanning rates. A charge conduction model driven by a 
combination of F-N tunneling, redox reactions, and complexation re-
actions was proposed to explain the mechanisms of the memristive de-
vice. Finally, the biomemristor was used to construct novel logic gate 
circuits, in which a hardware-based encryption circuit was devised to 
realize the uniform rule encryption and decryption of medical infor-
mation including data and images. This work not only shows a low-cost 
and environmentally friendly biomemristor, but also facilitates the 
integration of memristors with traditional electronic devices. These re-
sults contribute to expanding the applicability of biomemristor in digital 
circuits, data encryption, and medical image security.
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