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Abstract 
Traditional Chinese medicine (TCM) has been employed to treat a wide range of ailments for millennia. Although the active ingredients 
of TCM typically have lower concentration of active compounds compared to Western medications based on conventional metrics, 
they frequently exert synergistic therapeutic effects on multiple targets. These varied effects hinder widespread adoption by 
making it challenging to evaluate efficacy and comprehend underlying mechanisms. High-throughput omics methods, particularly 
genomics, proteomics, metabolomics, and transcriptomics, open up new avenues for discovering biomarkers related to quality 
control, safety evaluation, authentication, and elucidating processing mechanisms. This paper reviews developments in these 
omics over recent decades, summarizes their applications in pharmaceutical research for quality control, toxicity evaluation, 
processing, and authentication, and discusses omics limitations. We also highlight how integrative omics and systems biology 
can advance TCM understanding and standardization.

Abbreviations: DCXC = Dong Chong Xia Cao, EPR = Euphorbia pekinensis Rupr., LLF = Ligustri Lucidi Fructus, MALDI = 
matrix-assisted laser desorption/ionization, MH = Mahuang, MHG = Mahuanggen, MS = mass spectrometry, NMR = nuclear 
magnetic resonance, NTBDS = non-targeted bidirectional screening, PM = Polygonum multiflorum, PR = Pinelliae rhizoma, RR 
= Rehmanniae radix, TCH = traditional Chinese herbs, TCM = traditional Chinese medicine, UPLC = ultra performance liquid 
chromatography.
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1. Introduction
The application of traditional Chinese medicine (TCM) in con-
temporary healthcare is expanding globally. The TCM sector 
has achieved significant progress in pursuing modernization 
over the past 2 decades.[1,2] However, innovation and preserva-
tion of TCM traditions remain challenges for both academia 
and industry. The modernization and global integration of TCM 
are hindered by the lack of standardized quality control pro-
tocols. Unlike synthesized pharmaceuticals, TCM preparations 
face greater difficulties in quality assurance due to their complex 
multicomponent chemistry and diverse preparation methods. 
Key factors affecting TCM quality include genetic variations, 
cultivation practices, environmental conditions, harvest timing 
and processing techniques.[3] Therefore, establishing scientifi-
cally rigorous quality assessment systems that address the entire 

production chain while respecting TCM principles is essential to 
ensure safety and therapeutic efficacy.

Omics refers to the collective characterization and quan-
tification of molecules that constitute a cell, tissue, or organ. 
It includes metabolomics, transcriptomics, proteomics and 
genomics, along with other omics subjects such as phosphopro-
teomics, peptidomics or lipidomics. By interpreting the intricate 
web of pathways and providing a comprehensive understand-
ing of the processes under study, omics techniques provide a 
deep picture of the multilayer functional molecular landscape.[4] 
Metabolomics has been effectively used in the analysis of TCM 
studies. It utilizes strong analytical tools, such as MS-hyphenated 
separation techniques and bioinformatics, to quantify the 
metabolites generated or changed in biological organisms. 
This approach has shown significant promise for clarifying 
the treatment mechanisms behind TCM and for advancing 
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our knowledge of metabolic pathways and disease-associated 
biomarkers more broadly.[5] Genomics is the study of genomes 
(including human genomes and therapeutic organisms) and their 
interactions. It utilizes technologies such as genome sequencing 
and bioinformatics algorithms to decode genetic information 
related to TCM, uncover regulatory networks, and elucidate 
the molecular functions of bioactive components.[6] By utilizing 
sophisticated proteomics technologies, such as 2-dimensional 
gel electrophoresis, multi-dimensional liquid chromatography, 
matrix-assisted laser desorption/ionization (MALDI)-time of 
flight mass spectrometry (MS), and isobaric tags for relative 
and absolute quantitation, proteomics enables comprehensive 
protein studies. This facilitates drug target discovery, bioac-
tive component identification, and mechanistic clarification of 
therapeutic actions.[7] Transcriptomics, as a powerful tool for 
elucidating disease mechanisms and identifying biomarkers, not 
only anhances clinical practice by improving diagnostic preci-
sion, but also enables researchers to assess alternative splicing 
and polyadenylation events, identify fusion transcripts, explore 
noncoding RNAs and refine transcript annotation, and discover 
novel transcripts.[8,9] Multi-omics technologies have provided 
in-depth insights into biomolecules and cellular constituents, 
including RNAs, proteins, metabolites, and genomic elements. 
Integrative approaches such as transcriptomics, proteomics, 
metabolomics, and whole-genome sequencing are generating 
promising results, with enhanced synergies when applied to the 
same patient cohort. This convergence enables comprehensive 
molecular profiling of TCM, facilitating development of tar-
geted therapies, prediction of treatment responses, optimization 
of diagnostic and therapeutic strategies and scientific validation 
of TCM safety and efficacy.

This report systematically reviews research activities from 
2014 to 2024 in TCM, focusing on medicinal materials and 
compound prescriptions. Analysis reveals that omics technolo-
gies have been employed to haracterize chemical compositions 
and their batch-to-batch variations, assess pharmacological 
activity and toxicological profiles, elucidate processing mech-
anisms (Paozhi), and authenticate herbal materials to combat 
adulteoverall process quality controlaches enable time-resolved 
molecular profiling and pathway analysis. These findings pro-
vide a scientific foundation for advancing TCM standardization 
and overall process quality control.

2. The development of TCM
TCM, with its 3 millennia of clinical application in China, is 
recognized as a highly structured system of herbal medicine 
globally.[10] Classification and effectiveness principles of TCM 
are documented in classic texts including Shen Nong’s Materia 
Medica and the Basic Compendium of Materia Medica.[11] The 
effectiveness and safety profiles of TCM have been established 
through millennia of empirical experience in its use. TCM con-
tinues to play a significant role in healthcare as complementary 
and alternative medicine, for disease prevention, treatment, and 
as a therapeutic approach. It is applied in managing conditions 
such as cardiovascular diseases,[12] cancer,[13] cerebrovascular 
diseases,[14] inflammatory disease,[15] coronavirus disease (Covid-
19).[16,17] Despite extensive research from preclinical (animal, cell 
culture) to clinical (epidemiological, trial) studies supporting 
TCM’s disease prevention and treatment potential, significant 
translational challenges persist. Standardized quality control 
protocols must be established to ensure reproducibility, particu-
larly regarding compatibility assessments of active compounds 
within multi-herb formulations. Concurrently, systematic eval-
uation of potential drug-herb interactions and cross-reactivities 
is essential for safe integration with conventional therapies like 
chemotherapy. As TCM gains global traction, rigorous valida-
tion of its efficacy and safety profiles through advanced tox-
icological profiling-distinguishing therapeutic versus harmful 

constituents-becomes increasingly critical.[18] Furthermore, iden-
tifying molecular biomarkers is pivotal for authenticating TCM 
components, elucidating mechanisms of action, and objec-
tively evaluating therapeutic outcomes.[19] Modern multi-omics 
approaches have begun identifying relevant chemical indicators, 
providing foundational tools to address these challenges and 
advance TCM toward evidence-based clinical practice.

3. The current situation of multi-omics approaches
In contrast to traditional research methods characterized by 
high time investment, cost, and risk, omics technologies offer 
superior sensitivity and resolution. These advanced methodolo-
gies provide comprehensive solutions for critical pharmaceutical 
challenges, including drug quality/safety evaluation, mechanism 
elucidation, resource authentication, and novel compound 
discovery. Historically, omics has evolved as a transformative 
molecular tool, becoming indispensable in modern pharmaco-
logical and biological research. A systems-level comprehension 
of cellular biomolecules-encompassing genomic, proteomic, 
and metabolomic constituents-is fundamentally dependent on 
omics-based analytical platforms.

The genetic code serves as the universal foundation of biolog-
ical systems. Consequently, understanding core DNA sequences 
and gene encoding mechanisms has become essential to modern 
biology.[20] Recent years have witnessed transformative advances 
in plant genome sequencing methodologies, marked by key 
milestones: pre-2012 plant genome releases,[21] angiosperm 
genomes assemblies before 2018,[22] third-generation sequenc-
ing’s impact on plant genome construction,[23] the Herb Genome 
Program[24] and the 1000 Medicinal Plants Genome Project.[25] 
Single-cell sequencing now enables detection of genomic struc-
tural variations and single-nucleotide polymorphisms at cellu-
lar resolution.[26] However, limitations persist due to the lack 
of standardized protocols for whole-genome amplification and 
unified data annotation frameworks. Integrating multi-platform 
datasets through advanced bioinformatic approaches signifi-
cantly enhances data reliability and biological insights.

Transcriptomics study reveals the profiles of RNA species, 
such as mRNA, rRNA, tRNA, and other noncoding RNAs, 
that are created in a cell. It shows how gene expression varies 
depending on the situation.[27] The transcriptome is akin to an 
individual biological fingerprint, in which gene activity serves 
as an indicator of cell function, developmental stage, or aberra-
tions caused by both internal and external stressors. This idea 
has fascinating ramifications because, in theory, a single-cell’s 
transcriptome would contain all the data required to identify, 
trace, and reconstruct the cell’s ontogeny within a complex mul-
ticellular tissue, organ, or even the entire organism. These days,  
single-cell and spatial transcriptomics are crucial to TCM 
research and can help address TCM’s compositional heteroge-
neity. For instance, researchers have found that, at the organ 
level, stress defense genes are upregulated while growth-related, 
energy-consuming activities are downregulated when using stan-
dard transcriptomics to assess drought-induced transcriptome 
alterations. Notably, single-cell transcriptome data revealed 
that while the majority of genes were elevated in the epider-
mis, the mesophyll displayed a considerable downregulation of 
genes under mild drought stress. Understanding the intricate 
response of plants to environmental stimuli requires deciphering 
single-cell networks. Single-cell transcriptomics is a powerful 
tool for identifying tissue-specific stress-responsive pathways, 
enabling selective modification in target tissues without induc-
ing unanticipated side effects in other tissues or organs.[28] 
However, these techniques exhibit inherent drawbacks, such as 
limited applicability and spatial resolution. Subsequently, inte-
grated approaches have been proposed, including cross-species 
root single-cell analysis and multi-omics integration to surpass 
the limitations of individual omics analyses.[29]
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Proteomics is a vital source of knowledge about biological 
systems because it is based on the enormous analytical power 
to characterize identification, quantification, interactions, func-
tions, and enzymatic activities of proteins/peptide, which are 
the primary structural and functional determinants of cells. The 
explosive rise of proteomics offers a plethora of new techniques 
for integrating TCM with contemporary technology and sys-
tems biology, potentially propelling TCM’s modernization and 
internationalization forward.[30] Specifically, systems biology 
techniques like comparative proteomics and proteome profiling, 
which enable system-wide measurement and quantification of 
treatment responses at the proteome level, can evaluate the ther-
apeutic benefits and side effects of TCM remedies. MS serves as 
the cornerstone of proteomics analysis for high-throughput pro-
tein/peptide identification. In TCM research, multiple techniques 
have been synergistically applied, including MS-coupled com-
putational algorithms, instrument control language, MALDI, 
electrospray ionization, and complementary chromatographic 
methods. These approaches have advanced investigations of 
TCM’s pharmacological mechanisms, herb authentication, 
and acupuncture-induced protein expression profiles in animal 
models.[31]

Metabolomics enables both qualitative and quantitative anal-
ysis of the multifaceted, dynamic metabolic responses to patho-
logical and physiological stimuli in living systems.[32] Nuclear 
magnetic resonance (NMR) and MS serve as the predominant 
downstream techniques for metabolite identification. Current 
metabolic research spans diverse scales, from population stud-
ies to organelle-level investigations, with novel technologies 
facilitating multilevel analyses. Notably, 3 key approaches have 
emerged, functional screening of cellular responses to metabolic 
stress, small-scale metabolomics for organelles and rare cell 
types, and noninvasive imaging for evaluating disease-related 
metabolic disturbances.[33] Advances in single-cell analytical 
methods now allow systematic examination of cellular pheno-
types through integrated transcriptomic, proteomic, metabolo-
mic, and genomic profiling.[34] These technological and analytical 
breakthroughs have enabled comprehensive cellular metabolism 
analysis, which has accelerated the discovery of novel metabolic 
pathways.[35]

Principal component analysis and partial least squares rep-
resent 2 widely used multivariate statistical methods for pat-
tern recognition in NMR and MS datasets.[36] Additionally, 
major computational platforms for metabolomics analysis com-
prise XCMS,[37] MZmine,[38] MetAlign,[39] MathDAMP,[40] and 
MALDI.[41]

4. The application of multi-omics in TCM

4.1. Quality control

TCM has been attracting increasing global attention due to 
its unique properties in diseases prevention and treatment. 
Although TCM has a long history of clinical application, stan-
dardized quality control remains a key challenge for its modern-
ization. Specifically, TCM quality can be influenced by multiple 
factors, including plant species, geographical origin, harvest 
period, plant parts, and storage conditions. For mechanistic 
studies of therapeutic effects, novel assessment systems should 
be developed, and more rigorous scientific quality control pro-
tocols need to be implemented.

The multi-origin (multisource) property of TCM may lead 
to quality control challenges. Zhang et al[42] developed an 
integrated approach combining chemometrics analysis with 
UHPLC/Q-Orbitrap-MS to differentiate 4 Pulsatilla Adans 
species. Oleanane- and lupane-type triterpenoid saponins were 
distinguished by characteristic fragment ions at m/z 347 and 
their fragmentation patterns. Using a non-targeted bidirectional 
screening method, 157 triterpenoid saponins were identified, 
including 34 previously unreported constituents in PSA herbs. 

The study identified 12 chemical markers suitable for PSA qual-
ity control.

Li et al[43] employed LC-MS to examine metabolome vari-
ance within Mu Dan Pi derived from 372 tree peony culti-
vars. Using this method, Tao et al[44] identified 6 components  
(ent-18-acetoxy-17-hydroxy-16βH-kauran-19-oic acid and 
ent-18-acetoxy-16α, 17-dihydroxykauran-19-oic acid, 7,3′, 4′- 
trimethoxy luteolin and (4β)-19-hydroxy-kaur-16-en-18-oic acid, 
(6S,7E)-6,9-dihydroxymegastigma-4,7-dien-3-one and querce-
tin) as promising chemical markers to differentiate Siegesbeckia 
pubescens makino, Sigesbeckia orientalis L., and Sigesbeckia gla-
brescens makino, respectively. Furthermore, studies have identi-
fied betaine, Krebs cycle intermediates, phenylethanoid glycosides, 
and iridoids as molecular markers for distinguishing chemical 
profiles between Cistanche deserticola and Cistanche tubulosa,[45] 
used acetylated gingerol derivatives as the ginger indication 
instead of gingerol or shogaol,[46] conducted research on struc-
tural characterization and discrimination of Clematidis radix et 
rhizoma with multiple botanical origins,[47] identified flavonoids 
as quality markers for Sophora flavescens,[48] and elucidated the 
formation mechanism of Stiff silkworm. Bombyx batryticatus,[49] 
all successfully performed using LC-MS.

Compounds with low molecular weights, low polarity, low 
boiling points, or volatility are suitable for GC-MS analysis. 
GC-MS was used to compare the composition and antioxi-
dant activities of volatile oils from Mahuang (MH, the stems of 
Ephedra sinica) and Mahuanggen (MHG, the roots of E sinica). 
Based on the projection value of orthogonal partial least squares 
discriminant analysis and the P value of the Mann–Whitney test, 
32 differential chemical markers were identified. Additionally, 
most MH samples contained significantly higher concentra-
tions of 2 pharmacologically significant molecular marker – α- 
terpineol – compared to MHG samples. Antioxidant assays 
demonstrated that MH exhibited significantly stronger free rad-
ical scavenging activity than MHG.[50]

Despite its relatively lower sensitivity, NMR can detect 
a wide range of compounds in TCMs. Li et al[51] investigated 
the antitussive and expectorant properties of Farfarae Flos 
collected at 2 developmental stages (flower buds and fully 
opened flowers). NMR-based metabolomic analysis revealed 
potential correlations between specific chemical components 
(4,5-O-dicaffeoylquinic acid, caffeic acid, chlorogenic acid, 
3,5-O-dicaffeoylquinic acid, 3,4-O-dicaffeoylquinic acid, rutin, 
kaempferol analogues, 2,2-dimethyl-6-acetylchromanone,  
EMDNT, tussilagone, baueren-7-ene-3β, 16α-diol, β- 
sitosterol, sitosterone) and these pharmacological effects. 
However, the primary active components responsible for 
Farfarae Flos’s expectorant and antitussive properties were 
identified as endogenous metabolites. By applying 1H-NMR 
spectroscopy, Wang et al[52] comprehensively characterized the 
compositional differences between Chinese warm temperate 
propolis and Chinese mid-temperate propolis. Similarly, Hua et 
al[53] successfully identified 14 significantly differentiated metab-
olites in Pseudostellariae radix from different cultivation sites, 
using an integrated approach of 1H-NMR and HPLC.

In an effort to fully utilize the advantages of diverse 
approaches, researchers have recently attempted to combine 
multiple analytical methodologies. By integrating LC-MS, 
DNA barcoding, and electronic nose techniques, 4 distinct 
cultivars of Citri Reticulatae Pericarpium cultivars were iden-
tified. Li et al[54] applied LC-MS combined with DNA barcod-
ing to analyze Qinjiao from 4 species (Gentiana macrophylla 
Pall., Gentiana straminea Maxim., Gentiana crassicaulis 
Duthie ex Burk. and Gentiana dahurica Fisch.), conducting 
a comprehensive quality evaluation. The aforementioned 
studies suggest that systematic analytical methodologies are 
essential to achieve comprehensive and accurate quality con-
trol for TCMs.

Additionally, recent applications of omics technologies for 
TCM quality control are systematically summarized in Table 1. 
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Table 1 demonstrated that 1H-NMR and MS (GC-MS and 
LC-MS) are the primary analytical methods used for TCM 
samples, with LC-MS particularly effective for analyzing high 
molecular weight, thermally unstable, and high boiling point 
chemicals.[48–72]

4.2. Safety evaluation

Traditional Chinese herbs (TCHs) have played a crucial role 
in treating diseases and global health maintenance for centu-
ries. Given the chemical diversity and complexity of TCHs, 
where multiple bioactive constituents contribute synergistically 

Table 1

Omics technology studies on quality control of TCHs.

Factor Sample Method Description References

Geographical Chinese warm temperate propolis (CWTP) and Chinese mid-temperate 
propolis (CMTP)

1H-NMR Chrysin, apigenin, galangin,pinocembrin, kaempferol, 3, 
4-dimethylcaffeic acid, caffeic acid, and isoferulic acid are 
consider active compounds

[48]

Harvest time B batryticatus with a stiff time of 1, 5, and 9 d (D1, D5 and D9, 
respectively)

UPLC-MS Quercetin-7-O-β-d-4-O-methylglucoside was promised to be 
used as an index component of quality control

[49]

Harvest time Fully opened flower and flower buds of Farfarae Flos (FF) NMR The flower buds differed greatly from the fully opened flower 
both on the secondary and primary metabolites

[51]

Species Cistanche deserticola (CD) and C tubulosa (CT) HPLC-MS A total of 379 metabolites were annotated out of the 513 that 
were found and roughly quantified. Betaine, phenylethanoid 
glycosides, iridoids, and Krebs cycle intermediates were 
identified as the molecular markers in charge of differenti-
ating the chemical profiles between CD and CT

[56]

Species “Shokyo” (dried rhizome of Z officinale var. rubens), “Kankyo” (steamed 
and dried rhizome of Z officinale var. rubens) from Kampo (tradi-
tional Japanese) medicine, “Red ginger” (rhizome of Z officinale var. 
rubra) from Indonesian traditional medicine (Jamu), “Shoga” (fresh 
rhizome of Z officinale var. rubens) from Japan and “White ginger” 
(rhizome of Z offic inale var. amarum) from Indonesia

HPLC-MS Gingerol derivatives that have been acetylated rather than 
gingerol or shogaol as the pharmacological indication

[57]

Species 372 tree peony cultivars UHPLC-MS The most prevalent phytochemicals are 42 metabolites, which 
include oxypaeoniflorin (peak 4), apiopaeonoside, paeono-
lide, paeonoside, paeoniflorin, PGG, galloylox ypaeoniflorin, 
and paeonol. As for the extraction and isolation of these 
useful chemicals, paeonol, paeoniflorin, PGG, methyl gal-
late, and gallic acid should also be taken into consideration

[58]

Species Ephedra sinica, E intermedia, and E equisetina DI-MS Important MS features in this intraspecies variation were iden-
tified as 5 possible target metabolites: methylphenephrine, 
ephedrine, or pseudoephedrine, and norrephedrine

[59]

Species Forty-two batches of Rhodiola market samples (i.e., not authenticated) 1H-NMR, 
HPTLC

Identified 5 distinct Rhodiola species and offers potential 
techniques for measuring various species within mixes

[60]

Species and 
harvest 
time

Citrus reticulate Blanco, Citrus aurantium cv Xiucheng, Citrus 
aurantium L., Citrus aurantium cv Jizicheng, Citrus aurantium xP. 
trifoliata, Citrus aurantium cv Daidai, Citrus aurantium cv Morocco 
sour orange

UPLC-MS 3 of the metabolic pathways were considered to be the most 
pertinent to the ripening stages in both the QP/CP and ZS/
ZQ groups, including flavone and flavonol biosynthesis, 
flavonoid biosynthesis and phenylpropanoid biosynthesis

[61]

Species Clematis manshurica Rupr., C chinensis osbeck. and C hexapetala pall. UPLC-MS 49 triterpenoid saponins, The PDVs and corresponding marker 
compounds were identified

[62]

Species Curcumae wenyujin, C kwangsiensis, C phaeocaulis and C longa. UHPLC-MS Curcumae Radix (Yujin) can be identified using curcumin, 
curcumenone, curcumenol, and zederone as distinct 
chemical markers.

[63]

Geographical Alisma orientale (Sam.) Juzep (Alismaceae) form Sichuan (SC), Fujian 
(FJ), and Jiangxi (JX) Provinces

UHPLC/Q-
TOF-MS

23 potential triterpene markers contributed mostly to the 
observed chemical differences

[66]

Geographical Ophiopogon japonicus (Thunb.) Ker-Gawl from Zhejiang and Sichuang UPLC/Q-
TOF 
MS

135 steroidal saponins,47 homoiso flavonoids and 9 other 
metabolites were quickly identified or tentatively identified

[67]

Geographical Pseudostellariae Radix (PR) in traditional fields (Jurong, Jiangsu, JSJR) 
and cultivated fields (Zherong, Fujian, FJZR)

HPLC, 
1H-NMR

34 metabolites were identified, and 14 of them were signifi-
cantly different in PR from different cultivated fields

[68]

Geographical 
and parts

Different parts of G uralensis from 5 different geographical origins in 
China

UHPLC-MS 16 potential biomarkers of taproots from different geographi-
cal origins were annotated

[69]

Geographical Seedlings of S salsa were cultured with 0, 200 and 500 mM NaCl UPLC-MS A total of 639 metabolites were annotated. Among these, 253 
metabolites were differential metabolites

[70]

Parts The root and aerial parts of Bupleurum species UHPLC-MS A total of 56 peaks were identified in the root and/or aerial 
parts from different batches of Bupleurum species, by 
comparison of references standards or with those reported 
in the literature

[71]

Parts Mahuang (MH, the stems of Ephedra sinica) and Mahuanggen (MHG, 
the roots of Ephedra sinica)

GC-MS 32 differential chemical markers were identified, and The con-
tents of 2 pharmacologically important chemical markers of 
α-terpineol and TMP were significantly higher in most MH 
samples than that in MHG samples

[72]

CD = Cistanche deserticola, CT = Cistanche tubulosa, CMTP = Chinese mid-temperate propolis, CWTP = Chinese warm temperate propolis, FF = Farfarae Flos, MS = mass spectrometry, NMR = 
nuclear magnetic resonance, TCH = traditional Chinese herbs, UPLC = ultra performance liquid chromatography.
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Table 2

Omics technology studies on safety of TCHs and prescription.

TCHs Toxicity Samples Technology Result References

Dysosma 
versipellis

Hepatotoxicity Serum of rats LC-MS There were found to be 5 potentially toxic components. These compounds regulate PAH, 
SOD1, SOD2, and other related targets, which in turn causes oxidative stress, cell 
apoptosis, inflammatory response, and energy consumption, all of which lead to the 
development of liver injury. They also affect phenylalanine metabolism, glycerophos-
pholipid metabolism, energy metabolism, and other related pathways

[73]

Cantharidin Hepatotoxicity Serum of mice LC-MS Four metabolites – oxidized glutathione, glutathione, 3-sulfinoalanine, and deoxycholic 
acid 3-glucuronide – were chosen and are crucial in liver injury out of the 54 sub-
stantially altered metabolites and 14 disrupted metabolic pathways that were found

[74]

Pinelliae Rhizoma Cardiotoxicity Serum of rats LC-MS 10 significantly altered metabolites were identified [75]

Arecae semen Cardiotoxicity 
and neuro-
toxicity

Serum of rats LC-MS 19 potential biomarkers were identified, they are related to the perturbations of linoleic 
acid metabolism, arachidonic acid metabolism, glycerophospholipid metabolism, and 
purine metabolism

[76]

Fructus 
Psoraleae

Hepatotoxicity Serum of rats SDS-PAGE and 
LC-MS

The problem of bile acid metabolism, oxidative stress, immune system, and disruption of 
energy metabolism are associated with bile secretion, glutathione metabolism, purine 
metabolism, glycerophospholipid metabolism, TCA cycle, and pyruvate metabolism

[77]

Aconitum Cardiotoxicity 
and hepa-
totoxicity

Urine and serum 
of rats

LC-MS Caowu primarily impacted the liver’s glucuronate interconversions, nucleotide sugar me-
tabolism, fatty acid metabolism, and proline metabolism; it also had an impact on the 
heart’s taurine transformation, amino sugar metabolism, and tryptophan metabolism

[78]

Venenum Bufonis Cardiotoxicity Serum, myocardial 
and liver of rats

1H-NMR The harmful effects of VB include mitochondrial malfunction, oxidative stress, disruption 
of energy metabolism, and disruption of membrane damage

[79]

Euphorbia 
pekinensis

Nephrotox-
icity

Serum and kidney 
of rats

LC-MS 10 prototype components were found in the serum and 25 chemicals in the PE section 
were identified

[80]

Zhi-Zi-Hou-Po Hepatotoxicity Serum, the liver, 
lung, kidney, 
heart, brain, and 
spleen of rats

LC-MS 20 possible endogenous metabolites have been identified; geniposide buildup in liver 
tissue may be one of the causes of hepatotoxicity

[81]

Kan sui radix 
(KR),

Acute toxicity Intestinal tract and 
serum of rats

LC-MS The plasma contained identified biomarkers, such as phenol sulfate, indoxyl sulfate, and 
p-cresol sulfate, which were considerably disturbed in the rats. Only the contents of 
the colon and rectum contained the 3 necessary amino acids that generated these 
biomarkers

[82]

Polygonum 
Multiflorum

Hepatotoxicity Serum and liver 
of rats

LC-MS and 
GC-MS

By using metabolomic analysis, a total of 12 distinct metabolites were identified. Seven 
metabolic pathways were examined in the topological study, which significantly 
disrupted the metabolism of bile acid, energy, and amino acids

[83]

Tripterygium 
wilfordii Hook

Cardiotoxicity Serum and heart 
of rats

SDS-PAGE and 
LC-MS

It was shown that the TNF/caspase axis, which is regulated by oxidative stress created 
by palmitic acid, plays a part in the cardiotoxicity caused by CS

[84]

Dioscorea 
bulbifera 
rhizome

Hepatotoxicity Serum and liver 
of rats

GC-MS and 
1H-NMR

43 metabolic pathways contained the 61 metabolites that were tested as substantially 
changed metabolites. The hub metabolites of hepatotoxicity may be mostly associated 
with the metabolisms of amino acids, lipids, purines, pyrimidines, bile acid, gut 
microbiota, and energy, according to the correlation network analysis. Notably, in rats 
with DBR-induced liver injury, purine, pyrimidine, and gut microbiota metabolisms may 
be novel routes involved in metabolic abnormalities

[85]

Asarum Hepatotoxicity Liver of rats GC-MS and 
DEG

Aside from the P53 signaling system, bile acid and amino acid metabolism disturbance 
may also play a role in asarum-induced hepatotoxicity

[86]

Xianling Gubao 
Capsule

Hepatotoxicity Serum rats LC-MS XLGB susceptibility-related variables and biomarkers have been investigated [87]

Heterometrus 
spinifer

 Venomous glands Next generation 
sequencing 
(NGS)

After a wealth of previously unidentified sequences were found and functional annotation 
was performed, a selection of toxic or venomous peptides was made. These included 
ion channel effectors like calcium and potassium channel toxins, as well as some 
peptides originating from scorpions like La1-like and scorpine-like peptides, antimi-
crobial peptides, protease inhibitors, and enzymes

[88]

Cinnabar Neurotoxicity Brain of rats 1H-NMR Increased glutamate, glutamine, myoinositol, and choline levels, together with decreased 
levels of GABA, taurine, NAA, and NAAG in tissue extracts of the cerebellum and 
cerebrum, were the characteristics of the metabolite changes caused by cinnabar

[89]

Genkwa Flos Hepatotoxicity HL-7702 liver cells UPLC-MS 9 biomarkers were found. Furthermore, oxidative stress and lipid peroxidation, the PLA2/
LPC pathway, the disruption of the S1P metabolic profile, which is concentrated on 
the Sphk/S1P pathway, and fatty acid metabolism may all play a significant role in the 
development of liver injury brought on by GF

[90]

Aristolochic acid Nephrotox-
icity

Urine of rats UPLC QTOF/
HRMS

Changes in the Krebs cycle, gut microbiota metabolism, amino acid metabolism, purine 
metabolism, and bile acid production were seen in rats exposed to aristolochic acid 
nephrotoxicity

[91]

HRMS = high-resolution mass spectrometry, MS = mass spectrometry, NGS = next generation sequencing, NMR = nuclear magnetic resonance, TCH = traditional Chinese herbs, UPLC = ultra performance 
liquid chromatography.
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to therapeutic effects, conventional toxicity evaluation meth-
ods often fail to elucidate specific molecular mechanisms. 
Consequently, safety concerns regarding TCHs persist, consti-
tuting a major bottleneck that impedes their modernization and 
internationalization. To address this, holistic omics approaches 
(including genomics, metabolomics, and proteomics) have been 
increasingly employed for toxicity assessment. Current applica-
tions of omics technologies in TCH safety research are system-
atically summarized in Table 2.[73–91]

4.2.1. Hepatotoxicity.  Dysosma versipellis exhibits 
multiple therapeutic functions including phlegm elimination, 
detoxification, blood stasis removal, and nodule dispersion. 
Despite its well-known potent cytotoxic and neurotoxic 
characteristics, the specific toxic ingredients and underlying 
mechanism remain equivocal. Liu et al[73] employed ultra 
performance liquid chromatography (UPLC)-Q-TOF/high-
resolution mass spectrometry coupled with network toxicology 
to investigate critical toxicity events, adverse outcomes, and 
hepatotoxic components in D versipellis. Their findings identified 
5 potentially hazardous compounds: podophyllotoxin-4-O-d-
glucoside, podorhizol, podophyllotoxin, podophyllotoxone, 
and 3,4-O,O-Didemethylpophyllotoxin. These constituents 
regulate targets (e.g., PAH, SOD1, SOD2), disrupting 
phenylalanine, glycerophospholipid, and energy metabolism 
pathways. Consequently, they induce oxidative stress, apoptosis, 
inflammation, and energy depletion, collectively contributing 
to liver injury. LC-MS technology has been applied not only 
to hepatotoxicity studies of Fructus cantharidin,[74] Caowu,[78] 
Polygonum multiflorum (PM),[83] and Genkwa flos,[90] but 
also to the Xianling Gubao Capsule.[87] Zhao et al[85] utilized 
GC-MS and 1H-NMR to characterize molecular alterations 
associated in Dioscorea bulbifera rhizome-induced subchronic 
hepatotoxicity, identifying 61 significantly altered metabolites 
across 43 pathways. Correlation network analysis revealed 
that gut microbiota metabolism, lipid metabolism, and purine/
pyrimidine, bile acid, amino acid, and energy metabolisms 
constitute primary connections among hepatotoxicity hub 
metabolites. Duan[77] further Fructus psoraleae hepatotoxicity 
through integrated proteomics-metabolomics technique, 
identifying fourteen critical metabolites and pathways related 
to immune response, oxidative stress, and bile acid/energy 
metabolism.

4.2.2. Cardiotoxicity.  Pinelliae rhizoma (PR) exhibits 
antitussive, antiemetic, expectorant, and antitumor 
activities.[92,93] However, it contains teratogenic, carcinogenic, 
mutagenic, and reproductive toxins.[94] Su et al[95] investigated 
the mechanisms underlying raw PR-induced cardiotoxicity 
through LC-TOF-MS analysis of rat serum metabolites. Their 
study identified involvement of 2 molecular pathways (mTOR 
and TGF-β signaling) in PR-induced cardiotoxicity. LC-MS-
based cardiotoxicity studies have been successfully for Arecae 
semen,[76] Caowu[78] and celastrol.[84] In order to investigate the 
cardiotoxicity of venenum bufonis in rats, Dong et al[79] employed 
1H-NMR combined with behavioral observation, clinical 
chemistry, electrocardiography recordings, and histopathology. 
Results demonstrated that the heart damage caused by venenum 
bufonis is linked to oxidative stress, mitochondrial dysfunction, 
and disruptions in energy metabolism.

4.2.3. Nephrotoxicity.  Euphorbia pekinensis Rupr. 
(Euphorbiaceae; EPR) is traditionally used to treat edema, 
scrofula and various inflammation. Current pharmacological 
research has revealed that EPR also disperses phlegm, 
facilitates fluid purging, and reduces oppilation through 
purgative effects.[96] However, clinical application of EPR is 
limited by its cytotoxic activity against human cells in vitro.[97] 
Toxicology studies indicate that excessive doses and prolonged 
use induced hepatotoxicity and nephrotoxicity, although the 

detailed mechanism remian unclear. Liu et al[80] investigated 
the serum metabolic parameters associated with EPR-induced 
nephrotoxicity using HPLC/Q-TOF-MS, aiming to correlate 
metabonomic profiling with histopathologic observations and 
identify biomarkers. Their results demonstrated disruptions in 
purine, amino acid, phospholipid, and sphingolipid metabolic 
pathways. Twenty-five compounds were identified in the 
processed EPR section, with an additional ten detected in rat 
serum post-administration. Omics technology has also been 
applied to elucidate nephrotoxic compounds and pathways in 
other botanicals, such as aristolochic acid and Morning glory 
Seed.[98]

4.2.4. Other toxicity.  Clinical applications of Kansui radix are 
hindered by its acute toxicity. Yang et al[82] studied rat plasma 
and intestinal contents are studied using the LC-MS technology 
to investigate the toxicity mechanism. P-cresol sulfate, indoxyl 
sulfate, and phenol sulfate are colon-derived uremic chemicals 
that were previously considered harmful to the kidney, heart, 
vascular, and neurological systems. Cinnabar, which contains 
more than 95% HgS, is commonly used for sedative therapy. 
However, its clinical application is limited by neurotoxicity. To 
address this issue, Wei et al[89] employed 1H-NMR spectroscopy 
to study cinnabar’s neurotoxic effects, analyzing extracts 
from cerebrum and cerebellum tissues samples that yield 
homogenous, macromole-free solutions with low viscosity and 
narrow spectral peaks.

4.3. Processing

The processing of TCM, called Pao Zhi, which is built on the 
dialectical treatments and the characteristics of TCM, has not 
only altered the TCM properties and increased clinical efficacy, 
but also reduced side effects.[99,100] It has been well demonstrated 
that the processing method can change the contents and varieties 
of chemical composition, and alter the inclination and direction 
of TCM’s therapeutic effects. For instance, a study suggested 
utilizing ultra-high-performance liquid chromatography-MS 
to simultaneously determine and assess the quality of sixteen 
components in Ligustri Lucidi Fructus (LLF) that cover various 
locations and processed products.[101] Furthermore, the effects of 
wine-processing on ascending and descending were studied. The 
rat upper-energizer tissues (lung and heart) showed a notable 
increase in the parameters of some flavonoids in wine-processed 
Radix scutellariae, while the rat middle- and lower-energizer 
tissues (spleen, liver, and kidney) showed a significant decrease 
in some flavonoids when compared to the crude group.[102] 
This research, however, is lacking since the chemical profile of 
TCM was not fully represented; instead, only a small number of 
common chemical components were selected. Recently, omics 
technology has been widely used to thoroughly investigate the 
variations in chemicals in TCM, including processing.

4.3.1. Change of components.  The first step in establishing 
a scientific basis for TCM processing is to investigate how 
processing method alter the integrated chemical compositions. 
Liang et al[103] employed targeted and untargeted metabolomics 
using UPLC-QTOF-MS/MS and UPLC-QqQ-MS/MS in 
an integrated approach to study the chemistry of Polygoni 
multiflflori radix after processing. The chemical composition 
differed significantly, and the researchers discovered fewer 
potentially disruptive compounds. These findings imply that the 
omics technology can provide a thorough characterization of 
TCM’s chemical profile after processing, which helps clarify the 
scientific foundation of processing methods. Additionally, using 
the same comprehensive technique, differences in the glycome 
and metabolome of Rehmanniae Radix (RR) across 9 cycles of 
steaming and drying were identified.[104,105] Furthermore, omics 
technology combined with other strategies can reveal the global 
chemical changes involved in TCM between raw and processed 
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forms. For example, a metabolomics strategy incorporating 
multicomponent characterization and MS imaging was used to 
reveal the processing-induced holistic chemical changes in LLF 
after wine steaming.[106] The most fundammental step in TCM 
processing is drying, which significantly impacts components 
and quality. Chemical changes in fresh Notopterygium franchetii 
during various drying methods (sun, shade, microwave, 
oven, freezer, and infrared) were examined using a UHPLC-
DAD-QTOF-MS/MS. Concentrations of 6 primary bioactive 
elements were greatly reduced with all techniques. Moreover, 
shade drying resulted in the most chemical alterations, while 
hot air drying produced the fewest changes at the lowest 
cost.[107] To investigate the characteristics of raw and processed 
RR and identify active ingredients responsible for their 
differences, metabolicomics and network pharmacology were 
integrated.[108,109] Untargeted metabolomics combined with MS 
and multicomponent characterization revealed key markers and 
comprehensive chemical changes associated with wine steaming 
of LLF.[106] Targeted glycomics and untargeted metabolomics 
demonstrated that the glycome and metabolome of RR 
varied during 9 steaming and drying cycles. By examining the 
processing chemistry in both raw and processed RR, researchers 
clarified chemical transformation mechanisms of carbohydrates 
and secondary metabolites induced by processing.[105] Dai et 
al[110] and Li et al[109] investigated quality marker identification 
using 1H-NMR- and electrospray ionization-QTOFMS-
based metabolomics on standard decoction of differently 
processed Ephedrae Herba. This investigation demonstrated 
that examining chemical indicators correlated with TCM’s 
therapeutic efficacy through conventional decoction is a valid 
research objective.

4.3.2. Increase of the potency.  Most TCHs, when subjected to 
reasonable processing methods, can enhance pharmacological 
activity before clinical use. Using UHPLC-QTOF/MS-based 
plasma metabolomics, Zhang et al[111] studied the effects of 
both raw and bran-fried Atractylodis Rhizoma on the same 
metabolites in spleen deficiency, providing a comprehensive 
explanation of the processing mechanism of Atractylodis 
Rhizoma.

The inflammatory exudate and plasma samples from model 
rats in the stir-fried Angelica sinensis (Oliv.) Diels group, alcohol- 
parched Angelica sinensis group, soil-parched Angelica sinen-
sis group, and sesame oil-parched Angelica sinensis group were 
analyzed using GC-MS based metabolomics to identify metab-
olites. The results demonstrated that the anti-inflammatory 
effects of these VOAS groups could be distinctly differentiated 
and categorized via metabolite-based profiling. Alcohol-parched 
Angelica sinensis group, Diels group, sesame oil-parched 
Angelica sinensis group, and soil-parched Angelica sinen-
sis group differed in their abilities to suppress inflammatory 
mediators release, modulate potential biomarke concentration, 
and regulate disrupted pathways.[112] Mechanisms technolo-
gies based on LC-Q/TOF-MS also elucidated the mechanisms 
of Angelica sinensis and its processed products in promoting 
blood circulation and alleviating blood stasis.[113] Additionally, a 
combined metabolomic and metallomic approach using GC-MS 
and ICP-MS effectively assessed the anti-osteoporosis effects of 
raw and salt-processed Achyranthes bidentata blume on ova-
riectomized rats.[114] Untargeted metabolomics integrated with 
targeted analysis compared the antidiabetic effects and chemical 
profiles of raw and fermented Ge-Gen-Qin-Lian decoction.[115] 
Sulfur-fumigation impacts on the pharmacokinetics, metabo-
lites, and analgesic efficacy of Radix Paeoniae Alba metabolo-
mics were examined through metabolomics.[116] GC/MS-based 
metabolomics and multivariate statistical analysis investigated 
the pharmacological effects of fresh, dried, and stir-fried ginger 
decoctions in rats with blood stasis syndrome.[117] Collectively, 
omics approaches facilitate understanding how processing 
enhances TCM effectiveness.

4.3.3. Reduction of toxicity.  There have been reports of 
extremely harmful consequences from some TCM, and toxicity 
may vary depending on the processing method used. Utilizing 
multivariate statistical analysis and UHPLC/Q-Orbitrap-MS, 
Han et al[118] examined the differences in PM metabolite profiles 
caused by various processing technologies. It was revealed 
that the optimal processing method for PM was steaming 
in black soybean decoction for 24 hours. Torchrysone-O-
hexose and emodin-8-O-glucoside were employed as potential 
toxic indicators to evaluate different processing methods. 
Aconiti kusnezoffii radix was tested for nephrotoxicity and 
neurotoxicity using metabolomics with serum biochemistry and 
histopathology. This approach was shown to be a potent means 
of examining the mechanisms underlying herbal toxicity and its 
reduction through processing. Furthermore, it may offer safe 
alternatives to harmful herbal remedies and provide additional 
evidence for how Aconiti kusnezoffii radix cocta cloud alleviate 
symptoms in rheumatoid arthritis patients.

4.4. Authentication

Due to similar physical traits, many plants have long been dif-
ficult to authenticate. When the pharmaceutical industry uses 
incorrect plant materials, this can cause complex issues for 
clinical practice and TCM product manufacturing. Zhang et al 
developed an integrated strategy platform based on chemom-
etrics to characterize and categorize 4 Pulsatilla Adans herbs, 
combining UHPLC/Q-Orbitrap-MS techniques with chemo-
metrics analysis.[119] Known in Chinese as Dong Chong Xia 
Cao (DCXC), Ophiocordyceps sinensis (syn. Cordyceps sin-
ensis) is a well-known TCM with various health-promoting 
benefits. Nonetheless, imitations and fakes of DCXC are com-
monly found in marketplaces. To authenticate DCXC, several 
researchers[120] employed metabolomics technologies, including 
1H-NMR and quadrupole time-of-flight MS, integrated with 
ultrafast liquid chromatography. The findings indicated that 
metabolomics holds considerable promise for the rapid identifi-
cation of DCXC adulteration.

5. Conclusions and prospects
The sustainable development of TCM fundamentally relies on 
product quality assurance. To ensure TCM’s safety, effeccy, sta-
bility, and quality controllability, collaborative efforts between 
academia and industry are essential. Consequently, establishing 
a quality control system that both aligns with TCM’s theoretical 
principles and gains international pharmaceutical recognition 
becomes imperative. While conventional postproduction testing 
methods have become obsolete due to their reactive nature, the 
implementation of Q-markers – characterized by traceability 
and transitivity-represents a paradigm shift toward proactive 
quality management. Three major challenges currently hinder 
TCM advancement, insufficient understanding of processing 
mechanism-of-action pathways, persistent raw material adulter-
ation issues, and unidentified bioactive constituents. Particularly 
for animal-derived TCMs, active components often comprise 
small molecules while the predominant chemical profiles consist 
of complex macromolecules (e.g., proteins and peptides) that 
pose analytical difficulties. Furthermore, conservation policies 
restricting wild medicinal resource utilization create supply 
chain bottlenecks, necessitating the development of synthetic 
alternatives to natural medicinal materials. Addressing these 
multidimensional challenges requires breakthroughs in basic 
research through advanced technological integration, including 
but not limited to omics technologies, AI-assisted analysis, and 
advanced separation techniques.

The “omics age”-marked by the ability to collect and inte-
grate data across many molecular modalities-has emerged 
through technological developments. The advent of systems 
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biology-driven omics analysis has significantly advanced TCM 
research. This shift implies that TCM studies have transitioned 
from conventional biochemical and molecular analysis methods 
to data-driven omics approaches.

To effectively regulate the entire production process, 
Q-markers should optimally represent the efficacy, safety, 
and consistent quality of TCM. It is critical to note that 
not all active ingredients quality as suitable Q-markers, and 
Q-markers do not simply equal the sum of quality indicators 
for individual herbs in a formulation. The identification of 
novel biomarkers and development of advanced testing meth-
odologies remain pivotal in TCM research. Enhanced DNA 
methylation studies are required to refine TCM interpreta-
tion and quality assessment. While proteomics has gained 
significant attention in TCM research-particularly for animal- 
derived products due to its reproducible and verifiable 
results-its application is constrained by high costs associated 
with testing and reagents.
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