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Abstract
The aim of this study was to introduce the implemented MEDBIZ platform based on the internet of medical things (IoMT)
supporting real-time digital health services for precision medicine. In addition, we demonstrated four empirical studies
of the digital health ecosystem that could provide real-time healthcare services based on IoMT using real-world data
from in-hospital and out-hospital patients. Implemented MEDBIZ platform based on the IoMT devices and big data to pro-
vide digital healthcare services to the enterprise and users. The big data platform is consisting of four main components:
IoMT, core, analytics, and services. Among the implemented MEDBIZ platform, we performed four clinical trials that
designed monitoring services related to chronic obstructive pulmonary disease, metabolic syndrome, arrhythmia, and dia-
betes mellitus. Of the four empirical studies on monitoring services, two had been completed and the rest were still in pro-
gress. In the metabolic syndrome monitoring service, two studies were reported. One was reported that intervention
components, especially wearable devices and mobile apps, made systolic blood pressure, diastolic blood pressure, waist
circumference, and glycosylated hemoglobin decrease after 6 months. Another one was presented that increasing high-
density lipoprotein cholesterol and triglyceride levels were prevented in participants with the pre-metabolic syndrome.
Also, self-care using healthcare devices might help prevent and manage metabolic syndrome. In the arrhythmia monitoring
service, during the real-time monitoring of vital signs remotely at the monitoring center, 318 (15.9%) general hikers found
abnormal signals, and 296 (93.1%) people were recommended for treatment. We demonstrated the implemented MEDBIZ
platform based on IoMT supporting digital healthcare services by acquiring real-world data for getting real-world evidence.
And then through this platform, we were developing software as a medical device, digital therapeutics, and digital health-
care services, and contributing to the development of the digital health ecosystem.
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Introduction

Digital healthcare is regarded as a convergence industry
with healthcare and information and communication tech-
nology for personal healthcare services.1 In addition,
digital healthcare consists two main parts platform (hard-
ware) and service (software). The platform is used as data
collection, data storage, and data processing. The service
is based on software as a service for diverse healthcare ser-
vices using personal health data that stored in platform.2
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Initially, descriptive statistical analysis were performed for
the healthcare services, then deep learning and artificial
intelligence frameworks were applied to the sequence or
pattern analysis for more convenience and reliable digital
healthcare services.3

Internet of medical things (IoMT) are terms of the medical
things that have support to data transfer over a network does
not require human-to-human or human-to-computer interac-
tions. An IoMT is mainly a smart device that comprises
sensors and an integrated circuit to acquire biological
signals from the subjects, a processing unit to process the
bio-signals, a network module to transmit the data over a
network, and a temporary storage unit.4

Since 2015, there are several studies which have been
proposed various types of the big data platforms based on
big data, internet of things (IoT), and cloud computing
technology for healthcare and e-health services. These
studies proposed a conceptual architecture or data struc-
ture for big data platform for digital healthcare applica-
tions. Emna et al. proposed a semantic big data platform
for integrating the heterogeneous wearable data. In this
study, the authors designed a database architecture for
heterogeneous data including structured and nonstruc-
tured data.5 George et al. designed a big data architecture
for data storage and processing to the cloud computing
system. They adopted advanced technology including
the IoT and machine-to-machine (M2M) communications
that enabled for tele-monitoring and e-health services.6

Recently, Gunasekaran et al. proposed a new architecture
of the big data platform based on IoT data store and
process for healthcare applications. It consists of two
main track architecture Meta Fog-Redirection (MF-R)
for data collection and Group and Choosing (GC) archi-
tecture for data integration.7 Furthermore, there are
more studies on the diverse uses of IoT devices in
various fields.8,9 Among them, Sanja Budimir et al.10

studied using IoT devices about the emotional reactions
of subject who faced cybersecurity breach. Peter Ray
Chai et al.11 proposed a conceptual application of
IoT-based real-time notifications in-hospital workflow.
Ching Lam et al.12 were systemically reviewed the
related studies of IoMT-based systems for weight
management.

However, all these previous studies or proposed big data
platforms are focused on the architecture and data structure.
To the best of our knowledge, they did not deploy in real-
time healthcare services and clinical applications.
Therefore, in this article, we demonstrated the digital
healthcare services based on MEDBIZ platform which is
able to connect with various IoMT devices. To do this,
there are some descriptions and specifications of IoMT
devices for personal health data acquisition and measure-
ment. Also, detailed information on the MEDBIZ platform
which is a cloud-based big data platform for digital health-
care services.

The aim of this study was to introduce the implemented
MEDBIZ platform based on the IoMT supporting real-time
digital health services for precision medicine. In addition,
we demonstrated four clinical trials or empirical studies of
the digital health ecosystem that could provide real-time
healthcare services based on IoMT using real-world data
from in-hospital and out-hospital patients. Finally, we dis-
cussed pros and cons of the currently providing real-time
digital health services thru the MEDBIZ platform and its
further clinical or healthcare applications.

Methods

Architecture of MEDBIZ platform

The architecture of the implemented MEDBIZ platform is
consisting of four main layers including physical,
network, presentation, and application layers. The physical
layer covers the IoMT devices as home healthcare devices,
wearable, and other devices that collect the data from the
patients. In addition, health data from Health Insurance
Review & Assessment (HIRA) and medical institutions
and hospitals as Wonju Severance Christian Hospital.
Next is a core or network that we called a bio-health plat-
form which includes main components as one M2M,
common and metadata, data identification and encryption,
data processing, and big data cloud storage of implemented
MEDBIZ platform. The presentation layer compromised a
portal and mobile that provide controls task for system
admin at the backend and platform users at the frontend.
Lastly, application layers support the real services of health-
care, emergency medicine, telemedicine, and medical travel
(Figure 1). Detailed explanations and the structure of each
component are described in the following sections.

Software components

The MEDBIZ platform consists of four main software com-
ponents: IoMT, core, analytics, and services. IoMT compo-
nent is used for out-hospital data acquisition from the IoMT
devices. The platform core is the main component and it
contains managing the metadata, resources, security, and
system log. The analytics component has been implemented
with two main environments for data analyzing frameworks
and distributed computing. Finally, the service component
has several OpenAPI tools to provide digital healthcare ser-
vices based on the web or mobile apps (Figure 2). A
detailed description of the each component is presented in
the following section.

1. IoMT component (one M2M)
It was directly connected to the open healthcare plat-
form without a separate procedure through the stand-
ard communication protocol method (one M2M). In
addition, a server gateway was provided for
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nonstandard healthcare devices and interworked with
the MEDBIZ platform through this.

2. Metadata
It loads metadata using Kafka, an open source message
broker, and processes metadata for creating and deli-
vering heterogeneous database queries using Java
API. Next, is MongoDB to store or back up metadata,
and use elastic search API to analyze metadata.

3. Resource broker
The resource broker is responsible for operating the
healthcare daemon-centered platform including
virtual file systems, storage elements, and computing
elements. It manages and controls resources for
servers and platforms, manages and controls input/
output of file systems, manages and controls keys
according to data encryption, and accesses file data
through in-memory.

4. Computing element (CE)
CE applies the cluster to available servers and creates a
highly efficient analysis environment through dynamic
allocation of resources. These include JDL verification
and analysis work control, preprocessing of analysis
task, analytical task monitoring, and analytics activity
logging.

5. Virtual file system (VFS)
VFS can perform tasks in the cloud space when pro-
cessing large amounts of data, and provides an API
based on Linux file system commands. Simultaneous
multi-use support is possible, and the number of sim-
ultaneous users can be expanded according to the hard-
ware specifications. With distributed computing

technology, storage elements (SEs) with different
spaces and regions can be used. Additionally, it per-
forms roles such as cloud storage index, storage data
access control, storage usage control, and data redun-
dancy policy management.

6. Analytics component
The analytics platform consists of a distributed comput-
ing environment and an analysis working environment.
Distributed computing environment includes distributed
system kernel, file sharing, duplication, and in-memory
clustering. Analysis working environment includes ana-
lytics language, machine learning, deep learning, and the
artificial intelligence (AI) framework, which is called as
‘Bee AI’.13

7. Security
A data encryption key distribution technology and system
applying Shamir’s Secret Sharing Scheme (SSSS) was
built. Secured security and reliability for data
encryption/decryption with multikey and distributed
technology.14

8. System log
The System log module provides a variety of logs that
you can use to troubleshoot and debug transactions
and events that take place within the platform. It also
provides archived logs in the log history with the cer-
tification, authorization, and visualization.

9. Service components
Service components can support the web-based or app-
based digital healthcare services through the Open API
to the end-users such as respiratory disease monitoring
service, endocrine disease monitoring service, and

Figure 1. Architecture of MEDBIZ platform for healthcare service.
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cardiovascular disease monitoring service. Respiratory
disease monitoring service is a healthcare service for
patients with respiratory diseases. It analyzes the health
of the respiratory system and monitors air condition in
real-time, a threat to the prevention and management of
respiratory diseases. Endocrine disease monitoring ser-
vices such as diabetes and metabolic syndrome provide
the optimal management service for each individual by
analyzing age, type of diabetes, type period of diabetes,
growth habits, health status, and level of blood sugar
control. Cardiovascular disease monitoring service pro-
vides information for cardiovascular disease prevention
by synthesizing patient’s vital signs (SpO2, blood pres-
sure, heart rate, electrocardiogram, and so on), motion
level, air condition data, and weather data.

10. Compound service
As an open API for IoMT application service develop-
ment, it provides various APIs for use in WEB, CS
programs, and mobile platforms. It also provides
APIs for search, statistics, analysis, operation/manage-
ment, data service, and healthcare IoMT device man-
agement. By providing mesh-up, new services and
contents can be produced through a combination of
services and contents that already exist.

IoMT-based real-time data communication

The implemented MEDBIZ platform has contained an
IoMT platform for data transmission between the digital

health devices and platform in real-time.15 To do this, an
IoMT platform support for managing the digital health
devices that used for healthcare services. In addition, it
can provide the data managing of the each connectable
device and services.16 Currently, IoMT platform have the
number of devices and apps for real-time data transmission
for several different digital health services. The IoMT plat-
form has some functions to control the data storage, meta-
data, batch processing, and metadata.17,18 All these
functions can be applied to the listed connectable devices
and apps thru the gateway. Finally, real-time data trans-
ferred to the core, analytics, and service platforms.

MEDBIZ platform stores the collected data from IoMT
devices in its own database, and then delivers it to the
message queue Kafka for final database construction and
persistence of data. Kafka sends the received data to the
implementation module and the module stores it in the data-
base MongoDB. Data stored in MongoDB provides open
APIs to various monitoring applications such as web ser-
vices through MEDBIZ platform.19

IoMT-based real-time service design

An implemented MEDBIZ platform can provide various
clinical trials for the in-hospital and out-hospital patients
based on various IoMT devices, as below.

Chronic obstructive pulmonary disease (COPD): COPD
is regarded as an obstructive lung disease characterized by

Figure 2. Software components in MEDBIZ platform.
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long-term breathing problems and poor airflow. The main
symptoms are shortness of breath, cough, and sputum pro-
duction. In 2013, the prevalence of COPD in adults over 40
was 13.5%, and the prevalence rate increased with age. In
particular, men showed a high increase after their 60s. It
would be estimated as a major cause of death that is pre-
dicted as top 4 in 2030.20 COPD is a representative ambu-
latory care sensitive disease that, if properly managed in
primary care, can reduce the worsening of symptoms and
hospitalization.

Metabolic syndrome (MetS):MetS is a disease character-
ized by more than three of the following five factors:
abdominal obesity, high blood pressure, high blood sugar,
high triglycerides (TGs), and high high-density lipoprotein
(HDL) cholesterol.21 It has a high prevalence in the United
States, 32.8% for men and 36.6% for women in 2012. In
Korea, it was reported in 28.1% of men and 18.7% of
women in 2017, and it was considered as an important
socio-economic problem.22 Metabolic syndrome is known
to be associated with increased risk of diabetes, chronic
renal failure, hypertension, and cardiovascular disease.

Arrhythmia: Cardiac arrhythmia is an irregular heartbeat
that is regarded as tachycardia or bradycardia, also one of
the most common cardiovascular diseases. Many types of
arrhythmia are not serious, but they are a precursor to
certain diseases such as stroke, heart failure, and cardiac
arrest. In addition, arrhythmias can be a risk factor of dizzi-
ness, fainting, rapid heartbeat, shortness of breath and
anxiety, chest pain, and collapse, and sudden cardiac
arrest in extreme cases. According to the report of World
Healt Organization (WHO), more than 20% of deaths
were attributed to heart disease in 2012, continuous moni-
toring of cardiac disease like arrhythmia is important.

Diabetes mellitus (DM): Skeletal muscle occupies the
largest part of the human body and is a tissue that plays a
major role in glucose uptake in response to insulin.
Decreased skeletal muscle mass can affect insulin sensitiv-
ity and promote metabolic disorders such as type 2 diabetes.
Therefore, interventions such as resistance exercise that
help to increase or maintain skeletal muscle mass are con-
sidered very important in preventing metabolic diseases.
In addition, since the thigh circumference accounts for
30% to 40% of the total skeletal muscle mass in our
body, the establishment of an exercise intervention
method for increasing the mass of the thigh circumference
and improving muscle strength is considered to be effective
in reducing metabolic and cardiovascular disease risk
factors. As a result of a study of about 320,000 men and
women aged 30 to 79 years who had undergone a
medical examination at the Korea Medical Institute from
2009 to 2011, a correlation was reported that people with
thin thighs had a high risk of developing diabetes. This
study suggests that each 1 cm decrease in thigh circumfer-
ence increases the risk of diabetes by 8.3% for men and
9.6% for women.23

Results

IoMT-based digital health clinical trials

Currently, this platform used to provide four healthcare
monitoring services through IoMT devices and smartphone
apps. These were the COPD, metabolic syndrome, arrhyth-
mia, and DM monitoring services (Table 1).

COPD monitoring service

This service was a healthcare service study using IoMT
equipment for patients with COPD (IRB approval number
CR319136; trial registration number KCT0005784). It
was divided into a test group using an IoMT device and a
control group not using the IoMT device, and is intended
to measure lung capacity including FEV1 between the
two groups, and to collect lifelog data. In addition, we
would like to investigate whether monitoring using IoMT
equipment and active intervention based on individual
values were effective in preventing acute exacerbation in
patients with COPD. The experimental group and the
control group consisted of 50 people each, and the IoMT
equipment provided an environmental information meter,
a blood pressure monitor, and a smart watch. A smart port-
able spirometer was assigned to only the experimental
group (Figure 3).

MetS monitoring service

This service was a self-health management study using
digital health for patients with metabolic syndrome
among cohort study participants (IRB approval number
CR319089; trial registration number KCT0005783).
People who met two or more of the five criteria for diagnos-
ing metabolic syndrome were selected. Of the 1519 partici-
pants in the cohort study, 867 (57.1%) had metabolic
syndrome. In total 355 out of 867 (40.9%) people were
recruited to the clinical trial over the phone and then con-
firmed their participation with the detailed explanation
during a hospital visit. IoMT equipment provided a blood
glucose meter, weight scale, blood pressure monitor,
smart watch, and smart tape measure. The solution for
diet management was to take pictures of food and record
the calorie information of the food. In addition, an applica-
tion (Yonsei Health) that collected data measured by IoMT
and transmits it to the MEDBIZ server was developed and
used (Figure 4).

Using this service, there were reported two articles with
each different results. One study was hypothesized that
intervention components, especially wearable devices and
mobile apps, for the prevention of metabolic syndrome
would have a positive effect on physical activities in the
middle-aged population. A total of 267 out of 355
(75.2%) people participated, excluding 88 people who
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had difficulty using IoMT equipment. Also, it was purposed
to compare the changes in clinical values and physical
activities between an enhanced intervention group and
standard intervention group that had not received the inter-
vention for 6 months. A total of 267 participants were ran-
domly selected, of which 221 (82.8%) completed the
6-month study. As many as 113 out of 221 (51.1%) subjects
were assigned to the enchanced intervention group and 108
to the standard intervention group. After 6 months, body
weight and body mass index decreased in the enchanced
intervention group. In both groups, systolic blood pressure,
diastolic blood pressure, waist circumference, and glycosy-
lated hemoglobin (HbA1c) decreased.24 Another study was
aimed to confirm the utility of self-care prevention and
management tools using healthcare devices. In this study,
106 of 136 (77.9%) people were enrolled, excluding 30
people who withdrawn of consent or had pharmacological
treatments. The participants were evaluated at two time

points. The first assessment examined risk factors for
MetS. At a point of 6 weeks after the first assessment exam-
ining risk factors for MetS, a lifestyle intervention was
introduced to induce lifestyle change and to induce contin-
ued participation in the medical device. Follow-up assess-
ments of risk factors for MetS were performed at 26
weeks. The participants with pre-MetS/MetS were
divided into two groups, according to the baseline and
follow-up (26 weeks) assessment findings. It was pre-
sented that increasing HDL-C and TG levels were pre-
vented in participants with pre-MetS. Also, self-care
using healthcare devices might help prevent and
manage the MetS.25

Arrhythmia monitoring service

This service was an empirical study that monitors electro-
cardiography (ECG) signals for 2000 general hikers (IRB

Table 1. Outlines of IoMT-based digital health clinical trials.

Name Subjects (persons) Number of IoMT devices (expeimental/control) Application Status

1 COPD monitoring service 100 4/3 SOOM Health Doing

2 MetS monitoring service 355 5 Yonsei Health Done

3 Arrhythmia monitoring service 2000 1 HiCardi Done

4 DM monitoring service 68 1 BagelFitness Doing

COPD: chronic obstructive pulmonary disease; DM: diabetes mellitus; IoMT: internet of medical things; MetS: metabolic syndrome.

Figure 3. COPD monitoring service. COPD: chronic obstructive pulmonary disease.
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approval number CR319186; trial registration number
KCT0005795). We intended to develop a guideline for
medical guidance so that changes in ECG could be moni-
tored as exercise load occurs in a short time, and when
abnormal signals or emergencies occur, medical staff at
the monitoring center can visit the hospital (Figure 5).

All participants were Korean and aged between 19 and
80 years, consisted of 811 (40.5%) males and 1189
(59.5%) females. In total, 318 (15.9%) subjects found
abnormal signals through the health management bio-signal
monitoring demonstration service. During the real-time
monitoring of vital signs remotely at the monitoring
center, 296 (93.1%) people were recommended for treat-
ment, but fortunately, there was no emergency. Of those
who received a recommendation for treatment, 139
(46.9%) people were contacted by phone, and 30 (21.6%)
of them visited the hospital within 1 month of participating
in the study and performed an examination. In fact, 7 out of
30 (23.3%) patients were diagnosed and treated for heart
disease, including arrhythmia diagnosis, atrial fibrillation
diagnosis, stenting, and medication. Through this, it was
confirmed that this service is effective in terms of safety
and effectiveness.

DM monitoring service related to thigh
circumference

This service applied an augmented reality (AR) motion recog-
nition lower body exercise induction application and IoMT
device solution for strengthening thigh muscle strength to
increase the muscle circumference and monitor exercise
effects (IRB approval number CR320148). As many as 68
participants in the test group (34 DM patients, 34 normal
people) collected lifelog data and exercise-related data of

subjects by applying a smart phone application to which
IoMT devices can be linked and a smart phone application
for AR-based lower body exercise. All 68 people in the
control groups (34 DM patients, 34 normal people) provided
the same smart phone application that IoMT devices could
link with, but did not apply a smart phone application for
AR-based lower body exercise.

Subjects performed thigh training exercises such as
squats, lunges, and raises through an AR-based motion rec-
ognition app. The application provided accurate exercise
guidelines and increased the success rate of exercise
because it was considered to have been exercised only
when the subject’s exercise movements were correct.
Through many studies on the correlation between thigh cir-
cumference and diabetes risk, in this clinical trial, body fat
percentage, muscle mass, and musculoskeletal mass were
evaluated. The reason for evaluating this indicator was to
check whether the thigh exercise through the AR-based
motion recognition app actually had an effect on increasing
muscle mass. The HbA1c was used as a lab test index for
diabetes. HbA1c was a form of hemoglobin that was nor-
mally present in red blood cells combined with sugar.
When blood sugar was maintained high, the HbA1c
level rises and reflects the average blood sugar level for
2 to 4 months, so it was useful for determining the
degree of long-term blood sugar control. Subjects mea-
sured pre-meal blood glucose levels through a gluc-
ometer at least 3 times a week, and in particular, used
clinically effective PP1 (postprandial 1 h) or PP2 (post-
prandial 2 h) after meals. In this clinical trial, PP2 was
selected as the postprandial blood glucose level and
applied.26 In addition, by measuring the number of
steps through a smart watch and the circumference of
the thigh and waist through a smart tape measure, the
effect of thigh strength training through an AR-based

Figure 4. Metabolic syndrome monitoring service.
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motion recognition app on reducing the risk of diabetic
patients was investigated.

These indicators showed that thigh muscle strengthening
exercise had a positive effect on reducing the risk of dia-
betes for DM patients, and AR-based motion recognition
application was able to derive positive clinical results as a
digital treatment (Figure 6).

Discussion

Findings and summaries

We have introduced the implemented big data platform
based on the IoMT to support the digital healthcare services
for precision medicine. In addition, we demonstrated the

establishment of the digital health ecosystem that can
provide real-time healthcare services based on IoMT
using real-world data from in-hospital and out-hospital
patients. The proposed MEDBIZ big data platform there
are several healthcare services are provided to the patients
in-hospital and out-hospital environments.

Advantages of the implemented MEDBIZ platform

There are some advantages of the implemented MEDBIZ
platform for digital healthcare services. First, the plat-
form is implemented by using advanced technologies
including the big data, cloud storage, and IoMT.
Second, the platform can provide the stable and reliable
services for the users. Third, thru this platform we can

Figure 5. ECG and vital sign monitoring service. ECG: electrocardiography.

Figure 6. Diabetes mellitus monitoring service related to thigh circumference.
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support real-time healthcare service from anywhere to
anyone.

Recently there are some studies about IoMT-based big
data platform in healthcare and tele-health services.
Among them, PremaLatha et al., are introduced IoT in
healthcare named as IoMT of devices in medical are
equipped with WiFi.27 The authors were elaborated
impact of IoMT in healthcare in terms of enhancement of
operational efficiency, the ability of digital innovation,
and the extension of industry ecosystems. Similar to what
these authors mentioned, we built the MEDBIZ platform
composed of IoMT, core, analytics, and services compo-
nents, and demonstrated the empirical studies that could
be provided real-time healthcare services within the
digital health ecosystem by using it. The study by Rashed
et al. demonstrated IoMT-based integrated medical plat-
form for remote health monitoring and assisted living.28

The authors proposed multilayer architecture to sense and
collects information about not only the vital signs of
patients but also the surrounding environment. We also
introduced an IoMT platform composed of a multilayered
architecture in this study. Specifically, we presented that
it was consisting of four main layers including physical,
network, presentation, and application layers. Firouzi
et al. summarized a concept of IoT and big data for
smarter healthcare from device to architecture, applications,
and analytics.29 They analyzed the top concerns in IoT tech-
nologies that pertain to smart sensors for healthcare applica-
tions; particularly applications targeted at personalized
tele-health interventions aimed to enable healthier ways of
life. We thought we were more detailed about the concepts
of big data for IoMT and digital health than they did. We
actually designed and conducted four empirical studies in
this article and reported some of the results. Radanliev
and David presented a concept healthcare system supported
by autonomous artificial intelligence that could use edge
health devices with real-time data. The authors suggested
a practical application of a new research methodology for
forecasting cyber risks in health systems through real-time
algorithmic analytics.30 We explained that the analytic plat-
form consisted of a distributed computing environment and
an analytic work environment, and included an AI frame-
work. In addition, it was similar in that it prepared for
data security by building a data encryption key distribution
technology and system. Rubí et al. proposed IoMT big data
platform for open electronic health record (EHR) based on
the pervasive healthcare data.31 The authors studied on the
healthcare data aggregation, processing, and sharing based
on OneM2M. They were used the IoMT domain to extend
and integrate the OpenEHR for simplifying the collection
and dissemination of data. Similar to their research, we
also proposed a OneM2M-based platform. We explained
the concept related to the network layer called the bio-
health platform among the four main layers constituting
the platform. However, they did not provide real-time

healthcare services based on the introduced IoMT-based
big data platforms. Therefore, in this study, we already
implemented and providing various healthcare services
using IoMT devices for in-hospital and out-hospital
patients. Also, we have developed many smartphone apps
which are connected the implemented MEDBIZ platform
to provide healthcare monitoring services. In further, the
proposed MEDBIZ platform can provide the infrastructure
and environment to extended and integrated by the health-
care solution industries and start-ups that lunches the
diverse healthcare services.

Conclusions
In summary, we had implemented MEDBIZ big data plat-
form based on IoMT supporting digital healthcare services.
The platform consisted of four main software component:
IoMT, core, analytics, and services. In addition, we per-
formed the four clinical trials through IoMT devices and
smartphone apps by using the MEDBIZ platform. These
were monitoring services that were related to COPD, meta-
bolic syndrome, arrhythmia, and DM. We designed moni-
toring services related to COPD, metabolic syndrome,
arrhythmias, and diabetes, and obtained meaningful
results with empirical studies while applying these services
to the subjects.

However, there were some shortcomings in this study,
currently platform can supporting the services only health-
care field. In further, some researches and development
should be needed for the business models to provide the
services in other fields such as emergency medicine, tele-
medicine, and medical travel. Forward to the next studies,
we suggest that the platform can be used not only for col-
lecting real-world data for getting real-world evidence, but
also for developing software as a medical device (SaMD)
for digital therapeutics, and digital healthcare services,
through this platform. It could be contributing to the
development of the digital health ecosystem to support
the start-ups and business that can easily enter into the
healthcare domain.

Abbreviations
AR: augmented reality
CE: computing element
COPD: chronic obstructive pulmonary disease
DM: diabetes mellitus
EHR: electronic health record
GC: Group and Choosing
HbA1c: glycated hemoglobin
HDL: high-density lipoprotein
HIRA: Health Insurance Review & Assessment
IoMT: internet of medical things
IoT: internet of things
MetS: metabolic syndrome

Lee et al. 9



MF-R: Meta Fog-Redirection
M2M: machine-to-machine
PP1: postprandial 1 h
PP2: postprandial 2 h
SaaS: software as a service
SaMD: software as a medical device
SSSS: Shamir’s Secret Sharing Scheme
SE: storage element
VFS: virtual file system

Acknowledgements: The authors thank all the researchers
(especially the clinical research nurses) for their support and
effort in the data collection process and study execution.

Contributorship: HY was involved in conceptualization,
formative analysis, and writing—original draft, and review and
editing. KH was involved in conceptualization, project
administration, andfunding acquisition. KH, UE, and SW were
involved in investigation (software) and writing—original draft.
EY, JH, and HJ were involved in data collection and formal
analysis. SB and JW were involved in investigation (hardware);
TY and TH in visualization; H in conceptualization,
methodology, supervision, and writing—review and editing.

Declaration of conflicting interests: The authors declared no
potential conflicts of interest with respect to the research,
authorship, and/or publication of this article.

Ethical approvals: Among the implemented MEDBIZ platform,
we focused on detailed empirical studies about COPD, MetS,
arrhythmia, and diabetes monitoring services. All studies were
approved after deliberation by the Research Ethics Review
Committee; COPD monitoring service (IRB approval number
CR319136; trial registration number KCT0005784), MetS
monitoring service (IRB approval number CR319089; trial
registration number KCT0005783), arrhythmia monitoring
service (IRB approval number CR319186; trial registration
number KCT0005795), and diabetes monitoring service (IRB
approval number CR320148).

Funding: The authors disclosed receipt of the following financial
support for the research, authorship, and/or publication of this
article: This research was supported by the Ministry of Trade,
Industry & Energy (MOTIE), Korea Institute for Advancement
of Technology (KIAT) through the Next-generation Life and
Health Industrial Ecosystem Creation Project (No. R0006229). It
was also supported by a grant of the Korea Health Technology
R&D Project through the Korea Health Industry Development
Institute (KHIDI), funded by the Ministry of Health & Welfare,
Republic of Korea (No. HR21C0885).

Guarantor: None declared.

ORCID iD: Hee Young Lee https://orcid.org/0000-0003-3254-
2261

References
1. Kim KB and Han KH. A study of the digital healthcare indus-

try in the fourth industrial revolution. Int J Adv Comput
Technol 2020; 10: 7–15.

2. Industry Research Institute. New Growth Engine in the Era of
the Fourth Industrial Revolution. Smart Healthcare Industry.
i-KIET Industrial Economic Issues, 12. Sejong: Industrial
Research Institute, 2017.

3. Fang R, Pouyanfar S, Yang Y, et al. Computational health
informatics in the big data age: a survey. ACM Comput
Surveys 2016; 49: 1–36.

4. Villanueva-Miranda I, Nazeran H andMartinek R. A semantic
interoperability approach to heterogeneous internet of medical
things (IoMT) platforms. In 2018 IEEE 20th International
Conference on e-Health Networking, Applications and
Services (HealthCom) (pp. 1–5). IEEE. 2018, September.

5. Mezghani E, Exposito E, Drira K, et al. A semantic big data
platform for integrating heterogeneous wearable data in
healthcare. J Med Syst 2015; 39: 185. [PMID: 26490143].

6. Suciu G, Suciu V, Martian A, et al. Big data, internet of things
and cloud convergence–an architecture for secure e-Health
applications. J Med Syst 2015; 39: 41. [PMID: 26345453].

7. Manogaran G, Varatharajan R, Lopez D, et al. A new archi-
tecture of internet of things and big data ecosystem for
secured smart healthcare monitoring and alerting system.
Future Gener Comput Syst 2018; 82: 375–387.

8. Anisetti M, Bellandi V, Cremonini M, et al. Big data platform
for public health policies. In 2017 IEEE SmartWorld,
Ubiquitous Intelligence & Computing, Advanced & Trusted
Computed, Scalable Computing & Communications, Cloud
& Big Data Computing, Internet of People and Smart City
Innovation (SmartWorld/SCALCOM/UIC/ATC/CBDCom/
IOP/SCI)(pp. 1-6). IEEE. 2017, August.

9. Pramanik MI, Lau RY, Demirkan H, et al. Smart health: big
data enabled health paradigm within smart cities. Expert
Syst Appl 2017; 87: 370–383.

10. Budimir S, Fontaine JRJ, Huijts NMA, et al. Emotional reac-
tions to cybersecurity breach situations: scenario-based
survey study. J Med Internet Res 2021; 23: e24879.
[PMID:33978591].

11. Chai PR, Zhang H, Baugh CW, et al. Internet of things
buttons for real-time notifications in hospital operations: pro-
posal for hospital implementation. J Med Internet Res 2018;
20: e9454. [PMID:30097420].

12. Lam C, Milne-Ives M, Van Velthoven MH, et al. Internet of
things–enabled technologies for weight management in chil-
dren and adolescents: protocol for a systematic review.
JMIR Res Protoc 2020; 9: e16930. [PMID:32229473].

13. Lee YH, Kang HJ, Kim YM, et al. KSB artificial intelligence
platform technology for on-site application of artificial intelli-
gence. Electron Telecommun Trends 2020; 35: 28–37.

14. Park JS and Chung TY. Design and implementation of
IoT distributed file system with Secret Sharing
Scheme technology. J Korean Inst Intell Syst 2019; 29:
371–378. [doi:10.5391/JKIIS.2019.29.5.371].

15. Chen D, Chen Y, Brownlow BN, et al. Real-time or near real-
time persisting daily healthcare data into HDFS and elastic-
search index inside a big data platform. IEEE Trans Industr
Inform 2016; 13: 595–606.

10 DIGITAL HEALTH

https://orcid.org/0000-0003-3254-2261
https://orcid.org/0000-0003-3254-2261
https://orcid.org/0000-0003-3254-2261


16. Chen M, Ma Y, Song J, et al. Smart clothing: connecting
human with clouds and big data for sustainable health moni-
toring. Mobile Netw Appl, 2016; 21: 825–845.

17. Zhang Y, Qiu M, Tsai CW, et al. Health-CPS: healthcare
cyber-physical system assisted by cloud and big data. IEEE
Syst J 2015; 11: 88–95.

18. Miramontes R, Aquino R, Flores A, et al. PlaIMoS: a remote
mobile healthcare platform to monitor cardiovascular and
respiratory variables. Sensors 2017; 17: 76. [PMID: 28106832].

19. Kim TH, Chung TY and Lee HB. Implementation of an
oneM2M-based health monitoring platform for older adults.
J Digit Contents Soc 2021; 22: 1451–1458.

20. Mathers CD and Loncar D. Projections of global mortality
and burden of disease from 2002 to 2030. PLoS Med 2006;
3: e442. [PMID: 17132052].

21. World Health Organization Department of Noncommunicable
Disease Surveillance. Definition, diagnosis and classification
of diabetes mellitus and its complications: report of a WHO
consultation. Part 1, Diagnosis and classification of diabetes
mellitus. World Health Organization. 1999. URL: https://
apps.who.int/iris/bitstream/handle/10665/66040/?sequence=
1 [accessed 2022-02-07].

22. Kim MH, Lee SH, Shin KS, et al. The change of metabolic
syndrome prevalence and its risk factors in Korean adults
for decade: Korea National Health and Nutrition
Examination Survey for 2008-2017. Korean J Fam Pract
2020; 10: 44–52.

23. Jung KJ, Lee GJ and Jee SH. The association between thigh
circumference and lipids profile in Korean population.
J Lipid Atheroscler 2012; 1: 79–86.

24. Kim HJ, Lee KH, Lee JH, et al. The effect of a mobile and
wearable device intervention on increased physical activity

to prevent metabolic syndrome: observational study. JMIR
Mhealth Uhealth 2022; 10: e34059. [PMID: 35200145].

25. Lee JH, Lee KH, Kim HJ, et al. Effective prevention and man-
agement tools for the metabolic syndrome based on digital
health-based lifestyle interventions using healthcare devices.
Diagnostics 2022; 12: 1730. [PMID: 35885634].

26. Weisz B, Shrim A, Homko CJ, et al. One hour versus two
hours postprandial glucose measurement in gestational dia-
betes: a prospective study. J Perinatol 2005; 25: 241–244.
[PMID: 15605070].

27. PremaLatha V, Sreedevi E and Sivakumar S. Contemplate on
Internet of Things Transforming as Medical Devices-The
Internet of Medical Things (IOMT). In 2019 International
Conference on Intelligent Sustainable Systems (ICISS)
(pp. 276–281). IEEE. 2019, February.

28. Rashed A, Ibrahim A, Adel A, et al. Integrated IoT medical
platform for remote healthcare and assisted living. In 2017
Japan-Africa Conference on Electronics, Communications
and Computers (JAC-ECC) (pp. 160–163). IEEE. 2017,
December.

29. Firouzi F, Rahmani AM, Mankodiya K, et al.
Internet-of-things and big data for smarter healthcare: from
device to architecture, applications and analytics. Future
Gener Comput Syst 2018; 78: 583–586.

30. Radanliev P and David DR Advancing the cybersecurity of
the healthcare system with self-optimising and self-adaptative
artificial intelligence (part 2). Health Technol (Berl) 2022; 12:
923–929. [PMID: 35975178].

31. Rubí JNS and Gondim PRL. IoMT platform for pervasive
healthcare data aggregation, processing, and sharing based
on OneM2M and OpenEHR. Sensors 2019; 19: 4283.
[PMID: 31623304].

Lee et al. 11

https://apps.who.int/iris/bitstream/handle/10665/66040/?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/66040/?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/66040/?sequence=1
https://apps.who.int/iris/bitstream/handle/10665/66040/?sequence=1

	 Introduction
	 Methods
	 Architecture of MEDBIZ platform
	 Software components
	 IoMT-based real-time data communication
	 IoMT-based real-time service design

	 Results
	 IoMT-based digital health clinical trials
	 COPD monitoring service
	 MetS monitoring service
	 Arrhythmia monitoring service
	 DM monitoring service related to thigh circumference

	 Discussion
	 Findings and summaries
	 Advantages of the implemented MEDBIZ platform

	 Conclusions
	 Acknowledgements
	 References


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile ()
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 5
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2003
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    33.84000
    33.84000
    33.84000
    33.84000
  ]
  /PDFXSetBleedBoxToMediaBox false
  /PDFXBleedBoxToTrimBoxOffset [
    9.00000
    9.00000
    9.00000
    9.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames false
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks true
      /AddColorBars false
      /AddCropMarks true
      /AddPageInfo true
      /AddRegMarks false
      /BleedOffset [
        9
        9
        9
        9
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


